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Abstract. - The present research is generally related to a system and method for 

predicting an infectious disease such as COVID-19 transmitted by a virulent respi-

ratory virus. Disclosed are a system and method for predicting an infectious dis-

ease transmitted by a virulent respiratory virus. The system includes a plurality of 

Internet of Things (IoT) sensors, a plurality of fog node devices, and a plurality of 

computing devices in cloud data centers. The IoT sensors are configured to be 

coupled to a plurality of human beings to generate a health dataset. The fog node 

devices are associated with a fog layer to receive the health dataset from the IoT 

sensors to process and to store the health dataset over a blockchain network. The 

fog node devices process the health dataset at the fog layer by performing a fog 

computing. The computing devices and cloud data centers receive the processed 

health dataset from the of fog node devices over the blockchain network. This re-

search is also filed for patent in Indian Patent Office with application number – 

202011021969. [5] 
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1   Introduction 

1.1  Background 

Typically, human migration and the spread of infectious diseases are interrelated. 

The emergence of COVID-19 and its subsequent dissemination to various coun-

tries provided irrefutable evidence that international and even intercontinental 

borders are highly permeable to the spread of infectious diseases. Whether origi-

nating from breaches at laboratories harboring dangerous infectious pathogens, 
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bioterrorism, or natural causes, outbreaks of emerging diseases with pandemic po-

tential constitute a vital threat to the health and economic security of the entire in-

ternational community. 

1.2  Problem 

The health care services throughout the world are failing to contain and prevent 

the spread of COVID-19 (Corona virus) However, the existing systems and me-

thods are inefficient and ineffective in predicting an infectious disease transmitted 

by a virulent respiratory virus. Therefore there is a need for an automated, Block-

chain, and FOT (Fog of Things) based intelligent system and method to predict 

viral spread diseases like COVID-19, consequently helping in stopping spreading.  

 Thus, in view of the above, there is a long-felt need in the industry to address 

the aforementioned deficiencies and inadequacies. Further limitations and disad-

vantages of conventional and traditional approaches will become apparent to one 

of skill in the art through comparison of described systems with some aspects of 

the present disclosure, as set forth in the remainder of the present application and 

with reference to the drawings. 

1.3  Proposed Solution 

For the above problem, we hereby propose a present system and method provide a 

virus epidemic prediction system (VEPS). Further, the present system utilizes a 

blockchain network and FOT (Fog of Things) based intelligent system predicting 

viral spread diseases like COVID-19, consequently helping in stopping spreading.  

 This research paper also provides the detailed workflow of VEPS and proposes 

a solution to the problem. The present system and method transfer the health data-

sets via IoT to the local fog based system via a secured blockchain network. The 

fog computing (Fog-of-Thing) is used to perform processing of gathered data, be-

fore sending it to Cloud Datacenters. The fog system automatically sends alert to a 

mobile application or a computer application accessible to all the government au-

thorities, and health monitoring agencies. This communication is also secured with 

the blockchain network.  
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2    Related Work 

2.1  Background Research 

A publication titled "An intelligent and secure system for predicting and prevent-

ing Zika virus outbreak using Fog computing" filed by Sanjay Sareen et al. talks 

about a fuzzy k-nearest neighbor is used to diagnose the possibly infected users, 

and Google map web service is used to provide the geographic positioning system 

(GPS)-based risk assessment to prevent the outbreak. It is used to represent each 

Zika virus (ZikaV)-infected user, mosquito-dense sites, and breeding sites on the 

Google map that help the government healthcare authorities to control such risk-

prone areas effectively and efficiently. The proposed system is deployed on Ama-

zon EC2 cloud to evaluate its performance and accuracy using data set for 2 mil-

lion users. The system provides high accuracy of 94.5% for the initial diagnosis of 

different users according to their symptoms and appropriate GPS-based risk as-

sessment. [4] 

 A PCT application WO2004092360A2 filed by Chien David et al. discloses 

"an outbreak of a virulent respiratory virus, now known as Severe Acute Respira-

tory Syndrome (SARS), was identified in Hong Kong, China and a growing num-

ber of countries around the world in 2003. The research relates to nucleic acids 

and proteins from the SARS corona virus. These nucleic acids and proteins can be 

used in the preparation and manufacture of vaccine formulations, diagnostic rea-

gents, kits, etc. The research also provides methods for treating SARS by adminis-

tering small-molecule antiviral compounds, as well as methods of identifying po-

tent small molecules for the treatment of SARS." [19] 

 

 
Fig 1(Corona Pandemic 2020 total Cases date-wise)  
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Source -https://www.worldometers.info/coronavirus/worldwide-graphs/#total-cases [ac-

cessed on 2020-08-16] 

 

 As with the present COVID-19 Pandemic situation, numbers of cases are ris-

ing day-by-day. If we compare the situation in last 6 month i.e. from January to 

mid of August 2020 we can clearly see that it is getting worse [Fig 1]. This situa-

tion arises because; we do not know how many people are carrying this virus, 

without getting noticed by the Government/ health personals. If there is any way 

to check that a person is getting the symptoms of a virulent disease at the place 

where the he is living or working, then it is easy to put him in isolation before the 

test of disease.  

 Further limitations and disadvantages of conventional and traditional ap-

proaches will become apparent to one of skill in the art through comparison of de-

scribed systems with some aspects of the present disclosure, as set forth in the re-

mainder of the present application and with reference to the drawings. 

2.2  Preliminaries 

Some of the key technologies used in this research are -  

IoT: As there is advancement in sensing and networking technologies IoT (Inter-

net of Things) become the most significant technology now-a-days. [11] We can 

describe IoT as the connection of peoples, sensors and services. It is used to de-

crease cost, improve efficiency, and increase the capability of existing system. 

[12] 

CoT: Things (devices/sensors) of IoT when combines with the power of cloud, the 

new platform thus is termed as Cloud of Things (CoT). [13] In CoT cloud is in the 

middle of the architecture used as an interface between the different IoT devices 

communication each other. Cloud platform is also used to store and process the 

data generated via sensors used in IoT.  

Fog Computing: Fog removes the problems associated with CoT, like perfor-

mance and latency. It has the benefits of cloud, but removes demerits. [14] Fog 

gives storage, organization, distributed computing, and systems administration ab-

ilities closer to the client end. [15] 

Block-Chain: Bitcoin has the foundation in Blockchain introduced by Satoshi Na-

kamoto. It can be defined as dispersed ledger, in which data and its transaction 

cannot be controlled by other then sender and receiver. [16] In the recent devel-

opment other persons and companies developed their own blockchain. A main ad-

vantage of blockchain is to provide secured and encrypted way to process data and 

transaction. 

Cloud Computing: Cloud provide way to share computing resources like server, 

storage, databases, network, software,  etc in a scalable, and flexible environment. 

[16]. Cloud is a consumer involved technology; It is facilitated to end user as and 

when requested. [18] 
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2.3  Objective 

The main objectives of this research are - 

1. To develop a system for predicting an infectious disease transmitted by 

a virulent respiratory virus. This system comprises –  

a. Of a plurality of Internet of Things (IoT) sensors configured to 

be coupled to a plurality of human beings to generate a health 

dataset. 

b. Of a plurality of fog node devices associated with a fog layer to 

receive the health dataset from the Internet of Things (IoT) 

sensors to process and to store the health dataset over a block-

chain network, wherein the fog node devices process the health 

dataset at the fog layer by performing a fog computing 

c. Of computing devices and cloud data centres to receive the 

processed health dataset from the fog node devices over the 

blockchain network. 

2. To develop a method for predicting an infectious disease transmitted by 

a virulent respiratory virus, the method comprising steps of – 

a. Generating health dataset from a plurality of Internet of Things 

(IoT) sensors configured to be coupled to a plurality of human 

beings. 

b. transmitting, by the plurality of Internet of Things (IoT) sen-

sors, the generated health dataset to a plurality of fog node de-

vices associated with a fog layer for processing and storage of 

the health dataset over a blockchain network; 

c. processing the health dataset at the fog layer by performing a 

fog computing; and 

d. Transmitting, by the plurality of fog node devices, the proc-

essed health dataset to a plurality of computing devices and a 

plurality of cloud data centres over the blockchain network. 

3. To develop a method according to point 1, wherein the processed health 

dataset is transmitted to a software application associated with the com-

puting devices accessible to a plurality of users. 
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3  Proposed Architecture 

3.1  Architecture 

Fig 2 shows the proposed architecture of Blockchain & FoT based VEPS (virus 

epidemic prediction system) Model. It is a model comprises of 4 layers.  

1) Human layer: This layer contains the human beings from which the 

health data is gathered with the help of IoT sensors. There are number of 

wearable devices available for getting Health data like body temperature 

sensor, ECG sensor, blood pressure sensor, location sensor(for getting 

particular location of the person) etc. These sensors can be incorporated 

into a device like a wearable watch and then made available to all the 

people across the country. 

2) Fog Layer: This layer is above the human layer and gets health data of 

humans routed via sensors and microcontrollers. This layer is at the 

city/area/district level where the data is being generated. The fog node 

devices are placed at a city level and at a district level. The fog node de-

vices placed at the city level receive the generated health dataset from a 

city or a predefined area. The fog node devices placed at the district level 

receive the generated health dataset from a district. The fog node devices 

are associated with this layer to receive the health dataset from the plural-

ity of Internet of Things (IoT) sensors to process and to store the health 

dataset over a blockchain network. The fog node devices process the 

health dataset at the fog layer by performing a fog computing. 

3) Cloud Layer: The cloud data centers receive the processed health dataset 

from the fog node devices over the blockchain network. In our model 

Cloud layer is used to store processed data that can be made available 

countrywide/ worldwide. 

4) Restricted Layer:  The fog node devices placed at the district level are re-

sponsible for the processed data and transfer of that data between other 

nodes, government, and medical officials. The processed health dataset is 

transmitted to a software application associated with the computing de-

vices accessible to a number of users such as government, health moni-

toring agencies, patient on the website or software application which is 

specific to users. 

In this model we have used a blockchain network where processors provided 

with a memory configured to store a blockchain comprised of a number of blocks, 

wherein each block is comprised of at least a block header and the health dataset 

corresponding to the plurality of human beings, each block header including at 

least a timestamp. 
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Fig 2 Architecture of VEPS 

3.2 Methodology – the Working flow of Proposed Architecture 

VEPS predicts the water-borne diseases and helps the consumer to improve wa-

ter quality through WHO recommended standards.  

1. The objective of the research is to get health data of human beings using 

secured blockchain & FOT (Fog of Things). 

2. The objective of the research is to identify health issues related to a viral 

Pandemic like COVID-19 in human beings. 

a. High body Temperature 

b. Increased Blood Pressure 

c. ECG Sensor 

d. Human Location sensor 

e. etc 

3. The health data will be transferred via IoT to the local Fog based Sys-

tem via secured blockchain technology. 

4. Fog computing (Fog-of-Things) is used to perform processing of gath-

ered data, before sending it to Cloud Data enters. 
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5. The Fog System will automatically send alert to a mobile app/ computer 

Application accessible to all Government/ Health monitoring Agencies. 

This communication is also secured with blockchain. 

6. A mobile app/Web Application connected to Fog Computing and Cloud 

data enters will be developed to-  

a. Alert all officials of government and health monitoring agen-

cies at the local district level about the suspected viral patient. 

b. Trace the current location of the suspected patient. 

c. To update the current status of Patient by Health officials after 

testing the patient (negative/ positive/ Quarantined/ Recovered/ 

Death etc). 

d. Give information automatically of all Patients in a particular 

region/district/state. 

7. All data from fog is transferred to the Cloud database via the blockchain 

network to use nationwide. 

3.3 Hardware & Software (Technical) details included in Layers of Proposed 

Architecture 

1) Human Layer- Humans are provided with wearable sensors so that data is 

collected.  

a. Some of the sensors that can be used are - ECG sensor, and a 

human location identification sensor (GPS sensor), temperature 

sensor (enabled for Raspberry Pi), heartbeat Sensor (enabled for 

Raspberry Pi),  

2) Fog Layer- We can use different microcontroller boards available for get-

ting data from IoT sensors like - Raspberry Pi, Particle.io, Espressif 

ESP8266 Boards, Adafruit, Arduino, etc. 

a. In a single Fog Node we have routers, Networking interface, 

processing units, storage units etc. [7] so that it can communi-

cate, store and process data.   

b. Various application can be programmed for giving processing 

capabilities to this node using Python, Java etc. [7] 

3) Cloud Layer- Different cloud databases are available. We can choose one 

from - Amazon Relational Database, Microsoft Azure SQL Database, 

Oracle Database, IBM Db2 on Cloud, Google Cloud SQL, etc.  

4) Restricted Layer- In the restricted layer, an application is developed for 

giving further information to different user as described earlier. This ap-

plication can be developed with the help of HTML/CSS & PHP if it is 

web based or with Java/ Smalltalk/ Kotlin if it is app based.  
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3.4 System Flowchart 

 

 

4 Evaluation 

 4.1 Advantage of proposed system VEPS 

Various advantages of the proposed system are -  

1) This system automatically obtains a health dataset of human beings using 

a secured blockchain and FOT (Fog of Things). 

2) It identifies various health issues such as high body temperature, and in-

creased blood pressure, related to a viral epidemic like COVID-19 in 

human beings. 

Health dataset is generated with the help of IoT sensors from humans

Health dataset generated thus transfered to Fog node  device associated 
with fog layer over a blockchain network

Processing of health dataset at Fog Layer by performing Fog computing

Transmitting the processed Data to handheld Devices and Cloud 
Datacenters

Mobile App/Website will then

1) Alert all officials of government and health monitoring agencies at the 
local district level about the suspected viral patient.

2) Trace the current location of the suspected patient.

3) Update the current status of Patient by Health officials after testing the 
patient (negative/ positive/ Quarantined/ Recovered/ Death etc).

4) Give information automatically of all Patients in a particular 
region/district/state
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3) It automatically provides information on all the patients in a particular 

region/district/state. 

4) It prevents medical and governmental authorities from exposing directly 

to the infected patients as the system is equipped with intelligent IoT sen-

sors such as an ECG sensor, a human location identification sensor etc. 

We have incorporated a Block chain network in the system which has the fol-

lowing advantage – 

1) It is decentralized; there is a minimal or absolutely no risk of data loss. 

2) Blockchain relies heavily on cryptography (the practice of secure com-

munication), so blockchain itself is a self-secure technology.  

3) Using blockchain will also help the government authorities in surveil-

lance, as the security authorities can look up for a particular health data-

set of the human being, for the health dataset being decentralized. [17] 

FoT (Fog of Things) brings the advantage to our system such as–  
1) Fog removes the overload of computation and storage from the cloud 

platform.[9] 

2) It is used to perform heavy computation on the edge where data gathers, 

that reduce the chance of data loss while sending it to the cloud. 

3) Fog is also known to reduce latency period while communication. 

4) FoT removes the resource sharing constraints of IoT devices.[10] 

 

5  Conclusion & Future Scope 

In this study, we have developed a system named as VEPS for predicting an in-

fectious disease such as COVID-19 transmitted by a virulent respiratory virus. 

This is a theoretical model and can be implemented as such on requirement. It in-

cludes technology as IoT, FoT, Cloud, Blockchain etc, and they have their own 

advantages. We have discussed these advantages in the paper. 

This model is very helpful in the present epidemic situation of COVID-19. To 

stop spreading this virus early detection of patients is very much needed, so that 

they can be quarantined. Our prescribed system gives the opportunity to the health 

officials and government to get the location specific information about the person 

with health record. 

Future work in this model will be to physical demonstration of this system. We 

can also try to figure out how the wearable devices can be made available peoples 

so that the health data can be gathered.  
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Figure 2

Architecture of VEPS


