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Abstract
An implementation method of quantum noise stream cipher with optical digital to analog converter is
proposed and demonstrated. The proof-of-principle experiment for quantum noise stream cipher system
has been designed to transmit 16-level signal with the baud rate of 10 Gbps by means of 4-bit port. So,
the encrypted signal is obtained by weighting the intensities of multiple optical wavelengths and
summing them according to plaintext signal and secret key, that makes the adjacent level of the signals
are covered with the �uctuation of quantum noise. Experimental results show that the legitimate user can
successfully recover the QNSC signal by the decryption with a very low probability of error with 2.19×10–

11. However, the eavesdropper cannot distinguish the distinct bits due to the disturbance of quantum
noise, which it is giving a very high probability of error with 0.425 due to the disturbance of quantum
noise.

1. Introduction
In recent years, the explosion in available communications bandwidth has led to a corresponding growth
in the transmission of massive amounts of data, due to the breakthrough in developing information and
communications technology for �fth-generation networks and Big Data applications. As critical
communication infrastructure, optical communication networks have a vital role in the reliable
transmission of huge amount of sensitive information, such as �nancial, medical and legal records,
technical designs and trade-secrets. At the sometime, these networks face a potential threat of optical
signal tapping or through available monitoring ports at the physical layer [Iqbal et al. 2011], and the
enormous amount of important or private information carried over optical �ber is exposed to the
eavesdropper. Thus, it is critical to develop data protection schemes for optical �ber communications to
provide data security in optical physical layer. An approach for secure �ber optic transmission is to use a
quantum noise stream cipher (QNSC) technology. Unlike typical data encryption methods which �ip the
transmitted data bit parity from a zero to a one or from a one to a zero in a complex way, QNSC actually
change the data modulation format, and take advantage of inherent optical noise in the transmitted
signal [Hirota O. et al. 2005]. Although QNSC makes use of quantum noise or shot noise, it does so in
such a way that it is still capable of high speed and long-distance propagation through common optical
links, such as Erbium doped �ber ampli�ers (EDFA) [Futami F. et al. 2019, Tanizawa K. et al. 2021]and
wavelength division multiplexers (WDM) [Futami F. et al. 2017, Corndorf E. et al. 2007].

Generally, the traditional optical communication uses high-order modulation to improve communication
capacity, unfortunately, it is sensitive to multiple noises. One of the basic characteristics of the QNSC is
its use of high-order optical modulation and excess optical noise into an attacker’s measurement for
cryptographic purposes. Particularly, the multi-level signal is generated based on high-order modulation,
when the modulation orders are signi�cantly high, and the power differences are signi�cantly low, the
adjacent level of the signals are covered with the noise [Nakazawa M. et al. 2014, Yang X. et al. 2019].
Between two adjacent signals the level spacing is so small that adjacent levels cannot be resolved, and
then eavesdropper won't make a correct multi-level discrimination. So, the high-speed digital to analog
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converter (DAC) that performs high-order modulation and demodulation of the multi-level signal is a key
technical issue affecting the implementation of QNSC [Ohhata K. et al. 2010].

As mentioned in previous publications, the intensity modulation QNSC system with the intensity levels of
1024 and communication has been rate up to 10 Gbps for 300 km �ber, and the key device in the
transceiver is a 10GS/s DAC with 10-bit resolution for encryption, which is fabricated using 0.25µm SiGe
BiCMOS technology [Yoshida M. et al. 2015]. Next, a real-time 10 Gbps-70Gbps QAM/QNSC transmission
system at least one hundred kilometers is achieved, in which the DACs operated at 10 GS/s with a 10-bit
resolution [Yoshida M. et al. 2016, Nakazawa M. et al. 2017, Tanizawa K. 2018]. Recently, an optical
multiplexing scheme using multiple electrical DACs for achieving higher-order modulation were
demonstrated, by using cascaded phase modulators for coarse-to-�ne modulation [Tanizawa K. et
al.2019, Chen X. et al. 2021], and by using dual DACs to drive single-drive LiNbO3 modulator [Shi S. et al.
2021]. It is also worth noting that the key device in the transceiver is the electrical DAC, which is be used
to drive an electro-optic modulator. Although the electrical DAC that achieves more than 40 GHz analog
electrical bandwidth [Christian S. et al. 2017], the structure is complex and cost is expensive for the QNSC
system. Optical DAC using multi-channel intensity weighting and summing is utilized to break the limit
[Gao B. et al.2017, Yang S. et al. 2017, Zhang T. et al. 2019], it has the advantages of simple, lower
hardware complexity, high processing speed, etc.

In this paper, on the basis of optical DAC, an implementation method of quantum noise stream cipher for
photonic layer security is proposed and demonstrated. The proof-of-principle experiment for QNSC
system is conducted by weighting the intensities of multiple optical carriers and summing them
according to plaintext signal and secret key. In the encryption experiment, a 16-level signal is obtained
with the baud rate of 10Gbps and 4-bit encrypted signal is achieved by the �uctuation of quantum noise.
Furthermore, the clear separation of the 0 and 1 histogram allows legitimate user to make bit decisions
with a very low probability of error with 2.19×10–11. Whereas, the corresponding histogram for
eavesdropper shows that distinct bits are not distinguishable, which it leads to a very high probability of
error with 0.425.

2. Quantum Noise Stream Cipher Based On Optical Dac

2.1 Proposed model of quantum noise stream cipher
The based on optical digital to analog conversion is depicted in Fig. 1. This system consists of an optical
encoder, which uses optical DAC to implement multi-level code and encrypt optical signal, and an optical
decoder, which uses optical DAC to generate real time discrimination code and decrypt the ciphertext.
Alice sends binary message sequence x to Bob via the �ber channel which called main channel, and the
QNSC signal which is a multi-level signal masked by quantum noise nE is generated by optical DAC.
Speci�cally, the secret keystream K which is generated by pseudo random number generator (PRNG) can
makes the multi-level signal be random. Meanwhile, Bob receives the QNSC signal called ciphertext and
needs to distinguish not multi-level signal but binary signals with the discrimination code which is
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generated by optical DAC with shared keystream K. On the other hand, Eve can also intercept the QNSC
signals from Alice by wiretap channel. However, he must distinguish the multi-level signal with masked by
quantum noise in case of knowing no information about the secret keystream. In fact, he cannot
distinguish the signals without error due to the disturbance of quantum noise.

2.2 Optical Encoder
The schematic diagram of optical encoder is shown in Fig. 2, which consists of PRNG and optical DAC.
The cryptographic procedure is as follows. The input binary data of plaintext X and running key K={k1, …,
ki,…, kN } with a bit length of N of the PRNG are input to optical DAC which consists of directly modulated
laser array (DMLA), �ber optic delay array (FODA), optical directional coupler array (ODCA) and optical-
electrical-optical conversion (OEOC). Then, the digital optical signal E which is produced by DMLA can be
expressed as

E = [ D(K,X)]•[A(λ)]  (1)
Where D(K, X) ={k1, k2,…,X,…, kN−1, kN } is the binary sequence for encoding, A(λ)= { A1(λ1), A2(λ2),…,
AN+1(λN+1) } is the output signal from the ODCA of lasers with different wavelengths λ.

Next, the FODA realize the synchronization of the digital optical signal. The ODCA contains N + 1
directional optical couplers with 1:1 splitting ratio. According to the coupled mode theory, the transfer
matrix of the single directional coupler for combining and splitting optical signals can be expressed as

  (2)
Where A1in, A2in is the light �eld input from the two input ports of the coupler and A1out, A2out is the light
�eld coming out of the coupler, j is the imaginary unit.

Through the combination of N + 1 couplers, the weight attachment in the order of {2− 1
, 2− 2…2− n…2−( N+1)}

is performed. So the output power S from ODCA can be expressed as

  (3)
Where 1 ≤ n ≤ N + 1, 1 ≤ m ≤ N + 1, Pn(λn) = An(λn) [An(λn)]* is the output power from the ODCA of lasers,
the �rst terms on right side of the Eq. (3) is multi-level code and the second terms on right side is beat
frequency between the different monolithic lasers of the ODCA.

By adding all of these output signals, adjust all the lasers of the ODCA are the same power P, the OEOC is
able to generate multi-level signal with single wavelength. In the conversion process, the effects of the
quantum noise of the output light of the DMLA and the OEOC are added to the multi-level signal. It can be
expressed as
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  (4)
Where nE is the quantum noise, and the probability density function of noise can be expressed as

  (5)
Where, σ is the variance of the probability density function. When the level spacing between two adjacent
levels of the multi-level signal is small enough to be distinguished under the �uctuation of quantum
noise, the QNSC signal is generated, and the complete encryption processing is performed physically.

2.3 Optical Decoder
The schematic diagram of optical decoder is shown in Fig. 3, which consists of optic-electric (OE)
conversion, automatic gain controllable ampli�er (AGCA), decision, PRNG2 and optical DAC. The basic
con�guration of the PRNG2 and optical DAC is the same as the optical encoder. However, it is the
function that generates discrimination levels at the same speed as the transmission bit-rate. Regardless
of channel degradation, Bob detects the QNSC signals S(K,X), to decode X∈{0,1} by discriminating
between S(K,0) and S(K,1), the threshold can be expressed as

  (6)
The optic-electric conversion changes a received optical signal to an electric signal. However, it changes
in relation to transmission distance. And then the AGCA controls signal amplitude by detecting the
highest level and lowest level of the signal, so the optimum adjustment is made for the threshold level by
the AGCA. The original binary signal is regenerated from the received data and the discrimination level by
decision. It can be expressed as

  (7)
Eve receives Alice’s QNSC signals S (K, X) by ideal detection. But unfortunately, Eve does not know the
keystream K, and the quantum noise masks the QNSC signal levels, so he will make a wrong M-level
decision.

3. Experimental Results
For investigating the proposed scheme, the encoder and decoder proof-of-principle experiment for QNSC
system is set up, which converts the 4-bit parallel digital streams into QNSC signal and realizes the
decryption of ciphertext based on the optical DAC. To demonstrate 4-bit operation, one plaintext signal
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and three running keys with the bit rate of 10Gbps are fed into the DMLA consisting of 4 directly
modulated lasers with different wavelengths. The center wavelengths of 4 directly modulated lasers
cover from 1549.32 nm to 1551.72 nm with a separation of 0.8 nm. By adjusting the driving current of
DMLA, the output optical power of each directly modulated laser is about − 8 dBm. The outputs of 4
directly modulated lasers are combined in ODCA. And a FODA is used to synchronize the binary optical
signals as accurately as possible. After the multi-wavelength mixed signal is fed into OEOC with a
bandwidth about 18 GHz. Consequently, the QNSC signal with single-wavelength is generated.

The measured evolution of the output waveforms with the average optical power for encoder is shown in
Fig. 4. The red areas represent the amplitude signal level distribution of the data 1, and the red areas
correspond to represent the data 0. It is shown that the signal amplitude level of data 1 decrease
exponentially with the decrease of the average optical power, meanwhile, the signal amplitude level of
data 0 increases logarithmically with the decrease of average optical power. However, as average optical
power is small enough, both the two levels will tend to a same level. It should be noted that when the
average optical power is small enough, the level spacing of 0 and 1 is too small to be distinguished under
the �uctuation of quantum noise.

The relationship between the average optical power of encoder and signal-to-noise ratio (SNR) is shown
in Fig. 5. It is noted that the SNR of the signal increases with the increase of the optical power. When the
average optical power of least-signi�cant bit for optical DAC is less than − 19dBm, the SNR is less than
0dB. It should be noted that the su�cient quantum noise masking was achieved and the gap between
two adjacent level is so small that the attacker cannot discriminate the adjacent levels. While the average
optical power of most-signi�cant bit for optical DAC is more than − 15dBm, the SNR is more than 6dB, so
it can keep the signal qualities adequately, the gap between the two levels is large enough to allow for
proper discrimination of data 0 and 1.

The experimentally observed signals of the optical encoder are shown in Fig. 6. The logic value of the
running key with 3-bit from PRGN are set to (11010101001100011101), (10100110001110101010),
(10011000111010101001), and the amplitude of each signal is 7.05mV, 15.90mV, 31.99mV, the average
optical powers are corresponding to -19.98 dBm, -16.97 dBm, -13.98 dBm, as shown in Fig. 6 (a) ~ 6 (c)
respectively. Moreover, the logic value of input binary data of plaintext is (10101001100011101010), and
the amplitude of the signal is 65.30mV, and the average optical power is -11.07dBm, as shown in Fig. 6
(d). It should be noted that the parallel signals with different wavelengths are weighted by the factors of
about 2–4, 2–3, 2–2, 2− 1, and then combined incoherently by ODCA. The QNSC waveform with single
wavelength is measured in Fig. 6(e) by OEOC corresponding to Eq. (2), and the binary characteristics of
plaintext in Fig. 6 (d) have been disturbed. The eye-diagram is measured in Fig. 6(f), it seems that the eye-
diagram of QNSC signal is closed, because the plaintext with binary signal is encrypted with 24-level and
masked by noise.

The structure of optical DAC in decoder is the same as that of encoder, and the observed waveforms of
the optical DAC for the decoder are shown in Fig. 7, experimentally. The waveforms of the DMLA which
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are controlled by the output of PRNG2 are shown from Fig. 7(a) to Fig. 7(d). Obviously, the signals in the
Fig. 7(a) and Fig. 7(b) are the same as those of Fig. 6(a) and Fig. 6(b), respectively. To generate threshold
signal, the logic value of input binary data is set to (01100111000101010110) in Fig. 7(c), which is the
reverse of the signal logic value in Fig. 6 (c). In addition, the signal logic value in Fig. 7 (d) is the same as
that in Fig. 6 (c), but the average optical power corresponds to that of Fig. 6 (d). So, the threshold of the
decision waveform is achieved, as shown in Fig. 7(e).

The decoded signals of the QNSC are shown in Fig. 8. Where the waveform of bits as received by
legitimate user is shown in Fig. 8(a), it should be noted that the waveforms in Fig. 6(d) and Fig. 8(a) are
similar, corresponding to the correct plaintext. In addition, the clear separation of the 0 and 1 histogram
allows him to make bit decisions with 2.19×10–11, as shown in Fig. 8(b). At the same time, the waveform
from the eavesdropper in wiretap channel as shown in Fig. 8(c) in which it can take all the optical signals
from main channel that would have gone to legitimate users, except for the correct key K, it should be
noted that the received signal is still a M-ary signal masked by noise. Moreover, the corresponding
histogram in the Fig. 8(d) shows that distinct bits are not distinguishable, which it is giving a very high
probability of error with 0.425 in bit decisions because of lack of the key.

4. Conclusions
In this paper, a type of quantum noise stream cipher with optical DAC base on weighting the intensities of
multiple optical carriers and summing them according to plaintext signal and secret key for photonic
layer security has been proposed and demonstrated. The proof-of-principle experiment for QNSC system
is conducted, a 16-level signal is obtained with its total power proportional of about 2–4, 2–3, 2–2, 2− 1 to
the weighted sum of one plaintext signal and three running keys with the bit rate of 10Gbps and 4-bit
encrypted signal is achieved by the �uctuation of quantum noise. In the decryption experiment, the clear
separation of the 0 and 1 histogram allows legitimate user to make bit decisions with very low probability
of error with 2.19×10–11. However, the corresponding histogram for eavesdropper shows that distinct bits
are not distinguishable, which it is giving a very high probability of error with 0.425 due to the disturbance
of quantum noise, which indicates that the proposed scheme is feasible.
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Figures

Figure 1

Schematic diagram of QNSC system based on optical DAC.
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Figure 2

Schematic diagram of optical encoder.

Figure 3

Schematic diagram of optical decoder.

Figure 4

Evolution of the output waveform with the average optical power for encoder
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Figure 5

Relationship between SNR and the average optical power of DMLA

Figure 6

Experimentally observed the signals of the optical encoder. (a) waveform of the key with the average
optical powers of -19.98 dBm for encryption; (b) waveform of the key with the average optical powers
of -16.97 dBm for encryption; (c) waveform of the key with the average optical powers of -13.98 dBm for
encryption ; (d) waveform of the plaintext with the average optical powers of -11.07 dBm for
communication; (e) waveform of the encrypted signal; (f) the eye-diagram of encrypted signal.

Figure 7

Experimentally observed the signals of the optical decoder. (a) waveform of the key with the average
optical powers of -19.98 dBm for decryption; (b) waveform of the key with the average optical powers of
-16.97 dBm for decryption; (c) waveform of the key with the average optical powers of -13.98 dBm for
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decryption; (d) waveform of the key with the average optical powers of -11.07 dBm for decryption; (e)
waveform of the threshold signal for decision.

Figure 8

Decoded signal of the QNSC. (a) waveform of bits as received by legitimate user; (b) histogram of
waveform received by legitimate user; (c) waveform of bits as received by eavesdropper; (d) histogram of
waveform received by eavesdropper.


