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Abstract—The detection of intrusions in IoT networks is essen- 
tial to maintain the availability and integrity of data transmitted 
and generated by devices connected to these networks. This is 
primarily when the data originates from critical activities, such 
as activities in the military, financial, industrial, and health 
sectors. Machine learning techniques have been adopted to create 
ways to detect or improve the accuracy of existing models for 
automatic intrusion detection. However, it is difficult to find in the 
literature an accurate intrusion detection technique in an IoT 
environment, as there are different types of attacks that can 
happen in different ways. Therefore, to solve this problem, this 
work proposes applying Fuzzy OPF (Optimum-Path Forest) as a 
new detection algorithm for any threat that escapes the regular 
traffic of an IoT network. We evaluate our proposed approach 
by using five different ML algorithms: Linear Discriminant 
Analysis, Support Vector Machine, Bayes, K-Nearest Neighbors, 
and Optimum-Path Forest. Experimental results analysis showed 
that our proposed model outperforms well-known algorithms in 
the literature regarding the Accuracy, Recall, and F1 metrics. 

Index Terms—Intrusion detection, Fuzzy Optimum-Path For- 
est, IoT, Machine Learning 

 
I. INTRODUCTION 

Nternet of Things (IoT) is a concept used to refer to a 

vast number of connected electronic devices capable of 

transmitting and collecting data over the internet [1]. Currently, 

billions of electronic devices are connected to the internet 

[2]. IoT can be applied to monitor environment-related events, 

collect information associated with human behavior, monitor 

industrial activities, and provide information for military op- 

erations. [3]. The data generated in the IoT environment poses 

integrity risks as it can be easily manipulated and destroyed 

by attacks from the outside world. [4]. Attacks can happen in 

several ways, and types: • Physicals attacks (e.g., node tampering, and node attack). • Software attacks (e.g., code injection, and data privacy 

issues). 
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• Network attacks (e.g., sybil attack, and blackhole at- tack) 

[3, 5]. 

In this perspective, IoT security is essential, especially when 

the data generated is information from critical tasks, such as 

activities in the military, industrial, financial, or health sectors. 

[6]. 

In the last decades, machine learning (ML) techniques have 

been applied to developing intelligent systems for solving 

problems in various areas (image recognition [7], medical 

diagnosis [8], remote sensing [9], and others) and achieving 

good results, including cyber-attack detection in IoT environ- 

ments. The objective of these works is to find solutions that 

can prevent, detect, or mitigate attacks on this type of network. 

Thus, we can find in recent literature several works that 

address the use of ML algorithms in intrusion detection [10– 

15], in summary, all these works show that the components 

of an IoT network are limited concerning their computational 

capacity, which makes traditional security methods such as 

encryption or firewalls impractical to protect these devices. As 

an alternative to this context of computational limitation of IoT 

devices, Intrusion Detection Systems (IDSs) arise, in which 

they classify and detect anomalies in network communication. 

Thus, several works have been using machine learning al- 

gorithms to build Intrusion Detection Systems (IDS). Cheema 

et al. [16] presented an intrusion detection system based on 

distributed machine learning using Blockchain technology, 

which divides the IoT network into autonomous systems. The 

classification technique - support vector machine (SVM) was 

trained using the datasets obtained from each of the nodes of 

the IoT network. 
Other recent approaches point to the need for data quality 

used in the construction of IDS, as an outlier or anomaly can 

degrade data quality and, therefore, affect the final decision. 

Therefore, some works deal with preparing data to be used 

more effectively by ML algorithms. The results show that the 

better the quality of the data will be the results obtained in 

the classification[17–19]. 

Recently, some works presented hybrid approaches. Chkir- 

bene et al. [20] presented a proposal that combines two machine 

learning algorithms to detect attacks through efficient resource 

selection and classification. They use Random Forest to select 

important dataset features and Classification and Regression 

Trees (CART) to classify different attack classes. Rachid and 

Ghazi [21] proposed a cloud system for real-time intrusion 

detection and monitoring communication and attacks before 

they spread across the network. Alalade [22] used Extreme 

Learning Machine and Artificial Immune System 
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(AIS-ELM) to build an IDS to detect anomalies in home 

networks. In all works, the results show that the proposed 

method achieves a good performance compared to existing 

algorithms, which makes hybrid algorithms a good alternative 

for intrusion detection in IoT networks. Maniriho et al.[23] 

presented the new anomaly-based approach to IoT networks 

that are implemented with a resource selection mechanism. The 

proposal uses the Random Forest algorithm to classify traffic 

as normal or anomalous. Performance was evaluated using a 

recent anomaly detection dataset, IoTID20. The results achieve 

an accuracy of 99.9% in detecting DoS attacks. 

Other works address the use of IDSs in the industrial context, 

the so-called Industrial IoT (IIoT). Arshad et al. [24] proposed 

an intrusion detection framework for the energy- constrained 

IoT devices that form the basis of an IIoT ecosys- tem. The ad 

hoc nature of these systems, as well as com- plex emerging 

threats such as botnets, utilized collaboration between the host 

(IoT devices) and the Gateways, minimiz- ing energy 

consumption and communication overhead. This proposal was 

implemented with the Contiki operating system. The results 

show that the proposed structure can minimize energy and 

communication costs while achieving effective collaborative 

intrusion detection for IIoT systems. Hassan et al. [25] 

proposed a cooperative data generator based on a trained 

downsampler encoder using a DL algorithm and ML techniques 

to ensure better performance of detection models in IIoT 

environment. The results show that the proposed approach 

outperforms conventional deep learning and other ML 

techniques. Magaia et al. [26] used deep reinforcement learning 

techniques available for IIOT in smart cities, in addition to 

recurrent neural networks and convolutional neural networks. 

In addition to ML algorithms, some works also propose the 

use of Deep Learning (DL). Sugi and Ratna [27] presented 

an IDS model based on DL and ML to overcome security 

attacks in IoT networks, using K-Nearest Neighbor (KNN), and 

Long Short-Term Memory (LSTM). The ML techniques were 

compared and evaluated according to detection time, 

sensitivity, and kappa statistics. The approach was trained and 

tested using the Bot-IoT dataset. 

Alkadi et al. [28] presented a Deep Blockchain Framework 

(DBF) designed to detect distributed types of intrusions. The 

method used a Bidirectional Long Short-Term Memory 

(BiLSTM) deep learning algorithm to detect attacks such as 

TCP DDoS, UDP DDoS, HTTP DDoS, TCP DoS, UDP DoS, 

and HTTP DoS. Qiao et al. [4] proposed a deep learning model 

Stacked De-noising Auto-encoder Supporting Vector Machine 

(SDAE-SVM) for intrusion detection in the TCP/IP layers of 

an IoT network, including the transport, network, and 

application layers. Ravi et al. [29] created a semi-supervised 

model called SDRK to detect intrusion in fog nodes between 

the IoT layers and the cloud. Tian et al. [30] proposed a 

distributed system for detecting web attacks, analyzing URLs 

using the deep learning technique M-ResNet. Guimaraes et al. 

[31] used a supervised version of Optimum-Path Forest (OPF) 

to classify anomalies in wireless sensor networks. 

Other proposals based on Fuzzy concepts have also been 

studied for the detection of attacks in IoT networks. Cristiani 

et al. [32] proposed a model called Fuzzy Intrusion Detection 

System for IoT Networks (FROST). FROST uses the basis of 

fuzzy theory to make learning models more flexible, seeking 

to improve performance in the classification of imprecise data. 

Naik et al. [33] built a dynamic fuzzy rule interpolation (D- 

FRI) approach to improve the Fuzzy rule interpolation (FRI) 

model that works with static rules. D-FRI was employed to 

support network security analysis in constructing an intelligent 

intrusion detection system (IDS). Manimurugan et al. [34] 

presented an algorithm based on the combination of Crow 

Search Optimization (CSO) and Adaptive Neuro-Fuzzy Infer- 

ence System (ANFIS) techniques. 

Fuzzy Optimum-Path Forest (Fuzzy OPF) [35] is a vari- 

ant of the OPF classifier designed as a pattern recognition 

technique. Recently, OPF and its variations have been used 

to design approaches for classifying problems in different 

areas, including detecting anomalies in wireless networks and 

obtaining promising results [8, 36, 37]. However, so far, it has 

not been possible to identify a work that evaluates Fuzzy OPF 

in the context of intrusion detection in IoT networks. 

The main contributions of this work are: • A new algorithm for detecting intrusions in IoT environ- 

ments. • The proposed algorithm has better performance than other 

well-known algorithms in the literature. 

The remainder of this paper is organized as follows. Sec- tion 

II describes the data sets and configurations of the experiments 

performed in this work will be presented. We will also introduce 

the Fuzzy OPF algorithm and the experimental results III, 

respectively. Finally, Section IV states conclusions and future 

works. 

 
II. METHODOLOGY 

In this section, the data sets and configurations of the 

experiments performed in this work will be presented. We will 

also introduce the Fuzzy OPF algorithm. 

 
A. Fuzzy Optimum-Path Forest 

Fuzzy OPF [35] is a new machine learning algorithm devel- 

oped from Optimum-Path Forest (OPF) that applies fuzzy logic 

to improve sample selection and classifier output performance, 

also contributing to alleviate some problems, such as: noise, 

unbalanced classes and outliers. 

Fuzzy OPF applies at each entry point to Fuzzy association 

where samples have a degree of participation in each class, 

that is, each sample will have a value that is calculated by 

considering the density of the instance that is made with the 

unsupervised form. In [38] displays the padding of the region 

where the swatch is in the resource space. According to the 

Graph     = (    ,    ), where     composes the grouping of the train 

classes nodes and characterize the group of edges that connect 

each pair of samples. 

This cited process is done with the unsupervised model fo 

OPF [38] which has the function of grouping the training data, 

in addition to a sample density calculation (q) this is done using 

a function that will calculate the probability density (PDF), as 

follows: 
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Note Fθ(x)       0 in Equation 2, P (x) assigns a value equal to 

0 in Equation 4, no more contains OPF features [35]. Thus, this 

work assumes sigma values within the range [0.2, 1.2] to avoid this 

problem. The implementation of the proposed model 

where   k(q) stands for the k-Neighborhood of sample q, 

ψ = df , and df is the highest value between the edges of the 

graph. ( , k). 

The function for Fuzzy membership FΘ(q)      [0, 1], where 

Θ = σ, ρmin, ρmax describes the function of the parameter sets, 

in which in the training step calculates and assigns a real value 

to each sample q, thus defining membership for the class. For an 

adequate membership of members, some restrictions are 

considered: (i) Determination of an ideal parameter as a 

lower limit σ > 0, (ii) Have the model’s ability to describe the 

behavior and properties of samples [39]. below is the equation 

for membership for fuzzy opf.: 

   2 

is presented in algorithm 1 

 
Algorithm 1: Fuzzy Optimum-Path Forests algo- 

  rithm  

Input: G, , λ, σ, d. 

Output: O, P , C. 

Auxiliary: L, cst, ρ, ρmin, ρmax. 

for q in N do 

density ← ρ(q) using Equation 1; 

O(q) ← nil, P (q) ← +∞; 

membership ← FΘ(q) using Equation 2; 

ρmin, ρmax ← min(density), max(density); 
 

FΘ(q) = (1 − σ) ρ(q) − ρmin ρmax − ρmin 

+ σ, (2) 

for q in T  do P (q) ← 0, C(q) = λ(q), L ← q where ρmin      ρ(q)      ρmax, and ρmin  and ρmax  set the 
lowest and highest densities, respectively. 

Briefly, we can say that the data situated at the limits of 

the groups have a lower density value, being considered weak 

for a given class, that is, they have a lower ”strength” in the 

conquest process. This causes samples far from the center of 

while L = do 
Remove from L a sample q such that P (q) is 
minimum; 

for u in N do 

if q /= u and P (u) > P (q) then 

cst ← FΘ(u) ∗ max{P (q), d(q, u)}; 

the clusters to be penalized, thus helping the problem of over- 

adjustments. As is done in the standard OPF training step, 

the Fuzzy OPF chooses of the most significant samples, that 

is, through the conquest process, the prototypes that compete 

with each other provide the best path cost for the rest of the 

if cst < P (u) and P (u) = 
Remove u from L 

C(u) ← C(q), O(u) ← q, 

P (u) ← cst; 

L ← u; 

+∞ then 

samples. This process is done through the path cost function 

fmax, as follows: 

 
0 if q ∈ T , 

+∞    otherwise 

fmax(φq · ⟨q, u⟩)    =   max{fmax(φq), d(q, u)}, (3) 

Here defines the prototype group, φq corresponds to a 

path of related samples in and concluding in sample q, and 

d(q, u) is the cost between the samples q and u. However, 

φq  q, u estabelece o caminho φq e a borda q, u . sets the path 

fmax(φq) characterizes the highest cost among nearby 

samples φq. 

Conjecture    ∗ as a grouping of samples that alleviate 

the errors of the training step 1 The Fuzzy OPF in its training 
process assigns for all sample u ∈ N an optimal value P (u), 

  return [O, P, C]  

 
The algorithm receives as input, a graph  = (   ,   ), set of 

prototypes , map of training set labels λ, lower 

bound parameter σ, and distance function d. The outputs are 

predecessor map O, path-cost map P , and label map C. Five 

auxiliary variables are used: priority queue L, variable cst, 

density map ρ, and minimum and maximum densities ρmin, 

and ρmax, respectively. 

Lines 1 4 present the density calculation for each sample, 

initialize predecessor and cost maps, and all samples have 

their fuzzy association values calculated, while in line 5 the 

parameters ρmin and ρmax are defined, used in the input for 

Equation 2. From line 6 − 7 prototypes are initialized with a 

shown below: 

 
P (u) =  min {FΘ(u) ∗ max{P (q), d(q, u)}}, (4) 

Equation 4 is utilized to calculate the value of the cost 

of samples in the training and testing stage. It is important 

to emphasize that low values of fuzzy membership represent 

samples with little relevance to the training stage, whereas 

samples with high membership are more representative. 

1Notice    ∗ is obtained after calculating the selection of nearby samples that 
have different labels and after performing the Minimum Spanning Tree. 

zero value referring to the cost of their true labels, according 

to the function λ, right after the initialization process, all 

prototypes are placed in the queue with priority. 

The main loop is defined by lines 8 17, which corresponds to 

the competition process. In the case of prototypes that have a 

cost of zero they will be immediately taken from priority queue 

L line 9. From line 10 we have a loop, which calculates the best 

path cost of the training samples line 12. If the node is 

conquered (Line13) it will be eliminated from the priority 

queue line(14). Lastly, the 15 line updates the predecessor map 

with the cost value of all samples, assigning each node to the 

label of the prototype that conquered it. 

∀q∈N 

− 
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B. Dataset Description 

The approach used in the proposal is evaluated on two 

datasets, created based on real data Austin[40], Texas 2018 
2. The Attack Dataset follows a specific pattern of fake data 

injection attack behavior in IOT networks. Data Set Austin, 

Texas 2018 is described in table I: 

TABLE I: Binary class distribution in datasets 

 

DataSet 
Quantity 

Samples Normal Intrusion Class Attributes 

Austin Texas - Scenario1 1300 1020 280 2 5 

Austin Texas - Scenario2 606 486 120 2 3 

 
The characteristics of the datasets are presented in Table 

I where the number of samples, normal packages, intrusions, 

classes and attributes are shown. 

 
C. Experimental Setup 

The experiments cover the comparison of Fuzzy OPF with 

five traditional classifiers: Optimum-Path Forests (OPF), Sup- 

port Vector Machine (SVM), Bayesian classifier (Bayes), K- 

Nearest Neighbors classifier (KNN) and Linear Discriminant 

Analysis classifier (LDA). As a methodological procedure, for 

a performance evaluation of the proposed model we used the 

cross Validation technique, where the dataset was divided and 

later executed 20 times. In each execution step the dataset was 

randomly divided into 70% for training, 15% for evaluation and 

15% for the test step. 

For the adjustments of the Fuzzy OPF hyperparameters we 

use the values of the evaluation set. kmax and σ through a 

search in the following ranges kmax 1, 10, 20, . . . , 150 

and σ 0.2, 0.4, 0.6, 0.8, 1.0, 1.2 . Subsequently, these val- 

ues are used to maximize the efficiency and accuracy of the 

Fuzzy OPF classifier. 

Finally, it should be noted that the experiments were carried 

out using the library LibOPF 3, where the Optimum-Path Forest 

was implemented as well as the Fuzzy OPF. Further- more, we 

also use the implementations provided by Scikit- learn [41] for 

the KNN, Bayes, SVM and LDA classifiers. The experiments 

were done on a machine with 6Gb of RAM running an Intel® 

CoreTM i3    M 380CPU@2.53GHz    4 and the Linux Ubuntu 

20.04.2 operating system Version 64 bits. 

 

D. Statistical Measures 

To assess the performance of intrusion detection data clas- 

sification, some statistical metrics are used. These metrics are 

essential to measuring the degree of success of the proposed 

work, especially when compared to other related solutions, as 

in the case of traditional classifiers. 

This article uses five metrics for a more concise assessment 

of results. • Accuracy: is a general probability of the correctness of the 

algorithm, i.e., the global average of the correctness of 

both classes. 

2 https://https://ieee-dataport.org/documents/attackdatasetaustintexas2018 
3https://github.com/jppbsi/LibOPF 

• Recall: is used to indicate the relationship between pos- 

itive predictions made correctly and all predictions that are 

positive. • Intrusion: is the probability that packets that make up 

the dataset samples characterized as intrusions are in fact 

intrusion samples. • Normal: is the probability of packets that make up the 

dataset samples characterized as normal packets, whether 

they are normal samples. • F1 Score: is the harmonic average between precision 

(Intrusion) and recall (Normal), thus appropriate for im- 

balanced datasets evaluation. 

 

 
E. Proposed approach 

Figure 1 gives an overview of the intrusion detection 

approach using the fuzzy optimum-path-forest. 

The topology shown in the figure presents a network topol- 

ogy where all equipment is connected to a concentrator device 

(Switch), that is, all data traffic passes through this device, 

among them we have the IDS, which is a Monitoring Server 

which runs the OPF Fuzzy Sorter. This server monitoring 

collects all network data traffic and in the Data Collector 

module a data set is generated to train the Fuzzy OPF. Samples 

from this dataset are labeled intrusions and non-intrusions. 

Later, these resources are used to generate alerts on intrusion 

detection, where if there is an infected device on the network or 

an external cyber attack threat, the system will generate alarms 

so that a person responsible for the system makes a decision to 

stop this attack. 

 
 

 
 

Fig. 1: Overview of the intrusion detection approach using the 

Fuzzy Optimum-Path-Forest. 

mailto:380CPU@2.53GHz
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III. RESULTS 

This section presents and discusses the results achieved 

during the development of the proposed approach and the 

adjustment process of the Fuzzy OPF hyperparameters. 

First, we compare Fuzzy OPF performance with SVM, 

KNN, Bayes and LDA techniques. Fig. 2 shows the clas- 

sification results considering the intrusion detection task for the 

Austin Texas - Scenario1 and Austin Texas - Scenario2 
datasets. Results are presented in terms of accuracy, precision, 

recall, and F1. 

In Scenario 1, we found that Fuzzy OPF and OPF obtained 

similar results. They reached Accuracy(%): 95.92(2.83) and 

97.53(1.13); Precision(%): 98.16(1.24) and 98.69(1.18); Re- 

call(%): 96.79(3.16) and 98.19(1.17); F1(%): 97.44(1.69) and 

98.43(0.72), respectively. In scenario 2 the results of these 

two techniques are also similar. They reached Accuracy(%): 

98.13(3.15) and 99.06(1.24); Precision(%): 99.24(1.43) and 

99.58(0.78); Recall(%): 98.53(3.10) and 99.26(1.38); F1(%): 

98.86(1.87) and 99.42(0.76), respectively. 

 

(a) 
 

 

(b) 

 

Fig. 2: Average Accuracy, Precision, Recall and F1 VALUES 

of Fuzzy OPF, OPF, Bayes, KNN, SVM and LDA classifica- 

tion. (a) Austin Texas - Scenario1 dataset; (b) Austin Texas - 

Scenario2 dataset. 

 
Due to the proximity of the Fuzzy OPF and OPF results, 

Tukey’s statistical test was used to verify the significant 

difference in accuracy between the classifiers. In Fig. 3 (a) we 

can see that there is no significant difference between Fuzzy 

OPF and OPF in scenario 1, however, they are superior to 

KNN, Bayes, SVM and LDA. A Fig. 3 (b) shows that, in 

scenario 2, there is no significant difference between Fuzzy 

OPF, OPF and KNN, but they are superior to Bayes, LDA 

and SVM. 

 

(a) 
 

(b) 

 

Fig. 3: Significant differences between all pairs of classifiers 

accuracy. (a) Austin Texas - Scenario1 dataset; (b) Austin 

Texas - Scenario2 dataset. 

 
We also investigate the model’s discrimination rate between 

the intrusion and no intrusion classes. The Fig. 4 shows the 

Fuzzy OF and OFF confusion matrices for the two evaluated 

data scenarios. We see true positive cases above 98.16% for 

intrusion packages and 87.73% for no intrusion packages (false 

positive cases) in Scenario 1. In scenario 2, the true positive 

cases are above 99.24% for intrusion packages and 93.61% 

for no intrusion packages (false positive cases). 

The computational load (in seconds) of each technique is 

presented in Table II. In both results of the bases, Fuzzy OPF 

obtained the longest time among the other classifiers in the 

training stage, which was already expected due to its training 

stage having a grouping process to calculate adherence before 

classification. However, when taking into account the test step, 

Fuzzy OPF has a satisfactory result, where in the dataset Austin 

Texas - Scenario1 managed to have a time shorter than the 

default OPF, then SVM and KNN. In the Austin Texas - 

Scenario2 dataset, it obtained a time statistically equal to the 
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(a) (b) 

(c) (d) 

 

Fig. 4: Confusion matrix for the best results using Fuzzy OPF and OPF for Austin Texas - Scenario1 (fig(a) and fig(b)) and 

Austin Texas - Scenario2(fig(c) and fig(d)) datasets. 

 

TABLE II: Mean training and testing times (in seconds) 

dataset. 
 

DataSet Time [seconds] FuzzyOPF OPF SVM Bayes KNN LDA 

 
Austin Texas - Scenario1 

Train 55.7321 0.0446 0.0289 0.0145 0.0195 0.0188 

Test 0.0042 0.0047 0.0058 0.0019 0.0196 0.0021 

 
Austin Texas - Scenario2 

Train 25.8156 0.0082 0.0109 0.0079 0.0074 0.0082 

Test 0.0007 0.0006 0.0024 0.0019 0.0105 0.0017 

 
 

default OPF and less time than the other classifiers. 

Although Fuzzy OPF has a lower performance than the other 

techniques in the training phase, it received an acceptable 

efficiency in the test phase, because according to the results 

in table II only OPF had a better result than it in the Austin 

Texas - Scenario2. since it had a shorter test time than the 

others, in the Austin Texas - Scenario1 it had a shorter time than 

OPF, SVM and KNN. Thus, it is possible to state that Fuzzy 

OPF can be indicated as an option to run on low-power 

embedded computational devices. 

This feature makes Fuzzy OPF suitable to be an intrusion 

detector for IOT networks, as it can achieve good results with 

qualified computational resources. . 

 
A. Ablation 

This section presents Fuzzy OPF hyperparameter optimiza- 

tion step considering the two data sets. In this context, figures 

5(a) and 5(b) represent the grid-search procedure, where the 

possible arrangements of sigma and kmax are considered to 

provide the best results on the validation sets. 

Regarding the Austin Texas - Scenario1, it can be seen in 

figure 5 that the most accurate results were obtained in the 

sigma and kamx intervals, ie values that were between [X : 

X; X : X] for sigma and [X : X; X : X] for Kmax. In the Austin 

Texas - Scenario2 datasets, Fuzzy OPF obtained the best 

results, where the values of the combinations of sigma and 

kmax were between [X: X; X:X] for sigma and [X:X; X:X] 

for Kmax. 

This behavior leads to the conclusion that: 1 – When the 

parameters are close to 1 : 0, the Fuzzy OPF has a performance 

similar to the Standard OPF, that is, in the worst case it gets 

results as good as those of the aforementioned classifier. 2 – 
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