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 9 

Abstract—Many researchers worked on scalable coding for unencrypted images, and there is 10 

more space for research in scalable coding for encrypted images. This paper proposes a novel 11 

method of scalable coding for encrypted images, especially for lossy compression images using 12 

the Modified Absolute Moment Block Truncation Code (MAMBTC) technique. The given 13 

input image is compressed using MAMBTC and then encrypted using a Pseudo-Random 14 

Number (PRNG) at the encryption phase. The PRNG is shared between the encoder and the 15 

decoder. At the decryption phase, the compressed pixel value is obtained by decryption using 16 

the PRNG and then reconstructed using MAMBTC, scaled by scaling factor 2 and Bilinear 17 

Interpolation Technique to obtain the original image. MAMBTC gives better image quality 18 

than Block Truncation Code (BTC), a higher PSNR of 36.32 dB, and a Compression ratio of 19 

1.09, which makes the proposed system ready for the signal processing 20 

community/applications. 21 

Keywords— Scalable Coding on Encrypted Image, Image Decryption, Image Reconstruction, 22 

Secured Signal Processing, Modified Absolute Moment Block Truncation Code, Image 23 

Encryption 24 

 25 

1. Introduction  26 

In today’s technology, scalability is essentially required for transmission and reception 27 

of data, especially in the signal processing community, and therefore it is an essential area of 28 
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research. The Secured Signal Processing (SSP) for encrypted signals is performed on [1], and 29 

Discrete Fourier Transform is implemented on [2] by using homomorphic properties. In [3], 30 

the privacy problem is studied for adaptive filtering, and the same was analyzed for the 31 

reduction of expansion factor in [4] for SSP in the encrypted domain. In [5], the digital 32 

watermarking technique is proposed, and the enciphering rate is low, which is overcome by 33 

using the fingerprinting technique in [6]. 34 

Nowadays, the usage of image data is larger, which has increased storage space and 35 

bandwidth. It makes the transmission process costlier. Therefore, reducing storage space, 36 

bandwidth and transmission costs are essential for the SSP on the encrypted domain. The 37 

signals are first compressed and then encrypted, which is the traditional way of transmitting 38 

data, but it is reversed in [7],[8],[9],[10] and [11].  39 

Scalability is mostly preferred for many applications. Rate Scalability occurs when the 40 

bit-stream is extracted at the desired rate from the decoder for lossy image, and higher bit rates 41 

can be decoded until a perfect image is reconstructed. Resolution Scalability can be improvised 42 

when a lower resolution of the lossy image is extracted from the decoder, and higher resolution 43 

is achieved until the original image is reconstructed without loss. In [12] and [13], scalable 44 

coding is carried out on unencrypted signals. The first work to report on scalable coding for 45 

encrypted images is [14], where Hadamard transform is used for image compression, the 46 

pseudo-random number is used for image encryption and image decryption, and scaling is done 47 

by scaling factor 2. Later, bilinear interpolation technique is used for image reconstruction.  48 

In this paper, the authors propose a novel method of scalable coding on encrypted 49 

images using Modified Absolute Moment Block Truncation Code (MAMBTC) Technique. In 50 

[15], the BTC technique was introduced in 1979. BTC works with two-level quantizers in 51 

which the mean is used as a threshold value, and the original content is reconstructed using the 52 
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mean and variance value. In [16], the Absolute Moment Block Truncation Code (AMBTC) 53 

technique was introduced in the year 1984, and AMBTC works with two-level quantizers in 54 

which the mean is used as a threshold value. The original image is reconstructed using high 55 

range and low range values. AMBTC technique is very attractive to many applications, such 56 

as internet video with software-only codecs, digital cameras and printers that require only 57 

moderate data rates. The advantage of the AMBTC technique was, the demand for storage 58 

space is decreased and also it lends itself very nicely to parallel processing. In [17], scalable 59 

coding is carried out by BTC for encrypted images. The principal content is compressed by 60 

BTC, encrypted by PRNG and transmitted. It is further decrypted at the decoder, and the 61 

principal content is reconstructed by applying techniques, such as BTC, scaled by scaling factor 62 

2 and Bilinear Interpolation Technique. In this paper, the principal content is compressed by 63 

MAMBTC and then encrypted using the PRNG, and finally, it is transmitted. The PRNG is 64 

shared between encoder and decoder. The transmitted value is decrypted by PRNG on the 65 

decoder, and the original image is reconstructed using the MAMBTC, scaled by scaling factor 66 

2 and Bilinear Interpolation technique. The MAMBTC gives higher Peak Signal to Noise Ratio 67 

(PSNR), better Compression Ratio (CR), and reduced Mean Squared Error (MSE), Bit Rate 68 

(BR) than the existing techniques. 69 

2. Related Works 70 

2.1.1 Scalable Coding of Encrypted Images using Hadamard Transform 71 

In [14], the raw image is encrypted by adding a pseudo-random number generated value 72 

(PRNG), where the PRNG acts as a secret key. Then the encrypted image is divided into rough 73 

content and detailed content. The rough content is rounded and quantized while detailed 74 

content is taken Hadamard transform, and both encoded bits are transmitted by the encoder as 75 

bit-streams. The bit-stream and secret key are shared with the decoder. At the decoder, rough 76 
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content is decrypted by subtracting it with the secret key, and the obtained value is kept 77 

separately. The rough content value is taken bilinear transform to the original image size, and 78 

after rounding and quantization, Hadamard transform is applied and resized to the detailed 79 

content matrix size. Finally, the input image size is reconstructed by combining rough and 80 

detailed content. However, the reconstructed image quality is with lower PSNR, lower CR, and 81 

increased BR.  82 

2.1.2 Scalable Coding using BTC 83 

In [17], the authors have introduced the scalable coding of encrypted images using 84 

BTC. In this, the principal content is compressed by BTC. It is then encrypted by PRNG, and 85 

the same will be shared between encoder and decoder. The encoded bit-stream is transmitted. 86 

In the decoding process, they first decrypt the transmitted image, and they reconstruct the 87 

principal content by using techniques, such as BTC, scaling factor as 2, and bilinear 88 

interpolation technique. This technique gives lower PSNR, lower CR, and higher MSE, and a 89 

higher BR. We can achieve improved PSNR and CR values, and reduced MSE and BR by 90 

using the developed MAMBTC technique. 91 

3. Proposed Method 92 

Fig.1 shows the proposed system. MAMBTC technique is used to compress the input 93 

gray level pixel value. Then pseudo-random numbers (PRNG) are generated and added with 94 

compressed pixel values to get the encrypted output. The PRNG is shared between encoder and 95 

decoder. The transmitted bit stream is decrypted at the receiver side using the PRNG. Then the 96 

principal content is reconstructed by MAMBTC and scaling technique. The reconstructed 97 

content has better image quality, higher resolution, higher CR, lesser MSE, reduced BR, and 98 

higher PSNR than the conventional BTC. 99 
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 106 

Fig.1 Proposed System 107 

3.1 Image Encoding Process 108 

3.1.1 Image Compression 109 

 The first novelty introduced is the threshold value (𝑇𝑡ℎ). The uncompressed input image 110 

is gray in color. The input pixel values are within [0, 255], and it will be in the form of a B1*B2 111 

matrix, where B1 is the row size, and B2 is the column size. The MAMBTC technique is 112 

applied to the input image to get a compressed pixel value. It is then encrypted by adding the 113 

compressed pixel value with the PRNG. The proposed MAMBTC algorithm steps are as 114 

follow, 115 

Step1: - The uncompressed input gray level image of size 512*512 is divided into non-116 

overlapping blocks having size B1*B2, where B1 and B2 values are taken as 4. 117 

Step 2: - Each block is quantized to obtain the mean value. The mean (�̅�) is calculated using 118 

equation (1), and these values are different for each block. 119 

 120 

                               �̅� = 1𝑛 ∑ 𝑥𝑖𝑛𝑖=1                                                                  (1) 121 
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Step 3: - The higher range and lower range values of each non-overlapping block are calculated, 122 

which are termed as quantizers of MAMBTC. The higher range ( 𝑥𝐻𝑉) value is calculated by 123 

taking the gray level value, which is greater than or equal to the mean value (�̅�) of the block as 124 

given in equation (2), where K  represents the pixels whose gray level value is greater or equal 125 

than mean value (�̅� ). The lower range (XL) value is calculated by taking the gray level value 126 

whose values are lesser than the mean value (�̅� ) of the block as given by equation (3), which 127 

is expressed in scalar form.  128 

                                               𝑥𝐻𝑉 =  1𝐾 ∑ 𝑥𝑖𝑛𝑥𝑖  ≥ �̅�                                                                   (2) 129 

𝑥𝐿𝑉 =  116−𝐾 ∑ 𝑥𝑖𝑛𝑥𝑖<�̅�                                                           (3) 130 

 131 

Step 4:- The threshold value  (𝑇𝑡ℎ) is calculated by adding mean (�̅�), higher range ( 𝑥𝐻𝑉) value  132 

and lower range (𝑥𝐿𝑉) value and then divided by 3 for each non-overlapping block. It is given 133 

in equation (4) as: 134 

 135 

                     𝑇𝑡ℎ =  �̅�+  𝑥𝐻𝑉+ 𝑥𝐿𝑉  3                                                          (4) 136 

Step 5:- The binary block (𝑐(𝑖, 𝑗)) is constructed by comparing each gray level value with the 137 

threshold value (𝑇𝑡ℎ). The gray level values in the block having greater or equal than the 138 

threshold value is replaced by value "1" in the binary block, and those gray level having less 139 

than the threshold value is replaced by value "0" in the binary block. It is given by equation (5) 140 

as: 141 

               𝑐(𝑖, 𝑗) =  {  1     𝑥𝑖  ≥  𝑇𝑡ℎ0     𝑥𝑖 <  𝑇𝑡ℎ                                                   (5) 142 
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This process reduces each block to a bit plane. Each non-overlapping block has a higher 143 

range value and lower range value meant to be shared to the receiver side, and they will be the 144 

same as higher range and lower range values for that block during reconstruction. Thus, the 145 

input image is compressed using MAMBTC.  146 

3.1.2 Image Encryption 147 

The second novelty is introduced in this by encrypting the MAMBTC compressed 148 

image. The bit amount for the compressed image is 8N. The pseudo-random number (PRNG) 149 

of values between 0 and 255 for the size B1*B2 are produced by the pseudo-random number 150 

generator, and the pseudo-random bit sequence length is 8N. Let 𝑝𝑟(𝑖, 𝑗) be the PRNG value. 151 

The PRNG is shared with the decoder too. The encrypted pixel value is obtained by adding a 152 

compressed pixel value of size B1*B2 with the PRNG of size B1*B2, and then masked by 153 

modulo 256. It is given as: 154 

                                      𝑒𝑛(𝑖, 𝑗) =  𝑚𝑜𝑑[(𝑐(𝑖, 𝑗) +  𝑝𝑟(𝑖, 𝑗)), 256]                                       (6) 155 

                    1 ≤ 𝑖 ≤ 𝐵1, 1 ≤ 𝑗 ≤ 𝐵2                                      156 

Where, 𝑐(𝑖, 𝑗) is the compressed image value, 𝑝𝑟(𝑖, 𝑗) is the secret key, and 𝑒𝑛(𝑖, 𝑗) is the 157 

encrypted pixel value. The original image is shown in Fig. 2, and its encrypted image is shown 158 

in Fig.3. The image encryption algorithm used is semantically secure against any Probability 159 

Polynomial Time (PPT) adversary. The block is sent along with the secret key (PRNG) and 160 

also with values of higher range ( 𝑋𝐻𝑉) and lower range (𝑋𝐿𝑉). 161 
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          162 
                  Fig. 2 Original Image                                                       Fig. 3 Encrypted Image 163 

3.2 Image Decoding Process  164 

3.2.1 Image Decryption 165 

The secret key (PRNG) is received at the receiver. The decrypted image is obtained by 166 

subtracting the transmitted encoded image with a secret key masked with the modulo-256 167 

operation. The formula used is: 168 

𝑑𝑒(𝑖, 𝑗) =  𝑚𝑜𝑑[(𝑒𝑛(𝑖, 𝑗) −  𝑝𝑟(𝑖, 𝑗)),256]                                    (7) 169 

Where 𝑒𝑛(𝑖, 𝑗) represents the transmitted encrypted image, 𝑝𝑟(𝑖, 𝑗) represents the PRNG, and 170 𝑑𝑒(𝑖, 𝑗) represents the compressed bit plane transmitted. The 𝑑𝑒(𝑖, 𝑗) contains two quantized 171 

values, namely “0” and “1”. The decrypted image is shown in Fig. 4. 172 
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                            173 
                  Fig. 4 Decrypted Image                                               Fig. 5 Reconstructed Image 174 

3.2.2 Image Reconstruction  175 

The third novelty introduced in this paper is by having to scale on the MAMBTC 176 

reconstructed image first, and then the original content is reconstructed by using the popular 177 

scaling technique, namely Bilinear Interpolation Technique. The image reconstruction process 178 

is in three stages. Firstly, by using the MAMBTC technique, the receiver side receives the high 179 

range value and low range value transmitted by the encoder. The original content is 180 

reconstructed by replacing the quantized value “1” in the decrypted compress bit plane by 181 

higher range ( 𝑋𝐻𝑉  ) value and “0” by lower range (𝑋𝐿𝑉) value. It is given as: 182 

𝑟𝑒(𝑖, 𝑗) =  { 𝑋𝐻𝑉  ,      𝑑𝑒(𝑖, 𝑗)   = 1  𝑋𝐿𝑉 ,      𝑑𝑒(𝑖, 𝑗)  = 0                                           (8) 183 

Accordingly, 𝑟𝑒(𝑖, 𝑗) gives the reconstructed image using MAMBTC. Secondly, it is 184 

scaled by scaling factor 2, and finally, the original image size is reconstructed using Bilinear 185 

Interpolation Technique. The reconstructed image is shown in Fig. 5.         186 

4. Experimental Results and Discussion 187 

4.1 Reconstructed Image 188 
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The comparison between the original and reconstructed images is shown in Fig.6. The 189 

reconstructed image obtained has higher quality, and it reflects equivalent to the original image. 190 

The comparison between the reconstructed images using MAMBTC, BTC and Hadamard 191 

transform techniques is shown in Fig.7. It clearly shows that the quality of the reconstructed 192 

image using MAMBTC is much better than BTC and Hadamard transform in terms of PSNR, 193 

wPSNR, MSE, wMSE and compression ratio. 194 

                  195 
(a)                                                                          (b)                196 

Fig. 6 Comparison between the original image and the reconstructed image (a). Original Image (b). 197 

Reconstructed Image 198 

 199 

                 200 
(a)                                                          (b)                                                    (c) 201 

Fig. 7 Comparison between reconstructed images using MAMBTC, BTC and Hadamard Transform techniques 202 

(a) Hadamard (b) BTC (c) MAMBTC 203 

 204 

4.2 Compression Ratio (CR) 205 

The CR is used to determine the compression algorithm performance [17]. Here, the 206 

CR ratio is used to evaluate the MAMBTC compression algorithm. It is the ratio of the 207 

uncompressed image (or) original image file size to the compressed image file size.   208 
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The compression ratio can be computed by using the formula as: 209 

𝐶𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛 𝑅𝑎𝑡𝑖𝑜 =  𝑓𝑖𝑙𝑒 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑡ℎ𝑒 𝑢𝑛𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑 𝑖𝑚𝑎𝑔𝑒 𝑓𝑖𝑙𝑒 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑 𝑖𝑚𝑎𝑔𝑒                           (9) 210 

The comparison values of compression ratio among MAMBTC, BTC, and Hadamard 211 

transform techniques are shown in Fig.8 for various input images. 212 

 213 
Fig. 8 Comparison of Compression ratio between MAMBTC, BTC, and Hadamard transform techniques for 214 

different Images 215 

4.3 Bit Rate (BR) 216 

Bit rate [17] is also used to determine the compression algorithm performance. The 217 

lower bit rate represents better compression algorithm performance. 218 

The bit rate can be computed by using the formula as: 219 

 220 𝑏𝑖𝑡 𝑟𝑎𝑡𝑒 =  𝑏𝑐𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛 𝑟𝑎𝑡𝑖𝑜                                                         (10) 221 

0

0.2

0.4

0.6

0.8

1

1.2

1.4

Cameraman Pout Rice Football Peppers Autumn Cell

C
o

m
p

re
ss

io
n

 R
a

ti
o

Input Image (512 X 512 size with 8 bits per pixel)

Compression Ratio

MAMBTC BTC HADAMARD



Page 12 of 25 

 

 

Where b is the number of bits per pixel of the uncompressed image. The comparison values of 222 

bit rates among MAMBTC, BTC and Hadamard transform techniques are shown in Fig.9 for 223 

various input images. 224 

 225 

 226 
Fig. 9 Comparison of Bit Rates between MAMBTC, BTC, and Hadamard transform techniques for  227 

different Images 228 

4.4 Mean Squared Error (MSE) 229 

The MSE is used to determine the loss of energy value in lossy compression of the 230 

original value [17]. It is measured by differences in individual pixel’s gray values. If the mean 231 

squared error is small, it means that the reconstructed image will be equivalent to the original 232 

image. 233 

Mean Squared Error (MSE) can be computed by using the formula as: 234 

𝑀𝑆𝐸 =  1𝑚𝑛 ∑ ∑ [𝑜𝑢𝑡(𝑖, 𝑗) − 𝑖𝑛𝑝(𝑖, 𝑗)]2𝑛𝑗=1𝑚𝑖=1                                   (11) 235 
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Where 𝑜𝑢𝑡(𝑖, 𝑗) is the compressed image, 𝑖𝑛𝑝(𝑖, 𝑗) is the original image, m and n are the sizes 236 

of rows and columns in the compressed image and original image, respectively. 237 

The comparison values of Mean Squared Error (MSE) among MAMBTC, BTC, and 238 

Hadamard transform techniques are shown in Fig.10 for various input images. 239 

T  240 

 241 
Fig. 10 Comparison of MSE between MAMBTC, BTC, and Hadamard transform techniques for  242 

different Images 243 

 244 

 245 

4.5 Weighted Mean Squared Error (wMSE) 246 

wMSE determines the distortion level in the image. wMSE is based on a correlation 247 

between neighboring pixels since it has different effects on the human visual system when 248 

pixels are at different positions in an image [17]. 249 

Weighted Mean Squared Error (wMSE) can be computed by using the formula as: 250 
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𝑤𝑀𝑆𝐸 =  1𝑚𝑛 ∑ ∑ (2 |𝑜𝑢𝑡(𝑖,𝑗) − 𝑖𝑛𝑝(𝑖,𝑗)𝑜𝑢𝑡(𝑖,𝑗) +  𝑖𝑛𝑝(𝑖,𝑗)|)2𝑛𝑗=1𝑚𝑖=1                                       (12) 251 

Where, 𝑜𝑢𝑡(𝑖, 𝑗) is the compressed image, 𝑖𝑛𝑝(𝑖, 𝑗) is the original image, m and n are the sizes 252 

of rows and columns in the compressed image and original image, respectively. 253 

The comparison values of wMSE among MAMBTC, BTC, and Hadamard transform 254 

techniques are shown in Fig.11 for various input images. 255 

 256 

 257 
Fig. 11 Comparison of wMSE between MAMBTC, BTC, and Hadamard transform techniques for  258 

different Images 259 

4.6 Peak Signal to Noise Ratio (PSNR) 260 

The PSNR is a metric used for qualitative measurement of reconstructed image for lossy 261 

compression [22], [23]. The reconstructed image quality will be better if a higher PSNR value 262 

is obtained.  263 

PSNR can be computed by using the formula as: 264 
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                      𝑃𝑆𝑁𝑅 = 10 𝑙𝑜𝑔10 2552𝑀𝑆𝐸                                                      (13) 265 

Where MSE is the mean squared error. 266 

The comparison values of PSNR among MAMBTC, BTC and Hadamard transform 267 

techniques are shown in Fig.12 for various input images. 268 

 269 
Fig. 12 Comparison of PSNR between MAMBTC, BTC and Hadamard transform techniques for 270 

different Images 271 

4.7 Weighted Peak Signal to Noise Ratio (wPSNR) 272 

The wPSNR [17] is an extension of PSNR. The measurement of wPSNR is based on 273 

neighboring pixels and the human visual system. The wPSNR gives the image quality and is 274 

calculated between original and compressed content. 275 

wPSNR can be computed by using the formula: 276 

          𝑤𝑃𝑆𝑁𝑅 = 10 log10 ( 2552𝑤𝑀𝑆𝐸)                                                    (14) 277 
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Where wMSE is a weighted mean squared error. 278 

The comparison values of wPSNR between MAMBTC, BTC and Hadamard transform 279 

techniques are shown in Fig.13 for various input images. 280 

 281 

 282 
Fig. 13 Comparison of wPSNR between MAMBTC, BTC and Hadamard transform techniques for 283 

different Images 284 

4.8 Computational Time  285 

The comparison values of computational time [24] among MAMBTC, BTC and 286 

Hadamard transform techniques are shown in Fig.14 for various input images. Even though 287 

MAMBTC has higher computational complexity than BTC, but the compression ratio of 288 

MAMBTC is better than BTC.  289 
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 291 
Fig. 14 Comparison of Computation Time between MAMBTC, BTC and Hadamard transform techniques for 292 

different Images 293 

4.9 Memory Size 294 

The comparison values of memory size [24] among MAMBTC, BTC and Hadamard 295 

transform techniques are shown in Fig.15 for various input images. Fig. 15 infers that the 296 

MAMBTC requires lesser memory than the BTC and Hadamard techniques for compressing 297 

the different standard input images. 298 

Table 1 lists the performance evaluation of proposed system values such as 299 

Compression Ratio, Bit Rate, MSE, wMSE, PSNR, wPSNR, Computational Time and Memory 300 

Size. 301 

 302 

 303 

 304 

0

5

10

15

20

25

30

35

40

Cameraman Pout Rice Football Peppers Autumn Cell

T
im

e
(S

e
cs

)

Input Image (512 X 512 size with 8 bits per pixel)

Computational Time

MAMBTC (Secs) BTC (Secs) HADAMARD (Secs)



Page 18 of 25 

 

 

Table 1  Performance Evaluation of  Proposed System 305 

Input Image Compression 

Ratio 

Bit Rate MSE 

 

wMSE 

 

PSNR 

(dB) 

wPSNR 

(dB) 

Computational 

Time 

(Secs) 

Memory Size 

(MB) 

Cameraman 0.9623 2.6603 33.2453 0.0137 32.9135 66.7728 28.772 1371 

Pout 1.0901 2.3483 2.9861 0.0002 43.3797 84.8556 28.5758 1380 

Rice 0.9839 2.6019 20.9969 0.0017 34.9093 75.898 28.9336 1367 

Football 1.2201 2.0981 14.624 0.0021 36.4801 74.9267 30.199 1364 

Peppers 1.3077 1.9576 13.2815 0.0021 36.8983 75.0046 28.6825 1363 

Autumn 1.1342 2.2571 22.5541 0.0043 34.6005 71.8069 33.1961 1280 

Cell 1.0808 2.3686 2.9595 0.0027 43.4187 83.7846 34.4036 1278 

 306 

 307 

 308 
Fig. 15 Comparison of Memory Size between MAMBTC, BTC and Hadamard transform techniques for 309 

different Images 310 

Figure 16 compares the various state of the art techniques with the present proposed 311 

system by comparing the PSNR values with Pepper image. The resultant graph shows that the 312 

proposed system of this study is much better than the various state of the art techniques.  313 
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 314 
Fig. 16 Comparison between various state of art techniques with the proposed system 315 

5. Conclusion  316 

In this paper, the researchers have presented a novel scheme of scalable coding of 317 

encryption of images using the MAMBTC. The original input image is compressed by using 318 

the MAMBTC. Then using PRNG, it is encrypted, and the encoded bit-stream is transmitted. 319 

The original image is reconstructed by the MAMBTC, which is further scaled by scaling factor 320 

2 and bilinear interpolation technique at the decoder. It requires low storage, and coding and 321 

decoding techniques of MAMBTC are simpler. The requirement for computational complexity 322 

is higher for MAMBTC since it needs both the high range and low range values of each non-323 
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overlapping block, but the compression ratio is higher than BTC, and the requirement for 324 

storage space is decreased when compared to BTC. The experiment results show that it has 325 

improved performance than BTC with increased PSNR, increased compression ratio, increased 326 

wPSNR, decreased MSE, decreased wMSE, and decreased bit rate. As a result, the proposed 327 

method is very robust and effective for Signal Processing Community to transmit signals on 328 

encrypted domains than the existing techniques available. 329 

List of abbreviations 330 

Table 2 shows the various abbreviations used in this paper 331 

Table 2  Utilized parameter and their functionality 332 

S.No Parameters Working outcomes of the parameters 

1 XHV Higher range value of the non-overlapping block 

2 XLV Lower range value of the non-overlapping block 

3 �̅� Mean value of the non-overlapping block 

4 𝑐(𝑖, 𝑗) Binary Block of the non-overlapping block of an encoder 

5 𝑝𝑟(𝑖, 𝑗) The pseudo-random generated value 

6 𝑒𝑛(𝑖, 𝑗) Encrypted Pixel Value 

7 𝑑𝑒(𝑖, 𝑗) Decrypted Pixel Value 

8 𝑟𝑒(𝑖, 𝑗) Reconstructed Pixel Value 

9 MSE Mean Squared Error Value 

10 wMSE Weighted Mean Squared Error Value 

11 PSNR Peak Signal to Noise Ratio 

12 wPSNR Weighted Peak Signal to Noise Ratio 

13 CR Compression Ratio 

14 BR Bit Rate 

15 PRNG Pseudo-random number generated value 

16 SSP Secured Signal Processing 
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