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I. Abstract 

Network security is critical for both personal and business networks. Most homes with high – 

speed internet have one or more wireless routers, which can be hacked if not adequately secured. Even 

though, if more number of solutions were addressed for security, still the security is challenging one in 

networks.  

Quantum Key Distribution was proposed to enhance security in the past literature. In this QKD, 

the secret message was converted in to Q-bits. Through this side channel, there is a chance to hack the 

data by the Eavesdropper which cannot be identified by the receiver side. So, receiver will send the 

acknowledgement to the sender for sending encrypted data in the classical channel. 

From this, the hacker can easily fetch the encrypted data from the classical channel. To address 

this issue, Security in Quantum side Channel (SQSC) framework has been proposed in which Shifting 

and Binary Conversions (SBC) algorithm has been implemented. This proposed security model attains 

good performance to a greater extent. 

Keywords:  QKD, Q- bits, SBC, SQKD  and SQSC.  

 

II. Introduction 

The development of information technology and quantum physics has been growing quickly.   

The quantum communication technology and quantum computing has been used for establishing a well 

communication in the information network[9-10]. Quantum computing has the ability to provide more 

security in cloud environment [11-12]. For ex: searching will be faster in the unsorted database for 

finding the factorial of a number. 

Quantum communication technology plays a major role for protecting communication channels 

[27] from unauthorized users. In the past research, quantum cryptography [20] were addressed 

enormously in which the QKD is derived from the quantum cryptography. This QKD is used for creating 

the random key between two authorized users in the remote area [13]. 



 

Recently, some new QKD techniques and advances have been suggested and developed.  The 

Quantum Secure Direct Communication (QSDC) [14] protocol is intended for unidirectional 

communication in which the sender specifies the information content of Mobile Netw Appl. 

The first QSDC protocol was proposed by Long et al. Later, Bostrom and Felbinger proposed the 

"Ping-Pong" protocol, a well-known QSDC protocol based on EPR pairings Since then, various 

improvements and modifications to the ping-pong protocol have been published, including superdense 

coding and the use of GHZ states. The ultra-short storage duration of a quantum state is a challenging 

factor and yet to be addressed. Heifei National Laboratory for Physical Sciences at Microscale and 

Department of Modern Physics now holds the world record for quantum state storage time of under 3ms. 

All protocols that require the storage of quantum states[19] in process have some operational limits, such 

as the ping-pong protocol, which requires the storage of one photon for a duration equal to twice the 

distance between them. 

Rest of the paper is structured as follows. The first section depicts the network's introduction. The 

topics of related work are explained in Section 2. The Proposed Work and its Architecture are introduced 

in Section 3.Section 4 reveals the proposed framework with algorithm. Section 5 describes the 

implementation and results. Finally conclusion and references are described in section 6. 

 

III. Related Work 

 

Nowadays, security in cloud computing is a challenging factor. Because, in quantum based 

channels, secret keys are sent as photons which is travelled in Fibre optics cable. To establish 

communication, traverse from Fibre optic cable to cloud environment is a challenging one. It is inferred 

that without fibre optic cable the communication should be established in cloud.  More number of 

research works was explored in the past literature. But still some research issues did not addressed with 

respect to the security. The following related works are reviewed to address the Quantum Key 

Distribution [17] in cloud environment for securing secret message from eavesdropper. 

Jian Li et., al., investigated the security of a novel QKD protocol,  revealing that it is quasi-

secure. The proposed protocol is implemented using an efficient circuit simulation. 

The author claims that the proposed work is only quasi secure. So, he is not assuring the security in cloud 

environment at a greater extent. 

The effect of source faults on the secure key generation rate of the Round Robin Differential 

Phase Shift – Quantum Key Destribution (RRDPS-QKD) protocol was investigated using four-intensity 

decoy states by Qian-Ping Mao et al. We have set stringent constraints for the key generation rate when 



the count rate of the k-photon state for the signal source is bounded. The performance of the four-intensity 

decoy-state RRDPS-QKD protocol with source errors was addressed using WCS as an example. The 

results show that the RRDPS-QKD has a considerable impact on the secure key generation rate in practise 

with source flaws. 

Zhuo Zhang et., al., Generative Reversible Data Hiding (GRDH) is a new Reversible Data Hiding 

(RDH) approach based on the Generative Adversarial Network was proposed. A powerful image 

generator was trained using the GAN model to produce realistic images. After that, the image is sent into 

the CycleGAN model, which generates images with various semantic information... i.e., the proposed 

method's efficiency, has been demonstrated by experimental data. Despite the fact that due to 

CycleGAN's current performance, 100 percent reversibility is not attainable, the proposed method can 

generate the first RDH scheme without modifying the cover. 

Hoi-Kwong Lo et. al., explained the motivation for quantum cryptography research as well as the 

current state of the art. The current security paradigm, as well as its assumptions, merits, and limitations, 

are addressed in detail. The newest achievements in quantum hacking and defenses against it were 

evaluated after a brief introduction to current experimental successes and obstacles. 

Shujing Li and Linguo Li, On the basis of one decoy state, a Round Robin Differential 

Quadrature Phase Shift Quantum Key Distribution[21] – Odd Coherent State (RRDQPS-QKD-OCS) was 

presented. RRDQPSQKD- OCS has a significantly greater key generation rate than other RRDQPSQKD 

and RRDPS-QKD protocols, according to simulation data. The maximum transmission distance of 

RRDQPS-QKD-OCS, on the other hand, is significantly longer. Furthermore, a single decoy state 

strategy is adequate for RRDQPS-QKD-OCS to achieve asymptotic performance with infinite decoy 

states [25]. 

Based on the quantum private database query protocol, Jian Li et al. proposed Round-Robin 

Differential Phase-Shift Quantum Key Distribution (RRDPSQKD). Compared to previous quantum 

private database query protocols, the new approach has the following distinguishing advantages: Alice 

can only acquire one key bit, ensuring the present protocol's efficiency and security[23] and it is 

substantially easier and more practical because it does not require adjusting the length difference between 

the two arms interferometer and instead, passively interferes with two pulses. Furthermore, the existing 

protocol has been demonstrated to be safe for both users and databases. 

Zhen-Qiang Yin proposed an hybrid algorithm namely RFI QKD and measurement-device-

independent  QKD[18]. Used Polaraization control and phase compensation are very much useful in some 

circumstances. However, all detector side channels have been deleted, removing the possibility of data 

theft from the side channel[19]. 



Symmetric-side-channel-assisted private capacity of a quantum channel[16] has been examined, 

according to Graeme Smith. There are quantum key distribution protocols [26] that use one-way classical 

post-processing[15]. Our findings show that collective attacks are far more powerful than individual 

attacks. Even though more number of research works were explored in the past literature review, but there 

is some research issues for not rectifying the data hacking by the third party. In this paper, a new SQSC 

framework has been proposed in which SBC algorithm is implemented in this framework to stop the 

hacking of data through side channel in the quantum channel. The detailed analysis of the above survey is 

listed in the table 3.1. 

Table 3.1: Survey 

S.

No 

Name of 

the 

Researcher 

Title of the 

Research 

Concept Disadvantage 

1 

Jian Li et., 

al., 

A Quantum Key 

Distribution Protocol 

Based on the EPR 

Pairs and its 

Simulation[1] 

The safety of a novel QKD protocol is 

investigated, revealing that it is quasi-

secure. In addition, the proposed 

protocol is implemented using an 

efficient circuit simulation. 

 Theoretical 

model was used 

 Faulty 

equipment and 

noisy 

environments 

were not taken 

into account. 

2 

Qian-Ping 

Mao et., al., 

Decoy-state round-

robin differential-

phase-shift quantum 

key distribution with 

source errors[3] 

 RRDPS-QKD protocol was 

investigated.  

 Using WCS as an example, the 

performance of the four-intensity 

decoy-state RRDPS-QKD protocol 

with source faults has been explored 

 The results show that the RRDPS-

QKD has a considerable impact on 

the secure key generation rate in 

practise with source flaws. 

Did not address 

secure in side 

channel 

3 

Zhuo Zhang 

et., al., 

Generative 

Reversible Data 

Hiding by  Image-to-

Image Translation via 

GANs[2] 

 GRDH algorithm was proposed 

based on GAN model and fed in to 

CycleGAN which produces various 

realistic images. 

Implemented 

with different 

images but not 

addressed in side 

channel attack 

4 

 

 Hoi-Kwong 

Lo et. al., 

 

 Secure quantum key 

distribution[4] 

Researched the most recent 

breakthroughs in quantum hacking 

and countermeasures. 

 The author only 

conducted a 

survey 

 Data security 

was not 

implemented at 

both the design 

and 

implementation 



levels. 

5 

Shujing Li 

and Linguo 

Li, 

Round robin 

differential 

quadrature phase shift 

quantum key 

distribution by using 

odd coherent states[6] 

 For securing data, RRDQPS-QKD-

OCS is presented.  

 Compared to other RRDQPSQKD, 

it has a faster key generation rate 

and a longer maximum 

transmission distance. 

Furthermore, a single decoy state 

strategy is adequate for RRDQPS-

QKD-OCS to achieve asymptotic 

performance with infinite decoy 

states. 

The author 

implemented the 

concept at 

simulation level 

6 
Jian Li et. 

Al., 

Practical Quantum 

Private Database 

Queries Based on 

Passive Round-Robin 

Differential 

Phaseshift Quantum 

Key Distribution[5] 

 A unique quantum private database 

query mechanism is proposed: 

passive round-robin differential 

phase-shift quantum key 

distribution. Follow adv: 

 The user Alice can acquire only 

one key bit, ensuring the current 

protocol's efficiency and security; 

and it is substantially easier 

 More practical because the length 

difference between the two arms 

does not need to be changed. 

The concept has 

been 

implemented at 

simulation level. 

7 
Zhen-Qiang 

Yin 

Reference-free-

independent quantum 

key distribution 

immune to detector 

side channel 

attacks[8] 

 A new QKD protocol is proposed 

which is a mixture of RFI QKD and 

measurement-device-independent 

QKD.  

 Used Polarization control and phase 

compensation are very much useful 

in some circumstances. But here all 

detector side channels are removed 

in which there is a chance of 

hacking the data from the side 

channel. 

Deleted the side 

channel. So, easy 

to hack the data 

through side 

channel. 

8 
Graeme 

Smith 

Private classical 

capacity with a 

symmetric side 

channel and its 

application 

to quantum 

cryptography[7] 

 A quantum channel's symmetric-

side-channel-assisted private 

capacity has been investigated. 

 Our findings show that collective 

attacks are far more powerful than 

individual attacks..  

In case of 

individual 

attacks, there is a 

chance of 

eavesdropping 

[16] the data. 



IV. Proposed Architecture 

The framework SBSD has been implemented using the javascript and the proposed algorithm is 

executed inside this framework. Sender enters the original image to Receiver with some secret data 

through the communication channel which can be performed by the following steps which is showing in 

figure 4.1. 

1. Encrypt the original image using AES Encryption Techniques 

2. Compress the encrypted image 

3. Embedding the secret data in the encrypted image 

4. Sending process 

a. Encryption key through quantum channel as Q-bits[22] 

1. Filter has been used to convert the encryption key into Q-bits 

2. There are two types of filters are used under Polarization process 

a. Rectilinear and Orthogonal [24] 

3. Encrypted image with secret data as a classical data (0’s and 1’s) through classical 

channel 

4. Framework has been constructed while key transmission phase. Inside the framework, more 

security measures are added along with the secret key.  

5. The sender will send the message what type of polarizer has been used, depends on this  message 

the receiver will use the same polarizer to get the key from the Q-bits.  

6. If any Eavesdropper tries to hack the key (Q-bits), receiver will be able to identify the hacker by 

two properties. 1. Heisenberg Uncertainty theorem and 2. No Cloning Theorem. By using these 

two properties, if anybody disturbs the quantum channel which will be identified by the receiver.  

7. If the receiver recognizes the correct Q bits, acknowledgment has been sent to the sender side for 

sending the encrypted data.  

8. Based on the secret key (Q bits) and encrypted data (0’s and 1’s), the receiver will decrypt the 

image and the secret data (passing data hiding key) is obtained. 

9. Finally the receiver has the following information 

a. Original Image 

b. Secret data 

 

 

  



  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.1 SBSD (Shifting & Binary for Securing Data) Framework 

The SBSD framework, which comprises of two types of algorithms, has been developed for 

safeguarding data across the network. The sender must determine which sort of polarizer will be used to 

encrypt the key. For example, if the sender chooses to use rectilinear polarizer, they must first do a 1-bit 

right shift and then 1's complement. Otherwise, the sender opts for orthogonal polarizer, 1-bit left shift, 

and 2's complement. 

There is no algorithm for safeguarding data via a quantum channel in the current system. Secret 

data was transformed into Q-bits and sent across the quantum channel directly. Eavesdropper via the side 

channel has the potential to hack the data. The side channel could not be identified by the receiver. As a 

result, the data from the side channel has a 50% risk of being hacked. Because two polarizer were used. 

To overcome this issue, some complexity will be added to the secret data before converting q-bits which 

uses two mathematical approaches. It will not allow the provision to hack the original data. So 100% 

secret data has been saved. 

 

 

Figure 4.1 : Proposed Architecture 



4.2 Shifting & Complement Algorithm (S & C A) 

Input: Classical bit ( type of polarizer) 

Output: Q-bits 

Attributes: Po,Rl,Og, RS, LS, OC, TC  // Po-Polarizer, Rl –Rectilinear, Og-Orthogonal, Right Shift (RS), 

Left Shift (LS), One’s Complement (OC), Two’s Complement (TC) 

Begin 

Input Cb // Input the Classical bit 

If(Po==Rl) // Checking type of Polarizer in which whether it is rectilinear or orthogonal 

                  Begin 

 RS=Cb >>1 // do the right shift of Classical bit  

 Print RS 

         L=    Length (RS) // Finding length of Right shifted bit and stored in the L 

             For (i=1 to L) // 

             Begin   

       OC=flip(RS) //Do the one’s complement of RS using flip function and stored into OC 

       Print OC 

            End 

         End 

Else 

                      Begin 

       LS=Cb <<1// Do the left shift of classical bit and stored into LS 

       Print LS 

           L1=    Length (LS) // finding the length of LS and stored into L1 

           For(i=1 to L1) 

           Begin   

           OC1=flip (LS) // do the ones complement of LS and stored to OC1 

           End 

          TC=OC1+’1’// Again ones complement result is complemented which forms the  

two’s complement and stored into TC 

           Print TC 

            End 

End  

 

  



4.3 Implementation Results 

The SBSD framework has been implemented using javascript language. Initially sender passes 

the secret key to the receiver. To safeguard the key as well as data, polarizers are implemented through 

quantum channel in the side channel. The proposed algorithm maintains the security 99% than the 

existing systems. The proposed algorithms are compared with the existing approaches and with the help 

of mathematical testing; the proposed work is quantified at 99% security.  

The security key has been calculated by using two steps. In the first step, number of side channels 

has been calculated by multiplying number of photons with 2. In the second step, the number of photons 

has been multiplied with side channels to find the security in percentage 

 

Side Channel (SC) =No. of photons (N)*2 

Security (Sec) =N*SC/3 

 

Table 4.1: Number of photons vs Number of side channels 

 

S.No Number of photons 

(N) 

Number of side 

channels (SC) 

1 10 20 

2 15 30 

3 20 35 

4 30 42 

5 40 50 

6 47 58 

7 60 70 

8 70 82 

9 75 90 

10 80 95 

 

 

 

 

1

1 



The following figure 4.2 shows the plot of number of photons with number of side channels using the 

table 4.1. 

 

 

 

 

 

 

 

Figure 4.2: No of Photons vs No of side channels 

 

Using the formula 1 the security key has been calculated. The following table shows the 

tabulation of data for number of side channels and security loss in percentage. 

      

Table 4.2: Calculation of Security loss percentage 

S.No Number of side channels (SC) Security loss in 

percentage 

1 20 3.4 

2 30 5 

3 35 8.7 

4 42 16 

5 50 23 

6 58 27 

7 70 36 

8 82 42 

9 90 45 

10 95 48 

 

Using the table 4.2 values , the graph is drawn with respect to security loss and number of side channels 

as shown in the figure 4.3. 

 



 

 

 

 

 

 

 

 

 

 

 

Existing QKD system and Proposed System Implementation and Results 

Proposed System 

The security loss can be calculated using the formula 2. First multiply the value of shifting and 

complements with number of bits. Finally probability value is divided by the above multiplied value 

which gets security loss. 

 

 𝑆𝐿 = 𝑃𝑆 𝑆𝑇&𝐶 ∗ 𝑛⁄  

Where  

SL : Security Loss 

N : The number of bits 

ST&C  : Two shifting technologies and two complements (4) 

P.S : Probability of getting security loss. Because two polarizers are been used (12.5). 

       Using the formula 2, the security loss is calculated for the proposed algorithm and which can 

be tabulated as shown in the table 4.3.  

Existing System 

 𝑆𝐿 = 𝑃𝑆 𝑆𝑇&𝐶 ∗ 𝑛⁄  

Where  

SL : Security Loss 

N : The number of bits 

ST&C  : Two shifting technologies and two complement (2) 

P.S : Probability of getting security loss. Because two polarizers are been used (50). 

 

Figure 4.3: Security loss vs Number of side channels 

2 



         Table 4.3 Calculation of security loss based on the size of the secret data 

Size of secret Data 

(in Bits) SSD 

Security loss in 

Percentage: S&CA 

Security loss in 

Percentage QKD 

1 3.1250 25.0000 

2 1.5625 12.5000 

3 1.0375 8.3330 

4 0.7812 6.2500 

5 0.625 5.0000 

6 0.5208 4.1666 

7 0.4464 3.5714 

8 0.3906 3.1250 

9 0.3472 2.7777 

10 0.3125 2.5000 

 

            Using the formula 3, the security loss is calculated for the Existing algorithm and which can be 

tabulated as shown in the table 4.3. 

 

 

 

 

 

 

 

 

 

 

 

Figure .4.4 show the security losses which is     present in the existing systems 

 

 

 

Figure 4.4: Security loss for existing system 



V. T. Test 

 

It can be used to determine if two sets of data are significantly different from each other, and is most 

commonly applied when the test statistic would follow a normal distribution if the value of a scaling term 

in the test statistic were known. When the scaling term is unknown and is replaced by an estimate based 

on the data, the test statistic (under certain conditions) follows a Student's t distribution. �̅�2 = ∑ 𝑥2 𝑛 = 0.91487 �̅�2 = ∑ 𝑥2 𝑛  =7.32237 

  𝜎2d = 𝜎12/𝑛1 + 𝜎22/𝑛2=7.6403+65.60967=73.2500 

Where 𝜎12 is the value of standard deviation for Proposed system  (S&CA) and 𝜎22 is the value of 

standard deviation for existing system (QKD). 

Standard Deviation (S.D) σd =√𝜎2𝑑 =8.5586 

T= 𝑥1̅̅ ̅ + 𝑥2̅̅ ̅/ σd = 0.962452 

Where T is obtained by subtracting the value first mean and second means which is divided by standard 

deviation. Enter T-table at (n1 + n2-2) degrees of freedom.ie 10 +10-2 = 6. The calculated value is 8.55 

and Tabulated value for 18 degrees of freedom in p = 0.5 is = 1.067 in table (Foster H). So, concluding 

that the calculated value is greater than the tabulated value. So there is a difference between these two..i.e. 

p = 0.3, 93% difference with the model Existing (QKD) and Proposed System (S&CA). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



VI . Conclusion 

Personal and business networks both require network security. Most high-speed internet houses 

have one or more wireless routers, which can be hacked if they are not properly secured. Even if a 

greater number of solutions are addressed for security, network security remains a challenge. 

In the past, Quantum Key Distribution (QKD) was offered as a way to improve security. The secret 

message was transformed to Q-bits in this QKD (while conversion the side channel has been created). 

The Eavesdropper may be able to hack the data through this side channel without being detected by the 

receiver. As a result, the receiver will acknowledge receipt of the message to the sender. 

The hacker can then easily retrieve the encrypted data using the traditional channel. To address this 

problem, the Shifting & Binary Conversion for Securing Data (SBSD) framework has been proposed 

to secure the data through the side channel. This framework has two goals such as shifting technology 

and binary conversions are two examples. To a greater extent, the proposed security model achieves 

good performance. 

 In future, this QKD along with side channel will be implemented in the cloud environment to 

secure the data in a real world. 
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