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Abstract

The recent spike in the demand for high-performance computing (HPC)
server systems has created many challenges in data centers (DCs) includ-
ing thermal management, system reliability sustenance and server failure
minimalization. Lately, deep neural networks applied to infrared ther-
mography (IRT) images have been successfully used for fault diagnosis
in several fields. This paper evaluates seven state-of-the-art deep pre-
trained convolutional neural network (CNN)-based architectures and
two shallow CNN-based architectures applied on server surface IRT
images for the automatic diagnosis of five server operation conditions:
partial CPU load; maximum CPU load; main fan failure; CPU fan
failure; and server entrance blockage. Our approach is based on the con-
cept of transfer learning which involves two main stages. First, a CNN
model classifier pretrained on the large ImageNet dataset is used to
extract lower level features. Second, the IRT images are used to fine-
tune the higher levels of the CNN model classifier. A stratified five-fold
cross-validation resampling method is used to evaluate the effective-
ness and generalization of the nine architectures for five dataset split
ratios. Results suggest that the CNN architectures achieve high pre-
diction performance accuracies, with the majority having above 98%
test accuracies across multiple split ratios. In addition, our diagnostic
results are significantly higher than those obtained using a traditional
support vector machine classifier trained on handcrafted features. The
effectiveness and robustness of the CNN-based algorithms can provide
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DC operators with an alternative intelligent approach to improve thermal
management, energy efficiency, and system reliability of servers in DCs.

Keywords: convolutional neural network, Infrared thermography, data
center, servers, fault diagnosis

1 Introduction

Over the past few years, data centers (DCs) have rapidly evolved to become
the backbone of some of the world’s most critical and prominent institutions
such as banking, health, information, and communication technology (ICT)
industries, etc. This fast-paced evolution and growth is fueled by the contin-
uous rise in cloud computing and its related applications such as Big Data,
Internet of Things, and Artificial Intelligence.

As a consequence, more high-density server systems have been developed
that dissipate up to 30 kW per rack [1]. Today, some datacom facilities experi-
ence high overall power density loads in excess of 150W/ft2 [2]. This increase
in server rack heat dissipation has given birth to new challenges in DC thermal
management. For example, the uneven distribution of heat at the surface of
servers and the lack of an efficient cooling system can result in the formation
of localized hotspots around and inside the server racks.

To effectively eliminate these hotspots, DC operators sometimes over-
cool the rack environment [3]. However, over-cooling can lead to the creation
of unexpected cold spots in the IT room surroundings. These unexpected
hotspots and cold spots, also known as thermal anomalies can result in crit-
ical systems operating in unsafe temperature regions which in the long run
increases server failure rate [4]. Moreover, the increase in server density of
large HPC DCs can cause poor internal air flow and higher IT equipment
temperatures leading to unstable reliability and potential increase in system
downtime. Thereby, resulting in a significant rise in operating cost and Total
Cost of Ownership (TCO) of DCs [5] [6].

Since temperature is considered one of the key indicators of the operational
health of computing systems, the ability to accurately predict the thermal
distribution of IT equipment is of utmost importance to DC operators. It
provides them with the capability to ensure all systems are operating within
the safe temperature range recommended by the American Society of Heating,
Refrigerating, and Air-Conditioning Engineers (ASHRAE) [7] [8].

So far, single-point temperature sensors such as thermocouples have been
the popular choice for monitoring the operation states of servers. Despite
their wide temperature range, their spatial resolution is insufficient in cap-
turing detailed information regarding the thermal distribution of servers and
racks. As a consequence, the use of infrared thermography (IRT) imager
as thermal sensor for equipment condition monitoring has increased over
the past few years. IRT imagers are capable of real-time monitoring of
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the surface temperature distribution of equipment by detecting the radiated
infrared energy from the surface. IRT imagers offer several benefits com-
pared to single-point temperature sensors. These include but are not limited
to their non-contact, anti-electromagnetic interference, high timeliness, non-
destructive, and high accuracy characteristics. They are therefore, perfect
candidates for the monitoring and diagnosis of server operation states.

By leveraging the benefits offered by IRT images, in this study, we eval-
uated seven state-of-the-art deep pretrained CNN-based algorithms and two
shallow CNN-based algorithms for the automatic diagnosis of five server oper-
ation states. These operation states included CPU fan failure, main fan failure,
server entrance blockage, partial CPU load, and maximum CPU load condi-
tions. Our objective is to take advantage of the effective automatic feature
extraction capabilities of CNNs and the rich temperature distribution infor-
mation of the IRT images for the development of highly reliable and effective
condition monitoring system of server operation states in DCs. This can reduce
system down time, increase reliability, and reduce total cost of operation of
DCs.

Specifically, this research paper makes the following main contributions:

❼ Integrates state-of-the-art CNN-based algorithms using transfer learning
with infrared thermography for the improvement of prediction accuracy of
server operation states including faulty conditions.

❼ Eliminates sources of human errors that emanate from handcrafted feature
extraction techniques in previous studies by using more effective automatic
CNN feature extraction techniques in the proposed models.

❼ Significantly increases server operation status diagnosis performance of the
proposed CNN-based methods compared with baseline traditional machine
learning approach with respect to F1-score, accuracy, recall, and precision
metrics.

The results of this work can enable the proper workload planning and dis-
tribution among servers, increasing reliability and enhancing energy efficiency
in DCs.

2 Related Work

Several studies have been conducted that attempt to offer solutions to the
perplexing problem of thermal anomaly detection and thermal management
in DCs.

The preponderance of these studies has focused on developing thermal man-
agement techniques that range from Computational Fluid Dynamics (CFD)
modeling to data-driven modeling (DDM) and their hybrid counterparts to
monitor and predict the thermal distribution of servers and hence decrease the
high risk of failure of servers in DCs.

The CFD-based approaches use numerical algorithms to solve non-linear,
three-dimensional differential equations that govern the thermal dynamics of
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the DC internal environment. These CFD techniques are known to provide
accurate results such as server inlet and outlet temperature prediction subject
to various conditions [9]. However, the performance of CFD-based techniques
relies on the consideration of several DC characteristics such as airflow rates,
IT room dimensions, and setup [10]. In addition, CFD-based models are time-
consuming and computationally expensive.

Recently, data-driven techniques have gained significant popularity as
viable alternatives to CFD-based approaches for the modeling and prediction
of system dynamics. This is triggered by the rapid increase in the availabil-
ity of collected data of physical systems [11]. Data-driven approaches aim at
finding relationships between the system state variables (input and output)
without explicit knowledge of the physical behavior of the system [12] using
multivariate statistical or machine learning-based techniques.

The benefits of using DDM techniques have been exploited by several
researchers for the prediction of the temperature distribution of the IT room.
One of such works is that of Athavale et al. [13]. They implemented and com-
pared Artificial Neural Network (ANN), Support Vector Regression (SVR),
Gaussian Process Regression (GPR), and Proper Orthogonal Decomposition
(POD) algorithms for the prediction of steady-state and transient-state rack
inlet air temperature distribution in DCs using simulated data from a CFD
model as input. Similarly, Ilager et al. [14] in their studies also explored sev-
eral data-driven ML algorithms to accurately estimate the host temperature
in a DC. Anastasiia et al., [15] implemented a K-means clustering ML algo-
rithm for the localization of hotspots and the identification of distinct servers
that regularly occurred in the overheated zones of the server room based on
surrounding hot aisle ambient temperature data.

A few studies have attempted to combine CFD and DDM techniques in
order to improve the prediction accuracy of temperature distribution in an IT
room. One such study is that of Asgari et al., [16] whereby they combined
ML algorithms with thermo-fluid transport equations to predict transient
temperatures in server CPUs and server inlets.Their results showed that the
performance of the hybrid model was superior to that of pure data-driven
black-box and conventional zonal models. The reliability of DDMs on data
obtained either from CFD simulations or from measurements using traditional
temperature sensors such as thermocouples is one of the major drawbacks of
such an approach. This is because single point temperature sensors can mea-
sure temperature only at a given point in space. Therefore, they are incapable
of accurately capturing the spatiotemporal temperature changes inside a DC
necessary for the successful analyses of hotspots. These can often result in high
extrapolative error predictions [17].

To overcome the above limitation that stems from the use of data collected
using single-point sensors or CFD models, and also improve the effective-
ness of thermal management and accuracy of fault diagnosis of systems, some
researchers have turned their attention to the use IRT. IRT offers a real-time,
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non-contact and non-invasive approach to condition monitoring of civil struc-
tures, electrical installations, machineries and equipment [18]. This is due to
its ability to monitor the temperature distribution of equipment surfaces by
detecting the radiated infrared energy (heat) from the surface. And tempera-
ture is considered one of the most useful indicators of the structural health of
equipment and components [19]. Some of the successful fault diagnosis appli-
cations using IRT include electrical equipment [20], rotating machinery [21],
and induction motor inter turn [22].

In the domain of DCs, few studies have taken advantage of IRT by extract-
ing handcrafted features from the IRT images and applying ML algorithms
for system anomaly detection [6], temperature monitoring, and fault diagno-
sis. Liu et al. [23] [24] in their studies, extracted several features including
texture features, Hu moments, morphological, statistical features, and mod-
ified entropy features from IRT images to diagnose various server operating
states using an SVM classifier. Hu et al. [25] extracted corner and edge fea-
tures from segmented IRT images. And by using an infrared fusion technique,
their approach could identify the physical location of hotspots in a DC. Zhao
et al. [26] developed a novel approach that extracts the correlations of sensing
data from three sensors including a thermal camera, a microphone, and sys-
tem performance logs for the prediction of hard disk drives failures of servers
in DCs.

Each of the aforementioned studies employed a common two-step imple-
mentation process. First, they extracted features from the thermal images
using handcrafted feature engineering methods. Second, they trained an ML
algorithm(s) with the extracted features. This approach has some shortcom-
ings. The prediction performances of DDM models are strongly correlated
with the image preprocessing and hand-engineered feature extraction algo-
rithms used. This acts as a bottleneck to the maximum achievable performance
accuracies of the models.

Moreover, thermal images generally have a low signal-to-noise, low gray
level, and low contrast compared with the normal visual RGB images [23].
Hence, a significant amount of time is usually spent in preprocessing and hand-
crafted feature extraction phases. Furthermore, extracting relevant features
requires not only domain expertise but also several model training itera-
tions with different combinations of feature sets to obtain high-performance
accuracies.

The unprecedented rise in the development of state-of-the-art deep learning
algorithms has offered researchers new techniques to overcome the limita-
tions of handcrafted feature-trained ML algorithms and to boost performance.
Specifically, CNNs, a class of deep learning, has proven highly effective in sev-
eral computer vision tasks including image classification. This is due to the
ability of CNNs to perform hierarchical learning, automatic feature extraction,
multi-tasking, and weight sharing [27]. Despite the widespread application of
CNN-based algoriths on IRT images for fault analysis is several fields, very
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few studies have been conducted that implement a similar approach for auto-
matic fault diagnosis in the DC infrastructure. Asgari et al. [28] combined a
gray-box model with a CNN and RNN classifier for the diagnosis of cooling
system failure in a DC. However, the source of input to their system model
was not IRT images. It was data generated by the gray-box model.

Therefore, in this research study, we use thermal images captured with a
FLIR E8 1.0 thermal imager as inputs to train and evaluate nine CNN-based
models for the automatic detection, diagnosis, and classification of five server
operation states: partial CPU load, maximum CPU load, main fan failure,
CPU fan failure, and server entrance blockage.

To the best of our knowledge, this work is the first that comprehensively
applies CNN-based algorithms to IRT images for the monitoring and diagnosis
of the operation states of servers. It builds upon the work of Liu et al. [23]
that applied handcrafted features to IRT images for the same purpose. It
was further motivated by our preliminary studies [29] which illustrated the
potential of deep neural networks and IRT for server fault classification.

The remainder of this research paper is organized as follows. In Section
3, we first give a research review of the CNN-based model architectures used
in the study. Then, we dive deeper into the implementation methodology.
In Section 4, we describe our performance evaluation approach, present the
experimental results, compare results with those in the literature, and draw
relevant insights for the data. Finally, Section 5 concludes the research study.

3 Methodology

In this section of the research study, we introduce the different CNN-based
models that were explored in the detection, diagnosis, and classification of five
server operation states using IRT images. These algorithms were grouped into
two categories. Shallow Convolutional Neural Network models (S-CNN) and
Deep convolutional neural networks (D-CNN). The first S-CNN model consists
of a single convolution layer (1-CNN model) classifier. The second S-CNN
model consists of two convolutional layers (2-CNN). On the other hand, the D-
CNN models included seven pre-trained deep convolutional models: ResNet50,
ResNet34, VGG-19, MobileNetV2, DenseNet121, DenseNet201, and AlexNet.
Before introducing various CNN-based models implemented in this work, we
first give a brief and succinct overview of the building blocks that are the
foundations of the deep CNN-based models.

3.1 Convolutional Neural Network Architecture

CNN is a class of Artificial Neural Networks (ANN) that saw the spotlight
through the groundbreaking work of Yann Lecun in 1989 [30]. Their powerful
ability to efficiently process and learn highly representative, hierarchical fea-
tures from a diverse set of training data such as images and time-series data
has drawn an unprecedented amount of attention to them in recent years.
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The architecture of a CNN is made up of multiple layers: convolutional lay-
ers, non-linearity layers, pooling layers, and fully-connected layers with specific
functions (cf. Fig. 1). The convolutional layer and the fully-connected lay-
ers have trainable parameters. However, the pooling (subsampling) layer and
non-linearity do not have parameters.

CNN-based models offer certain unique advantages compared with tradi-
tional ML algorithms. First, in most applications of CNNs that use images as
inputs, relatively little preprocessing of data is required prior to training. Sec-
ond, their ability to automatically extract useful low and high level features
prevents them from the drawbacks associated with the design of handcrafted
features that is subjective to user experience. Next, we give a brief description
of the main layers that make up a typical CNN architecture.

3.1.1 Convolutional Layer

he convolutional layer is composed of a set of convolutional kernels (fil-
ters) where each neuron acts as a kernel [31]. Convolutional kernels work
by dividing the image into small slices, commonly known as receptive fields.
Mathematically, the convolution operation is expressed in (1) as follows:

F k
l (p, q) =

∑

n

∑

x,y

I (x, y) .akl (u, v) (1)

Where I(x,y) represents a unit of the input image tensor I and akl (u,v) is
the index of the k-th convolutional kernel. The operation between both terms
is element-wise multiplication.

3.1.2 Pooling Layer

The pooling layer also referred to as the down-sampling layer typically fol-
lows the convolutional layer in a traditional CNN architecture. This layer is
used to reduce the dimension of the previous feature map while ensuring the
extracted features are invariant to translational shifts and small distortions.
The pooling layer aggregates information in the small region of the receptive
field of the input feature channels and outputs the dominant response within
this small region [32]. Each pooled feature map corresponds to one feature map
of the previous layer. Some existing pooling operation techniques include Max-
Pooling, Global Pooling, Global Max-Pooling, Average Pooling, etc. Assuming
that F k

l is the input feature map to the pooling layer, the pooling operation
is expressed in (2) as follows:

Zk
l = gp

(

F k
l

)

(2)

F k
l is the kth feature map of the lthinput layer. Zk

l is the extracted pooled
feature map of the input feature map F k

l . And, gp(F
k
l ) represents the particular

pooling operation used.
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3.1.3 Fully-Connected Layer

The fully-connected layer (FC) takes as input a one-dimensional feature vector
that is a concatenation of the feature maps of images obtained from the pre-
vious sequential convolutional and pooling operations. The FC layer is often
located at the end of the CNN architecture where it connects every neuron
in one layer to every neuron in the next layer. The output of the fully con-
nected layer can be obtained by making a weighted summation of the input and
response by the activation function [33], as stated mathematically in equation
(3)

Xl = f
(

Wl ∗ F
k
l + bl

)

(3)

Xl is the output obtained by operations of a non-linear activation function
f(x). For most CNN-based architectures such as the ones used in this study,
f(x) is typically a rectified linear unit (ReLU) or a sigmoid activation function.
Wl is the l layer feature map corresponding weight matrix. F k

l denotes the lth

layer’s kth feature map and bl is the bias term.

ImageNet
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IRT Dataset 
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Fig. 1 Transfer learning process for server operation state classification. The top model
architecture is a VGG-19 base model with convolutional, ReLU and pooling layers, that is
pretrained on the ImageNet dataset. Features extracted from the base model are transfered
to the target CNN model (bottom) to be trained on the IRT images for the diagnosis of
each of the five server states.

3.2 Deep CNN-based Model Architectures

In this section, we describe in brief the architecture of the seven D-CNN models
implemented in this work for the diagnosis of the five server operation states
using IRT images.
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3.2.1 Residual Neural Network Model

Residual neural network (ResNet) is a groundbreaking CNN architecture in
the domain of deep learning proposed by He et al. [34]. The key attribute
of ResNets is that they can solve the notorious vanishing gradient problem
that plagued previous deep CNN model architectures. The ResNet network
architecture is based on the deep residual framework, which uses shortcut con-
nections (skip connections). Several variants of the ResNet architecture exist
with the main difference being the number of layers. In this research study,
we explored two ResNet model architectures: ResNet-50 and ResNet-34 pre-
trained models. The ResNet-50 model architecture consists of five stages each
with a convolution and Identity block. The convolution and the Identity block
are both made up of three convolutional layers. The Resnet-50 and ResNet-34
models adopted for this study were pre-trained with the ImageNet dataset [35]
and then fine-tuned and adapted for the diagnosis of the five server operation
states using IRT images.

3.2.2 Visual Geometry Group Model

The Visual Geometry Group (VGG) is a CNN model architecture introduced
by Zisserman et al. [36]. There exist several variants of the VGG architecture,
such as VGG-11, VGG-16, VGG-19, etc. In this study, we adopted the VGG-19
model architecture that consists of 19 layers (16 convolution layers, three fully
connected layers, five MaxPool layers and one SoftMax layer). Specifically, the
VGG-19 model imported using the Fastai library [37] was pre-trained using
images from the ImageNet dataset and then used during the training of the
IRT images.

3.2.3 Densely Connected Convolutional Networks Model

Densely Connected Convolutional Networks (DenseNet) is a classical CNN
model proposed by Huang et al. in 2017 [38]. DenseNet comprises mainly of
Dense Blocks and transition layers. The Dense Block allows the concatenation
of the output of the previous layer with the future layer. The transition layer
regulates the number of channels ensuring it is kept relatively small. There
exist different variants of the DenseNet architecture including DenseNet-121,
DenseNet-160, DenseNet-201, etc. The trailing numbers represent the num-
ber of layers in each version of DenseNet. In this study, we implemented
DenseNet-121 and DenseNet-201 networks with pre-trained weight obtained
from training the models with the ImageNet dataset.

3.2.4 Google MobileNet Model

The MobileNet model architecture was developed by Andrew G. Howard et
al. [39]. The model aimed at effectively maximizing the accuracy while taking
into consideration the restricted resources for an on-device or embedded appli-
cation. MobileNets are designed to meet resource constraints for a variety of
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use cases. This is because they are small, low-latency, low-power models. Cur-
rently, there exist three versions of the MobileNet architecture. In this work,
we implemented MobileNet version 2 (MobileNet-V2) with pre-trained weights
on the ImageNet database. MobileNet-V2 consists of two main blocks. Resid-
ual block with a stride of one and a second block with a stride of two for
downsampling.

3.2.5 AlexNet Model

The AlexNet model, considered as one of the most influential models in the
field of computer vision, was introduced by Alex Krizhevsky et al. [40] in 2012.
AlexNet model architecture consists of five convolutional layers with max-
pooling layers sandwiched between some of them. The convolutional layers are
then followed by three fully-connected layers. Compared with today’s deeper
models, it is a relatively shallow CNN model. Although, in this study, AlexNet
falls among the deep CNN model class as it is relatively deeper compared to the
shallow models. We deployed the AlexNet model initialized with pre-trained
weights using the ImageNet database.

4 Proposed Methodology

This section presents, in detail, the step-by-step approach that was followed
for the successful diagnosis of the five server operation states in a DC.

The fundamental building block of both the S-CNN and D-CNN models
is the convolutional layer. See section 3.1 above for more details. By stacking
these convolutional layers with the other layers, both S-CNN and D-CNN
models are capable of effectively extracting low, mid, and high-level features
from the IRT images to accurately and automatically diagnose the different
server operation states.

The core steps that formed the backbone of our implementation strategy
for the detection and classification of the different server states using IRT
images are: 1. Infrared thermal image dataset acquisition, 2. Infrared thermal
image preprocessing, 3. Models training and validation with stratified cross-
validation, 4. Performance evaluation of models for fault detection.

4.0.1 Infrared Thermal Image Dataset Acquisition

The dataset used in this research was collected using a FLIR E8 1.0 IRT
imager by Lui et al. [23]. The dataset is not publicly available. It was privately
shared with the authors of this research work upon request. For the complete
experimental setup, data collection procedure and IRT camera specifications,
refer to [23], and [24] for more details.

The dataset contained a total of 1350 thermal image samples divided into
five classes. Each class represented a specific state of operation of the server.
The five states are partial CPU load ( SX - 60% CPU load ), maximum CPU
load ( OH - 100% CPU load), main fan failure (MF), CPU fan failure (CF), and
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Fig. 2 Sample of captured IRT thermal images for each of the five server operation states
(MF: main fan failure, SX: partial CPU load, OH: maximum CPU load, EB: entrance
blockage, CF: CPU fan failure )

server entrance blockage (EB). Each class have a total of 270 image sample.
Figure 2 shows one IRT image samples drawn from each class.

4.0.2 Infrared Thermal Image Dataset Preprocessing

As mentioned above, one of the main advantages of CNN-based models is the
minimal dataset preprocessing they require prior to training. In this implemen-
tation, we applied image resizing, data augmentation and data normalization
preprocessing steps to the IRT images.

Image Resizing : Resizing is a critical preprocessing step in the building
of deep CNN models. The raw thermal images contained in the dataset were
RGB images of original dimensions 240 × 320. Each image was resized to a new
square dimension of 224 × 224. By resizing the images the models trained more
efficiently. Also, the pre-trained deep CNN models expect inputs of dimension
224 × 224 as they were originally constructed and trained using images from
the ImageNet database of the same dimension. After resizing, we passed the
smaller dimension images down the pipeline for further preprocessing.

Data Augmentation: Given the relatively small size of our dataset (1350
images), we needed to augment our dataset to avoid overfitting our models. We
applied geometric transformations such as horizontal flip, rotations, zooming,
warping, etc., on the resized thermal images.

Data Augmentation: The last preprocessing technique we applied to the
dataset prior to training the models was the data augmentation. The goal of
normalization was to transform features to be on a similar scale. This helped
to improve model performance and training stability. By importing the image
statistics (mean and standard deviation) of the images from the ImageNet
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database through the FastAI library, the IRT images were normalized. Thus,
completing the preprocessing phase.

4.0.3 Model Training with Stratified Cross-Validation.

In this phase of the implementation pipeline, we trained both the S-CNN mod-
els and D-CNN models independently using a technique known as stratified
cross-validation (CV). Stratified CV is a variant of cross-validation. Cross-
validation is a data resampling technique that enables the objective assessment
of the generalization ability of predictive models and also prevents overfitting
[41]. Furthermore, it leads to a better average performance at the same time
protects against the possibility of disastrous performance [42].

In stratified CV, the dataset splitting into folds is based on a criterion,
which ensures that each fold contains the same number of observations with
respective categorical values such as the class outcome value. K is a hyper-
parameter that is chosen during training and represents the number of folds
for which the dataset is split. In this study, we chose a K value of five. Hence,
implementing a stratified 5-fold CV.

The IRT image dataset constituted a total of 1350 thermal images divided
into 5 classes of 270 samples each. Each class represented a specific server oper-
ating condition (cf. Fig. 2 ). For an objective performance evaluation of the
various model classifiers, the IRT dataset was divided into five different data
split ratios (50/50, 60/40, 70/30, 80/20, 90/10) used for training and test-
ing. Stratified 5-fold CV was applied during training and the average training
and validation performance measured. The test split was used to estimate the
unbiased diagnosis performance of the trained models.

The models were run on a Google Colab notebook that host a free NVIDIA
Tesla K80 Graphics Processing Unit (GPU) with a 12GB RAM provided by
Google cloud services. The programming language used for this study is the
Python programming language.

Training Shallow-CNN Models

The two shallow CNN algorithms (single-layer CNN and two-layer CNN) were
built and trained using stratified 5-fold CV. These models were implemented
using the Keras open-source software library. Each model was trained for 10-
epochs with a batch size of 32.

The objective of training these shallow CNN models is to give a complete
comparative analysis of their performance with respect to the more advanced
DL models and traditional ML algorithms. Also, we aimed at exploring the
advantages these simple models could offer in the diagnosis, detection, and
classification of the thermal state of servers in DCs in terms of efficiency and
accuracy.
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Training Deep Pre-trained CNN Models - Transfer Learning

The deep CNN-based architectures applied in this study for server fault diag-
nosis consists of many feature-learning layers. Training such architectures
from scratch is a challenging task. This is because they have large number of
weights which are randomly initialized before the training process and itera-
tively updated based on labeled data and the loss function [43]. The weight
update process is therefore time-consuming. This situation is exarcebated by
the limited number of IRT image samples, making these models susceptible to
overfitting.

To overcome these drawbacks, we applied the technique of transfer learning
by using pretrained deep CNNs, that have been pretrained on the ImageNet
dataset which consists of more than a million samples of natural images.

Transfer learning aims to improve the learning of a target task through
the transfer and utilization of previously-acquired knowledge from a related
source task [44][45]. Based on the notations used in [45], given a source
domain DS = {XS , P (XS)}, a source task TS = {YS , fS(.)}, a target domain
DT = {XT , P (XT )}, and a target task TT = {YT , fT (.)}, transfer learning
aims at improving the learning performance of TT when DS 6= DT or TS 6= TT .
Where XS and XT represent the source and target data samples. P (XS) and
P (XT ) are their corresponding marginal probability distributions. YS and YT

represents the source and target label space. fS(.) and fT (.) are the source
and target predictive functions.

In the particular case of server state diagnosis, XS represents labeled images
from the large ImageNet database and XT consist of the labeled IRT images.
Transfer learning helps to speedup the training procedure, improve learning of
hierarchical features, and boost the performance of deep CNNs.

In our approach, transfer learning was applied by removing the last layers of
each pretrained D-CNN model that was customized for the ImageNet dataset
classification task, and replacing it with new layers fit for the classification of
the five server operation states. First, the weight parameters of the lower level
convolutional layers of the pretrained models were frozen. These layers cap-
ture lower-level features such as edges and gradients common to most image
classification tasks making them useful. Second, we updated the weight param-
eters of the new added layers using the IRT image samples through training.
This approach allowed the knowledge learned from the millions of datapoints
of the ImageNet database to be transfered to the task of server fault diagno-
sis in DCs (cf. Fig. 1). Using pre-trained weights also accelerated the training
process of the models on the new task. Furthermore, it improved the accuracy
of the classifiers. Each D-CNN model was trained for 5 epochs with a specific
learning rate derived from experimentation to speed up training and model
convergence.
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4.0.4 Performance Evaluation.

In this study, standard ML evaluation metrics were used for the evaluation of
the performance of both the D-CNNs and S-CNNs on the diagnosis of the five
server states. These metrics include precision, recall, F1-score, and accuracy.
They are mathematically expressed in equations (4) - (7).

Precision =
TP

TP + FP
(4)

Recall =
TP

TP + FN
(5)

F1 =
2 ∗ Precision ∗Recall

Precision+Recall
(6)

Accuracy =
TP + TN

TP + FP + TN + FN
(7)

where TP, TN, FP, FN correspond to True Positives, True Negatives, False
Positives, False Negatives, respectively.

5 EXPERIMENTAL RESULTS AND
DISCUSSIONS

The monitoring of the thermal operation states of servers requires highly
reliable, effective, and efficient monitoring systems. By implementing seven D-
CNN models with transfer learning and two S-CNN models using IRT images,
we aimed at developing a diagnostic system that meets such requirements.

5.1 Diagnosis of Server Operation States with varying

Dataset Sizes

In principle, the performance of deep learning models are influenced by the
size of the training dataset. Specifically, research shows that the larger the
number of training samples, the better the prediction ability of CNN-based
models. Therefore, to evaluate the performance of the nine CNN-based models,
we performed a comparison analysis of the models based on the varying size
of the training IRT images.

The validation accuracy and corresponding standard deviation was used as
a metric to both evaluate the fault diagnostic performance of each model and
also perform a comparison analysis of the models across the five IRT dataset
split ratios. Figures 3 and 4 show the training and validation accuracies with
the corresponding standard deviation values of each CNN-based model.
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Fig. 3 Training set accuracies and respective standard deviations for five split ratios on
IRT images. D-CNNs have higher training accuracies compared with S-CNNs. The S-CNNs
have higher standard deviation values compared with D-CNNs as indicated by the relatively
longer bars. Hence, S-CNN are more sensitive to overfitting.

Based on our experimental results, DenseNet121 achieves the highest
average validation accuracy (98.92%) with an average validation standard-
deviation of 0.0067 across the five dataset sizes. Therefore, it is considered the
overall best CNN-based model classifier for diagnosis of server operation states
using IRT images. AlexNet obtained the least average validation accuracy
of 97.63% with a corresponding average standard deviation of 0.0094 among
the seven pre-trained deep CNN-based models. The 1-CNN model classifier
obtained the overall least average validation accuracy score of 92.43% with a
corresponding highest average standard deviation of 0.0288. Hence, it is the
worse model classifier among the implemented nine CNN-based models.
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Fig. 4 Validation set accuracies and respective standard deviations for five split ratios
on IRT images. D-CNNs have higher training accuracies compared with S-CNNs. However,
they have lower standard deviation values compared with D-CNNs as indicated by their
relatively shorter bars. Hence, better model classifiers server operation state prediction.

These results highlight the superiority and advantage of using deep
pretrained CNN-based architectures compared to shallow CNN-based archi-
tectures especially in the case of limited availability of training samples.
Furthermore, pretrained CNN-based models achieved remarkable performance
with a relatively small number of training epochs and lesser training times.

To obtain an unbiased estimation of the performance of the CNN-based
model classifier for the five split ratios, we used the holdout test set. The unseen
test set was fitted to the final trained models and the confusion matrix was
used to evaluate their prediction performance. The confusion matrix assesses
the performance of each model by comparing the true server operation state
with the predicted state. Based on the confusion matrix, the test accuracy,
precision, recall, and F1-score were computed.

In Figures 5, 6, 7, and 8, which respectively represent the test accuracy, pre-
cision, recall, and F1-score, computed from the confusion matrix, we observe
that all model classifiers show good prediction capabilities of server opera-
tion states across the five split ratios. In the case of the 90/10 split ratio,
DenseNet201 and VGG-19 correctly predicted all five server operation states
achieving a 100% test accuracy.
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Fig. 5 Test accuracy of CNN-based model classifiers on holdout test set for five split ratios.
Among the D-CNNs, AlexNet has the lowest test accuracy score for all split ratios except
for the 60/40 split ratio. Among the S-CNNs, the 2-CNN model classifier has higher test
accurary compared with 1-CNN model classifier for all five split ratios.
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Fig. 6 Precision scores of CNN-based model classifiers on holdout test set for five split
ratios. Depending on the split ratio, some model classifiers have higher precision scores than
others. However, among the D-CNNs, AlexNet has the lowest precision score for all split
ratios except for the 60/40 split ratio. Among the S-CNNs, the 2-CNN model classifier has
higher precision score compared with 1-CNN model classifier for all five split ratios.
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Fig. 7 Recall scores of CNN-based model classifiers on holdout test set for five split ratios.
Some model classifiers have higher precision scores than others based on split ratio. But,
among the D-CNNs, AlexNet has the lowest precision score for all split ratios except for the
60/40 split ratio. Among the S-CNNs, the 2-CNN model classifier has higher precision score
compared with 1-CNN model classifier for all five split ratios.
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Fig. 8 F1-scores of CNN-based model classifiers on holdout test set for five split ratios.
The D-CNNs have higher F1-score values compared with the S-CNNs for all five splits with
the exception of AlexNet in the 70/30 and 80/20 split ratio. Overall, D-CNNs are better at
server operation state diagnosis.

Based on the average test accuracy, precision, recall, and F1-score across
all five splits, VGG-19 model outperformed all models for the server opera-
tion state prediction on the unseen IRT images. Among the D-CNN models,
AlexNet had an overall lowest test performance score for all split ratios except
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for the 60/40 split ratio. The shallow 2-CNN model classifier’s prediction per-
formance on the test set for a split ratio of 80/20 was remarkably high and
matched those of advanced D-CNN model classifiers despite the fact that it was
not pretrained on the ImageNet dataset and has only 2 convolutional layers in
its architecture. Finally, the 1-CNN was the worst model in the prediction of
server operation states in data centers. This is because 1-CNN model classifier
with only 1 convolutional layer cannot capture sufficient complex and mean-
ingful features from the limited IRT images, thereby, resulting in more server
operation state misclassifications.

The 80/20 split ratio is considered to produce the overall best validation
and test performance among all split ratios. This can be seen by the number
of model classifiers whose performance test accuracy, precision, recall, and F1-
score values lie above the 98% horizontal line (cf. Figures 5 - 8). The 70/30 split
ratio generated almost similar test performance results as the 80/20 split ratio.
This is in line with results obtained by Nguyen et al. [46], who investigated
the influence of data splitting on the performance of three ML models in the
prediction of shear strength of the soil. They found that 70/30 was the best
split ratio.

The robustness of the prediction ability of the CNN-based models with
varying training IRT dataset sizes was measured based on the average standard
deviation values of the validation accuracy for each model across the five splits.
From Figure 9, we can see that VGG-19 had the lowest average standard
deviation of 0.0059 and hence was the most robust in terms of performance
degradation with varying size of training set. 1-CNN model had the highest
average standard deviation of 0.0288. These results indicate that D-CNNmodel
classifiers are robust with higher performance accuracies and lower variability,
hence, most reliable for automatic server operation state diagnosis. The S-
CNN model classifiers, on the other hand, are more sensitive to changes in the
training size of the IRT images and also they are susceptible to overfitting.



Springer Nature 2021 LATEX template

20 CNN-based Server State Monitoring and Fault Diagnosis using IRT

Re
sN
et5
0

Re
sN
et3
4

Mo
bile

Ne
t

VG
G-1

9

De
nse

Ne
t20
1

De
sN
et1
21

Ale
xN
et

2-C
NN

1-C
NN

CNN-based models

0.0

0.2

0.4

0.6

0.8

1.0

1.2

1.4

1.6

Av
er

ag
e 

ST
D

 V
al

ue
s

Fig. 9 Average validation set standard deviation (STD) across five split ratios.The lower
the value the better the model. Shallow CNN-based models have the highest validation set
standard deviation values, hence they are more sensitive to overfitting. VGG-19 has the
lowest validation set standard deviation value and hence is considered the most robust model.

5.2 Comparison of CNN-based models with traditional

ML models.

The objective of this section is to compare the performance of our deep learning
CNN-based approach to the machine learning approach used in the literature
for the automatic diagnosis of the five types of server operating conditions
with the same IRT dataset. Specifically, in the work of Lui et al. [23], they
extracted handcrafted features such as morphological features, texture features
and statistical features from the IRT images and then trained a support vector
machine (SVM) algorithm to diagnose the final status of the server. In their
experiment, the IRT dataset was split into a training set of 900 IRT images
(67%) and a test set of 450 IRT images (37%).

We used the test accuracy as the metric of performance comparison as
that is the metric used in the literature. To ensure no unneccessary bias in
performance of our models based on number of training and testing samples,
we used the models trained with the 60/40 split ratio. That is, training set of
810 IRT images and test set of 540 IRT images. This means the CNN-based
models were trained with slightly lesser number of IRT images compared to
that of Liu et al [23]. However, as shown in Table 1, the CNN-based models
outperformed the SVM classifier that had a test accuracy of 91.11% [23]. The
DenseNet121 model classifier had the highest test accuracy of 99.80%. This
corresponds to a percentage increase of approximately 9.54% compared to the
SVM classifier. Among all CNN-based model classifiers, 1-CNN has the lowest
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test accuracy of 95.38%. However, it outperformed the SVM classifier trained
on hand-crafted features by a margin of approximately 4 percentage points.

This significant performance improvement in our CNN-based approach
compared with traditional ML approach for the diagnosis of server faults in
DCs is due to the powerful ability of CNN-based models to automatically learn
low and high thermal features of the temperature distribution of the server
surface for each operation state.

Models ResNet50 ResNet34 MobileNet VGG-19 DenseNet201 DenseNet121 AlexNet 2-CNN 1-CNN SVM
Test Acc(%) 96.48 98.83 98.63 99.61 99.22 99.80 97.85 98.15 95.38 91.11

Table 1 Test set accuracy for 60/40 split ratio on IRT images. Higher is better. All
CNN-based models have higher test set accuracy compared with the traditional SVM
classifier used in [23]. DenseNet121 model outperforms the rest of the models

6 CONCLUSION

In this study, we investigated two shallow and seven state-of-the-art deep pre-
trained CNN-based architectures for the monitoring and diagnosis of five server
operation conditions including two faulty conditions, based on the thermal dis-
tribution information of the server surface captured using an IRT imager. A
transfer learning approach was adopted for the deep CNN model classifiers.
Each model’s predictive performance was evaluated using a stratified 5-fold
cross-validation resampling technique across five dataset split ratios.

The deep pretrained CNN-based models achieved higher diagnosis accu-
racies of the server operation condition compared with shallow CNN-based
models. In particular, the pretrained DenseNet121 architecture had the high-
est average validation accuracy of 98.83% with an average standard deviation
value of 0.0067 across all five IRT image dataset split ratios. Therefore, it was
considered the most effective and robust model for the task of fault diagnosis
of servers in DCs.

In addition, a performance comparison of the nine CNN-based architectures
with an SVM classifier trained using handcrafted features showed higher test
prediction accuracies of the CNN-based model classifiers with an approximate
maximum and minimum percentage point margin of 8 and 4.

These experimental results indicate that deep CNN-based model archi-
tectures applied on IRT images can provide DC operators with an effective
non-contact intelligent tool for server operation state monitoring and diagno-
sis. Furthermore, by using the proposed approached, DC operators can monitor
the server operation states with higher accuracy and improve the thermal man-
agement, thereby increasing the reliability and energy efficiency of the DC
infrastructure.
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This article explores shallow and deep advanced convolutional neural net-
work (CNN)-based architectures trained on server surface infrared thermal
images for the automatic monitoring and diagnosis of five server operation
conditions including faulty conditions.

The model architectures were evaluated using a stratified five-fold cross-
validation resampling technique across five dataset split ratios. And experimen-
tal results indicated a significantly high predictive performance with accuracies
greater than 98%.
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Our experimental results outperformed those obtained using a traditional
support vector machine algorithm by a maximum percentage point margin of
8.

This work is the first that has applied state-of-the-art deep pretrained
CNN-based models and infrared thermography for the automatic diagnosis of
the operation state of servers in data centers (DCs).

The application of this research study can pave the way towards the
incorporation of non-contact infrared thermal imagers for the improvement
DC thermal management, energy efficiency, and system reliability by DC
operators. Therefore, it provides a benchmark for current advanced deep
learning-based solutions for real-world problems.

This research study was inspired by the work of Liu et al. [23], who used
signal processing and pattern recognition techniques together with traditional
support vector machine algorithm to predict server status with an accuracy of
91.11 percent.

The proposed article also builds upon our previous preliminary work [29]
with two shallow CNN models and one lightweight deep learning model to
detect and classify server states using the thermal image dataset in the
literature [23].

We declare this research article has not been published before nor submit-
ted to any other journal for the consideration of publication. We kindly request
your consideration, and we are looking forward to hearing from you.

Our primary objective was to submit this paper in response to the Soft
Computing special issue call for papers in the Advances in Pattern Recognition
and Computer Vision, Applications and Systems. However, this option was
not listed under the Select article type section of the manuscript submission
process. We hope that the required changes will be made on the website to
rectify this problem.
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