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Abstract 

The research field of cloud computing has witnessed tremendous progress as commercial cloud providers 
brought powerful distributed infrastructures within reach of small and medium enterprises (SMEs) through 
their revolutionary pay-as-you-go model. Simultaneously, the popularisation of containers has empowered 
virtualisation with seamless orchestration technologies for the deployment and management of large-scale 
distributed systems across different geolocations and providers. Big data is another research area which has 
developed at an extraordinary pace as industries endeavour to discover innovative and effective ways of 
processing large volumes of structured, semi-structured and unstructured data emitted at high velocity by an 
increasing number of internet-enabled devices. This research aims to integrate the latest advances within the 
fields of cloud computing, virtualisation and big data for a systematic approach to stream processing. The 
novel contributions of this research are: 1) MC-BDP, a reference architecture for big data stream processing 
in a containerised, multi-cloud environment; 2) a case study conducted with the Estates and Sustainability 
departments at Leeds Beckett University to evaluate an MC-BDP prototype within the context of energy 
efficiency for smart buildings.  
"Keywords: multi-cloud; big data; containers; reference architecture; stream; vendor lock-in"  

1. Introduction 

1.1. Research Context 

The advent of integrated yet pervasive systems such as the Internet of Things (IoT), the Internet of Everything 
(IoE), Fog/Edge and Cloud computing has brought big data to the forefront of technology research. 
Smartphones, tablets, GPS trackers, sensors, and video surveillance devices produce vast amounts of data, in 
varying formats, in real time. Consequently, this poses challenges not only in terms of storage, but also timely 
processing, and analysis for intelligence. Big data-related challenges are related to high volume, velocity, 
veracity, and variety. Historically, systems which focused on the volume aspect of big data appeared first. 
Those are known as batch architectures, as static finite data is stored in files and processed in batches. The 
most prominent and most highly utilised of such systems is Hadoop, an open-source distributed processing 
system based on the Map-Reduce algorithm developed by Google [2]. Hadoop is still currently popular, but 
has evolved to include a complete ecosystem of open-source applications for batch processing. However, the 
main critique of Hadoop and other batch systems is that they overlooked two important aspects of big data: 
velocity, and the fact that the data source is potentially infinite [3]. Batch systems were not designed to 
process streaming data and produce results in real-time, or close to real-time. Following the first generation of 
big data processing systems which focused on batch processing, stream systems were developed to process a 
potentially infinite source of data, arriving at high velocities, in real-time or close to real-time. The focus of 
these systems was different and therefore a new architectural design and approach to data processing was 
necessary. The concept of window was introduced which involved breaking up the data streams into 
manageable finite quanta for processing. This was facilitated by applying two functions: 1) assign a 
timestamp to arriving data; 2) based on the timestamp, assign data to a time window for processing. Thus, 
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time windows are abstracted groups (with a finite number of records) used for processing [4]. In order to 
address late and out-of-order streaming data, watermarks were introduced to represent the time by which all 
records for a given window are expected to have arrived [5]. It is used, in conjunction with a defined 
tolerance, to signal that a window is ready for processing. 
The Lambda Architecture challenged the two main big data paradigms, namely, batch and stream, to propose 
a model where both technology stacks worked synergistically. Both batch and stream stacks were to be 
separately maintained, and data processing would be independently undertaken, with the results subsequently 
merged to obtain a combined view of the data. Although this architecture has been critiqued due to the need to 
create and maintain complex processing code in two separate places, thus incurring additional operational 
managing costs for two different technology stacks [6], it is still deployed in real-world applications (e.g. 
Facebook [7] and Twitter [8]). Though our proposed reference architecture does not completely address the 
Lambda Architecture overhead-related problem, it exploits the use of a super-framework to enable the same 
processing code to be run on batch or stream infrastructures, thus resolving the code duplication issue. 
Additionally, it advocates multi-tenancy so that both batch and stream frameworks share the same cluster. 
Currently, there are existing hybrid architectures where batch-based architectures have been adapted to 
process streaming data, as well as vice-versa, where stream-based ones have been adapted to process data 
from batch files.  
Although, currently, a plethora of big data architectures is available, there is a discernible need for the 
development of systematic domain-specific approaches. Examples of numerous published domain-specific 
reference architectures for big data built to address this limitation are: BDWFMSs designed for the domain of 
data-intensive scientific workflows [9], Ta et al.’s (2016) healthcare-related reference architecture, and Klein 
et al.’s (2016) national security-related reference architecture. Approaches to develop an SME big data 
strategy tend to prioritise simplicity and convenience by focusing on big data as a managed service, whilst 
overlooking the ominous risk of vendor lock-in. As an example, Ardagna et al. (2016) highlighted the 
complexity of big data implementations as a significant barrier to SME adoption. They have proposed a Big 
Data Analytics as a Service (BDAaaS) model for the SME market. A similar cloud consumption model, Data 
as a Service (DaaS) [13], envisions big data cloud analytics as a crucial strategy to give SMEs a competitive 
advantage in the market. Both these models, however, are dedicated forms of SaaS which could incur a high 
risk of vendor lock-in. Liu and colleagues’ research findings (2020) reveal that a significant barrier to the 
adoption of Big Data solutions by British manufacturing SMEs is the high cost of switching solutions. Big 
data challenges and potential within the SME market have been reviewed [15], while investigation of the 
opportunities for innovation created through big data has been conducted [16]. However, to date, a high-level 
vendor agnostic reference architecture specifically aimed at maximising economies of scale via commercial 
clouds does not exist. Consequently, this is an identified gap our research aims to address.  
Currently, cloud computing business solutions are being made available to SMEs on a pay-as-you-go model. 
The cloud has brought with it economies of scale, making it more cost-effective for smaller companies to 
commission technology as services instead of purchasing hardware and maintaining their in-house IT staff. 
Such entry cost reduction has enabled more widespread adoption of computing resources to automate 
processes, leading to significantly increased data processing needs. Undeniably, more data means greater 
complexity, but also the potential for more accurate predictions and increased turnover. The profitability of 
big data initiatives is corroborated by an independent research study of 559 companies from various sectors 
conducted by the Business Application Research Centre [17]. The findings reveal that the participating 
companies reported an average eight percent increase in revenue and ten percent decrease in costs as a result 
of their use of big data [17]. However, most of them own in-house hosted technologies and are still sceptical 
about transferring their businesses to the cloud [17]. Given the elevated cost of big data implementations [18], 
[19], one could speculate that the cloud’s economies of scale could potentially raise the reported profits. 
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The following three main service models describe how cloud resources are commissioned: IaaS 
(Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service). IaaS is the most 
basic model with only infrastructure provision (e.g. servers, storage, virtual machines, and networking). PaaS, 
an intermediate model, adds an operating system, runtime, and middleware. SaaS is the most specialised 
model, with the entire package (including the applications and application data) managed by the cloud 
provider. The more specialised a model is, the greater the economies of scale, since the provider is responsible 
for commissioning and maintaining more resources at different levels. However, as a service model becomes 
more specialised, it also becomes less flexible and reliant on specific, if not proprietary, technology. However, 
a cloud consumer is understood to be vendor locked-in if they perceive better contract opportunities elsewhere 
in the market but is hindered from breaking an existing agreement with a provider. Vendor lock-in is a major 
cause of concern for potential cloud adopters [18], [20]–[22], and its mitigation is one of the motivating 
factors for the current research. Five different approaches to vendor lock-in mitigation have been reviewed in 
Section 2 of this paper. Recent, significant container-based virtualisation research has been conducted [23]–
[26]. As containers provide decoupling between applications and the platforms to which they are deployed, 
they offer a level of mitigation against vendor lock-in. Furthermore, containers can be deployed on a PaaS 
(instead of IaaS) model because they represent a higher virtualisation level compared to virtual machines [23], 
[27]. When container and cloud computing technologies are deployed together, they afford greater economies 
of scale and facilitate greater collaboration amongst developers. As an example, images representing 
applications which are developed as containerised services have been shared in public repositories or libraries 
[28]. Such images can be deployed on any platform hosted on any infrastructure (cloud or non-cloud-based). 
Finally, the use of container and container orchestration technology also enables multi-cloud setups, which 
greatly mitigates the risk of vendor lock-in, giving cloud consumers the ability to compare and combine 
individual offers from providers to create the most appropriate and preferred configuration [19], [26]. Should 
changes in prices or service level agreements render it advantageous to do so, resources may be easily and 
seamlessly transferred between providers. 

1.2. Aim and Objectives 

To reiterate, the aim of this research is to propose a unified vendor-agnostic stream processing solution for big 
data in a multi-cloud environment. It is supported by the following research objectives: RO1 – to examine 
several existing architectures for big data processing and systematically evaluate the architectures of three 
well-known real-world companies (i.e. Facebook, Twitter and Netflix) with the purpose of understanding non-
functional requirements for real-world big data systems. The selection criteria for these companies, 
methodology and results of this evaluation are explained in a separate publication [29]; RO2 – based on the 
findings in RO1, propose a new reference architecture based on industry’s best practices and focused on 
vendor lock-in mitigation; RO3 - develop a prototype, based on a case study, to enable the empirical 
evaluation of the proposed reference architecture; RO4: to identify and implement a set of relevant 
performance metrics for the prototype in RO3; RO5 - to design and execute distinct sets of experiments to 
evaluate the proposed reference architecture in terms of the non-functional requirements implemented. 

1.3. Rationale 

The risk of vendor lock-in is perceived as one of the greatest obstacles to cloud adoption by companies [18], 
[22], [30], [31]. Consequently, as this research adopts a cloud consumer’s perspective, the mitigation of 
vendor lock-in remains an important motivation throughout its development. The use of open-source 
technology is associated with a reduction in vendor lock-in risk [32], whilst simultaneously promoting 
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collaboration and reuse amongst the community [33]. Another way of mitigating vendor lock-in-related risks 
is by hosting the cloud infrastructure in multiple clouds. From a business perspective, implementers are less 
vulnerable to unilateral changes in price or SLAs by single providers when adopting a multi-cloud setup. 
Furthermore, they can achieve more flexibility by combining offers from different providers, or by changing 
providers for certain services, but not others, if a more advantageous offer is made available [34]. Motivated 
to achieve the greatest level of flexibility and interoperability of components across clouds, whilst at the same 
time taking advantage of the cloud’s economies of scale, our research proposes a reference architecture based 
on the use of containers on a PaaS model. As containerised applications include all the environment 
configuration they need to run and can be deployed to any platform equipped with a container engine, they are 
fully portable across clouds, thus greatly reducing the risk of vendor lock-in and allowing implementers to 
shift away from the traditional SaaS model usually recommended for SMEs. This research therefore 
recommends that big data processing frameworks and other components of the proposed reference 
architecture be deployed as containerised services. From a technical perspective, a strong motivation of this 
research is to propose a reference architecture which has a discernible value for SMEs and is therefore, 
reliable and fault tolerant since high availability and business continuity have been identified as important 
requirements to these companies [13], [35]. Within a single commercial cloud, fault tolerance for 
containerised systems can be provided at three different levels: container, machine and region [36]. AWS has 
introduced the availability zones concept, which consists of isolated data centres hosted in the same region. 
Since no two availability zones share the same data centre, the resilience of the infrastructure is increased, 
even for single-region deployments [37]. An infrastructure that spans across multiple availability zones is 
indeed recommended by Netflix following the after-effects of AWS outages in the past [38]. However, zone 
failures involving multiple availability zones have indeed occurred in the past [39]. Likewise, a DNS 
disruption reported in 2016 affected Azure customers in all regions, effectively rendering the entire cloud 
unavailable (Dayaratna, 2016). Our research aims to explore the most resilient design for a cloud reference 
architecture and has thus identified an infrastructure distributed not only across multiple regions, but also 
across multiple clouds as a pattern to aim for. The relationship between different levels of fault tolerance and 
the cost and volume of data transfer from a cloud consumer’s perspective is also investigated on in this 
research.  
The rise in popularity of containers has led to significant developments in the discipline of distributed systems 
[22], [26], [28], [40]–[42]. In particular, the area of container orchestration and its support for hybrid and 
multi-cloud architectures has received increased attention [19], [24], [43]–[45]. Despite these advances, one 
related area which is yet to fully mature is that of resource consumption estimation for applications deployed 
in distributed container clusters. Currently, most cluster orchestration technologies allocate resources based on 
a user’s initial request [26], [42]. Since users tend to overestimate the resources required by their applications, 
this approach leads to under-utilisation and, in the context of cloud computing, unnecessary costs [42]. 
Oversubscription is a possible solution, but a more systematic approach is called for in the literature [26]. 
Motivated by this gap in knowledge, the current research explores the relationship between the windowing 
function used in big data stream processing and the resource consumption of the cluster, with the aim of 
proposing a new approach to cluster size estimation for the domain of stream big data process. 

1.4. Novel Contribution 

In order to address the previously discussed challenges, this research proposes a new systematic and 
unified reference architecture for big data stream processing targeted at SMEs, organisations or departments 
characterised by devolved management, tight budgetary constraints and lack of in-house technical expertise 
(SMEODs). This new approach assumes a cloud consumer’s perspective, and endeavours to facilitate the 
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adoption of stream big data analytics by: 1) promoting an infrastructure hosted on commercial clouds with 
pay-as-you-go model; 2) moving away from the traditional SaaS approach towards a standardised form of 
PaaS; 3) mitigating vendor lock-in risk by prescribing the use of portable, interoperable and vendor-agnostic 
components deployed to multiple clouds; and 4) providing a domain-specific reference architecture to guide 
implementers, thus alleviating concerns around complexity and skills shortage in the domain. In summary, the 
outputs of our research which constitute a novel contribution are: (i) the development, implementation and 
evaluation of Multi-Cloud Big Data Processing (MC-BDP), a new unified reference architecture for big data 
stream processing on a multi-cloud environment; (ii) a critical evaluation of the big data architectures of three 
well-known real-world companies: Facebook, Twitter and Netflix, with the purpose of understanding non-
functional requirements for real-world big data systems; (iii)  an innovative formula for adjusting the CPU 
and data transfer requirements of a distributed computer cluster for big data stream, based on the windowing 
function used to process the data. 

The remainder of this paper is organised as follows; Section 2 Related Literature Review - situates the current 
work in the wider context of research in the fields of big data, cloud computing and virtualisation, and 
discusses related work; Section 3 Methodology - describes the methodology used in this research; Section 4 
MC-BDP Prototype Evaluation - discusses the results of MC-BDP’s evaluation; Section 5 – Conclusion and 
Future Work - considers the impact of our research within its field and presents recommendations for future 
work. 

2. Related Literature Review 

A comprehensive and appropriate review has been conducted on related work. Research in big data 
has flourished in recent years as the volume, velocity and variety of data generated by systems and devices 
connected to the internet escalates at an unprecedented rate and organisations become aware of the potential 
benefits of being able to harness and analyse this data. With so much data being generated at such a fast rate, 
existing technologies are stretched to their limits and sometimes fail to provide the level of performance 
expected to extract the maximum value from the data as it is generated. Within the field of virtualisation, 
research has flourished following the popularisation of Docker containers and the advent of sophisticated 
orchestration technologies enabling complex distributed architectures to be managed as a single cluster. 
Additionally, the popularisation of cloud computing and its associated pay-as-you-go model triggered a 
technological revolution by lowering the entry barrier for small and medium companies to commission 
complex and sophisticated systems. It was in the intersection of such rich and exciting research fields where 
new developments, both in the industry and in academia, appeared on an almost daily basis, that the current 
research project emerged. Reference architectures can be understood as an abstraction over concrete 
architectures aimed at a specific domain, or for a specific purpose, or both, based on which concrete 
architectures are derived. It is generally understood that every concrete system has an architecture, that is to 
say it is always possible to define its elements and their relationships in an abstract way [46]. The relationship 
between system and architecture can thus be abstracted as a one-to-one type, whereas a reference architecture 
holds a one-to-many relationship with specific implementations and concrete architectures. The objective of 
this research when proposing a reference architecture for stream big data processing in a multi-cloud 
environment was to provide a purely abstract template based on which specific architectures could be derived. 
MC-BDP is both domain-specific and purpose-specific, and although contributions were found that addressed 
one or even both aspects in the literature, an exact match was not encountered. This section takes a closer look 
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at recent work directly related to the products of this research and demonstrates the significance of this 
research’s contributions to the wider scientific community.

A reference architecture for big data workflow management systems (BDWFMSs) was proposed by Kashlev 
et al. (2017) for processing data-intensive scientific workflows in the cloud. Although developed for 
processing big data using a distributed cloud-based infrastructure, BDWFMSs differs fundamentally from 
MC-BDP. Firstly, it was developed for the domain of scientific workflows, whereas MC-BDP is targeted at 
SMEODs entering the realm of stream big data analytics. Consequently, BDWFMSs does not specifically 
promote a multi-cloud environment, nor is it motivated by the desire to mitigate the risk of vendor lock-in. 
Virtualisation is provided at virtual machine level for BDWFMSs [9], whilst MC-BDP uses container-level 
virtualisation. Thus, BDWFMSs is more significantly affected by the lack of standardisation in virtual 
machine models and specifications offered by each provider than MC-BDP. When it comes to the 
experimental evaluation of BDWFMSs, its design shares some similarities with MC-BDP’s such as the 
introduction of a computationally intensive calculation into some of the processing functions to observe how 
the system performs at higher loads [9]. Both BDWFMSs and MC-BDP used real historical data for their 
experimental setups: the former looked for patterns in driving data for fifty New York drivers over the course 
of an hour for its first case study, and analysed astronomical images for its second case study [9], while the 
latter calculated the energy efficiency of a data centre based on energy consumption records collected over the 
course of a year as part of its case study. An important difference between the experimental setups utilised to 
evaluate both reference architectures was that MC-BDP used a simulator to emit the data in real-time, 
whereas BDWFMS analysed static data in its case studies [9]. This difference can be explained by MC-BDP’s 
focus on stream big data processing, whereas BDWFMS’s main concern is with the processing of batch data. 

The big data reference architecture developed by the National Institute of Standards and Technology (NIST) 
is a product of collaboration between academia, the industry and US-based governmental organisations [47]. 
NBDRA is composed of five different roles: system orchestrator, data provider, big data application provider, 
big data framework provider and data consumer, and two fabrics: security and management, each 
implemented independently based on functional requirements (NIST Big Data Public Working Group, 2019). 
One significant difference between NBDRA and MC-BDP is that the former has a wider scope, applying to 
big data in general, whilst the latter applies specifically to the domain of stream big data for the SMEOD 
market. As a result, the components or roles and fabrics identified by NBDRA are broader and more abstract. 
As an example, the big data application provider role defined by NBDRA is responsible for processing the 
data according to domain-specific business logic (NIST Big Data Public Working Group, 2019). In MC-
BDP’s proposal, a different emphasis was given to this role, represented as the processing code uploaded to 
the big data framework. One of the main concerns of this research was to investigate the overhead of running 
technologically agnostic code capable of processing both batch and stream data. Given that development time 
is expensive, particularly in the context of SMEODs at which MC-BDP is targeted, it was one of the 
objectives of this research to measure the impact of technology agnosticism on performance. Finally, the data 
provider and data consumer roles defined by NBDRA were not differentiated in MC-BDP’s proposal. Since 
MC-BDP was designed for stream processing, it used the conceptual model of a directed acyclic graphic, 
common with stream architectures [48], [49]. Thus, the output of a process becomes the input of another and 
each node in the process is capable of being both provider and consumer of data. The biggest difference 
between NBDRA and MC-BDP is perhaps MC-BDP’s focus on commercial clouds to provide the 
infrastructure required for big data processing, whereas NBDRA is neutral in this respect. This difference is 
explained by MC-BDP’s focus on implementers whose presence in the big data arena is facilitated to a great 
extent by cloud computing. 
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The reference architecture proposed by Maier (2013) takes an approach similar to this research, starting with a 
thorough review of architectures and technologies for big data, following by the proposal of a reference 
architecture and subsequent evaluation. There are however some fundamental differences. Firstly, Maier’s 
(2013) proposal focused on software only, whereas MC-BDP includes both hardware and software. In 
particular, MC-BDP offers an in-depth look at the advantages of leveraging container-based virtualisation 
technology to promote vendor lock-in mitigation and facilitate ingress into the big data market through cloud 
computing. Secondly, the reference architecture proposed by Maier looks mainly at batch processing 
frameworks. NoSQL databases and the Hadoop ecosystem are described as relevant big data technologies. 
However, stream-specific components of the Hadoop ecosystem such as Flink, Spark and Storm are not listed 
[50]. MC-BDP, on the other hand, focuses on stream processing. Finally, the evaluation of Maier’s reference 
architecture was performed by analysing the real-world big data implementations of Facebook, LinkedIn and 
Oracle and retrofitting them to the reference architecture proposed [50]. While this research did perform a 
similar investigation of real-world big data implementations [29], its purpose was not to evaluate the MC-
BDP proposal, but to gather requirements for it. The evaluation of MC-BDP was performed through a 
concrete case-study, with both quantitative and qualitative data collected and thoroughly analysed as part of a 
rigorous scientific process described in Section 3.  

Despite being specifically aimed at the healthcare domain, the generic architecture proposed by Ta et al. 
(2016) has a number of elements in common with MC-BDP such as its reliance on existing open-source big 
data frameworks and a focus on stream data processing for providing real-time intelligence to a specific 
sector. One fundamental difference, however, is that while technologies such as Kafka and Storm are utilised 
by Ta et al. (2016) to prescribe a concrete architecture, MC-BDP is refers to them as mere implementation 
suggestions, given that it is a higher level abstraction. Another fundamental difference is that, even though Ta 
et al.’s (2016) architecture is focused on stream processing and real-time analytics, it contains a batch layer, 
implemented as a Hadoop cluster. This makes it an instance of the Lambda Architecture, as opposed to MC-
BDP which is purely concerned with stream big data processing. One criticism which could be made when 
looking at Ta et al.’s (2016) contribution is that, although their architecture is aimed at the healthcare sector, 
little evidence was found of a quantitative or qualitative evaluation within this specific context. Improvements 
to existing medical systems and processes are merely alluded to, but not scientifically measured [10]. MC-
BDP, on the other hand, provided a domain-specific case study evaluation using a mixed-methods approach to 
provide not only the quantitative measurements needed to rigorously assess the contribution from a positivist 
standpoint, but also a highly valued qualitative appraisal of its impact and potential applications within the 
target domain. 

A reference architecture for big data in the cloud focused on cost and the pay-as-you-go model is offered by 
Heilig & Voß (2017). The authors propose three implementation possibilities for their reference architecture 
using stream processing technology offered by major commercial cloud providers, namely AWS, Google 
Cloud and Azure [51]. While some similarities can be drawn between this proposal and MC-BDP such as the 
focus on big data stream processing on infrastructure commissioned from commercial cloud providers, there 
are some fundamental differences in approach, the most important of which is regarding the preoccupation 
with vendor lock-in mitigation. Heilig & Voß’s (2017) implementation proposals using AWS, Google Cloud 
and Azure are based on proprietary services offered by these providers which are neither portable nor 
interoperable with components on different clouds. The authors state that there was a requirement for each 
service proposed to be compatible with other services within the same provider. Thus, as an example, 
Amazon Kinesis Streams was selected to provide data to Kinesis applications, and Google Cloud Pup/Sub 
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was selected to provide data to Google Cloud Dataflow [51]. There was however no requirement for the 
services selected to be compatible with services from other clouds, thus reducing the risk of vendor lock-in. 
Since vendor lock-in mitigation is one of the motivations of this research, the use of managed services is 
avoided as discussed in Section 2.2. 

Sang et al. (2016) proposed a reference architecture for big data based on five components:  
 data source,  
 data collection, processing and loading,  
 data analysis and aggregation,  
 interface and visualization,  
 and job and model specification. 

In an exercise similar to that performed in the early stages of this research [29], the architectures of real-world 
big data systems, namely Facebook, LinkedIn, Twitter and Netflix, were studied and their implementations 
mapped to the five components proposed [52]. As with the reference architecture proposed by Maier (2013), 
real-world implementations by lead big data companies were used to evaluate the authors’ contribution. Our 
research took a different approach by using the information gathered from real-world implementations to 
derive a set of non-functional requirements for big data based on which the MC-BDP reference architecture 
was designed [29]. Additionally, a possible implementation was suggested by the authors using AWS 
technology. As with Heilig & Voß’s (2017) proposal, the implementation offered by the authors was based on 
managed services specific to AWS [52] and would not have been portable to other clouds. MC-BDP, on the 
other hand, was designed to be portable and interoperable across multiple clouds in order to mitigate the risk 
of vendor lock-in. 

The reference architecture for big data proposed by Klein et al. (2016) is similar to MC-BDP in that it was 
designed for a specific domain. Whilst MC-BDP focuses on the domain of stream big data for implementers 
looking to take advantage of the economies of scale brought about by cloud computing, Klein et al.’s 
contribution was developed for the domain of national security. Technology agnosticism is a main concern of 
the reference architecture proposed by Klein et al. (2016), and one which it shares with the current research. 
Klein et al.’s contribution is based on thirteen modules, further grouped into three main categories: big data 
application provider, big data framework provider and cross-cutting modules [11]. Whilst some parallels can 
be drawn between their modules and MC-BDP’s layers, the most significant similarity between the two 
references architectures is the treatment of security as orthogonal to all other modules [11]. Considering that 
Klein et al.’s reference architecture was designed for the specific domain of national security, it is reassuring 
to find that its approach to systems security does not significantly diverge from MC-BDP’s. There is however 
a fundamental difference when it comes to the underlying infrastructure to which derived architectures are 
deployed. While Klein et al. (2016) make no mention of a cloud infrastructure, MC-BDP advocates the use of 
container-level virtualisation on a PaaS model since it was designed to take advantage of the cloud’s elasticity 
and pay-as-you-go model whilst minimising the risk of vendor lock-in. Finally, the evaluation of Klein et al.’s 
reference architecture was performed using a simple prototype implementation to analyse a data flow of 
Twitter sentiment data using stream processing and merge it with a news dataflow obtained through batch 
processing to produce intelligence [11]. Differently from MC-BDP’s prototype evaluation, Klein et al.’s 
(2016) was based on a typical Lambda Architecture implementation where stream and batch data were 
processed separately before the results were merged [11]. There was no controlled variation of the velocity of 
data ingress as performed for the MC-BDP evaluation, since the authors’ objective was to demonstrate the 
feasibility of the reference architecture, not measure its performance [11]. Case-specific implementations of 
Klein et al.’s (2016) reference architecture within the domain of national security were called for as future 
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work to enable a more thorough evaluation of  their proposed reference architecture, similar to what was 
suggested by participants of the MC-BDP case study following its prototype evaluation within the domain of 
smart buildings. 

Pääkkönen & Pakkala (2015) derived their reference architecture from studying publications related to four 
real-world big data implementations: Facebook, Twitter, Netflix and LinkedIn. This is a similar approach to 
the study conducted early in this research where the Facebook, Twitter and Netflix architectures for big data 
were analysed to gather non-functional requirements to inform the design of the MC-BDP reference 
architecture [29]. The use of an inductive process to arrive at a generalisation common to the observed cases 
and applicable to future cases is a known and widely used empirical methodology with its roots in Kant’s 
(1781, p.137) philosophy of science. Within this review, a similar inductive process to derive a reference 
architecture from known big data implementations from real-world companies was carried out by Sang et al. 
(2016) and Maier (2013). One criticism which can be made to this approach is that the systems were not 
evaluated in-situ, nor were the source code and primary data available to the researchers. The aforementioned 
studies, including the one performed as part of this research, were carried out based on academic papers and 
other official publications made available by the target companies. Indeed, it would have been advantageous 
to conduct a case study with the companies and to access their data, systems and participants directly. 
However, as these are very large global companies, a case study such as the one proposed was not feasible. A 
different strategy altogether would have been the exclusive utilisation of first-hand materials obtained directly 
from case studies in the design of a reference architecture for big data. Given the difficulties involved in 
securing case studies with large-scale global organisations, the final product of such a project would not 
necessarily reflect the big data requirements of very large companies, nor would it benefit from their real-
world experiences and lessons learned. In order to address this methodological shortcoming and balance the 
type of information used in the design of its reference architecture, this research conducted a case study with a 
real, albeit smaller, organisation in addition to researching real-world big data systems. The evaluation of 
Pääkkönen & Pakkala’s (2015) reference architecture for big data systems was performed by retrofitting it to 
the real-world implementations at Facebook, Twitter, Netflix and LinkedIn. This approach provides 
insufficient validation for the proposed model since it was derived from these very same architectures by 
induction, so the generalisation should logically retrofit the particular observations. The need for further 
validation through a real-world use case was acknowledged by the authors as a limitation [53], and is 
addressed by the current research. 

Belli et al. (2015) proposed an architecture for stream big data which shares some common aspects with MC-
BDP such as its focus on stream processing, reliance on open-source technologies and evaluation using real-
world data emitted by a purpose-built simulator. Amongst the main differences are Belli et al.’s (2015) aim to 
produce an architecture focused on the IoT domain, whilst MC-BDP is a reference architecture aimed at the 
SMEOD market. Additionally, and possibly due to the difference in focus, the former proposes the use of a 
bare-metal infrastructure whilst the latter relies on a multi-cloud infrastructure. The evaluation methodology 
of Belli et al.’s (2015) proposed architecture is comparable to that used for MC-BDP’s empirical evaluation. 
A simulator was used to emit smart parking streaming data in real time, at different velocities, and the 
acquisition and processing times were independently measured to understand the overhead introduced by the 
proposed architecture [55]. The velocities used varied between one and one hundred messages per second 
[55], whilst in MC-BDP’s experiments they varied between two and two thousand messages per second, 
making the latter a more comprehensive test of the prototype under heavy load. The focus of the experiments 
and the metrics observed were fundamentally different. While Belli et al were interested in the speed of data 
processing, this research monitored performance metrics such as CPU, memory and network utilisation to 
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understand the overhead introduced by different features of the proposed reference architecture such as its 
multi-cloud proposal, as well as scalability, fault tolerance, technology agnosticism, the use of windowing to 
process streaming data and container co-location. The speed of data processing was not addressed by the 
current research since it depends on the calculations being performed. In effect, the calculation of a large 
factorial was introduced as part of the processing for some experiments to observe the impact of scaling the 
cluster up or down on the performance metrics monitored. Belli et al. (2015) make it clear that their objective 
was to understand the overhead introduced by the actual architecture, so application-specific processing time 
was subtracted from their calculation. In MC-BDP’s case, it would not have made sense to measure the 
overhead introduced by the actual architecture since MC-BDP is a reference architecture and therefore 
abstract. The prototype implemented as part of MC-BDP’s empirical evaluation is an example of one of many 
possible compatible architectures. An interesting venture, although out of scope for this project, would have 
been to implement a different MC-BDP-compatible prototype and then compare the performance of the 
different prototypes in terms of data processing speed. 

Pellegrini et al. (2017) proposed a specific technology stack for the utilisation of commercial cloud computing 
resources with minimal risk of vendor lock-in. Although not aimed at big data, their proposal shares some 
common aspects with MC-BDP such as the use of container-level virtualisation, an orchestrator, and 
promotion of a multi-cloud deployment as mitigation against the risk of vendor lock-in. In order to verify the 
viability of the technology stack proposed, a prototype was built whereby a simple browser game was 
deployed to three commercial providers as a containerised service [56]. Nevertheless, plans on how the 
prototype was going to be evaluated, as well as a full account of the research’s methodology was not shared 
by the authors in this publication [56], making it difficult therefore to fully compare it with MC-BDP.  

The architecture proposed by Scolati et al. (2019) for the domain of edge cloud computing is an example of a 
Lambda Architecture implementation based on Hadoop for batch and Spark for stream processing. Although 
aimed at very different domains, Scolati et al.’s (2019) research is relevant to the current study as it 
corroborates the empirical methodology followed in MC-BDP’s evaluation. The authors evaluated the 
performance of their containerised architecture based on Docker and Swarm by:  

 measuring CPU and memory utilisation at container and node level,  
 disregarding disk I/O was, since it is not relevant to stream processing, 
 monitoring the total processing time [57]. 

The three decisions above were independently reached by the current research as part of its case study 
evaluation. The differences, however, are more significant: 

 different aims: Scolati et al.’s (2019) architecture was developed for the domain of edge 
computing where computation is performed by smaller edge devices before being transferred to 
the cloud. MC-BDP, on the other hand, was developed for SMEODs and aims to transfer as 
much of the computation as possible to the cloud to take advantage of its economies of scale. 

 different infrastructure: as consequence of the above, Scolati et al.’s (2019) prototype was 
deployed to a cluster of eight Raspberry Pi 2 machines hosted locally. MC-BDP’s used clusters 
of up to ten virtual machines hosted in the Azure, Google and OSDC clouds. 

 different container allocation:  Scolati et al. (2019) used a fixed cluster of one master, four 
workers and three data collection containers. MC-BDP used one master, a varying number of 
workers ranging from three to eight, and no dedicated data collection containers since data from 
Kafka was streamed directly to the jobmanager via a TCP socket connection. 
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 different container co-location:  a fixed co-location of one container per machine was used by 
Scolati et al. (2019), while different co-locations were observed in MC-BDP’s experiments. 

 different velocities:  data was emitted at a fixed velocity of one record per second in Scolati et 
al.’s (2019) evaluation, whilst the emission rate in MC-BDP’s experiments varied from two 
records per minute up to a maximum rate of two records per millisecond. 

 different windowing approach: whilst different windowing functions were observed in MC-
BDP’s evaluation, there was no mention of a windowing strategy being used in Scolati et al.’s 
(2019) experiments. 

In conclusion, although Scolati et al.’s (2019) choice of metrics and experimental setup were similar to MC-
BDP’s and provided validation for the decisions taken earlier in this research, MC-BDP’s evaluation was 
considerably more extensive, making it an important contribution to the field.  

A security reference architecture (SRA) for big data based on the UML notation was proposed by Moreno et 
al. (2018). Their contribution builds upon other industry-standard reference architectures, particularly the 
NIST Big Data Interoperability Framework [47], by adding a security dimension defined using UML 
diagrams [58]. Although this proposition differs significantly from MC-BDP, it is included in this review 
because it highlights the importance of incorporating security aspects into the early design stages of a big data 
implementation [58]. This is the approach supported by this research and integrated into MC-BDP’s security 
layer presented in Section 4. 

A recent contribution by Chen et al. (2020) proposed a real-time scheduling algorithm for distributed big data 
stream processing in a multi-region cloud infrastructure. Using task duplication, the algorithm created by the 
authors schedules parallel tasks across different configured regions within the same cloud, aiming to 
maximise resource utilisation whilst minimising both costs and completion time [59]. The purpose of the 
Chen et al.’s (2020) work is rather different from that of the current research: whilst the former’s main 
preoccupation was with achieving an efficient way of running parallel co-dependent workflows by scheduling 
(and sometimes duplicating) their component tasks, this research delegates the scheduling implementation to 
the orchestrator and focuses, instead, on the underlying architecture. Nevertheless, both studies are concerned 
with stream big data processing in a heterogeneous cloud environment where price variation is particularly 
significant to implementers, so the publication of Chen et al.’s (2020) contribution serves to reinforce the 
relevance of this research’s topic to the field of big data.  

This concludes the background and literature survey provided in this section, which discussed specific 
academic work directly related to this research’s contributions. The next section provides a detailed 
presentation and in-depth discussion of our research’s methodology. 

3. Methodology 

From a wider perspective, six strategies for carrying out academic research are identified by Oates (2005): 
survey, design and creation, experiment, case study, action research and ethnography. Our research adopts the 
design and creation strategy, since it proposes a completely new artefact to address gaps in the literature 
identified by previous research work. A case-study involving the Estates and Sustainability departments at 
Leeds Beckett University was used to evaluate the product of this research. As part of this case-study, a 
prototype was implemented using energy consumption data from historic readings and evaluated using a 
combination of methods underpinned by distinct philosophical paradigms, namely post-positivism and 
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interpretivism. Specifically, the empirical evaluation of the prototype follows a post-positivist methodology 
with falsifiable hypotheses and strictly controlled experiments, whilst the focus group evaluation of the same 
prototype follows an interpretivist methodology where the qualitative data collected is coded and analysed 
using a process derived from grounded theory. 

Using a classification based on traditional methodological standpoints (Venkatesh et al., 2013), this research 
is neither purely quantitative nor purely qualitative, but falls under the category of mixed-methods research 
since both quantitative and qualitative methods are utilised, albeit at different stages. The reason for this 
approach was to provide a multifaceted and more extensive evaluation of the products of this research as 
evidenced in studies that examine the use of mixed methods in the field of information systems (Orlikowski & 
Baroudi, 1991; Landry & Banville, 1992; Mingers, 2001; Venkatesh et al., 2013). 

3.1. Component-Based Software Engineering Lifecycle 

This section describes the phases in a macro-level component-based software engineering lifecycle 
(depicted in Fig. 1). A gap was initially identified in the literature reflecting a shortage of systematic academic 
studies where container technology was applied to the domains of big data processing and cloud computing 
(Naik, 2017). Additionally, reference architectures with a focus on cloud consumers based on a model other 
than SaaS are under-studied. To address this gap, our research aims to leverage the latest advances in 
containers and container orchestration technology for a new PaaS-based multi-cloud reference architecture 
targeted at big data stream processing. 

Fig. 1. Macro-Level Component-Based Software Engineering

As part of the requirements engineering phase, we have conducted a critical review of published work by 
three major big data corporations: Facebook, Twitter and Netflix [1], [29]. Ten non-functional requirements 
were identified and discussed in the context of these companies’ architectures: batch data, stream data, late 
and out-of-order data, processing guarantees, integration and extensibility, distribution and scalability, cloud 
support and elasticity, fault tolerance, flow control, and flexibility and technology agnosticism. Based on 
these requirements and industry’s best practices gathered from real-world implementations, a new MC-BDP 
reference architecture for big data stream processing in a multi-cloud environment was designed and 
developed. Subsequently, this architecture was implemented as a prototype in an energy efficiency case study 
involving the Estates and Sustainability Departments at Leeds Beckett University. This case study used real 
data obtained by a previous data centre energy efficiency study (Pattinson et al., 2012) to calculate its PUE 
(Power Usage Effectiveness). Since the mechanisms in place to emit consumption data and calculate the PUE 
had not evolved since the original study took place, the data collected remained relevant. The case study 
targeted by our research has been selected because it has characteristics which are appropriate for the testing 
of our prototype [60]. A needs analysis interview revealed that the Estates and Sustainability departments at 
Leeds Beckett University managed data which had inherent big data characteristics: volume (log files with 
operational data that spans several years), velocity (data from meters, that is sampled and streamed in real-
time), and variety (device log exports, for example, contain unstructured data, as the format is specific to each 
manufacturer). The real-time sampling rate used for the data centre energy efficiency study is, however, 
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limited by the technology available at the time. For the purpose of this research, the data granularity has been 
enhanced to meet the higher volume and velocity requirements, together with MC-BDP’s inherent strategy for 
dealing with late data (Vergilio & Ramachandran, 2018b). Due to operational and availability constraints, a 
simulation exercise has been carried out for the evaluation. Instead of using the real EGX300 server located at 
one of Leeds Beckett University’s data centres, a simulator has been written to emulate the behaviour of this 
server. The simulator used real energy consumption data, obtained from the previous Power Usage 
Effectiveness study [61] and readings were transmitted at desired frequencies using an interpolation 
algorithm. While using a simulator carries lower risks and is time and resource-efficient, it has the 
disadvantage of not providing real-time insight into live data. To reiterate, the main purpose of this case study 
was to conduct a technical evaluation of the proposed reference architecture. Three out of the ten non-
functional requirements have been selected: scalability, fault tolerance, and technology agnosticism (details 
are found in Section 4). This selection is supported by current research in the field, as scalability and fault 
tolerance have been identified as key issues in a systematic literature review of big data stream analytics [62]. 
Correspondingly, a major factor of concern, the vendor lock-in risk, was mitigated through technology 
agnosticism. The seven remaining functional requirements: batch data, stream data, late and out-of-order data, 
processing guarantees, integration and extensibility, cloud support and elasticity and flow control were not 
evaluated due to time and scope limitations of this project. 

A set of performance metrics have been identified which include CPU, Memory and Network utilisation, and 
experiments were designed to evaluate the prototype implementation of the proposed reference architecture. 
The experiments were run with varying parameters: single and multi-cloud environments, different cluster 
sizes, as well as different velocities for incoming data. Based on initial findings, two additional sets of 
experiments have been designed to verify the following: (i) the relationship between resource consumption 
and selected windowing rate for stream processing; (ii) the impact of container co-location on resource 
consumption. Details of the findings are found in Section 4. The experimental procedures for the simulations 
are described in the next section.   

3.2. Experimental Procedure for all Simulations 

The experimental procedure common to all simulations is summarised in Fig. 2. It starts with booting 
all participating machines, which are connected to the internet via SSH secured by public key authentication. 
The decision to use a public key instead of password authentication was informed by security considerations 
at the design stage of the prototype, as recommended by the Cloud Computing Adoption Framework (CCAF) 
proposed by Ramachandran and Chang (2016). Public key authentication is more secure than password 
authentication given that, in the event of the server being compromised, password authentication confirms a 
valid username/password combination to a potential attacker [64]. 

Fig. 2. Experimental Procedure for all Simulations 
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The next step is to run a command in each machine to register with the Swarm manager as a worker. As part 
of this step, the machine’s IP address is sent to the Swarm manager via SSH. Since the Azure machines have 
static IP addresses, this step must be completed only once for all experiments. The Google Cloud machines 
are configured with ephemeral IP addresses, as static IP addresses are not available for purchase. For this 
reason, they must be registered with the Swarm manager after each reboot. 

The Flink container services were launched from the Azure-swarm-manager virtual machine via the Docker 
Swarm interface, accessible through the SSH console. The Flink jobmanager service used the multi-cloud 
network created using the Weave plugin, and was constrained to run on a dedicated machine called azure-
flink-jobmanager. This constraint was introduced to isolate the jobmanager service from the taskmanager 
service running on worker nodes, thus allowing for more granular monitoring and gathering of performance 
statistics. The image used to create the jobmanager service was obtained from the Docker Hub repository, and 
was minimally modified. The Flink taskmanager service, distributed across different containers, also used the 
network created using the Weave plugin. A constraint was added to run this service on any machine but the 
one dedicated to run the jobmanager service. Once the taskmanager service was up and running, it was scaled 
to the desired level of parallelism using the Docker Swarm interface. 

The jobmanager service displays a graphical user interface that can be used to upload the JAR file containing 
the PUE Processor implementation. The desired parallelism for the job is set to match the parallelism of the 
taskmanager service, i.e. how many instances of the service are running on separate containers distributed 
across the cluster. The job is automatically started once submitted. 

Once the data processing job is running, initial statistics are gathered using the Weave Cloud service [65]. 
CPU and memory utilisation metrics are verified to check for discrepancies such as readings which are 
abnormally high or low. Any reading above 2% or below 0.1% for CPU utilisation was considered abnormal, 
and the setup process was restarted with a fresh reboot of the machine where the abnormality has been 
observed. Similarly, any reading above 600MB or below 200MB for memory utilisation was considered 
abnormal and warranted a reboot of the machine and restart of the setup process.  

With the data processing job running and ready to receive data, the Energy Consumption Simulator job is 
started using the graphical user interface (discussed in Section 3.5). It runs for five minutes transmitting data 
at the desired frequency, which varies depending on the experiment being performed. Once the Energy 
Consumption Simulator finishes transmitting data, it displays the start and end transmission times. These are 
noted and used to set the times the Azure Log Analytics queries are run ‘from and to’. The setup is then 
cleared to prepare it for the next experiment: the PUE Processor job is stopped via the Flink jobmanager 
interface, the Flink jobmanager and taskmanager services are stopped using the Docker Swarm interface, the 
nodes are removed from the swarm, and the virtual machines are switched off. The final step in the process is 
to run the Azure Log Analytics queries using the Azure Portal. The ‘from and to’ times are set to the start and 
end transmission times. The queries executed are shown in Fig. 3. 
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Fig. 3: Azure Log Analytics Queries to Extract Metrics

For the Container Co-Location experiments, because the number of containers per node was no longer fixed 
at one, in order to compare the performance of clusters with different co-location distributions, the container 
measurements were aggregated, as per Error! Reference source not found.4, to generate node-level values. 
For metrics which constitute a sum (node network receive bytes, and node network send bytes), the 
aggregation was calculated as the sum of the container-level measurements. For metrics which constitute an 
average (average node CPU utilisation and average node memory utilisation), the aggregation was calculated 
as the sum of the average utilisation of each container running on a node. Finally, for metrics which constitute 
a maximum, the aggregation of measurements at container level to derive metrics at node level (CPU 
utilisation max, and memory utilisation max) is inherently more complex. 

Fig. 4: Azure Log Analytics Queries to Extract Metrics – Adjusted to Aggregate by Node 

The experimental procedures common to all simulations have been described in this section. Due to limited 
cloud computing funding, data collected for each experiment is based on a single run of the procedure 
described. Whilst discrepant results were discarded and anomalous experiments repeated on an ad-hoc basis, 
it is believed that a more systematic approach to scheduling multiple runs for each experiment would have 
benefitted this research by reducing experimental error and increasing the accuracy of the results observed. 
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3.3. MC-BDP Reference Architecture for Big Data Stream Processing 

MC-BDP is an evolution of the PaaS-BDP architectural pattern originally proposed by the authors. 
While PaaS-BDP introduced a framework-agnostic programming model for batch and stream processing and 
enabled different frameworks to share a pool of resources [66], MC-BDP focuses on stream processing and 
expands the previous model by explicitly prescribing a multi-tenant environment where nodes are deployed to 
multiple clouds [1]. To reiterate, the rationale for proposing a multi-cloud model is to mitigate the risk of 
vendor lock-in, perceived as a major obstacle to the adoption of cloud computing. 

3.4. MC-BDP Reference Architectural Layers 

The MC-BDP Reference Architecture is depicted in Fig. 5. The model comprises 6 horizontal and 3 
vertical layers which are described in more detail in Table A1. At the lowest level is the persistence layer, 
used in different ways and to varying degrees by components in the nodes, containers, services, and 
messaging layers. The next layer represents nodes or machines which can be physical or virtual. It is followed 
by the containers layer, which provides an additional layer of virtualisation, isolation, and abstraction on top 
of each node. Networking is represented next since, in a distributed system used for big data processing, all 
processing units must be capable of communicating in order to enable parallel data processing. Networked 
containers working as part of a single distributed system must be centrally managed and coordinated, which is 
why orchestration is shown as the next layer in the diagram. Finally, a services layer contains all the 
application services deployed in the infrastructure described, including those responsible for processing big 
data as a stream and those used for monitoring and analytics. Security, monitoring and messaging are 
represented as vertical layers as they permeate every other layer in the diagram. 

Fig. 5. MC-BDP Architectural Layers (Source: Vergilio et al., 2019) 

3.5. MC-BDP Prototype Implementation 

This section summarises the case study based on which a prototype was created to evaluate the MC-
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BDP reference architecture. It also describes the results of MC-BDP’s quantitative evaluation. A needs 
analysis exercise conducted at the start of our research revealed the existence of previous research conducted 
in 2012 with the Sustainability Centre at Leeds Beckett University in to assess the energy efficiency of a data 
centre by calculating its Power Usage Effectiveness (PUE) [61]. It was decided that the current case-study 
would build upon the previous study by leveraging more advanced technology with an aim of providing close 
to real-time data processing. 

The PUE, a measurement of an IT building’s power efficiency, is calculated by dividing the total energy 
consumed by the facility by the total energy consumed by the IT equipment running in that facility. In the 
case of Leeds Beckett University’s original study, it was calculated as the total energy consumed by each of 
the 6 rooms in the Woodhouse Data Centre divided by the total energy consumed by the IT equipment 
installed in these rooms [61]. Fig. 6 summarises the original PUE calculation process: energy consumption 
readings from IT equipment and from the rooms in the data centre building were sent to an EGX300 
Integrated Gateway Server. The data was then extracted into Excel reports as an ad-hoc process. Note how the 
readings were emitted every 30 minutes, and the log extraction into Excel took 43 minutes to run [61]. 
Moreover, the reporting was produced retrospectively, on a pull basis. 

Fig. 6. Original PUE Calculation Process at Woodhouse Data Centre 

It was decided that the PUE calculation for the Woodhouse Data Centre at Leeds Becket University would be 
a good case for a prototype implementation of MC-BDP, as the original experiment’s volume and velocity of 
data processing were limited by the technology available at the time. MC-BDP uses a scalable distributed 
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cluster and a streaming framework designed for big data, so the frequency of the reading emissions could 
theoretically be increased more than a hundredfold and still achieve close to real-time processing. A simulator 
was therefore developed to emulate the behaviour of the EGX300 Integrated Gateway Server at the 
Woodhouse Data Centre at Leeds Beckett University.  

The components involved in the prototype implementation of MC-BDP and their interfaces are shown in Fig. 
7. The energy consumption simulator provides a simple web-based interface through which a user can launch 
a simulation (e.g. transmit energy consumption records every 5 seconds for 10 minutes). It interfaces with the 
energy consumption producer component which gets historical readings from a database hosted in the Azure 
cloud, uses the data interpolator to generate realistic readings based on the historical readings, and emits the 
results to a Kafka server in the frequency requested. The PUE processor component is a distributed big data 
stream processing pipeline which runs on the Flink framework. It consumes the energy readings from Kafka, 
calculates the PUE, then exposes the results which, in the example depicted in the diagram, are posted to an 
Azure Event Hub. Different configurations were used in the development, including logging the results to a 
file to verify accuracy and posting it back to a different Kafka topic. Microsoft Power BI integrates easily 
with the Azure Event Hub and was used to create a simple dashboard to display the PUE calculations in real-
time. The formatted PUE results from the Azure Event Hub were also stored using Azure Blob Storage as 
proof-of-concept. The framework and orchestrator components shown on the bottom right-hand side of the 
diagram show how the processing job is launched and the parallelism is set through the job manager interface. 
The work is then distributed across several parallel task managers. The number of job managers and task 
managers available is controlled by the orchestrator, since these components run as containerised services, 
and the interface to scale these up or down is also exposed.  

The EGX300 Integrated Gateway Server simulator is used to transmit data for the prototype implementation. 
The simulator comprises 3 modules: a data interpolator, a transmitter to transmit readings at desired 
frequencies, and a front-end user interface. The Data Interpolator component is a simple Maven project with a 
single class and a single static method. The static method takes an original Consumption record for a given 
duration as a parameter, and outputs simulated Consumption records for a shorter duration contained in the 
initial duration. Instead of using a simple average to calculate how much energy was consumed for smaller 
durations contained within the original duration, the consumption values generated vary randomly, up to a 
maximum variation percentage passed in as a parameter. The Energy Consumption Producer component was 
developed to gather energy consumption records from the Original Readings Database, generate interpolated 
records using the Data Interpolator, and emit generated readings to the Kafka Server in the desired time 
interval. Finally, the Energy Consumption Simulator is a very simple out-of-the-box MVC application 
designed to gather runtime values from the user and pass them to the Energy Consumption Producer. It 
captures user input for how many records to retrieve from the database, the maximum number of records to 
query per request, the duration that each original record corresponds to, the desired duration, the desired 
variation and the credentials to access the database. The full implementation code, unit tests and commit 
history for all components are available in public repositories [67]–[69].  
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Fig. 7. MC-BDP Proto type Implementation for the Data Centre Energy Efficiency Case Study 

4. MC-BDP Prototype Evaluation 

4.1. Experimental Design 

This section describes the results of the quantitative evaluation of the MC-BDP reference 
architecture for big data stream processing in a multi-cloud environment. The evaluated dimensions are: 
scalability, fault tolerance, technology agnosticism, windowing rate versus resource utilisation, and container 
co-location. A total of 110 experiments have been conducted for this research. The details of the experimental 
design have been tabulated in Tables A2-A4.  
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4.2. Experimental Results  

The experimental results for the evaluation of the MC-BDP reference architecture are described in 
this section. Three categories of experiments were run where each metric was monitored for different 
velocities, windowing rates and cluster sizes. The velocity for all experiments was measured as 2 records per 
time unit and represents the speed of emission for: 1) total energy consumption of the data centre, and 2) 
energy consumption by the IT equipment in the data centre. The windowing rate represents the period (how 
often a window of processing starts), divided by the duration (how long each window lasts). For example, the 
Scalability, Fault Tolerance and Technology Agnosticism experiments used a sliding window of five seconds, 
starting every second, for data processing. Non-parametric Mann Whitney U tests (two independent samples) 
have been employed for hypotheses testing due to the very small sample sizes [70]. The significance level 
chosen for all tests was α = 0.05. The null hypothesis (Ho) was that the means of the two samples were not 
significantly different, while the alternative hypothesis, Ha, stated otherwise. 

4.2.1. Average Container CPU Utilisation  

Based on the summary results for average CPU utilisation presented in Table 1, the following 
conclusions were drawn: (i) average container CPU utilisation by velocity for scalability – means of three or 
six workers (single and multi) are not significantly different from each other. The same conclusion was drawn 
for all the possible combinations of three workers (single and multi) compared to six workers (single and 
multi); (ii) average container CPU utilisation by velocity for fault tolerance – same conclusions for all 
combinations in (i); (iii) average container CPU utilisation by velocity for technology agnosticism – the 
means for three or six workers (Beam, Flink) x (single, multi) were found not to be significantly different 
from each other. The same conclusion was drawn for three workers [(Beam, Flink) and (single, multi)] x six 
workers [(Beam, Flink) and (single, multi)]. In terms of number of workers (3, 6, 10), the means were also not 
significantly different from each other for average container CPU utilisation by windowing rate. 

Table 1 

Average CPU 
Utilisation 
Hypotheses 
Testing Results

Average 
Container CPU 

Utilisation 
By Velocity 

Scalability Metrics (for Workers) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

2 records per 
time

Single % Multi % Single % Multi % 3 Workers and 3 Workers (Single and Multi) 

1 min 3.52 3.44 2.51 3.61 p-value = 0.8857, accept Ho 

1 sec 37.94 40.21 18.22 23.17 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 42.25 36.39 25.46 26.24 p-value = 0.1905, accept Ho (S,S) 
p-value = 0.2857, accept Ho (S,M) 
p-value = 0.1905, accept Ho (M,S) 
p-value = 0.2857, accept Ho (M,M) 

10 ms 41.58 45.46 23.02 29.27

1 ms NA NA 36.26 33.02 6 Workers and 6 Workers (Single and Multi) 

Average 31.32 31.38 17.30 20.57 p-value = 0.5476, accept Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

2 records per 
time

Single % Multi % Single % Multi % 3 Workers and 3 Workers (Single and Multi) 

1 min 10.08 3.58 4.97 5.02 p-value = 0.3429, accept Ho 

1 sec 7.11 5.92 6.25 8.30 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 11.09 14.83 8.44 7.17 p-value = 0.3429, accept Ho (S,S) 
p-value = 0.4857, accept Ho (S,M) 
p-value = 0.8857, accept Ho (M,S) 
p-value = 0.8857, accept Ho (M,M) 

10 ms 22.68 8.83 16.55 16.90

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 
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Average 12.74 8.29 9.05 9.35 p-value = 0.8857, accept Ho 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

2 records/time Beam Flink Beam Flink Beam Flink 
S% M% S% M% S% M% S% M% 3 Workers and 3 Workers (Single and Multi) 

1 min 3.4 2.9 3.4 1.9 1.5 2.6 2.1 2.6 p-value = 0.6905, accept Ho p-value = 0.4633, accept Ho 

1 sec 33.8 27.9 36.5 34.3 19.7 17.3 20.0 16.6 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 44.7 36.5 38.5 36.1 23.2 23.2 18.7 20.2 p-value = 0.1425, accept Ho (S,S) 
p-value = 0.1508, accept Ho (S,M) 
p-value = 0.1425, accept Ho (M,S) 
p-value = 0.4206, accept Ho (M,M) 

p-value = 0.09524 , accept Ho (S,S) 
p-value = 0.09524, accept Ho (S,M) 
p-value = 0.1508, accept Ho (M,S) 
p-value =0.1508, accept Ho (M,M) 

10 ms 46.4 35.9 37.4 36.8 23.2 29.0 18.6 20.8

1 ms 64.8 66.7 35.2 36.5 35.6 37.2 17.7 18.4 6 Workers and 6 Workers (Single and Multi) 

Average 36.82 33.98 30.20 29.12 20.64 21.86 15.42 15.72 p-value = 0.8325, accept Ho p-value = 0.8413 , accept Ho
Average of 

Container CPU 
Utilisation by 

Windowing Rate 
(Period/ 

Duration) 

Windowing Rate versus Resource Utilisation Metrics 
Windowing Rate 
(Period/Duration)

Three Workers 
(n=3) (%) 

Six Workers 
(n=6) (%) 

Ten Workers 
(n=10) (%) 

Mann Whitney U Test Results 

0.1 80 29 3 Workers and 6 Workers 

0.2 39 19 16 p-value = 0.4206, accept Ho 

1.0 16 9 6 3 Workers and 10 Workers 

1.5 10 6 6 p-value = 0.1719, accept Ho 

2.0 8 7 5 6 Workers and 10 Workers 

Average 30.60 10.25 12.40 p-value = 0.3976, accept Ho 

Average node CPU 
utilisation by node 

Cluster 

Container Co-Location Metrics 

Cluster (n = 1) (%) Cluster (n = 2) (%) Cluster (n = 4) (%) 

13.39 15.96 14.47

Results (in the form graphs and regression models) for average CPU utilisation by velocity, windowing rate 
and cluster are tabulated in Table 2. The velocity is measured in, 2 records per time, where the time units in 
Table 1 have been converted to seconds (0.001, 0.01, 0.1, 1.0, 60.0). Due to the inconsistent time interval, a 
linear trend is not appropriate. Thus, a more appropriate model would either be an exponential (when initial 
decrease is gradual followed by a sharp decrease), logarithmic (when initial decrease is sharp followed by a 
gradual decrease), power, or polynomial regression model. Note that the type of regression model has been 
chosen based on the highest R-squared value. Graphical displays for all the regression models cannot be 
included in this paper due to space constraints.  

Table 2 
Summary of Regression Models for Average CPU Utilisation 

Average CPU Utilisation by Velocity 
Scalability Metrics 

Fault Tolerance Metrics 
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Technology Agnosticism Metrics (Beam and Flink) for 3 Workers  

Technology Agnosticism Metrics (Beam and Flink) for 6 Workers  

Windowing Rate versus Resource Utilisation Metrics 
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Container Co-location Metrics 
Average Node CPU Utilisation by Node Cluster 

Note: Velocity is 2 records per time (0.001s, 0.01s, 0.1s, 1.0s, 60.0s) 

4.2.2. Maximum Container CPU Utilisation  

Based on the summary results for maximum CPU utilisation presented in Table 3, the following 
conclusions were drawn: (i) maximum container CPU utilisation by velocity for scalability – means of three 
or six workers (single and multi) are not significantly different from each other. The same conclusion was 
drawn for all the possible combinations of three workers (single and multi) compared to six workers (single 
and multi); (ii) maximum container CPU utilisation by velocity for fault tolerance – same conclusions for all 
combinations in (i); (iii) maximum container CPU utilisation by velocity for technology agnosticism – all 
means for three or six workers (Beam, Flink) x (single, multi) were compared and found not to be 
significantly different from each other. The same conclusion was drawn for three workers [(Beam, Flink) x 
(single, multi)] and six workers [(Beam, Flink) x (single, multi)]. In terms of number of workers (3, 6, 10), the 
means were also not significantly different from each other for maximum container CPU utilisation by 
windowing rate. 

Table 3 
Experimental Results for the Evaluation of MC-BDP Reference Architecture in Terms of Maximum CPU Utilisation

Maximum 
Container CPU 

Utilisation 
By Velocity 

Scalability Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single % Multi % Single % Multi % 3 Workers and 3 Workers (Single and Multi) 

1 min 25 41 39 36 p-value = 0.7715 , accept Ho 

1 sec 70 70 71 56 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 86 67 84 60 p-value = 0.9048 , accept Ho (S,S) 
p-value =  1.0952, accept Ho (S,M) 
p-value =  1.0952, accept Ho (M,S) 
p-value =  0.9048, accept Ho (M,M) 

10 ms 90 89 64 88

1 ms NA  NA 88 92 6 Workers and 6 Workers (Single and Multi) 

Average 67.75 66.75 64.50 60.00 p-value = 0.9166 , accept Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 



24 T. Vergilio, A. Kor and D. Mullier/ Journal of Cloud Computing 

Single % Multi % Single % Multi % 3 Workers and 3 Workers (Single and Multi) 

1 min 24 7 17 15 p-value = 0.08143, accept Ho 

1 sec 17 13 13 28 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 25 24 22 20 p-value = 0.3836, accept Ho (S,S) 
p-value = 0.8857 , accept Ho (S,M) 
p-value = 0.3836, accept Ho (M,S) 
p-value = 0.1143, accept Ho (M,M) 

10 ms 58 14 47 54

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 31.00 14.50 24.75 29.25 p-value = 0.6857 , accept Ho 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S% M% S% M% S% M% S% M% 3 Workers and 3 Workers (Single and Multi) 

1 min 27 27 27 20 27 38 19 18 p-value = 0.8335, accept Ho p-value =  0.5476, accept Ho

1 sec 70 53 44 41 59 44 29 25 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 79 79 62 47 70 49 30 27 p-value = 0.4606, accept Ho (S,S) 
p-value = 0.5476 , accept Ho (S,M) 
p-value = 0.7533 , accept Ho (M,S) 
p-value = 0.5476, accept Ho (M,M) 

p-value = 0.09369, accept Ho (S,S) 
p-value = 0.04653, accept Ho (S,M) 
p-value =  0.09369, accept Ho (M,S) 
p-value = , accept Ho (M,M) 

10 ms 90 75 54 55 66 71 29 38

1 ms 92 95 50 46 92 91 31 28 6 Workers and 6 Workers (Single and Multi) 

Average 71.60 65.80 47.40 41.80 62.80 58.60 27.60 27.20 p-value =  0.8413, accept Ho p-value = 0.09524, accept Ho

Maximum 
Container CPU 
Utilisation by 

Windowing Rate 
(Period/ 

Duration) 

Windowing Rate versus Resource Utilisation Metrics 

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3) (%) 

Six Workers 
(n=6) (%) 

Ten Workers 
(n=10) (%) 

Mann Whitney U Test Results 

0.1 93 92 86 3 Workers and 6 Workers 

0.2 85 50 72 p-value = 1.0000, accept Ho 

1.0 41 40 44 3 Workers and 10 Workers 

1.5 32 45 42 p-value =  0.6905, accept Ho 

2.0 24 26 40 6 Workers and 10 Workers 

Average 55.00 50.60 56.80 p-value =  0.9166, accept Ho 

Maximum node 
CPU utilisation by

node Cluster 

Container Co-Location Metrics 

Cluster (n = 1) (%) Cluster (n = 2) (%) Cluster (n = 4) (%) 

43.00 83.00 64.00

Maximum node 
CPU utilisation by 
Windowing Rate 
and node Cluster

Windowing Rate 
(Period/Duration) 

Cluster 
(n = 1) (%) 

Cluster 
(n = 2) (%) 

Cluster 
(n = 4) (%) 

Mann Whitney U Test Results 

0.1 43.00 83.00 63.50 3 Workers and 6 Workers 

0.2 26.17 69.00 40.00 p-value = 0.2000, accept Ho 

1.0 11.58 30.00 17.00 3 Workers and 10 Workers 

1.5 11.93 13.00 20.00 p-value = 0.4857, accept Ho 

Average 23.17 48.75 35.13 6 Workers and 10 Workers 

p-value = 0.6857, accept Ho 

Note: NA means data is not available 

Results (in the form graphs and regression models) for maximum CPU utilisation by velocity, windowing rate 
and cluster are tabulated in Table 4. 
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Table 4 

Experimental Results for the Evaluation of MC-BDP Reference Architecture in Terms of Maximum CPU Utilisation

Maximum CPU Utilisation by Velocity 
Scalability Metrics 

––
Fault Tolerance Metrics 

Technology Agnosticism Metrics (Beam and Flink) for 3 Workers 

Technology Agnosticism Metrics (Beam and Flink) for 6 Workers 
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Windowing Rate versus Resource Utilisation Metrics 

Container Co-Location Metrics 
Maximum Node CPU Utilisation by Node Cluster 

4.2.3. Average Container Memory Utilisation  

Based on the summary results for average memory utilisation presented in Table 5, the following 
conclusions were drawn: (i) average container memory utilisation by velocity for scalability – the means of 
three or six workers (single and multi) are not significantly different from each other. The same conclusion 
was drawn for all the possible combinations of three workers (single and multi) x six workers (single and 
multi); (ii) average memory utilisation by velocity for fault tolerance – same conclusions for all combinations 
in (i); (iii) average memory utilisation by velocity for technology agnosticism – all means for three or six 
workers (Beam, Blink) x (single, multi) were found not to be significantly different from each other. The 
same conclusion was drawn for three workers [(Beam, Flink) x (single, multi)] and six workers [(Beam, 
Flink) x (single, multi)]. In terms of number of workers (3, 6, 10), the means were also not significantly 
different from each other for average container memory utilisation by windowing rate. 
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Table 5 

Experimental Results for the Evaluation of MC-BDP Reference Architecture in Terms of Average Memory Utilisation

Average 
Container Memory 
Utilisation (MB) 

By Velocity 

Scalability Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 824 865 790 812 p-value =  0.2000, accept Ho 

1 sec 955 976 933 1015 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 957 995 941 992 p-value = 0.4217, accept Ho (S,S) 
p-value = 0.1905 , accept Ho (S,M) 
p-value = 0.1905, accept Ho (M,S) 
p-value = 0.5556, accept Ho (M,M) 

10 ms 968 1002 942 998

1 ms NA NA 964 1058 6 Workers and 6 Workers (Single and Multi) 

Average 926.00 959.50 901.50 954.25 p-value = 0.09524, accept Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 837 758 882 684 p-value = 0.6857, accept Ho 

1 sec 839 842 717 758 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 833 829 879 776 p-value =  0.2000, accept Ho (S,S) 
p-value =  0.05714, accept Ho (S,M) 
p-value = 0.3429 , accept Ho (M,S) 
p-value = , accept Ho (M,M) 

10 ms 699 849 897 904

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 802.00 819.50 843.75 780.50 p-value = 0.5614 , accept Ho 

Technology Agnosticism Metrics (Azure) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 869 861 914 911 783 764 880 876 p-value = 1.0000, accept Ho p-value =  1.0000, accept Ho 

1 sec 965 971 894 927 941 949 929 903 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 957 978 926 909 931 913 926 912 p-value = 0.09524 , accept Ho (S,S) 
p-value = 0.09524, accept Ho (S,M) 
p-value =  0.09524, accept Ho (M,S)
p-value = 0.1508, accept Ho (M,M) 

p-value = 0.8335 , accept Ho (S,S) 
p-value = 0.4206, accept Ho (S,M) 
p-value = 0.9163, accept Ho (M,S) 
p-value = 0.402 , accept Ho (M,M) 

10 ms 959 955 886 910 948 899 914 891

1 ms 1000 987 924 911 946 956 909 916 6 Workers and 6 Workers (Single and Multi) 

Average 950.0 950.4 908.8 913.6 909.8 896.2 911.6 899.6 p-value = 1.0000, accept Ho p-value = 0.3095 , accept Ho 

Average Container 
Memory Utilisation 

by Windowing 
Rate (Period/ 

Duration) 

Windowing Rate versus Resource Utilisation Metrics 

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3) (MB) 

Six Workers 
(n=6) (MB) 

Ten Workers 
(n=10) (MB) 

Mann Whitney U Test Results 

0.1 1008 986 980 3 Workers and 6 Workers 

0.2 974 1002 988 p-value = 0.5476, accept Ho 

1.0 947 962 903 3 Workers and 10 Workers 

1.5 968 943 892 p-value = 0.4206, accept Ho 

2.0 972 910 815 6 Workers and 10 Workers 

Average 973.8 960.6 915.6 p-value = 0.3095, accept Ho 

Average memory 
utilisation by node 

Cluster 

Container Co-Location Metrics 

Cluster (n = 1) (MB) Cluster (n = 2) (MB) Cluster (n = 4) (MB)

39301 39727 41799

Note: NA means data is not available 

Results (in the form graphs and regression models) for average memory utilisation by velocity, windowing 
rate and cluster are tabulated in Table 6. 
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Table 6 

Average Memory Utilisation Graphs and Regression Models

Average Memory Utilisation by Velocity 
Scalability Metrics 

Fault Tolerance Metrics 

Technology Agnosticism Metrics (Beam and Flink) for 3 Workers 

Technology Agnosticism Metrics (Beam and Flink) for 6 Workers 
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Windowing Rate versus Resource Utilisation Metrics 

Container Co-Location Metrics 
Maximum Node Memory Utilisation by Node Cluster 

4.2.4 Maximum Container Memory Utilisation  

Based on the summary results for maximum memory utilisation presented in Table 7, the following 
conclusions were drawn: (i) maximum container memory utilisation by velocity for scalability – means of 
three or six workers (single and multi) were not significantly different from each other. The same conclusion 
was drawn for all the possible combinations of three workers (single and multi) x six workers (single and 
multi); (ii) maximum container memory utilisation by velocity for fault tolerance – same conclusions for all 
combinations in (i); (iii) maximum container memory utilisation by velocity for technology agnosticism – all 
means for three or six workers (Beam, Flink) x (single, multi) are not significantly different from each other. 
The same conclusion was drawn for three workers [(Beam, Flink) x (single, multi)], and six workers [(Beam, 
Flink) x (single, multi)], except for 3 workers (Beam, multi) and 6 workers (Beam, multi). Maximum memory 
utilisation was therefore slightly higher in multi-cloud clusters than it was in single-cloud clusters in the Beam 
SDK setups The reason for this discrepancy has not yet been established, and it may be related to the use of 
the Beam SDK and not to the infrastructure being single or multi, since the same was not observed when 
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using the Flink SDK. It is believed that repeated runs of the experiment over time would provide more 
relevant data to better understand the relationship between the cloud provider selected, the SDK selected, and 
the maximum memory utilisation metrics gathered. The means of different numbers of workers (3, 6, 10) are 
not significantly different from each other for maximum container memory utilisation by windowing rate.  

Table 7 

Experimental Results for the Evaluation of MC-BDP Reference Architecture in Terms of Maximum Memory Utilisation
Maximum 

Container Memory 
Utilisation (MB) 

By Velocity 

Scalability Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 947 987 946 934 p-value =  0.02857, accept Ho 

1 sec 959 983 939 1015 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 969 1004 947 1025 p-value = 0.4606, accept Ho (S,S) 
p-value = 0.1905, accept Ho (S,M) 
p-value = 0.06349, accept Ho (M,S) 
p-value = 0.2957 , accept Ho (M,M) 

10 ms 977 1022 967 1037

1 ms NA NA 990 1083 6 Workers and 6 Workers (Single and Multi) 

Average 963.00 999.00 949.75 1002.75 p-value = 0.1508 , accept Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min
906 831 764 815 p-value = 0.1143 , accept Ho 

1 sec 897 879 762 847 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 928 911 764 872 p-value = 0.0294, accept Ho (S,S) 
p-value = 0.3429 , accept Ho (S,M) 
p-value = 0.0294 , accept Ho (M,S) 
p-value = 0.6857, accept Ho (M,M) 

10 ms 1003 876 825 1021

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 933.50 874.25 778.75 888.75 p-value =  0.05907 , accept Ho 

Technology Agnosticism Metrics (Azure) 

Velo
city 

Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 974 1012 934 923 961 953 935 909 p-value = 0.5476, accept Ho p-value = 0.7533, accept Ho 

1 sec 1006 1014 909 956 993 968 966 914 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 995 1001 941 939 973 969 961 935 p-value = 0.2222, accept Ho (S,S) 
p-value = 0.05556, accept Ho (S,M) 
p-value = 0.05556 , accept Ho (M,S) 
p-value =  0.01587, reject Ho (M,M) 

p-value = 0.3457, accept Ho (S,S) 
p-value =  0.7533, accept Ho (S,M) 
p-value = 0.3457 , accept Ho (M,S)
p-value =  0.7533, accept Ho (M,M) 10 ms 992 982 900 934 1000 973 930 946

1 ms 1079 1064 962 935 991 999 941 944 6 Workers and 6 Workers (Single and Multi) 

Average 1009 1014 929 941 983 972 946 929 p-value = 0.3457, accept Ho p-value = 0.3457 , accept Ho 

Maximum 
Container 
Memory 

Utilisation by 
Windowing Rate 

(Period/ 
Duration) 

Windowing Rate versus Resource Utilisation Metrics 

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3) (MB) 

Six Workers 
(n=6) (MB) 

Ten Workers 
(n=10) (MB) 

Mann Whitney U Test Results

0.1 10176 1011 991 3 Workers and 6 Workers 

0.2 994 1003 1011 p-value = 0.1412, accept 
Ho 

1.0 999 1010 1005 3 Workers and 10 
Workers 

1.5 986 1003 983 p-value = 0.5476 , accept 
Ho 

2.0 998 1011 952 6 Workers and 10 
Workers 

Average 2830 1007 988 p-value =  0.2031, accept 
Ho 

Maximum node 
Memory utilisation 

Windowing Rate 
(Period/Duration) 

Cluster 
(n = 1) (MB) 

Cluster 
(n = 2) (MB) 

Cluster 
(n = 4) (MB) 

Mann Whitney U Test Results
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by Windowing 
Rate and node 

Cluster 

0.1 1050 2161 4474 3 Workers and 6 Workers 

0.2 1085 2186 4517 p-value =  0.01193, reject Ho 

1.0 1043 2174 4475 3 Workers and 10 Workers 

1.5 1039 2171 4475 p-value = 0.01193, reject Ho 

2.0 1078 2161 4441 6 Workers and 10 Workers 

Average 1059 2170 4476 p-value = 0.01167 , reject Ho 

Maximum node 
Memory utilisation 

by node Cluster 

Container Co-Location Metrics 

Cluster (n = 1) (MB) Cluster (n = 2) (MB) Cluster (n = 4) (MB)

8091 8537 8824

Note: NA means data is not available 

The means for maximum node memory utilisation by windowing rate and node cluster sizes (1,2,4)  were 
significantly different from each other, denoting a clear difference between the three co-locations observed. 
The nodes with two co-located containers had a maximum reading roughly twice as high as the nodes with no 
co-locater containers. Similarly, the nodes with four co-located containers had a maximum reading roughly 
twice as high as the nodes with two co-located containers. This was to be expected, however, since nodes with 
no co-located containers were in a cluster of eight, nodes with two co-located containers were in a cluster of 
four, and nodes with no co-located containers were in a cluster of two. In order to compare memory utilisation 
and co-location, it was necessary to take the entire cluster into consideration and aggregate the results. The 
Cluster Memory Utilisation (max) formula, depicted in Fig. 4 and explained in Section 3.2, was utilised in 
order to obtain maximum memory utilisation results for the cluster. The last three rows of Table 7 summarise 
the maximum memory utilisation findings from examining the entire cluster. 

Results (in the form graphs and regression models) for maximum memory utilisation by velocity, windowing 
rate and cluster are tabulated in Table 8. 

Table 8 

Maximum Memory Utilisation Graphs and Regression Models

Maximum Memory Utilisation by Velocity 
Scalability Metrics 

Fault Tolerance Metrics 
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Technology Agnosticism Metrics (Beam and Flink) for 3 Workers 

Technology Agnosticism Metrics (Beam and Flink) for 6 Workers 

Windowing Rate versus Resource Utilisation Metrics 
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Container Co-Location 
Maximum Node Memory Utilisation by Node Cluster Metrics 

4.2.5. Container Network Utilisation (GB Sent by Workers) 

Based on the summary results presented in Table 9 for total number of GB sent over the network, the 
following conclusions were drawn: (i) total number of GB sent over the network by velocity for scalability – 
means of three or six workers (single and multi) are not significantly different from each other. The same 
conclusion was drawn for all the possible combinations of three workers (single and multi) x six workers 
(single and multi); (ii) total number of GB sent over the network by velocity for fault tolerance – same 
conclusions for all combinations in (i); (iii) total number of GB sent over the network by velocity for 
technology agnosticism – all means for three or six workers (Beam, Flink) x (single, multi) are not 
significantly different from each other. The same conclusion is drawn for three workers [(Beam, Flink) x 
(single, multi)], and six workers [(Beam, Flink) x (single, multi)]. The means of number of workers (3, 6, 10) 
as well as number of containers per node (1, 2, 4) were also not significantly different from each other for 
total number of GB sent over the network by windowing rate. 

Table 9 

Network Utilisation – Total Number of Gigabytes Sent over the Network

Total Number of GB 
Sent over the Network 

by Velocity 

Scalability Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 0.04 0.03 0.06 0.05 p-value = 0.7702, accept Ho 

1 sec 0.06 0.04 0.09 0.06 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 0.06 0.10 0.12 0.10 p-value = 0.3832, accept Ho (S,S) 
p-value = 0.3832 , accept Ho (S,M) 
p-value = 0.5556, accept Ho (M,S) 
p-value = 0.3532 , accept Ho (M,M) 

10 ms 0.48 0.47 0.21 0.49

1 ms NA NA 0.36 3.30 6 Workers and 6 Workers (Single and Multi) 

Average 0.16 0.16 0.12 0.12 p-value = 0.9166, accept Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 
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1 min 0.84 0.34 4.50 0.80 p-value = 0.8845, accept Ho 

1 sec 0.76 1.44 2.62 0.95 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 0.84 0.52 1.48 1.10 p-value = 0.0294 , accept Ho (S,S) 
p-value = 0.1102, accept Ho (S,M) 
p-value = 0.02857, accept Ho (M,S) 
p-value = 0.2000, accept Ho (M,M) 

10 ms 0.33 0.63 1.70 1.88

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 0.69 0.73 2.58 1.18 p-value = 0.1143 , accept Ho  

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink  Beam Flink  Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 0.14 0.02 0.04 0.01 0.07 0.05 0.05 0.03 p-value = 0.2948, accept Ho p-value = 0.5219, accept Ho 

1 sec 0.11 0.02 0.04 0.01 0.08 0.06 0.05 0.03 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 0.08 0.06 0.03 0.03 0.14 0.10 0.05 0.04 p-value = 1.0000, accept Ho (S,S)
p-value = 0.4206, accept Ho(S,M) 
p-value = 0.2948, accept Ho(M,S) 
p-value = 0.7526, accept Ho(M,M) 

p-value = 0.8668, accept Ho (S,S)
p-value = 0.9131, accept Ho (S,M) 
p-value = 0.1599, accept Ho (M,S) 
p-value = 0.4564, accept Ho (M,M) 

10 ms 0.37 0.35 0.04 0.05 0.48 0.27 0.08 0.05

1 ms 3.52 3.25 0.17 0.17 6.26 3.02 0.28 0.24 6 Workers and 6 Workers (Single and Multi) 

Average 0.84 0.74 0.06 0.05 1.41 0.70 0.10 0.08 p-value = 0.5476, accept Ho p-value =  0.1599, accept Ho 

Total Number of GB 
Sent over the Network 
by Windowing Rate 

(Period/ 
Duration) 

Windowing Rate versus Resource Utilisation Metrics  

Windowing 
Rate 

(Period/Duratio
n) 

Three Workers 
(n=3) 

Six Workers 
(n=6) 

Ten Workers 
(n=10)  

Mann Whitney U Test Results 

0.1 0.49 0.63 1.02 3 Workers and 6 Workers 

0.2 0.34 0.44 0.56 p-value = 0.6004, accept Ho 

1.0 0.13 0.14 0.23 3 Workers and 10 Workers 

1.5 0.09 0.11 0.19 p-value = 0.3095, accept Ho 

2.0 0.10 0.10 0.12 6 Workers and 10 Workers 

Average 0.23 0.28 0.42 p-value = 0.4206, accept Ho 

Total Number of GB 
Sent over the Network 

by Number of 
Containers per Node 
(by Windowing Rate 

and Node Cluster) 

Container Colocation Metrics 

Windowing 
Rate 

(Period/Duratio
n) 

Cluster 
(n = 1) (GB) 

Cluster 
(n = 2) (GB) 

Cluster 
(n = 4) (GB) 

Mann Whitney U Test Results 

0.1 0.70 0.80 0.30 3 Workers and 6 Workers 

0.2 0.30 0.40 0.30 p-value = 0.7526 , accept Ho 

1.0 0.00 0.00 0.00 3 Workers and 10 Workers 

1.5 0.20 0.10 0.10 p-value = 0.3398, accept Ho 

2.0 0.42 0.10 0.11 6 Workers and 10 Workers 

Average 0.32 0.28 0.16 p-value =  0.9153, accept Ho 

Results (in the form graphs and regression models) for the number of gigabytes sent over the network by 
velocity, windowing rate and cluster are tabulated in Table 10. 
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Table 10 

Network Utilisation (Gigabytes Sent over the Network) – Graphs and Regression Models

Network Utilisation: Total Number of Gigabytes Sent over the Network 
Scalability Metrics 

Fault Tolerance Metrics 

Technology Agnosticism Metrics (Beam and Flink) for 3 Workers 

Technology Agnosticism Metrics (Beam and Flink) for 6 Workers 
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Windowing Rate versus Resource Utilisation Metrics 

Container Co-Location Metrics 
Maximum Node Memory Utilisation by Node Cluster 

4.2.6. Container Network Utilisation (GB Received by Workers) 

Based on the summary results presented in Table 11 for total number of GB received over the 
network, the following conclusions were drawn: (i) total number of GB received over the network by velocity 
for scalability – means of three or six workers (single and multi) are significantly different from each other for 
all combinations except for three workers (single, multi). The same conclusion is drawn for almost all 
possible combinations of three workers (single and multi) x six workers (single and multi), except for three 
workers (single) x six workers (multi); (ii) total number of GB received over the network by velocity for fault 
tolerance –there is no significant difference in the means for all combinations, except for six workers (single x 
multi); (iii) total number of GB received over the network by velocity for technology agnosticism – all means 
for three or six workers (Beam) x (single, multi) are not significantly different from each other. There is a 
significant difference for three workers (Flink) (single x multi), (Flink) [three workers (single) x 6 workers 
(single, multi)], while the rest of the combinations show no significant difference. The means of different 
numbers of workers (3, 6, 10) are significantly different from each other, while the number of containers per 
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node (1, 2, 4) are not significantly different from each other for total number of GB received over the network 
by windowing rate. 

Table 11 

Network Utilisation (Gigabytes Received over the Network) – Graphs and Regression Models
Total Number of GB 

Received over the 
Network by Velocity

Scalability Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 3.91 3.53 7.94 5.17 p-value = 0.4857 , accept Ho 

1 sec 4.80 4.17 7.57 5.18 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 3.32 3.58 7.38 4.84 p-value =  0.01587, reject Ho (S,S) 
p-value =  0.02684, accept Ho (S,M) 
p-value =  0.01587, reject Ho (M,S) 
p-value =  0.01587, reject Ho (M,M) 

10 ms 4.84 3.36 5.72 5.73

1 ms NA NA 9.64 12.49 6 Workers and 6 Workers (Single and Multi) 

Average 4.22 3.66 7.15 5.98 p-value =  0.2222, reject Ho 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 1.91 2.02 5.52 5.58 p-value = 0.8857, accept Ho 

1 sec 1.66 1.94 6.34 4.71 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 2.95 1.90 4.64 4.75 p-value =  0.02857, accept Ho (S,S) 
p-value =  0.02857, accept Ho (S,M) 
p-value = 0.02857, accept Ho (M,S) 
p-value =  0.02857, accept Ho (M,M) 

10 ms 1.46 1.62 5.27 5.64

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average p-value =  0.2222, reject Ho 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 4.84 2.28 1.83 1.03 8.75 7.10 4.19 3.45 p-value = 0.09269, accept Ho p-value = 0.007937, reject Ho 

1 sec 4.84 2.28 2.25 1.09 9.16 7.23 4.73 3.27 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 4.61 2.31 2.32 1.16 9.47 6.51 4.57 2.92 p-value = 0.05933, accept Ho 
(S,S) 
p-value =  0.09369, accept Ho 
(S,M) 
p-value = 0.03615, accept Ho 
(M,S) 
p-value = 0.5296, accept Ho 
(M,M) 

p-value = 0.007937, reject Ho 
(S,S) 
p-value  = 0.01587, reject  Ho 
(S,M) 
p-value = 0.007937 , accept Ho 
(M,S) 
p-value =  0.01587, accept Ho 
(M,M) 

10 ms 5.14 4.19 2.04 1.92 10.06 7.96 4.66 3.79

1 ms 10.03 9.26 3.14 3.07 20.79 16.21 7.76 5.57 6 Workers and 6 Workers (Single and Multi) 

Average 5.89 4.06 2.32 1.65 11.65 9.00 5.18 3.80 p-value = 0.09524, accept Ho p-value = 0.09524 , accept 
Ho 

Total Number of GB 
Received over the 

Network by 
Windowing Rate 

(Period/ 
Duration) 

Windowing Rate versus Resource Utilisation Metrics  

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3)  

Six Workers 
(n=6) 

Ten Workers 
(n=10)  

Mann Whitney U Test Results 

0.1 4.46 7.40 13.49 3 Workers and 6 Workers 

0.2 4.45 7.81 13.70 p-value = 0.007937, reject Ho 

1.0 4.39 7.57 13.69 3 Workers and 10 Workers 

1.5 4.23 7.56 12.91 p-value =  0.007937, reject Ho 

2.0 4.12 7.42 12.87 6 Workers and 10 Workers 

Average 4.33 7.55 13.33 p-value = 0.007937 , reject Ho 

Total Number of GB 
Received over the 

Network by Number 
of Containers per 

Node 

Container Co-Location Metrics 

Windowing Rate 
(Period/Duration) 

Cluster 
(n = 1) (GB) 

Cluster 
(n = 2) (GB) 

Cluster 
(n = 4) (GB) 

Mann Whitney U Test Results 

0.1 9.88 9.96 8.64 3 Workers and 6 Workers 

0.2 8.51 8.90 8.42 p-value =  0.4206, accept Ho 
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(by Windowing Rate 
and Node Cluster) 

1.0 9.11 8.97 7.68 3 Workers and 10 Workers 

1.5 9.10 8.70 9.21 p-value = 0.1508, accept Ho 

2.0 9.15 7.91 8.18 6 Workers and 10 Workers 

Average 9.15 8.89 8.43 p-value =  0.3095, accept Ho 

Increased network utilisation as clusters increased in size was an expected effect, since more workers mean 
greater parallelisation of work, which optimises performance, but increases container-to-container 
communication [48]. This is particularly relevant in the context of cloud computing where data transfers are 
charged on a metered basis. As expected, co-location did not significantly affect network utilisation, since 
containers were configured to use the Internet to communicate with each other. It is worth noting, however, 
that there are other orchestration technologies, such as Kubernetes, which allow a greater degree of resource 
sharing between containers deployed to the same node. Kubernetes uses the concept of a pod to group related 
containers running on the same machine, so containers which are part of the same pod can access each other’s 
ports and transfer data internally without leaving the host [71]. It would be interesting to implement an 
alternative prototype in the future using a different orchestrator such as Kubernetes in order to gain an 
understanding of other ways in which the co-location of containers into the same machine could translate into 
reduced cloud network utilisation. 

Results (in the form graphs and regression models) for the number of gigabytes received over the network by 
velocity, windowing rate and cluster are tabulated in Table 12. 

Table 12 

Network Utilisation (Gigabytes Received over the Network) – Graphs and Regression Models

Network Utilisation: Total Number of Gigabytes Received Over the Network 
Scalability Metrics 

Accuracy low Accuracy low 

Accuracy low

Accuracy low

Fault Tolerance Metrics 
Accuracy low Accuracy low
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Technology Agnosticism (Beam and Flink) for 3 Workers 

Technology Agnosticism (Beam and Flink) for 6 Workers 

Windowing Rate versus Resource Utilisation 

Container Co-Location 
Maximum Node Network Utilisation by Node Cluster 



40 T. Vergilio, A. Kor and D. Mullier/ Journal of Cloud Computing 

4.2.7. Container Network Utilisation (GB Sent and Received by Jobmanager) 

Based on the summary results presented in Table 13 for total number of GB received and sent over 
the network by the Jobmanager during the Technology Agnosticism experiments, the following conclusions 
were drawn:(i) total number of GB received by Jobmanager over the network by velocity for technology 
agnosticism – all means for three or six workers (Beam, Flink) x (single, multi) are not significantly different 
from each other except for 6 workers (multi) x 6 workers (multi). However, means are significantly different 
for all possible combinations [Beam, Flink][(3 workers (Single, Multi) x 6 workers (Single, Multi)], except 
for [Beam][(3 workers (multi) x 6 workers (multi)]; (ii) total number of GB sent by Jobmanager over the 
network by velocity for technology agnosticism – all means for three or six workers (Beam, Flink) x (single, 
multi) are not significantly different from each other. However, means are significantly different for all 
possible combinations [Beam, Flink][(3 workers (Single, Multi) x 6 workers (Single, Multi)]. This 
corroborates the observations described in Section 4.2.6, namely, that the greater the number of workers in the 
cluster, the greater the parallelisation of work, which leads to increased communication between containers 
across the network. 

Table 13 

Network Utilisation for Technology Agnosticism– Total Number of Gigabytes Received and Sent by Jobmanager 
Total Number of GB 

Received by 
Jobmanager over the 

Network 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 5.87 4.59 2.46 2.25 8.55 10.25 4.60 5.04 p-value = 0.1425, accept Ho p-value =  1.0000, accept Ho

1 sec 4.88 4.65 2.31 2.25 9.42 10.35 5.02 4.38 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 5.14 4.74 2.47 2.51 10.27 11.18 4.99 4.98 p-value = 0.01193, reject Ho (S,S) 
p-value = 0.007937, reject Ho (S,M) 
p-value = 0.001193, reject Ho (M,S) 
p-value = 0.4020, accept Ho (M,M) 

p-value = 0.007937, reject Ho (S,S) 
p-value =  0.01193, reject Ho (S,M) 
p-value =  0.01193, reject Ho (M,S) 
p-value = 0.01167, reject Ho (M,M) 

10 ms 5.17 4.71 2.30 2.53 10.27 10.33 5.52 4.98

1 ms 6.98 7.31 3.80 3.38 15.78 15.66 7.68 7.76 6 Workers and 6 Workers (Single and Multi) 

Average 5.61 5.20 2.67 2.58 10.86 11.55 5.56 5.43 p-value = 0.01167, reject Ho p-value =  0.6572, accept Ho

Total Number of GB 
Sent by Jobmanager 

over the Network 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink Beam Flink 

S M S M S M S M 3 Workers and 3 Workers (Single and Multi) 

1 min 16.13 13.53 6.60 6.52 49.13 58.96 25.92 28.27 p-value = 0.1425 , accept Ho p-value =  1.0000, accept Ho

1 sec 13.62 13.56 6.50 6.52 54.26 58.98 28.24 23.59 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 14.83 13.59 7.12 7.13 59.12 63.85 28.29 28.23 p-value = 0.007937, reject Ho (S,S) 
p-value =  0.007937, reject Ho (S,M)
p-value = 0.01193 , reject Ho (M,S) 
p-value =  0.01193, reject Ho (M,M)

p-value = 0.007937, reject  Ho (S,S) 
p-value = 0.007937, reject Ho (S,M) 
p-value = 0.01193 , reject Ho (M,S) 
p-value =  0.01193, reject Ho (M,M)

10 ms 14.84 13.59 6.54 7.09 59.11 58.94 30.70 28.24

1 ms 19.77 21.02 10.72 9.52 88.56 88.42 42.57 42.43 6 Workers and 6 Workers (Single and Multi) 

Average 15.84 15.06 7.50 7.36 62.04 65.83 31.14 30.15 p-value =  0.8413, accept Ho p-value =  0.4633, accept Ho
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Results (in the form graphs and regression models) for the number of gigabytes received and sent by the 
Jobmanager during the Technology Agnosticism experiments by velocity are tabulated in Table 14. 

Table 14 

Network Utilisation for Technology Agnosticism (Gigabytes Received and Sent by Jobmanager) – Graphs and Regression Models

Total Gigabytes Received via the Network by Jobmanager 
Technology Agnosticism (Beam and Flink) for 3 Workers 

Technology Agnosticism (Beam and Flink) for 6 Workers 

Total Gigabytes Sent via the Network by Jobmanager 
Technology Agnosticism (Beam and Flink) for 3 Workers 
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Technology Agnosticism (Beam and Flink) for 6 Workers 

Based on the summary results presented in Table 15 for the total number of GB received and sent by the 
Jobmanager over the network during the Windowing Rate versus Resource Utilisation experiments, the 
following conclusions were drawn: (i) total number of GB received by Jobmanager over the network by 
velocity for windowing rate – all means for (3, 6, 10) workers are significantly different from each, other 
except for 6 workers x 10 workers; (ii) total number of GB sent by Jobmanager over the network by velocity 
for windowing rate – all means for (3, 6, 10) workers are significantly different from each other. This is 
consistent with the results observed in Sections 4.2.5 and 4.2.6, and explained by the fact that parallelisation 
of work is higher in larger clusters, leading to increased communication between containers across the 
network. While this model is a good fit for distributed systems hosted entirely on-premises, it could result in 
additional costs when commercial clouds are used. 

Table 15 
Network Utilisation for Windowing Rate versus Resource Utilisation – Total Number of Gigabytes Received and Sent by Jobmanager 
over the Network
Total Number of GB 

Received by 
Jobmanager over the 

Network 

Windowing Rate versus Resource Utilisation Metrics  

Windowing Rate 
(Period/Duration)

Three Workers 
(n=3) 

Six Workers 
(n=6)  

Ten Workers 
(n=10) 

Mann Whitney U Test Results 

0.1 5.21 9.76 8.29 3 Workers and 6 Workers 

0.2 4.77 10.51 18.02 p-value =  0.01587, reject Ho 

1.0 2.42 4.89 18.17 3 Workers and 10 Workers 

1.5 4.79 9.73 7.01 p-value = 0.007937, reject Ho 

2.0 4.87 8.94 16.56 6 Workers and 10 Workers 

Average 4.41 8.77 13.61 p-value =  0.4206, accept Ho 

Total Number of GB 
Sent by Jobmanager 

over the Network 

Windowing Rate versus Resource Utilisation Metrics  

Windowing Rate 
(Period/Duration)

Three Workers 
(n=3)  

Six Workers 
(n=6)  

Ten Workers 
(n=10)) 

Mann Whitney U Test Results 

0.1 14.90 54.93 76.20 3 Workers and 6 Workers 

0.2 13.75 59.49 165.26 p-value = 0.007937, reject Ho 

1.0 6.91 27.45 165.13 3 Workers and 10 Workers 

1.5 13.76 54.94 63.68 p-value = 0.007937, reject Ho 

2.0 13.78 50.35 139.77 6 Workers and 10 Workers 

Average 12.62 49.43 122.01 p-value =  0.07937, reject Ho 
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Results (in the form graphs and regression models) for the number of gigabytes received and sent by the 
Jobmanager during the Windowing Rate versus Resource Utilisation experiments by windowing rate are 
tabulated in Table 16. 

Table 16 

Network Utilisation for Windowing Rate Versus Resource Utilisation (Gigabytes Received and Sent by Jobmanager) – Graphs and 
Regression Models

Total Gigabytes Received via the Network by Jobmanager
Windowing Rate versus Resource Utilisation 

Total Gigabytes Sent via the Network by Jobmanager
Windowing Rate versus Resource Utilisation 

Based on the summary results presented in Table 17 for the total number of GB received and sent by the 
Jobmanager over the network during the Container Co-Location experiments, the following conclusions were 

drawn: (i) total number of GB received by Jobmanager over the network by number of containers per node  – 
all means for (1, 2, 4) clusters are not significantly different from each other; (ii) total number of GB received 
by Jobmanager over the network by number of containers per node  – all means for (1, 2, 4) workers are not 
significantly different from each other, except for (3 workers x 6 workers). This is an important finding when 
considered alongside the network utilisation readings for workers. It establishes that, generally, when a cluster 
increases in size, the effect on manager-to-worker communication is minimal. Worker-to-worker 
communication, on the other hand, increases significantly since there is greater parallelisation. 

Table 17 

Network Utilisation for Container Co-Location – Total Number of Gigabytes Received and Sent by Jobmanager over the Network
Total Number of GB 

Received by 
Jobmanager over the 
Network by Number 

of Containers per 
Node 

Container Co-Location Metrics  

Windowing Rate 
(Period/Duration)

Cluster 
(n=1) 

Cluster 
(n=2)  

Cluster 
(n=4) 

Mann Whitney U Test Results 

0.1 1.67 1.36 1.64 3 Workers and 6 Workers 

0.2 1.64 1.37 1.51 p-value = 0.02733, accept Ho 

1.0 1.53 1.50 1.36 3 Workers and 10 Workers 

1.5 1.65 1.36 1.64 p-value = 0.05701, accept Ho 

2.0 1.84 1.64 1.50 6 Workers and 10 Workers 

Average 12.62 49.43 122.01 p-value = 0.3337, accept Ho 

Total Number of GB Container Co-Location Metrics  
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Sent by Jobmanager 
over the Network by 

Number of 
Containers per Node

Windowing Rate 
(Period/Duration)

Cluster 
(n=1) 

Cluster 
(n=2)  

Cluster 
(n=4) 

Mann Whitney U Test Results 

0.1 12.20 10.17 12.21 3 Workers and 6 Workers 

0.2 12.22 10.16 11.18 p-value =  0.01167, reject Ho 

1.0 11.20 11.18 10.17 3 Workers and 10 Workers 

1.5 12.20 10.17 12.19 p-value = 0.09269, accept Ho 

2.0 12.28 10.18 10.17 6 Workers and 10 Workers 

Average 1.67 1.45 1.53 p-value = 0.2343, accept Ho 

Note: NA means data is not available 

Results (in the form graphs and regression models) for the number of gigabytes received and sent by the 
Jobmanager during the Container Co-Location experiments by windowing rate are tabulated in Table 18. 

Table 18 

Network Utilisation for Container Co-Location (Gigabytes Received and Sent by Jobmanager) – Graphs and Regression Models

Total Number of GB Received by Jobmanager over the Network by Number of Containers per Node 
Container Co-Location 

Maximum Node Network Utilisation by Node Cluster 

Total Number of GB Sent by Jobmanager over the Network by Number of Containers per Node 
Container Co-Location 

Maximum Node Network Utilisation by Node Cluster 

4.2.8. Total Records Processed and Data Loss 

Based on the summary results presented in Table 19 for the total number of records processed during 

the fault tolerance experiments, the following conclusions were drawn: (i) total records processed by fault 
tolerance – all means for (3, 6) workers x (single, multi) are not significantly different from each other; (ii) 
data loss by fault tolerance  – all means for (3, 6) workers x (single, multi) are not significantly different from 
each other. 



T. Vergilio, A. Kor and D. Mullier/ Journal of Cloud Computing 

45

Table 19 

Experimental Results for Records Processed and Data Loss During the Evaluation of MC-BDP Reference Architecture for Fault 
Tolerance 

Total Records 
Processed 

Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Single Multi Single Multi 3 Workers and 3 Workers (Single and Multi) 

1 min 50 50 50 50 p-value =  1.0000, accept Ho 

1 sec 2987 2998 2990 2986 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 29478 30030 29902 29876 p-value = 0.7715, accept Ho (S,S) 
p-value = 1.0000, accept Ho (S,M) 
p-value =  1.0000, accept Ho (M,S) 
p-value =  1.0000, accept Ho (M,M) 

10 ms 295765 294179 300673 297689 

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 82070 81814 83403 82650 p-value =  0.7715, accept Ho 

Data Loss % Fault Tolerance Metrics 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

 Single % Multi % Single % Multi % 3 Workers and 3 Workers (Single and Multi) 

1 min 0.00 0.00 0.00 0.00 p-value = 0.6573, accept Ho 

1 sec 0.44 0.07 0.33 0.47 3 Workers and 6 Workers ([S,S] x [M,M]) 

100 ms 1.77 0.00 0.33 0.42 p-value = 0.1804, accept Ho (S,S) 
p-value =  0.5614, accept Ho (S,M) 
p-value = 0.877, accept Ho (M,S) 
p-value =  0.6573, accept Ho (M,M) 

10 ms 1.43 1.98 0.00 0.78 

1 ms NA NA NA NA 6 Workers and 6 Workers (Single and Multi) 

Average 0.91 0.51 0.17 0.42 p-value = 0.1804, accept Ho 

Results (in the form graphs and regression models) for the total number of records processed and percentage 
of data loss during the Fault Tolerance experiments by velocity are tabulated in Table 20. 

Table 20 

Total Records Processed and Data Loss in a Fault Tolerance Scenario – Graphs and Regression Models

Total Processed Records 
Fault Tolerance  

Data Loss % 
Fault Tolerance  
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4.2.9. Data Ingested 

Based on the summary results presented in Table 21 for the total data ingested during the 
Technology Agnosticism experiments, the following conclusions were drawn: data ingestion by technology 
agnosticism – means are not significantly different for all combinations for Beam and Flink [(3 workers, 6 
workers) x ( single, multi), (3 workers (single, multi) x 6 workers (single, multi)].  

Table 21 
Experimental Results for Data Ingestion during the Evaluation of MC-BDP Reference Architecture for Technology Agnosticism

Results (in the form graphs and regression models) for data ingested during the Technology Agnosticism 
experiments by velocity are tabulated in Table 22. 

Table 22 

Data Ingestion during the Evaluation of MC-BDP Reference Architecture for Technology Agnosticism – Graphs and Regression Models

Data Ingestion (Kilobytes) by Velocity 
Technology Agnosticism (Beam and Flink) for 3 Workers 

Data Ingestion 
(KB) by Velocity 

Technology Agnosticism Metrics (for Beam and Flink SDK) 

Velocity Three Workers (n=3) Six Workers (n=6) Mann Whitney U Test Results 

Beam Flink Beam Flink 3 Workers and 3 Workers (Single and Multi) 

S M S M S M S M p-value = 1.0000 , accept Ho p-value =  0.9166, accept Ho 

1 min 172 74 55 39 259 205 158 126 3 Workers and 6 Workers ([S,S] x [M,M]) 

1 sec 2373 2328 98 90 4824 4824 242 230 p-value =  0.6905, accept Ho (S,S)
p-value = 0.6905, accept Ho (S,M)
p-value = 0.8413, accept Ho (M,S)
p-value=0.8413, accept Ho (M,M)

p-value = 0.5476, accept  Ho (S,S) 
p-value =  0.5476, accept Ho (S,M) 
p-value =  0.5476, accept Ho (M,S) 
p-value = 0.5476,  accept Ho (M,M)

100 ms 21900 219300 510 543 44580 44580 1086 1074

10 ms 215700 215700 4680 4680 432600 432600 9480 9420

1 ms 2154000 2154000 46500 34500 4308000 4308000 93000 93000 6 Workers and 6 Workers (Single and Multi) 

Average 478829 518280 10368 7970 958052 958041 20793 20770 p-value = 1.000, accept Ho p-value = 0.583, accept Ho 
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Technology Agnosticism (Beam and Flink) for 6 Workers 

Based on the summary results presented in Table 23 for the data ingested during the Windowing Rate versus 
Resource Utilisation and Container Co-Location experiments, the following conclusions were drawn: (i) total 
KB ingested by windowing rate – means for all (3, 6, 10) workers are not significantly different from each 
other; (ii) total number of records ingested by windowing rate – means for all (3, 6, 10) workers are not 
significantly different from each other; (iii) total KB ingested by windowing rate and number of containers 
per node – means for all (1, 2, 4) clusters are not significantly different from each other; (iv) total number or 
records ingested by windowing rate and number of containers per node – means for all (1, 2, 4) clusters are 
not significantly different from each other. 

Table 23 

Experimental Results for Data Ingestion during the Evaluation of MC-BDP Reference Architecture for Windowing Rate versus Resource 
Utilisation and Container Co-Location

Total KB Ingested 
by Windowing Rate 
(Period/Duration) 

Windowing Rate versus Resource Utilisation Metrics  

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3) 

Six Workers 
(n=6)  

Ten Workers 
(n=10) 

Mann Whitney U Test Results  

0.1 143700 143800 144000 3 Workers and 6 Workers  

0.2 71900 71990 72280 p-value =  0.6905, accept Ho  

1.0 14500 14650 14814 3 Workers and 10 Workers  

1.5 9690 9892 10052 p-value =  0.6905,  accept  Ho  

2.0 7410 7515 7638 6 Workers and 10 Workers  

Average 49440 49569 49756 p-value = 0.6905,  accept  Ho  

Total Number of 
Records Ingested by 

Windowing Rate 
(Period/Duration) 

Windowing Rate versus Resource Utilisation Metrics 

Windowing Rate 
(Period/Duration) 

Three Workers 
(n=3)  

Six Workers 
(n=6)  

Ten Workers 
(n=10)) 

Mann Whitney U Test Results  

0.1 600000 600000 600000 3 Workers and 6 Workers  

0.2 300000 300000 300000 p-value =  0.9161,  accept  Ho  

1.0 60000 60000 60000 3 Workers and 10 Workers  

1.5 39945 40106 39920 p-value = 0.9161,  accept  Ho  

2.0 30361 30197 29637 6 Workers and 10 Workers  



48 T. Vergilio, A. Kor and D. Mullier/ Journal of Cloud Computing 

Average 206061 206060 205911 p-value = 0.9161,  accept  Ho  

Total KB ingested 
by Number of 

Containers per Node 
Windowing Rate 
(Period/Duration) 

Container Co-Location Metrics  

Windowing Rate 
(Period/Duration) 

Cluster 
(n=1) 

Cluster 
(n=2)  

Cluster 
(n=4) 

Mann Whitney U Test Results  

0.1 144100 144000 143900 3 Workers and 6 Workers  

0.2 72150 72090 72140 p-value =  0.8413,  accept  Ho  

1.0 14746 14724 14711 3 Workers and 10 Workers  

1.5 10044 9935 9998 p-value = 0.8413  ,  accept  Ho  

2.0 7548 7569 7593 6 Workers and 10 Workers  

Average 49717 49663 49668 p-value =  1.0000 ,  accept  Ho  

Total Number of 
Records Ingested by 

Number of 
Containers per Node 
by Windowing Rate 
(Period/Duration) 

Container Co-Location Metrics  

Windowing Rate 
(Period/Duration) 

Cluster 
(n=1) 

Cluster 
(n=2)  

Cluster 
(n=4) 

Mann Whitney U Test Results  

0.1 600000 600000 600000 3 Workers and 6 Workers  

0.2 300000 300000 300000 p-value = 0.9161 ,  accept  Ho  

1.0 60000 60000 60000 3 Workers and 10 Workers  

1.5 39827 39869 40073 p-value = 0.9161 ,  accept  Ho  

2.0 28881 29898 30037 6 Workers and 10 Workers  

Average 205741 205953 206022 p-value =  0.9161,  accept  Ho  

Note: NA means data is not available 

Results (in the form graphs and regression models) for data ingested during the Windowing Rate versus 
Resource Utilisation and Container Co-Location experiments by velocity are tabulated in Table 24. 

Table 24 
Data Ingestion during the Evaluation of MC-BDP Reference Architecture for Windowing Rate versus Resource Utilisation and Container 
Co-Location – Graphs and Regression Models

Total Kilobytes Ingested by Windowing Rate 
Windowing Rate versus Resource Utilisation 

Total Number of Records Ingested by Windowing Rate 
Windowing Rate versus Resource Utilisation 

Total Kilobytes Ingested by Number of Containers per Node by Windowing Rate 
Container Co-Location 
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Total Number of Records Ingested by Number of Containers per Node by Windowing Rate 
Container Co-Location 

This section presented the experimental results obtained in the technical evaluation of the MC-BDP reference 
architecture. The next section concludes this paper by proposing recommendations for future work and 
discussing the limitations of our research. 

5. Conclusion and Future Work 

This research set out to investigate a unified vendor-agnostic solution to big data stream processing 
in a multi-cloud environment. As key beneficiaries of commercial cloud computing, small and medium 
enterprises, organisations or departments characterised by devolved administration, tight budgetary 
constraints and lack of specialised technical skills in-house (SMEODs) were selected as the target domain for 
MC-BDP, a new reference architecture for big data stream processing aimed at maximising the cloud’s 
economies of scale whilst at the same reducing the risk of vendor lock-in. 

The majority of developments targeted at facilitating the adoption of big data analytics through cloud 
computing have focused on reducing the complexity of implementing and managing large distributed systems. 
Consequently, solutions are predominantly SaaS-based and associated with another major cause of 
apprehension: the risk of vendor lock-in. A number of authoritative studies have been conducted on possible 
ways of mitigating the risk of vendor lock-in [30], [31], [56]. However, no solutions were found which 
minimised the risk of vendor lock-in whilst simultaneously allowing implementers to maximise the cloud’s 
economies of scale. Although the combination of containers, cloud computing and stream big data is not new, 
the field lacked a domain-specific approach developed from a cloud consumer’s perspective to enable 
implementers to ingress into stream big data analytics using a cloud model less restrictive than SaaS. As a 
response to the breadth, extensiveness and complexity of big data research, recent developments have tended 
to focus on specific domains such as the biomedical sciences [10], the IoT [55], edge computing [57], national 
security [11] and scientific simulations [9]. The current research is one such effort, developed to fill the gap 
for a systematic approach to stream big data processing targeted at a domain whose main preoccupation is 
with minimising the risk of vendor lock-in whilst at the same time maximising the cloud’s economies of scale. 
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Motivated by a desire to facilitate the adoption of big data stream analytics, this research proposed a new 
systematic and unified approach to stream big data. The MC-BDP reference architecture was created to:  

1) leverage the cloud’s economies of scale by promoting an infrastructure hosted on commercial 
clouds;  

2) move away from the traditional SaaS approach towards a standardised form of PaaS;  
3) mitigate the risk of vendor lock-in by prescribing the use of portable, interoperable and vendor-

agnostic components deployed to multiple clouds; and  
4) alleviate concerns around complexity and skills shortage in the domain by providing a domain-

specific reference architecture to guide implementers. 

This research challenges the accepted belief according to which the most appropriate cloud consumption 
model for SMEs is SaaS [12], [13], [72]–[74]. Whilst acknowledging the concerns around technical 
complexity and skills shortage which have led previous authors to recommend the SaaS cloud model to 
SMEs, particularly within the realm of big data, this research puts equal importance on the perceived risk of 
vendor lock-in explored extensively in recent research [30], [31], [75]–[77]. The MC-BDP reference 
architecture, designed specifically for the SMEOD domain, provides a good level of scaffolding to enable 
implementers to navigate the complexities of big data technology and cloud computing without having to 
employ a dedicated and highly specialised technical team.  

The simplification and systematisation provided by the MC-BDP reference architecture allowed this research 
to break with tradition [12], [13], [72]–[74] and recommend a cloud consumption model more desirable than 
SaaS from a vendor lock-in perspective. This is a significant contribution to the field of stream big data 
which, up until now, lacked a systematic and thoroughly researched approach to big data based on a 
consumption model other than SaaS. It is not expected that research on specialised SaaS provisions for SMEs 
will cease given that concerns around the risk of vendor lock-in are not universally or evenly shared amongst 
companies – some could find that this is a risk worth taking for the benefit of simplicity. Therefore, work such 
as Heilig & Voß’s (2017) reference architecture for big data designed from a cost perspective or Sang et al.’s 
(2016) reference architecture based on real-world big data implementations, discussed in Chapter 2, Sections 
2.2.1.5. and 2.2.1.7. respectively, remain valid and indeed useful within the field. What this research has 
demonstrated however is that rather than searching for a universal architecture for big data to suit all 
SMEODs, research should be directed towards finding approaches which are flexible and abstract enough to 
account for the immense variety in requirements and priorities that characterise the domain.  

This section looks to revisit the aim and objectives of this research, stated in Section 1.2, and reflect on the 
work carried out to realise them. As an investigation into unified vendor-agnostic stream processing for big 
data in a multi-cloud environment, this research started with a comprehensive literature review of the fields of 
big data, cloud computing and virtualisation. Having found a gap in the literature which called for a 
systematic, domain-specific approach to stream big data purposely targeted at SMEODs, this research 
proceeded to investigate requirements specific to this domain such as low initial investment, simplicity and 
ease of installation and maintenance, as well as a low risk of vendor lock-in. It was found that a reference 
architecture, combined with a multi-cloud containerised infrastructure commissioned on a PaaS model 
provided the necessary guidance to implementers whilst considerably reducing the risk of vendor lock-in by 
relying on portable and interoperable open-source components. As part of requirements gathering, ten non-
functional requirements for big data were inferred from a selection of academic papers and other official 
literature published by three real-world companies: Facebook, Twitter and Netflix. They were published as a 
conference paper and presented at the 13th International Conference on Software Technologies [29]. An 
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extended version of the paper was subsequently selected for publication as a book chapter on requirements 
engineering for large-scale big data applications [1]. RO1 was thus fulfilled following peer review of the 
aforementioned publications.  

Informed by the above study, MC-BDP, a new reference architecture based on industry’s best practices was 
proposed, focused on maximising the cloud’s economies of scale whilst minimising the risk of vendor lock-in. 
The new reference architecture provided an answer to RQ2, and its publication as a conference paper [78] 
demonstrated the fulfilment of RO2. A methodology combining post-positivist and interpretivist methods was 
selected for the evaluation of the proposed reference architecture following a gap in the literature and recent 
calls for more mixed-methods research in the field of information systems. It was decided that a prototype 
implementation of MC-BDP would be constructed and evaluated within the context of a case study. The 
Estates and Sustainability departments at Leeds Beckett University were selected for the case study for having 
the particular conditions to allow the testing of the research’s hypotheses. The data they possessed was 
characterised by the three Vs of big data: volume, velocity and variety. Moreover, a previous study provided 
evidence that the PUE monitoring for one of the university’s data centres had been severely limited by the 
technology available [61] and would most likely benefit from a stream approach to data processing. While the 
former study relied on half-hourly emissions of the total energy consumed by the data centre and half-hourly 
emissions of the energy consumed by the IT equipment installed in the data centre, the current study used a 
simulator to emit data at much higher velocities. Additionally, instead of waiting to process historical data in 
batches, this prototype calculated the PUE in real time, or close to real-time. 

The literature review established that the most appropriate big data infrastructure for SMEODs is based on 
commercial clouds, given that no substantial initial investment is required thanks to their pay-as-you-go 
model. Furthermore, in order to mitigate the risk of vendor lock-in, the implementation had to demonstrate 
that an infrastructure distributed across different clouds was viable and did not incur significant performance 
overheads. It was therefore decided that the prototype was to be developed using commercial clouds, so 
applications for grants were submitted to major providers. Having secured generous sponsorship credits from 
Microsoft Azure, Google Cloud and the Open Science Data Cloud, an initial prototype was developed for 
evaluation using predominantly open-source technology, given that they are cost-free and therefore more 
attractive to the target domain. The following technologies were used for the MC-BDP prototype 
implementation: Ubuntu 16.4 operating system, Docker Community Edition (CE), Docker Swarm container 
orchestrator, Docker Hub image library, Weave Net Plugin for container networking, Apache Flink 1.3.2 
framework, Apache Beam 2.1.0 framework and Apache Kafka 0.10.2.0 distributed streaming platform. The 
successful development of the prototype using open-source technologies provided an answer to RQ3. 
Additionally, a simulator for the EGX300 gateway server located at one of Leeds Beckett University’s data 
centres was developed using a combination of plain Java for its main components and Grails 3.3.1 for its user 
interface. The rationale for selecting each technology has been carefully explained in Section 3.5. The 
completion of the prototype development signalled the fulfilment of RO3. 

In order to address RO4, a set of metrics was selected to monitor the performance of the prototype at 
container and virtual machine levels. The following container metrics were obtained using the Container 
Monitoring Service from Microsoft Azure: CPU Utilisation Average, CPU Utilisation Max, Memory 
Utilisation Average, Memory Utilisation Max, Total Bytes Sent and Total Bytes Received (over the network), 
thus answering RQ4. These metrics are detailed in Table 4. Various configurations using different speeds of 
incoming data, single and multi-cloud container clusters, different cluster sizes and different co-locations 
were compared based on these metrics, as summarised in Table 3. The 110 experiments performed under 
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controlled conditions demonstrated that MC-BDP’s prototype was satisfactorily scalable and fault-tolerant 
across clouds, with no considerable difference observed between single and multi-cloud equivalent setups. 
Container co-location was also found not to significantly affect performance. In terms of technology 
agnosticism, the overhead introduced by the Beam framework in terms of CPU, memory and data transfer was 
considerable. The conclusion reached was that there is indeed a performance cost to technology agnosticism 
as implemented in MC-BDP’s prototype by using a super-framework to provide portability of the code across 
various stream and batch technologies. Nevertheless, this may be a price some implementers would be willing 
to pay, so studies such as this where the overhead introduced by a super-framework was rigorously identified 
and measured are of utmost value to implementers who are able to take more informed decisions based on 
case-specific requirements for portability and interoperability of the data processing code. The relationship 
between the windowing function used for stream data processing and resource utilisation was also more 
thoroughly understood following MC-BDP’s experimental evaluation. A simple formula representing the 
effects of the windowing function selected on CPU and network utilisation was proposed, and an approach to 
issue cluster size recommendations based on the windowing function desired was recommended for future 
work. It is important to note that, although exiting work can be found in the literature which links the 
windowing function to resource utilisation [79], the approach taken is one which assumes the infrastructure to 
be static and adjusts the windowing function to keep resource utilisation within a desirable range. Taking 
advantage of one of the cloud’s most advantageous characteristics, its elasticity, the current research 
recommends a model where the windowing rate remains constant while the infrastructure commissioned 
expands and shrinks to keep performance metrics within a desirable range.  

The quantitative findings of this research demonstrated that the proposed reference architecture is adequately 
scalable across different clouds. Given the cloud’s pay-as-you-go model whereby consumers are only charged 
for the resources they utilise, being able to scale up or down is particularly important for SMEODs since 
budgetary constraints demand that resources be allocated sensibly and waste minimised. This conclusion is 
corroborated by theory T3, derived from the qualitative part of this research and outside the scope of the 
current paper, according to which economic factors such as cost, resource optimisation and being able to 
generate revenue are strong driving factors when assessing the suitability of information and data 
management strategies. The empirical findings therefore demonstrated that MC-BDP is scalable across clouds 
and that this requirement is relevant and valuable within the target domain. Fault tolerance across clouds was 
also demonstrated empirically, with no significant overhead observed in multi-cloud setups when compared to 
single-cloud ones. The relevance of this requirement to the domain of SMEs has been identified in the 
literature as the need for high availability of their production systems [13]. Since the aim of this research was 
to investigate stream big data processing from a vendor-agnostic perspective, being able to use any stream (or 
even batch) framework to run the processing code was identified as a desirable quality and integrated into the 
reference architecture proposed. The results of the technology agnosticism experiments revealed that the use 
of a super-framework such as Beam to provide portability and interoperability of the data processing code did 
have a cost in terms of performance, measured as, on average, 30% more CPU, 3% more RAM and 105% 
more network usage. The significance of these results to researchers and implementers is in being able to take 
more informed architectural decisions, particularly in the cloud where the estimated overhead can be 
translated into projected costs.  

Of similar relevance are the findings of a direct relationship between the windowing rate and resource 
utilisation in a distributed big data stream system. Since it was demonstrated that the CPU and network 
utilisation can be predicted using a simple formula based on the windowing rate and constants derived from 
empirical observation, implementers now have a more accurate way of projecting the cluster size and the cost 



T. Vergilio, A. Kor and D. Mullier/ Journal of Cloud Computing 

53

of data transfers. It is believed that the aforementioned relationship is of wider application within the field of 
big data stream processing using commercial clouds. The container co-location findings confirm that co-
location does not significantly affect the performance of CPU-intensive stream big data systems. In the 
context of cloud computing, this corroboration enables implementers to experiment with a greater number of 
deployment configurations, from multiple virtual machines with a few containers running in them to a smaller 
number of more powerful machines hosting a greater number of containers. Factors such as the desired level 
of fault tolerance (container, node, region or provider) or projected data transfer costs may play an important 
part in the decision-making, particularly considering that container-to-container data transfer costs can be 
reduced or eliminated through co-location. The cost-centric approach to task distribution offered by Li et al. 
(2020), aimed at minimising data transfer costs across clouds, is an important development in this direction. 
Performance monitoring at container and node level, combined with a weighted list of desired SLAs and the 
use of a flexible learning algorithm to make predictions is this research’s answer to the same question, 
elaborated as a proposal for future work. 

5.1. Recommendations for Future Research 

The success of this research project has left some interesting avenues open for exploration. This 
section aims to examine these by providing an account of related projects which are planned or in progress 
and suggesting future work. The case study conducted with the Estates and Sustainability departments at 
Leeds Beckett University concluded with a strong desire by the participants to extend the investigation by 
considering an important aspect of big data which had previously been left outside of scope: its variety. The 
apprehension with regards to the variety of smart buildings data was directly captured in the qualitative 
evaluation of MC-BDP, which reflects concerns about the lack of standardisation of ingested data. The 
complexity and multidimensionality of buildings data has in fact been identified in recent research as one of 
the biggest challenges to big data technology adoption within the sector [81]. A new research project aimed at 
investigating the appropriateness of the MC-BDP reference architecture for use-cases where the variety of the 
data is paramount was created as the case study concluded. The project was scheduled to start in the second 
trimester of 2020, but had to be postponed due to the Covid-19 pandemic which led to the closure of the 
university campus. It is expected that the project will restart as soon as the university activities normalise 
following the re-opening of its facilities. 

Other aspects of MC-BDP which would benefit from future work are: 
 Investigate how MC-BDP handles batch process. Compare Akidau et al.’s (2015) approach of using 

a stream engine to process both batch and stream  with an alternative approach based on the lambda 
architecture.  

 Following a trend observed in Jha et al.’s (2018) research on container co-location, observe how 
MC-BDP performs with jobs of different characteristics. Memory-intensive, network-intensive and 
disk I/O-intensive jobs could be created and compared to the CPU-intensive job utilised in the 
experiments. 

 Integrating recent research on scheduling algorithms such as RTSATD, which uses task duplication 
to optimise the performance of big data stream processing across different cloud regions [59], or 
Zhao et al.’s (2020) algorithm developed to minimise data transfers over the network into MC-
BDP’s orchestration layer. 

 Add a cost perspective to MC-BDP’s evaluation by integrating fine-grained billing information 
obtained from cloud providers. This is in line with Heilig & Voß’s (2017) and Li et al.’s (2020) 
research. It is believed that understanding non-functional requirements from a cost as well as 
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performance perspective would be advantageous to budget-constrained organisations. 
 Extend MC-BDP’s evaluation to include other domain-specific industry case studies. 
 Conduct additional case studies with other types of SMEODs to validate the proposition that MC-

BDP is beneficial to them. 
 Strengthen the statistical significance of the quantitative results obtained by widening the scale of the 

experiments: use more than two commercial cloud providers, a greater number of virtual machines 
and containers, extending the experiments in duration and volume of incoming data. 

As other relevant research is added to the fields of big data, cloud computing and virtualisation, new 
hypotheses and unexplored questions shall become apparent, impelling further investigation and solidifying 
this research’s position as a mature contribution to the field. 

5.2. Limitations of the Study 

As is the case with all empirical investigations, there were limitations to the experiments conducted to 
evaluate the MC-BDP reference architecture, in light of which the results obtained must be understood. This 
section prevents these limitations and provides suggestions for further studies. Table 25 summarises the 
sixteen main limitations to the experimental evaluation, classified by type into one of the following four 
categories: financial, design, time/scope, and technical.  

Table 25 

Limitations to the Experimental Evaluation of MC-BDP Reference Architecture
Limitation Type Effect Suggestion 

1. Provider Variety Financial Two providers were used. Repeat the multi-cloud experiments with a 
greater number of providers and verify if the 
results obtained are equivalent. 

Compare the performance of machines from 
different providers to verify if Google Cloud 
machines do indeed use more memory. 

2. Cluster Size Financial Clusters of three, six and ten 
machines were used. 

Repeat the experiments with larger clusters of 
up to hundreds of nodes. 

3. Experiment Duration Financial Each experiment ran for five 
minutes. 

Increase the duration of each run to several 
minutes, or even hours, and observe if there is 
a relationship between experiment duration 
and the performance metrics selected. 

4. Container Co-Location Design Three container co-location 
configurations were used. 

Repeat the experiments with a greater number 
of container co-locations, up to hundreds of 
containers per node, and observe the direct 
effect of co-location on the metrics selected. 

5. Checkpointing Frequency Design Checkpointing was configured to 
take a snapshot every half second. 

Experiment with different checkpointing 
configurations and observe the effects on 
general system performance versus the 
percentage of data loss. 

6. Containers Monitored Design The jobmanager logs were not 
monitored for the scalability and 
fault tolerance experiments. 

Repeat the scalability and fault tolerance 
experiment observing the number of gigabytes 
sent and received over the network. 

7. Windowing Function Type Design Only windows which are time-
based and uniformly distributed 

Consider evaluating more complex time-based 
windowing functions such as sessions. 
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were evaluated. Consider evaluating count or punctuation-
based windowing functions. 

8. Data Transfer 
Configuration 

Design All data transfer between 
containers incurred networking 
charges, since there was no 
resource sharing. 

Consider using a different container 
orchestrator such as Kubernetes, which allows 
resource sharing between containers deployed 
to the same node. 

9. Simulator Scalability Time/Scope The simulator was deployed to a 
single high-spec physical machine 
and delays were observed in the 
emission of data at higher 
volumes/velocities. 

Deploy the simulator to a dedicated 
distributed platform capable of scaling up to 
accommodate the more demanding 
experiments. 

10. State Backend Time/Scope Checkpointing data was stored in-
memory on the machine running 
the jobmanager service. 

Configure a persistent state backend for 
checkpointing, so experiments using higher 
volumes/velocities of data can complete 
successfully. 

11. Choice of Technology Time/Scope Only one prototype was used to 
evaluate the MC-BDP reference 
architecture. 

Repeat the experiments using different big 
data frameworks such as Spark or Dataflow 
and observe how they compare. 

Repeat the experiments using a different 
orchestrator such as Kubernetes and see how 
the results compare. 

Repeat the experiments using a different 
container technology such as Linux 
Containers and see how the results compare. 

Repeat the experiments using a different 
platform/operating system and see how the 
results compare. 

12. Pricing Model 
Complexity 

Time/Scope Complexities of different 
providers’ pricing models were 
not considered in proposed 
formulas. 

Consider the application of the formulas 
suggested in conjunction with the 
complexities involved in different providers’ 
pricing models, such as fixed quotas free of 
charge, and regional discounts. 

13. Measurement Frequency Technical The Azure Log Analytics agent 
for Linux computers was pre-
configured with a ten second 
collection sample interval. 

Experiment with monitoring solutions which 
allow greater flexibility in defining the data 
collection sample interval and observe how 
different data collection strategies affect the 
metrics observed. 

14. Dynamic Scaling Technical Dynamic scaling was not offered 
by the Flink framework at the 
time the experiments were 
designed, so machines used to 
provide fault tolerance were 
added to the cluster from the start. 

Experiment with dynamic scaling when 
available and observe how commissioning 
machines on an ad-hoc basis compares to 
commissioning them in advance. Compare the 
performance of different providers when 
machines are commissioned ad-hoc. 

15. Virtual Machine 
Specification 

Technical The virtual machines 
commissioned for the four 
containers per node experiments 
had 16 GB of RAM each, when 
they should have had eight. 

Consider using different providers which 
allow more flexibility when commissioning 
virtual machines. 

16. Monitoring Metrics Technical Only container-level metrics were 
configured, so data had to be 
aggregated to perform node and 
cluster-level comparisons. 

Consider using different monitoring 
technologies to observe the behaviour of 
virtual machines and of the whole cluster. 

Consider limiting the resources available to 
each container to a fixed quota to mimic what 
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was available in the setting with no co-
location. 

The methodology used in this part of MC-BDP’s evaluation ensured the experiments were focused, had a 
clear aim, and were conducted under controlled conditions. As a result, generalisation of their findings to 
wider contexts must consider the limitations shown in Table 5.1.  

5.3. Conclusion 

As a greater volume, velocity and variety of data is produced by an increasing number of internet-
enabled systems and devices, existing data processing architectures are continually challenged. The perpetual 
quest for more efficient algorithms, more capable infrastructure and more powerful analytics manifested in 
academic research is followed with excitement and anticipation, but also apprehension and concern by 
businesses. Real-time intelligence from big data analytics has the power to transform companies and 
organisations by giving them an advantage over competitors. Furthermore, cloud computing’s pay-as-you-go 
model has revolutionised access to technical infrastructure and enabled small and medium companies to 
partake of computing-intensive ventures previously inaccessible to them such as big data analytics. 
Nevertheless, harnessing the power of big data though cloud computing is not a straightforward enterprise, 
and solutions directly aimed at simplifying this process have traditionally carried considerable risks such as 
that of vendor lock-in [12], [13], [72]–[74].  

Motivated to find a viable approach to big data stream processing in the cloud with a reduced risk of vendor 
lock-in but, at the same time, simple enough to be useful to SMEODs, this research followed a recent trend in 
the literature towards developing reference architectures for big data aimed at specific domains [9]–[11], [55], 
[57]. It worked from the premise that traditional SaaS-based approaches were not the ultimate solution for the 
domain, since they were associated with a high risk of vendor lock-in, and believed that the scientific 
community could benefit from contributions which enabled commercial cloud resources to be consumed by 
these companies on different models. MC-BDP was thus proposed as a reference architecture offering a 
systematic approach to big data stream processing using commercial clouds. Aimed at the more generic 
SMEOD domain, it simplified access to big data analytics by acting as an implementation blueprint, thus 
filling a gap in the literature for cloud computing information and training directly aimed at these companies 
[35], whilst at the same time mitigating the risk of vendor lock-in by promoting a containerised infrastructure 
demonstrated to be portable and interoperable across multiple commercial clouds. 

MC-BDP was evaluated as part of a case study involving the Estates and Sustainability departments at Leeds 
Beckett university using a mixed-methods approach which combined post-positivist and interpretivist 
elements. In its post-positivist evaluation, presented in this paper, MC-BDP was demonstrated to be scalable 
and fault-tolerant across clouds. Moreover, different container co-locations were shown not to significantly 
affect performance. MC-BDP’s provision for technology agnosticism through the use of a super-framework to 
allow code portability to other platforms was shown to incur some processing, memory and networking 
overhead. This overhead was measured and is believed to be of use to future researchers and implementers 
who may have code portability as a requirement. Finally, the relationship between windowing rate and 
resource utilisation was observed empirically, and a simple formula was derived to represent the relationship 
between the windowing rate and CPU or network utilisation.  
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Appendices 

Appendix A. Supplementary Tables 

Table A1 

MC-BDP Reference Architectural layers 

Layer Description 

Horizontal Layers 

Persistence Layer The persistence layer consists of file stores, disk space, as well as relational and non-relational 

databases. This layer is used differently by components in other layers, namely nodes, 

containers, services and messaging layers. 

Node Layer The node layer is composed of virtual machines to which containers are deployed. In order to 

maximise economies of scale, MC-BDP recommends an infrastructure based on commercial 

clouds and, where possible, it recommends that multiple clouds be utilised simultaneously. This 

is a known strategy for mitigating the risk of vendor lock-in, as identified in the literature [20], 

[31], [76].   

Container Layer The container layer consists of containers running services based on container images. Since 

images contain all the necessary configuration that a service needs to run, nothing needs to be 

installed on the platform other than the container runtime, thus allowing consumers to compare 

offerings by different cloud providers more easily and to migrate to a different provider if 

needed. 

Networking Layer The networking layer represents a network which allows containers deployed to different nodes 

at different locations to communicate seamlessly. MC-BDP departs from the traditional 

approach of networking machines to that of networking containers. 

Orchestration Layer MC-BDP’s orchestration layer is responsible for launching, stopping and managing containers 

in a cluster. It is therefore responsible for managing services deployed to containers, registering 

additional nodes from different clouds (or removing them), scaling the number of containers 

that a service runs on, controlling which containers run on which nodes, and monitoring the 

overall state of the cluster. 

Service Layer The service layer comprises the applications deployed to the container cluster, which range 

from smaller-scale deployments such as front-end user interfaces to larger-scale frameworks for 

big data processing distributed across hundreds of containers. 

Vertical Layers 

Security Layer The security layer is orthogonal to all other layers, since it is implemented in multiple contexts. 

Encryption, for example, can be configured independently at framework, orchestration, 

networking, messaging, and persistence levels. Due to the complexity inherent to the security 

aspect of large-scale cloud-based systems, our research recommends addressing it through a 

systematic and comprehensive framework which is multi-layer and multi-purpose such as the 

Cloud Computing Adoption Framework (CCAF) [63]. 

Monitoring Layer The monitoring layer consists of services aimed at providing metrics related to the performance 

of specific components. Since diverse aspects of a system can and usually are monitored, this 

layer is also orthogonal to the others, and would likewise benefit from a systematic approach 

such as a multi-layer and multi-purpose framework. 

Messaging Layer The messaging layer is used primarily to facilitate the transmission of data from one system to 
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another. One example of such usage in the context of streaming architectures is as a sink or 

output for real-time data from IOT devices, and as a source or input for big data processing 

frameworks. Likewise, the messaging layer could be configured as a sink for the result of the 

data processing performed by the big data framework, and as a source for subsequent 

processing by the same or different framework. 

Table A2 

Experimental Design for the Evaluation of MC-BDP Reference Architecture

Experimental Design Environment setup using multi-cloud clusters of Azure and Google Cloud virtual machines. 

Experimental Setup Experiment Parallelism Azure VMs Google VMs 

Scalability 

Single-Cloud 3 Workers 3 3 0 

Multi-Cloud 3 Workers 3 2 1 

Single-Cloud 6 Workers 6 6 0 

Multi-Cloud 6 Workers 6 2 4 

Fault Tolerance 

Single-Cloud 3 Workers 2 3 0 

Multi-Cloud 3Workers 2 2 1 

Single-Cloud 6 Workers 4 6 0 

Multi-Cloud 6 Workers 4 4 2 

Technology Agnosticism 

Single-Cloud 3 Workers Beam 3 3 0 

Single-Cloud 3 Workers Flink 3 3 0 

Multi-Cloud 3 Workers Beam 3 2 1 

Multi-Cloud 3 Workers Flink 3 2 1 

Single-Cloud 6 Workers Beam 6 6 2 

Single-Cloud 6 Workers Flink 6 6 2 

Multi-Cloud 6 Workers Beam 6 4 0 

Multi-Cloud 6 Workers Flink 6 4 0 

Windowing Rate vs. Resource Utilisation 

Multi-Cloud 3Workers 3 2 1 

Multi-Cloud 6 Workers 6 3 3 

Multi-Cloud 10 Workers 10 6 4 

Container Co-location 

1 Container per node 8 4 4 

2 Containers per node 8 2 2 

4 Containers per node 8 1 1 

Table A3 

Experiments Conducted for the Evaluation of MC-BDP Reference Architecture

Experiments 
Conducted 

Scalability 

Single-Cloud 3 Workers Exp. 1 
2 records/min 

Exp. 2 
2 records/s 

Exp. 3 
2 records/100s 

Exp. 4 
2 records/10ms 

Exp. 5 
2 records/ms 

Multi-Cloud 3 Workers Exp. 6 
2 records/min 

Exp. 7 
2 records/s 

Exp. 8 
2 records/100s 

Exp. 9 
2 records/100s 

Exp. 10 
2 records/ms 
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Single-Cloud 6 Workers Exp. 11 
2 records/min 

Exp. 12 
2 records/s 

Exp. 13 
2 records/100s 

Exp. 14 
2 records/100s 

Exp. 15 
2 records/ms 

Multi-Cloud 6 Workers Exp. 16 
2 records/min 

Exp. 17 
2 records/s 

Exp. 18 
2 records/100s 

Exp. 19 
2 records/100s 

Exp. 20 
2 records/ms 

Fault Tolerance 

Single-Cloud 3 Workers Exp. 21 
2 records/min 

Exp. 22 
2 records/s 

Exp. 23 
2 records/100s 

Exp. 24 
2 records/10ms 

Exp. 25 
2 records/ms 

Multi-Cloud 3 Workers Exp. 26 
2 records/min 

Exp. 27 
2 records/s 

Exp. 28 
2 records/100s 

Exp. 29 
2 records/10ms 

Exp. 30 
2 records/ms 

Single-Cloud 6 Workers Exp. 31 
2 records/min 

Exp. 32 
2 records/s 

Exp. 33 
2 records/100s 

Exp. 34 
2 records/10ms 

Exp. 35 
2 records/ms 

Multi-Cloud 6 Workers Exp. 36 
2 records/min 

Exp. 37 
2 records/s 

Exp. 38 
2 records/100s 

Exp. 39 
2 records/10ms 

Exp. 40 
2 records/ms 

Technology Agnosticism 

Single-Cloud 3 Workers Beam Exp. 41 
2 records/min 

Exp. 42 
2 records/s 

Exp. 43 
2 records/100s 

Exp. 44 
2 records/10ms 

Exp. 45 
2 records/ms 

Single-Cloud 3 Workers Flink Exp. 46 
2 records/min 

Exp. 47 
2 records/s 

Exp. 48 
2 records/100s 

Exp. 49 
2 records/10ms 

Exp. 50 
2 records/ms 

Multi-Cloud 3 Workers Beam Exp. 51 
2 records/min 

Exp. 52 
2 records/s 

Exp. 53 
records/100s 

Exp. 54 
2 records/10ms 

Exp. 55 
2 records/ms 

Multi-Cloud 3 Workers Flink Exp. 56 
2 records/min 

Exp. 57 
2 records/s 

Exp. 58 
records/100s 

Exp. 59 
records/10ms 

Exp. 60 
2 records/ms 

Single-Cloud 6 Workers Beam Exp. 61 
2 records/min 

Exp. 62 
2 records/s 

Exp. 63 
2 records/100s 

Exp. 64 
2 records/10ms 

Exp. 65 
2 records/ms 

Single-Cloud 6 Workers Flink Exp. 66 
2 records/min 

Exp. 67 
2 records/s 

Exp. 68 
2 records/100s 

Exp. 69 
2 records/10ms 

Exp. 70 
2 records/ms 

Multi-Cloud 6 Workers Beam Exp. 71 
2 records/min 

Exp. 72 
2 records/s 

Exp. 73 
2 records/100s 

Exp. 74 
2 records/10ms 

Exp. 75 
2 records/ms 

Multi-Cloud 6 Workers Flink Exp. 76 
2 records/min 

Exp. 77 
2 records/s 

Exp. 78 
2 records/100s 

Exp. 79 
2 records/10ms 

Exp. 80 
2 records/ms 

Windowing Rate versus Resource Utilisation 

Multi-Cloud 3Workers Exp. 81 
R = 2.0 

5s start every 10s 

Exp. 82 
R = 1.5 

5s start every 7.5s 

Exp. 83 
R = 1.0 

5s start every 5s 

Exp. 84 
R = 0.2 

5s start every 1s 

Exp. 85 
R = 0.1 

5s start every 0.5s 
Multi-Cloud 6 Workers Exp. 86 

R = 2.0 
5s start every 10s

Exp. 87 
R = 1.5 

5s start every 7.5s

Exp. 88 
R = 1.0 

5s start every 5s 

Exp. 89 
R = 0.2 

5s start every 1s 

Exp. 90 
R = 0.1 

5s start every 0.5s
Multi-Cloud 10 Workers Exp. 91 

R = 2.0 
5s start every 10s

Exp. 92 
R = 1.5 

5s start every 7.5s

Exp. 93 
R = 1.0 

5s start every 5s 

Exp. 94 
R = 0.2 

5s start every 1s 

Exp. 95 
R = 0.1 

5s start every 0.5s
Container Co-location 

1 Container per node Exp. 96 
R = 2.0 

5s start every 10s

Exp. 97 
R = 1.5 

5s start every 7.5s

Exp. 98 
R = 1.0 

5s start every 5s 

Exp. 99 
R = 0.2 

5s start every 1s 

Exp. 100 
R = 0.1 

5s start every 0.5s
2 Containers per node Exp. 101 

R = 2.0 
5s start every 10s

Exp. 102 
R = 1.5 

5s start every 7.5s

Exp. 103 
R = 1.0 

5s start every 5s 

Exp. 104 
R = 0.2 

5s start every 1s 

Exp. 105 
R = 0.1 

5s start every 0.5s
4 Containers per node Exp. 106 

R = 2.0 
5s start every 10s

Exp. 107 
R = 1.5 

5s start every 7.5s

Exp. 108 
R = 1.0 

5s start every 5s 

Exp. 109 
R = 0.2 

5s start every 1s 

Exp. 110 
R = 0.1 

5s start every 0.5s

Table A4 

Performance Metrics Used in the Evaluation of MC-BDP Reference Architecture

Performance 
Metrics 

Container CPU Utilisation Container Memory Utilisation Container Network Utilisation Additional Metric 
Scalability Metrics 

Average and maximum CPU 
utilisation by a container 
during experiment execution 
time. 

Average and maximum memory 
utilisation by a container during 
experiment execution time (in 
MB). 

Total number of bytes transmitted 
and received over a network by a 
container during experiment 
execution time. 

Fault Tolerance Metrics 
Average and maximum CPU 
utilisation by a container 

Average and maximum memory 
utilisation by a container during 

Total number of bytes transmitted 
and received over a network by a 

Records Processed 
Percentage of total number 
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during experiment execution 
time. 

experiment execution time (in 
MB). 

container during experiment 
execution time. 

of records processed 
compared to total number 
of transmitted records 

Technology Agnosticism Metrics 
Average and maximum CPU 
utilisation by a container 
during experiment execution 
time. 

Average and maximum memory 
utilisation by a container during 
experiment execution time (in 
MB). 

Total number of bytes transmitted 
and received over a network by a 
container during experiment 
execution time. 

Windowing Rate versus Resource Utilisation Metrics  
Average and maximum CPU 
utilisation by a container 
during experiment execution 
time. 

Average and maximum memory 
utilisation by a container during 
experiment execution time (in 
MB). 

Total number of bytes transmitted 
and received over a network by a 
container during experiment 
execution time. 

Data  Volume Processed 
Total number of kilobytes 
and total number of 
records received by each 
worker for processing after 
the windowing function is 
applied. 

Container Co-Location Metrics 
Average and maximum CPU 
utilisation by data processing  
containers running a node 
during experiment execution 
time. 

Average and maximum CPU 
utilisation by data processing  
containers running a node during 
experiment execution time (in 
MB). 

Total number of bytes transmitted 
and received over a network by 
the data processing containers 
during experiment execution time. 

Data  Volume Processed 
Total number of kilobytes 
and total number of 
records received by each 
worker for processing after 
the windowing function is 
applied. 


