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Abstract: 

Vehicular ad-hoc networks (VANETs) are mobile networks intended to connect vehicles in 
urban and rural areas to provide communication among the vehicles. Due to network 
openness, unfortunately, VANETs are subject to a large number of potential issues related to 
security and privacy. In this paper, an efficient privacy preserving secure vehicle to 
vehicle(V2V) communication is being proposed. In our scheme, vehicles are allowed to share 
their identity and the random message in a secured manner. Firstly, we proposed a privacy 
protected identity based mutual authentication. Further, to enhance the security levels, session 
key is derived from timestamps, common key shared by the vehicles, privacy protected 
identity and random nonce decided by both the vehicles. Finally, the efficiency of proposed 
scheme is compared with existing privacy-preserving secure communication techniques, 

results proved that, our scheme is computationally taking less time. Also, it is secured against 
unknown key share attack, replay attack, key-compromised impersonation attack etc. 

Keywords: VANETs, Authentication, secured communication, unknown key-share attack, 
General authentication 

1. INTRODUCTION: 

In the recent past, drastic growth in the Intelligent Transport System (ITS)[1] and wireless 
communication technologies, VANETs[2] turn out to be famous, enabled the mobile devices 
to communication. Generally, vehicles equipped with the sensors (like speed, accelerator, 
location etc), processor, wireless communication equipment (ex. Blue tooth, WiFi etc) to 
perform computations along with communication [3]. Since vehicles are sharing information 
via mobile wireless network, security is the major concern. It is envisioned that, police 
possibly seek for driver’s data, but they may need to show care to their private information, at 
the time of communication in the VANETs [4] environment, which may lead to security 
threats. So, there is a scope to steal the valuable data by the intruder in the vehicle 
communication. Hence, the traveling users, researchers started analysing the issues to 
propose solutions. 
In VANETs, two kinds of communications present, specifically, Vehicle to Infrastructure 
(V2I) and V2V. In general, vehicles equipped with the hardware unit termed 
OnBoardUnit(OBU) consists of GPS Receiver, IEEE 802.11p protocols[5] , vehicular sensor 
nodes [6] etc. OBU is responsible to record velocity, location of the vehicle during the 
driving, connect itself to the RSU and neighbouring vehicles. The RoadSideUnit(RSU) is the 
fixed unit on roadside, responsible to connect vehicle to the Internet via the trustworthy 
communication channels. Additional, due to the presence of wireless devices, information 
exchanging with other vehicles is carried in open environment, result a serious security 
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challenges related to confidentiality [7-10], and integrity. Hence, it is becoming important for 
the researchers to propose a technique having the ability to provide secure communication to 
the drivers. 
As VANETs are exposed to mischievous attacks [11-16] like any other wireless networks, 
many researchers have been doing research, but more concern on proposing privacy 
protection authentication techniques. Many authentication protocols have been developed by 
the researchers, including the techniques, offers privacy during the communication period 
and reduces storage, computation and communication cost. 
However, present available authentication practices generally have shortages against the 
outside adversaries. So, the researchers in VANETs still need to extend their research to 
propose effective authentication schemes. An identity based authentication scheme have 
proposed in this paper to eliminate vulnerabilities in VANET environment.  
OUR CONTRIBUTIONS  

• First, proposed an enhanced privacy preserving mutual authentication procedure 
intended for V2V secure communication. 

• Secondly, to achieve secure communication, derive a sessionkey using user identities, 
time stamps and the secret values shared during the session. 

• Thirdly, an elaborated security analysis to formally describe our scheme is not 
vulnerable against security attacks, especially in VANETs, especially key protection. 

• Finally, our technique performance is discussed, observed that our scheme has 
reasonable low in computation and communication cost than the other current 
techniques in VANET. 

 The recent contributions associated toward the proposed technique is presented in 
section 2. Mathematical introduction of ECC is in section 3. The detailed explanation of all 
the phases of proposed technique is in section 4, in addition, section 5 describes security 
analysis.  Performance evaluation in section 6, describe that the proposed scheme is 

reasonable overhead. Finally, conclusion in last section.  

2. RELATED WORK  

With the intention of providing security and privacy in VANETs, researchers have been 
doing enormous research and proposed numerous techniques. Raya and Hubaux [17] initially 
proposed an authentication scheme where, public and private keys with a limited lifespan 
were pre-storage along with their certificates in order to preserve dirvers’ privacy along with 
the certificates into vehicles OBU. However, a OBU desires to store large quantity of key 
pairs due to altering key continuously. High computation cost is the major drawback with this 
scheme. To resolve this drawback Lu et al. [18], had presented a privacy protection protocol, 
where in an anonymous certificate will be issued to each vehicle for a short period when they 
are passing through RSU. The vehicle require to follow this process regularly in order to 
obtain anonymous certificates which is periodically from RSU in order to evade the 
adversary’s traceability. Hence, this scheme needs high computation and communication cost, 
also more storage cost along with less efficiency. 
Later Freudiger et al.[19] proposed a technique to overcome the weakness in Lu et al. scheme, 
by mixing zones with an anonymous certificate to provide authentication. So, more 
anonymous certificate generation and the storage are the major operation which makes this 
scheme is less preferable. In addition to it, Zhang et al. [20] proposed a hash message 
authentication code-based authentication protocol, to provide user’s privacy, the vehicle uses 



private keys to communicate with nearest RSU. Therefore, this scheme also fails to encounter 
performance. 
To report the problems of computation and storage cots, these techniques [21], [22], 
[23][24][25] were proposed. Zhang et al. [26] proposed an ID-based conditional privacy 
protection authentication scheme, where the vehicle and RSU are not obligatory to preserve 
certificates. However, they are unable to resist replying attacks.  

Chuang and Lee [22] anticipated an authentication method called TEAM have adapted 
transitive trust relationship. It’s fairly a lightweight authentication scheme, since it uses light 
weight operations like hashing and XOR operations in order to provide privacy and security 
to the drivers to protect themselves from adversaries. In general, the vehicles in VANETs are 
categorized into three types, namely, Mistrustful  and Trustful Vehicles and Law Executors. 
Though, Kumari et al. [4] and Zhou et al. [27] confirmed that Chuang and Lee’s technique is 

facing many security attacks like privacy breach, insider attack, impersonation attack etc. To 
address these, using TEAM as base, he has proposed Elliptic Curve Cryptographic (ECC), an 
improved scheme, provides mutual authentication in VANETs. Nevertheless, this scheme has 
unsuccessful to bear against identity guessing and impersonation attack and user anonymity.  

To improve security protection, Wu et al. [28] proposed an ECC based privacy preserving 
authentication method. The security operations which Zhou et al. have failed to address were 
eliminated; performance evaluation and analysis indicate that, authentication scheme needs a 
reasonable cost.  In this paper, we are extending the protocol, aimed to propose a mutual 
authentication scheme without increasing the authentication cost. Where, vehicle identities 
were added in the derivation of session key in order to make the technique withstand against 
unknown key share attack, reflection attack. Overall, a session key has been derived from the 
random numbers decided by both the vehicles, common session key. 

3. MATHEMATICAL BACKGROUND FOR PROPOSED SYSTEM:  
NOTATIONS: Table 1 defines the notations used its purpose 

Table 1: symbols and it’s description 

Symbol 

Name 

 Description Symbol 

Name 

 Description 

TA : Trusted Authority G : elliptic curve group 
LE : Legal Executor p : large prime number 
MV : Mistrustful Vehicle  : primitive generator of G 
TV : Trusted Vehicle h() : one-way hash function 𝑈𝑖 : User i ⨁ : xor operator 𝐼𝐷𝑖 : Identity of object vehicle 𝑉𝑖 || : Concatenation operator 
psk : pre-shared secure key between 

LE and TA 
𝑚𝑠𝑔𝑈𝑃 : A key update message 𝑂𝐵𝑈𝑖 : On Board Unit of vehicle 𝑉𝑖 𝑎𝑖𝑑𝑖 : Alias for entity i 𝑁𝑖 : A random number    𝑆𝐾𝑖𝑗 : Session key between  𝑂𝐵𝑈𝑖and 𝑂𝐵𝑈𝑗 

UKS : Unknown Key Share GA : General Authentication  
TEA : Trust Extended Authentication    

 
Let G = F (𝑍𝑝∗), and E be an Elliptic curve equation: y=𝑥3+ax+b mod p, and a, b ϵR𝑍𝑝∗ 

 



Definition 1. (DLP): It targets to find an integer a ϵR 𝑍𝑝∗ such that L=aK for a given two 

points K and L on E. 
 
Definition 2 (ECCDHP): For any two points K=aP and L=bP on E, it tries is to compute 
abP point. 
 

4. PROPOSED METHOD: 

The architecture mainly comprises of two units: TA and vehicle nodes. TA is responsible 
to authenticate and allow to register all vehicles in the VANET. As It is a trustable unit and 
not liable to attacks.  Vehicle has to register itself with TA before join the network. Moreover, 
a wired connection network is being used to connect RSUs and LE. TA is also responsible to 
answer queries coming from any object. The vehicle nodes in VANET consists of LE, TV 
and MV, all are equipped with OBU or OBE. LEs are the authorized vehicles, acts as mobile 
TA. A MV is also considered as TV once it gets authenticated successfully with either LE. 
Figure 1 shows the process of becoming MV into TV. Let, three vehicles are present in a 
VANET, LE and 2 MVs with integrated OBUs (𝑂𝐵𝑈𝑖 and 𝑂𝐵𝑈𝑘 ). First vehicle completed 
the authentication process with LE to become TV and obtain adequate authorized parameters 
to authorize MVs, i.e., it acts like LE temporarily to authenticate the vehicle 𝑂𝐵𝑈𝑘. IEEE 
standard 1609.2 protocol is used by vehicle nodes to establish communication with LE, RSU 
and TVs preserve identification and few variables received from TS. It also, stores public/ 
private keys along with session keys used for communication with other VANET 
infrastructure components. 

 
 Figure 1.  MV to TV conversion procedure 
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Authentication 

LE(trustful) 
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OBUi (trustful) OBU𝑘 (trustful) 



 

Figure 2. VANET secure communication architecture 
 

The VANET secure architecture is described in Figure 2, initially, LE registers with TA, then 
TA sends psk  and public parameters to LE. Similarly vehicle 𝑉i need to register with TA, 

successful 𝑉i registration is confirmed by TA through sending the verification information. 

Later Ui  initiates login operation and then continues general authentication between 𝑂𝐵𝑈𝑖 
and 𝐿𝐸𝑗. Finally the Secure communication between 𝑂𝐵𝑈𝑖  and 𝑂𝐵𝑈𝑗.   

Overall, proposed technique contains seven modules, parameter initialization, LE 
registration , vehicle registration with TA, login, General authentication and secure 
communication, in addition to the password change, key revocation and key update. 

4.1 Parameter Initialization:  Here, TA setup global parameters as 

Step 1: TA chooses an arbitrary number x 𝜖𝑅 𝑍𝑝∗ as secretkey, with global parameters 

(G, P,p). 
Step 2: TA chooses random x and use the collision free h() to calculate the secure 
keysets. 

 

Figure 3: Procedure for Keyset generation  

4.1.1Initial Registration Process: The LEs, MVs and TVs use this phase to 

register themselves with TA. LE uses the registration process to enrol itself with 

TA, similarly both MVs and TVs uses the normal registration phase to register 

themselves with TA. The detailed description of both the phase is described as 

follows: 

i. LE Registration: LE initiates the registration process with TA through secured 
channel or though manufactures. TA shares the secretkey{𝑝𝑠𝑘𝑗 , for 1≤j≤n} 

TA 

3: 𝑉𝑖 registration 

4: 𝑉𝑖 registration confirmation 

5: Login 
6: General authentication 

7: secure communication 

1: LE registration 

2: LE registration 
confirmation 

𝑂𝐵𝑈𝑖  

LE 

𝑂𝐵𝑈𝑗  

𝑝𝑠𝑘1 𝑝𝑠𝑘2 ……… 𝑝𝑠𝑘𝑛−1 𝑝𝑠𝑘𝑛 

ℎ𝑛(𝑛𝑜𝑛𝑐𝑒) ℎ𝑛−1(𝑛𝑜𝑛𝑐𝑒) ℎ2(𝑛𝑜𝑛𝑐𝑒) ℎ1(𝑛𝑜𝑛𝑐𝑒) ……… 



based on the hash chain method and parameters to LE. The 𝑝𝑠𝑘𝑗 is to be stored 

on reliable secure hardware OBU along with the parameters and identity 𝐼𝐷. 
Moreover, 𝑝𝑠𝑘𝑗 , lifetime is short. Therefore, each TV executes keyupdate 

process with LE when key lifetime is near to close.  Figure 3 shows the keyset 
generation scheme. We observe that,  𝑝𝑠𝑘2 cannot be derived from the old key 
since the key generation scheme is using h() function. To ensure strong 
security, the life time of 𝑝𝑠𝑘𝑗 needs to be set shortened. 

ii. Normal Vehicle Registration: Other than LEs, both TVs and MVs need to 
register with TA by calling normal vehicle registration procedure through the 
manufacturer of the vehicle when the vehicle is delivering out from the factory. 
Every vehicle present in the VANET initiates the registration procedure only 
once. Figure 4 shows the sequence of steps involved in normal vehicle 
registration process: 

Step 1: Ui→ TA: A Ui chooses its IDi  and pwi  and then estimates h(pwi ). 
Then after, forward  IDi and h() on pwi to TA through  secure channel. 
Step 2: Upon receiving  IDi  and secure password h(pwi ) from Ui ,  the TA 

chooses a random number 𝑦𝑖 , calculates 𝑎𝑖 , 𝑏𝑖, 𝑐𝑖 and 𝑑𝑖 . 
Step 3: TA→Ui : TA stores  bi, ci, d, yi, h(),G,p,P on Ui′s OBUi  using secure 
channel. 
Step 4: Ui picks a random number xi  and then calculates publickey 𝑃𝑝𝑢𝑏 , Zi  
and then store them onto its reliable security hardware OBUi . 

 

 
Figure 4: Procedure for vehicle registration 

4.2 LOGIN:  upon completion of registration, vehicle is permitted to initiate service 

from VANET, Figure 5 description of login procedure steps.  

Step 1: Ui→OBUi, initially she/he submits identity 𝐼𝐷𝑖and 𝑝𝑤𝑖 onto OBUi.  
Step 2: Login verify: OBUi  calculates  h(pwi)  and recalculates 𝑎𝑖=h(𝑝𝑤𝑖) ⨁  𝑏𝑖. Then, it verifies 𝑑𝑖 equals to h(IDi||𝑎𝑖||𝑝𝑤𝑖)  holds or not. If 

so, login request is accepted, otherwise reject the user from access VANET 
service.  

(1). IDi, ℎ(pwi) 
(2). Choose a random number 𝑦𝑖 𝑎𝑖=h(𝐼𝐷𝑖||𝑥) 𝑏𝑖=h(𝑝𝑤𝑖) ⨁  𝑎𝑖 𝑐𝑖= h(psk||𝑦𝑖)⨁ 𝑎𝑖  

(3). 𝑏𝑖, 𝑐𝑖, 𝑦𝑖 , ℎ(),G,p,P 

(4). Choose  𝑥𝑖  
Calculates , 𝑃𝑝𝑢𝑏 = 𝑥𝑖P, 𝑑𝑖=h(IDi||𝑎𝑖||𝑝𝑤𝑖) 
and 𝑍𝑖=h(𝑝𝑤𝑖) ⨁  𝑥𝑖 
Store  𝑏𝑖, 𝑐𝑖 , 𝑑𝑖   ,𝑦𝑖 , 𝑃𝑝𝑢𝑏on 𝑂𝐵𝑈𝑖 

Ui TA 

OBUi 



 
Figure 5: Login process 

4.3 PASSWORD CHANGE: Whenever the Ui  wants to change password, she/he 

executes password change process shown in Figure 6. The sequence of steps 

followed by Ui is described as: 

Step 1: initially, Ui forwards IDi and pwi onto OBUi   
Step 2: OBUi , calculates ai=h(pwi) ⨁  bi and check di equals to h(IDi||ai||pwi), if so, Ui is requested to provide the new password(pwi∗). Afterwards OBUi recalculates bi 
as h(pwi )  ⨁  bi ⨁ h(pwi∗)  and di ==h(IDi||ai||pwi∗ ).otherwise, the request will be 

rejected.  
 

 

Figure 6: Password change 

4.4 GENERAL AUTHENTICATION: The OBUi use this procedure when the 

vehicle is willing to establish the authentication session, after successful 

completion of login procedure. This procedure is performed between OBUi  and LE𝑗, where OBUi never use his identity IDi in order to complete the authentication 

process. So, nobody can obtain user’s actual identity. After successful completion 
of general authentication procedure ,  OBUi  obtain the authentication parameter 

psk from LE𝑗   and also, get the power to authenticate other MV like LE.   Figure 7 

shows detailed description of general authentication procedure. 

Step 1: OBUi chooses a arbitrary number Ni 𝜖𝑍𝑞∗  and then computes M1 as h(ai)⨁  𝑁𝑖, 
where ai has acquired in login phase. Then it calculates, alias aidi as h(Ni||𝑡𝑖)⨁  𝐼𝐷𝑖 , 
where 𝑡𝑖 is the timestamp of 𝑂𝐵𝑈𝑖 , and message M2 as h(Ni||𝑡𝑖||aidi||ci||yi||𝐼𝐷𝑖). 
Step 2:  OBUi   → LE𝑗  : OBUi  shall forward an authentication request 

(aidi, M1, M2, ci, 𝑡𝑖 and yi)  to LE𝑗 

(1). IDi, pwi 
(2). 𝑎𝑖=h(𝑝𝑤𝑖) ⨁  𝑏𝑖 𝑖𝑓 𝑑𝑖==h(IDi||𝑎𝑖||𝑝𝑤𝑖)  accept 

Else reject 

Ui OBUi 

(1). IDi, pwi  
(2). 𝑎𝑖=h(𝑝𝑤𝑖) ⨁  𝑏𝑖 if di==h(IDi||ai||pwi) 

Get  pwi∗ from Ui 
Update bi=h(pwi) ⨁  bi ⨁ h(pwi∗) 

else   reject 

Ui OBUi 



Step 3:  After receiving authentication parameters from OBUi, LE𝑗 uses psk , ci and yi  
to recalculate ai  = ci  ⨁  ℎ(psk||yi) , 𝑁𝑖 = M1  ⨁  ℎ(𝑎i)  and  𝐼𝐷𝑖=h(Ni||𝑡𝑖) ⨁  𝑎𝑖𝑑𝑖. 
Then validates M2  ?=h(Ni||𝑡𝑖||aidi||ci ||yi ||𝐼𝐷𝑖 ) holds or not. If so, LE𝑗  choose Nj , 
computes aidj as h(N𝑗||𝑡𝑗)⨁  𝐼𝐷𝑗, SKij as h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗). Later LE𝑗 , computes the 

reply message M3 = ℎ2(ti||Ni) ⨁  𝑁𝑗, M4 = h(ai) ⨁ 𝑝𝑠𝑘 and the verification message M5 = h(N𝑖||N𝑗||𝑎𝑖𝑑𝑖||aid𝑗) . 
Step 4: LE𝑗 →OBUi: upon completion of response message LE𝑗 forward the response 

message (aidj, M3, M4, M5, t𝑗) to OBUi. 
Step 5: Upon receiving message from LE𝑗, OBUi  calculates 𝑁𝑗 = ℎ2  (t𝑗||Ni )⨁  𝑀3 , 𝐼𝐷𝑗 =  h( ti||N𝑗 )  ⨁  𝑎𝑖𝑑𝑗 ,and  SKij =h( N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗 ). Next OBUi  calculates 

h(N𝑖||N𝑗||𝑎𝑖𝑑𝑖||aid𝑗) and then checks if it is equal to M5 or not. If equal then, OBUi 
computes the psk= h(ai) ⨁  𝑀4 and M6 = h(SK𝑖𝑗||N𝑗). Otherwise OBUi terminate the 

process. 

Step 6: OBUi  →LE𝑗: The OBUi sends M6 to LE𝑗. 
Step 7: Finally LE𝑗 uses the SKij and Nj derived in step 3, then check whether M6 is 

equal to h(SK𝑖𝑗||N𝑗). 



 
Figure 7: General Authentication 

 
4.5 TRUST-EXTENDED AUTHENTICATION PROCEDURE: 

 We adopted transitive relationship to extend the trust relationship to improve 
authentication procedure performance. As already mentioned, OBU of MV’s state turns 
into TV when it authenticates successfully and obtain the secret parameter psk. Steps 
followed in general authentication are same as in the trust extended authentication. All 
vehicles in a VANET can finish authentication rapidly without waiting for LE to initiate 
the authentication process. 

4.6 SECURE COMMUNICATION PROCEDURE: This procedure is called when 
two trusted vehicles want to communicate securely with each other. The detailed 
sequence of steps to achieve secure communication is shown in Figure 8 and the 
steps are described as follows: 

Step 1: OBUi  selects a random number 𝑁𝑖  compute 𝑎𝑖𝑑𝑖 = h( Ni||𝑡𝑜𝑖 ) ⨁  𝐼𝐷𝑖 , T= 𝑥𝑖𝑃𝑝𝑢𝑏𝑗, M1 =psk⨁  𝑁𝑖 and verification message  M2 = h(Ni||𝑇||aidi||𝐼𝐷𝑖), where psk 

is gained from login phase and 𝑡𝑜𝑖 is timestamp of 𝑂𝐵𝑈𝑖. 
Step 2: OBUi   →OBU𝑗  : OBUi  sends a request message (𝑖. 𝑒 𝑎𝑖𝑑𝑖, 𝑀1 ,  𝑀2, 𝑡𝑜𝑖 ) to OBU𝑗 . 

 

(1).Choose a random number 𝑁𝑖  compute 𝑎𝑖𝑑𝑖= h(Ni||𝑡𝑖)⨁  𝐼𝐷𝑖 M1 =h(ai)⨁  𝑁𝑖  M2 = h(Ni||𝑡𝑖||aidi||ci||yi||𝐼𝐷𝑖). 

Authentication 

(2).𝑎𝑖𝑑𝑖 , 𝑀1, 𝑀2, ci, 𝑡𝑖, yi (3).Compute ai = ci  ⨁  ℎ(psk||yi) 𝑁𝑖 = M1  ⨁  ℎ(𝑎i) and  𝐼𝐷𝑖=h(Ni||𝑡𝑖) ⨁  𝑎𝑖𝑑𝑖  check M2 ?=h(Ni||𝑡𝑖||aidi||ci||yi|
|𝐼𝐷𝑖) 
choose Nj aidj = h(N𝑗||𝑡𝑗)⨁  𝐼𝐷𝑗,  SKij =h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗) M3 = ℎ2(t𝑗||Ni) ⨁  𝑁𝑗  M4 = h(ai) ⨁  𝑝𝑠𝑘   M5 = h(N𝑖||N𝑗||𝑎𝑖𝑑𝑖||aid𝑗)  

 

(4).aidj, M3, M4, M5, t𝑗 

(5).Calculate 𝑁𝑗= ℎ2 (t𝑗||Ni)⨁  𝑀3 𝐼𝐷𝑗 = h(ti||N𝑗) ⨁  𝑎𝑖𝑑𝑗, 

 SKij =h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗) 

Check M5 = h(N𝑖||N𝑗||𝑎𝑖𝑑𝑖||aid𝑗)  
Calculate psk= h(ai) ⨁  𝑀4 M6 = h(SK𝑖𝑗||N𝑗) 

𝐎𝐁𝐔𝐢 𝐋𝐄𝐣 
 

(6).M6 

(7).Check M6 ?=  h(SK𝑖𝑗||N𝑗). 



 
Figure 8: Secure communication 

Step 3: upon receiving the communication request message from OBU𝑖, firstly, OBUj 
checks message freshness by checking time stamp, if not, it confirms that replay 
attack has happened. Otherwise it utilizes OBU𝑖   private and public keys in the 
calculation of T, later he/she calculates 𝑁𝑖 = M1 ⨁   𝑝𝑠𝑘  , 𝐼𝐷𝑖=h(Ni||𝑡𝑜𝑖) ⨁  𝑎𝑖𝑑𝑖  , 

then check M2   is equal to h( Ni||𝑇||aidi || 𝐼𝐷𝑖 ) or not. If yes, OBUj choose Nj , 

calculates aidj  = h( N𝑗||𝑡𝑜𝑗 ) ⨁  𝐼𝐷𝑗 , SKij  =h( N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗 ), M3  = ℎ(𝑝𝑠𝑘||Ni) ⨁  𝑁𝑗 and M4 = h(h(N𝑖)||N𝑗||𝐼𝐷𝑖)   
Step 4: OBU𝑗   →OBU𝑖  : OBU𝑗   sends the response message ( aidj, M3, M4, t𝑜𝑗 ) to OBU𝑖 . 
Step 5: upon receiving response message, firstly, OBUi checks the time stamp to find 
message freshness, if not, it concludes that, replay attack has happened. Otherwise, it 
calculate 𝑁𝑗 =(𝑝𝑠𝑘||Ni) ⨁  𝑀3 ,  and 𝐼𝐷𝑗 = h(t𝑜𝑗||N𝑗) ⨁  𝑎𝑖𝑑𝑗 . Later checks whether M4 = h(h(N𝑖)||N𝑗||𝐼𝐷𝑖) or not ,  if yes, OBUi  calculates   SKij 
=h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗) and  prepares reply message the M5 = h(SK𝑖𝑗||N𝑗). 

Step 6: OBUi  →OBU𝑗  : OBUi  sends message M5 onto OBU𝑗. 

(1).Choose a random number 𝑁𝑖  compute 𝑎𝑖𝑑𝑖= h(Ni||𝑡𝑜𝑖)⨁  𝐼𝐷𝑖 
Calculate T= 𝑥𝑖𝑃𝑝𝑢𝑏𝑗 M1 =psk⨁  𝑁𝑖  M2 = h(Ni||𝑇||aidi||𝐼𝐷𝑖). 

Communication 

(2).𝑎𝑖𝑑𝑖 , 𝑀1, 𝑀2, 𝑡𝑜𝑖 
(3).Calculate T= 𝑥𝑗𝑃𝑝𝑢𝑏𝑖 𝑁𝑖 = M1 ⨁   𝑝𝑠𝑘   𝐼𝐷𝑖=h(Ni||𝑡𝑜𝑖) ⨁  𝑎𝑖𝑑𝑖   check M2 ?= h(Ni||𝑇||aidi||𝐼𝐷𝑖) 
choose Nj aidj = h(N𝑗||𝑡𝑜𝑗)⨁  𝐼𝐷𝑗,  SKij 
=h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗) M3 = ℎ(𝑝𝑠𝑘||Ni) ⨁  𝑁𝑗 M4 = h(h(N𝑖)||N𝑗||𝐼𝐷𝑖)   

(4).aidj, M3, M4, t𝑜𝑗 

(5).Calculate 𝑁𝑗=(𝑝𝑠𝑘||Ni) ⨁  𝑀3 𝐼𝐷𝑗 = h(t𝑜𝑗||N𝑗) ⨁  𝑎𝑖𝑑𝑗 

Check M4 = h(h(N𝑖)||N𝑗||𝐼𝐷𝑖)    
 SKij =h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗) M5 = h(SK𝑖𝑗||N𝑗) 

𝐎𝐁𝐔𝐢 𝐎𝐁𝐔𝐣 
 

(6).M5 

(7).Check M5 ?=  h(SK𝑖𝑗||N𝑗) 



Step 7: Afterwards, OBU𝑗 checks whether it is equal to h(SK𝑖𝑗||N𝑗) or not . If not, the 

communication process will be cancelled. Otherwise, they can initiate the secure 

communication by using SK𝑖𝑗 to ensure communication security. 

4.6.1 KEY REVOCATION: The authentication of the mistrustful vehicle becomes into 
trustful vehicle by calling either authentication or extended authentication function, and 
obtains psk. Then, the authentication state of the MV turns into TV and the secure 
hardware setup a countdown timer. The life time of the key is over and state of the TV 

turn into MV when the counter reaches to zero. Then the system can ask TV to execute 
the keyupdate procedure. Generally, key revocation is called for every hour to update key. 

 
4.6.2 KEY UPDATE:  This operation is initiated when the TA’s key lifetime is 

approaching to an end in more than one OBUis  . The sequence of operations 
involves in the key update process between multiple users, is shown in Figure 9: 

Step 1: Any user in the group OBUi  chooses a random number 𝑁𝑖 , computes compute 𝑀1 = 𝑝𝑠𝑘𝑜𝑙𝑑 ⨁ 𝑁𝑖 , 𝑀2 = 𝑚𝑠𝑔 ⨁ 𝑝𝑠𝑘𝑜𝑙𝑑 , 𝑀3 = h( Ni||𝑡𝑡𝑜𝑖 ) ⨁  𝐼𝐷𝑖  and 𝑀4 = 
h(𝑁𝑖 ||𝑚𝑠𝑔||𝑡𝑡𝑖0||𝐼𝐷𝑖) 
 
Step 2: OBUi → OBUj :  The OBUi  prepare a keyupdate request message (𝑀1, 𝑀2, 𝑀3, M4, 𝑡𝑡𝑖0) to the OBU𝑗 . 
Step 3: The OBUj  use current pre-shared key 𝑝𝑠𝑘𝑜𝑙𝑑 , retrieves 𝑟𝑖 𝑏𝑦 𝑝𝑠𝑘𝑜𝑙𝑑 ⨁  𝑚1 , 

msg (ie.𝑝𝑠𝑘𝑜𝑙𝑑 ⨁ 𝑚2), and then check if 𝑚3 ⨁ h(𝑟𝑖 ||𝑚𝑠𝑔||𝑡𝑡𝑖0)==0 or not, if not zero, 
means message has modified, so, reject the request. On successful condition 
satisfaction OBUj  choose a random number 𝑟𝑗 , finalizes the response 

message(  𝑚5 𝑎𝑛𝑑 𝑚6) as    h(rj) ⨁𝑝𝑠𝑘𝑛𝑒𝑤 and h(𝑟j||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑗0). 

Step 4: OBUj →  OBUi : OBUj broadcast keyupdate response message (𝑀5, 𝑀6, 𝑀7, M8, 𝑡𝑡𝑜𝑗) to all OBUi in the communication.  

Step 5: on receiving of message from OBUj , the OBUi𝑠  calculate Calculate 𝑁𝑗=𝑀5 ⨁ ℎ(𝑁𝑖) , 𝐼𝐷𝑗=𝑀6 ⨁ ℎ(N𝑗||𝑡𝑡𝑜𝑗), 𝑝𝑠𝑘𝑛𝑒𝑤= h(𝑁𝑗) ⨁ 𝑀7 and Check 𝑀8 is equal 

to h( 𝑁𝑗 || 𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑗 ) or not. If equal then he calculates SKij 
=h( N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑖||𝑡𝑡𝑜𝑗 ) and prepare the acknowledgement M9 = 

h(SK𝑖𝑗||N𝑗) 

     Step 6: OBUi→OBUj, , OBU𝑖 sends the acknowledgement M9 to OBUj,. 
Step 7: After receiving the acknowledgement  M9, OBU𝑗 checks whether it is equal to 

h(SK𝑖𝑗||N𝑗) or not . If not, the communication process will be cancelled. Otherwise, 

they can initiate the secure communication by using SK𝑖𝑗 to ensure communication 

security. 



 

Figure 9: Key Update procedure 
 

5. SECURITY ANALYSIS: 

In this section, proposed techniques security proof is elaborated in formal as well as an 
informal manner. 

5.1 Formal Security Analysis:  

Theorem 5.1: Let U2L be an event that 𝒜 could control GA procedure between OBU and 
LE shown in Figure 7. Let D be a password dictionary and |D| denotes its size. Let |Hash| be 
the capacity of the hash function, which is of 2𝑙, where l is the bit length of hash values. Let 𝒜 runs against general authentication procedure of our scheme by performing 𝑞𝑒𝑥𝑒 (execute), 𝑞𝑠𝑒𝑛𝑑 (send) and 𝑞ℎ𝑎𝑠ℎ (hash) queries. Then,  𝐴𝑑𝑣𝑈2𝐿𝑎𝑘𝑒(𝒜) = 𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| + 2𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(

1|𝐷| , 𝜀)    (1) 

Proof: To prove that the proposed technique is probably secure, four experiments 
(𝑒𝑥𝑝0,𝑒𝑥𝑝1,𝑒𝑥𝑝2,𝑒𝑥𝑝3)are formulated, 𝑒𝑥𝑝0 simulates an actual attack. For each experiment 𝑒𝑥𝑝𝑛, we use 𝑠𝑢𝑐𝑐𝑛, to represent 𝒜 succussed in guesses the bit b from the test query in that 
event. 
Experiment 𝑒𝑥𝑝0  : 𝑒𝑥𝑝0 represents an actual attack. According to our description 𝐴𝑑𝑣𝑈2𝐿𝑎𝑘𝑒(𝒜), we have: 

(1).Choose a random number 𝑁𝑖  compute 𝑀1= 𝑝𝑠𝑘𝑜𝑙𝑑 ⨁ 𝑁𝑖 𝑀2= 𝑚𝑠𝑔 ⨁ 𝑝𝑠𝑘𝑜𝑙𝑑 𝑀3= h(Ni||𝑡𝑡𝑜𝑖)⨁  𝐼𝐷𝑖 𝑀4= h(𝑁𝑖||𝑚𝑠𝑔||𝑡𝑡𝑖0||𝐼𝐷𝑖) 
 

Key update 

(2). 𝑀1, 𝑀2, 𝑀3, M4, 𝑡𝑡𝑖0 

(3). Compute 𝑁𝑖=𝑝𝑠𝑘𝑜𝑙𝑑 ⨁  𝑀1 

msg=𝑝𝑠𝑘𝑜𝑙𝑑 ⨁ 𝑀2 𝐼𝐷𝑖= h(Ni||𝑡𝑡𝑜𝑖)⨁  𝑀3 

Check  𝑀4 ? = h(𝑁𝑖||𝑚𝑠𝑔||𝑡𝑡𝑖0||𝐼𝐷𝑖) 
Choose a random number 𝑁𝑗  and 𝑝𝑠𝑘𝑛𝑒𝑤 compute 𝑀5= h(𝑁𝑖)⨁ 𝑁𝑗 M6 = h(N𝑗||𝑡𝑡𝑜𝑗)⨁  𝐼𝐷𝑗,  SKij 
=h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑖||𝑡𝑡𝑜𝑗) 𝑀7=h(𝑁𝑗) ⨁𝑝𝑠𝑘𝑛𝑒𝑤 M8 = h(𝑁𝑗||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑗)  

 

(4). 𝑀5, 𝑀6, 𝑀7, M8, 𝑡𝑡𝑜𝑗  

(5). Calculate 𝑁𝑗=𝑀5 ⨁ ℎ(𝑁𝑖) 𝐼𝐷𝑗=𝑀6 ⨁ ℎ(N𝑗||𝑡𝑡𝑜𝑗) 𝑝𝑠𝑘𝑛𝑒𝑤= h(𝑁𝑗) ⨁ 𝑀7 

Check 𝑀8? = h(𝑁𝑗||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑗) SKij =h(N𝑖||N𝑗||𝐼𝐷𝑖||ID𝑗||𝑝𝑠𝑘𝑛𝑒𝑤||𝑡𝑡𝑜𝑖||𝑡𝑡𝑜𝑗) M9 = h(SK𝑖𝑗||N𝑗) 

 

OBUi OBUj 

(6). M9 (7). 𝑀9? = h(𝑆𝐾𝑖𝑗||𝑁𝑗) 

 



  𝐴𝑑𝑣𝑈2𝐿𝑎𝑘𝑒(𝒜) = 2Pr[𝑠𝑢𝑐𝑐0] − 1.       (2) 
 
Experiment 𝑒𝑥𝑝1 : In 𝑒𝑥𝑝1, all the oracles execute, send, corrupt, reveal, test is simulated as 
in real attack. It can be understood that,  𝒜 cannot differentiate 𝑒𝑥𝑝1 from 𝑒𝑥𝑝0. Thus, 
 |Pr[𝑠𝑢𝑐𝑐0] − Pr[𝑠𝑢𝑐𝑐1]| = 0.       (3)  
 
Experiment 𝑒𝑥𝑝2 : In this experiment all the oracles considered in 𝑒𝑥𝑝1 are simulated, 
however, all the executions are stopped due to collision while simulating the send and h 
oracle. 𝒜  issues send to try to deceive the other participants into accepting an altered 
message. Simultaneously, it can query the h oracle to confirm the status of a hash collision. 
Since, the messages transmitted in the network are all connected with an identity of 
participant, and a short-term random number, a lasting key, and an authentication procedure. 

We can have the probability of collision in h oracle is 
𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| by the birthday paradox. Hence, 

only the above case can 𝑒𝑥𝑝1 and 𝑒𝑥𝑝2 be distinguished, and 

|Pr[𝑠𝑢𝑐𝑐1] − Pr[𝑠𝑢𝑐𝑐2]|≤ 
𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ|       (4)  

 
Experiment𝑒𝑥𝑝3: Now, all oracles have been in 𝑒𝑥𝑝2 are simulated in this experiment. After 𝒜 acquires the exact sessionkey: SK = h(𝑁𝑖||𝑁𝑗||𝐼𝐷𝑖||𝐼𝐷𝑗), the 𝒜  can able to takeout the 

pre-shared key between LE and TA. However, nothing 𝒜  can do other than cache  𝑏𝑖 , 𝑐𝑖 , 𝑑𝑖  ,𝑦𝑖 , 𝑃𝑝𝑢𝑏, because 𝑁𝑖, 𝑁𝑗 , 𝐼𝐷𝑖  , 𝐼𝐷𝑗  is essential for 𝒜 to break a sessionkey. Hence, we 

have a hypothesis that 𝒜  has queried corrupt(). If 𝒜  intends to break  SK= 

h(𝑁𝑖||𝑁𝑗||𝐼𝐷𝑖||𝐼𝐷𝑗), it must compute  𝑁𝑖 and Nj with the value 𝑎𝑖 , where 𝑎𝑖 = 𝑏𝑖 ⊕ h(𝑝𝑤𝑖). 
However, it is tough to restore a𝑖 except with correct password 𝑝𝑤𝑖 . 𝒜  asks corrupt() and 
guesses 𝑝𝑤𝑖 from D with maximal 𝑞𝑠𝑒𝑛𝑑 Send-queries. Therefore, the probability at most is 𝑞𝑠𝑒𝑛𝑑|𝐷|  . Then, 

|Pr[𝑠𝑢𝑐𝑐2] − Pr[𝑠𝑢𝑐𝑐3]|≤ 𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(
1|𝐷| , 𝜀)     (5) 

In addition, we know that 𝒜  can only succeed game by predicting the bit b when querying 

the test oracle because 𝒜 has no gain. Therefore, Pr[𝑠𝑢𝑐𝑐3] = 
12 

From Equations (2) to (5), we have 

|Pr[𝑠𝑢𝑐𝑐0] −12 |=|Pr[𝑠𝑢𝑐𝑐0] − Pr[𝑠𝑢𝑐𝑐3]| 

 ≤|Pr[𝑠𝑢𝑐𝑐0] − Pr[𝑠𝑢𝑐𝑐1]|+ |Pr[𝑠𝑢𝑐𝑐1] − Pr[𝑠𝑢𝑐𝑐2]|+ |Pr[𝑠𝑢𝑐𝑐2] − Pr[𝑠𝑢𝑐𝑐3]| 
 ≤ 𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| + 𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(

1|𝐷| , 𝜀) 

Therefore, from the equation, we get 𝐴𝑑𝑣𝑈2𝐿𝑎𝑘𝑒(𝒜) = 2Pr[𝑠𝑢𝑐𝑐0] – 1 

         ≤ 𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| + 2𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(
1|𝐷| , 𝜀)      (6) 

 
Theorem 5.2: Let SCP represent the protected communication between 𝑂𝐵𝑈𝑖  and 𝑂𝐵𝑈𝑗 

shown in Figure 8. Finally, let 𝒜 works against the SCP of our scheme by performing at the 
most 𝑞𝑒𝑥𝑒, 𝑞𝑠𝑒𝑛𝑑 and 𝑞ℎ𝑎𝑠ℎ queries. Then, 𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜) ≤ 2(𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)𝑙 + 𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| + (𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2𝑝 + 2𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥 (

1|𝐷| , 𝜀 )+  2𝑞ℎ𝑎𝑠ℎ((𝑞𝑠𝑒𝑛𝑑 +𝑞𝑒𝑥𝑒)2 + 1)* 𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚) 
 



Proof: To prove our technique is secure, following experiments (𝑒𝑥𝑝0,𝑒𝑥𝑝1,𝑒𝑥𝑝2,𝑒𝑥𝑝3,𝑒𝑥𝑝4 ) 

are created, where 𝑒𝑥𝑝0  simulates actual attack. For each experiment 𝑒𝑥𝑝𝑛 , we use an 
occasion 𝑠𝑢𝑐𝑐𝑛, to denote an event where 𝒜 succussed in guessing b from the test query. 

Experiment 𝑒𝑥𝑝0 : 𝑒𝑥𝑝0 represents a real attack. In accordance to our definition 𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜), 
we have:  𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜) = 2Pr[𝑠𝑢𝑐𝑐0] − 1. 
Experiment 𝑒𝑥𝑝1 : In 𝑒𝑥𝑝1, all the oracles execute, send, corrupt, reveal, test are simulated in 
actual attack. It can be understood that,  𝒜 can’t differentiate  𝑒𝑥𝑝1 from 𝑒𝑥𝑝0. Thus, 
 |Pr[𝑠𝑢𝑐𝑐0] − Pr[𝑠𝑢𝑐𝑐1]| = 0.       (7) 
 Experiment 𝑒𝑥𝑝2 : Here, all the oracle type queries like execute, send, corrupt, reveal, test 
are simulated. Once 𝒜  gets +real identities (𝐼𝐷𝑖 and 𝐼𝐷𝑗) of the both trusted vehicles (𝑂𝐵𝑈𝑖 
and 𝑂𝐵𝑈𝑗) involved in the secured communication from the identity space, then simulation of 

guessing identity attacks will be stopped. In this case,  

|Pr[𝑠𝑢𝑐𝑐1] − Pr[𝑠𝑢𝑐𝑐2]|≤  2(𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)𝑙       (8) 

Proof. Each participant’s real identity is changed into an alias (𝑎𝑖𝑑𝑖 = h(Ni||𝑡𝑜𝑖 )⨁  𝐼𝐷𝑖 ). 
Therefore,  𝒜 cannot determine the participant’s original identity as each alias is distinct, so, 
nothing can be useful to verify the real identity. 
Experiment 𝑒𝑥𝑝3 : simulation of oracle queries in 𝑒𝑥𝑝2  are simulated in 𝑒𝑥𝑝3 , but all 

experiments will be stopped when collisions occur among ( 𝑎𝑖𝑑𝑖, 𝑀1 ,  𝑀2, 𝑡𝑜𝑖 ), 

(𝑎𝑖𝑑𝑗 , 𝑀3, 𝑀4, 𝑡𝑜𝑗) and M5. 𝒜 will start a replay attack to succeed in game. But there is a 

possibility of collisions according to the birthday paradox. Hence, the possibility of colliding 

in h oracle is atmost 
𝑞ℎ𝑎𝑠ℎ22|𝐻𝑎𝑠ℎ| by birthday paradox. Similarly, the possibility of colliding 

between random numbers 𝑁𝑖 and  𝑁𝑗  , the probability of collision in transcript is at most (𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2𝑝 .so,  

|Pr[𝑠𝑢𝑐𝑐2] − Pr[𝑠𝑢𝑐𝑐3]|≤  𝑞ℎ𝑎𝑠ℎ22|𝐻𝑎𝑠ℎ| + (𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2𝑝      (9) 

Experiment 𝑒𝑥𝑝4: All oracles measured in an experiment 𝑒𝑥𝑝3 are simulated in 𝑒𝑥𝑝4  , in 

addition to ending the stimulation of a Corrupt(𝑈𝑖 ) query to an OBU, 𝒜  can extract 𝑏𝑖 , 𝑐𝑖 , 𝑑𝑖  ,𝑦𝑖  𝑎𝑛𝑑 𝑃𝑝𝑢𝑏 stored in OBU, To breakdown the SK, 𝒜 needs  ID𝑖 , ID𝑗 , 𝑇, 𝑡𝑜𝑖, 𝑡𝑜𝑗  , N𝑖 
and N𝑗  . It is hard to recover psk and 𝑥𝑖  from 𝑏𝑖 , 𝑐𝑖  , 𝑑𝑖  ,𝑦𝑖  𝑎𝑛𝑑 𝑃𝑝𝑢𝑏  without having the 

knowledge of correct password. 𝒜  cannot obtain the user password, since user password is 
not present in conveyed message. So, we have: 

|Pr[𝑠𝑢𝑐𝑐3] − Pr[𝑠𝑢𝑐𝑐4]|≤  2𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(
1|𝐷| , 𝜀)     (10) 

Experiment 𝑒𝑥𝑝5 : all oracles in 𝑒𝑥𝑝4 demonstrated in 𝑒𝑥𝑝5  . Here, the probability of 𝒜 

forges the authentication value 𝑀2, 𝑀4, 𝑀5 without random oracles in considered. Unless the 

oracle can stop the game with right values, 𝑒𝑥𝑝5becomes indistinguishable from 𝑒𝑥𝑝4 to 𝒜. 
Hence, 

|Pr[𝑠𝑢𝑐𝑐4] − Pr[𝑠𝑢𝑐𝑐5]|≤ 2(𝑞𝑠𝑒𝑛𝑑)2𝑙        (11) 

Experiment 𝑒𝑥𝑝6  : Here and now, 𝑒𝑥𝑝6  will simulate h to break the SK i.e 

h(𝑁𝑖||𝑁𝑗||𝐼𝐷𝑖||𝐼𝐷𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗 ) . Computing T belongs to ECCDHP. The case when 𝒜 

queries the h on 𝑁𝑖||𝑁𝑗||𝐼𝐷𝑖||𝐼𝐷𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗, and the oracle responds the value as follows: 



𝑁𝑖||𝑁𝑗||𝐼𝐷𝑖||𝐼𝐷𝑗||𝑇||𝑡𝑜𝑖||𝑡𝑜𝑗, ECCDH(T,  𝑃𝑝𝑢𝑏𝑗  ) + ECCDH( T, 𝑃𝑝𝑢𝑏𝑖  ).So, 𝑒𝑥𝑝5  and 𝑒𝑥𝑝6 

cannot be distinguished unless the above case occurs. We define the advantage of 𝒜  as  𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚), while t is the maximum time and 𝑡𝑚 is ECC based point 

multiplication time. 𝒜 can succeed the game with fewest  𝑞ℎ𝑎𝑠ℎ queries. Then,  

|Pr [𝑠𝑢𝑐𝑐5] − Pr[𝑠𝑢𝑐𝑐6]|≤  𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚)   (12) 

Experiment 𝑒𝑥𝑝7: In this experiment, suppose 𝒜 has issued Corrupt() after the test query. 

Similar to the 𝑒𝑥𝑝6 , if SK can be obtained in  h, the probability of xi and xj  in same session 

is 
1(𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2 ,then 

|Pr[𝑠𝑢𝑐𝑐6] − Pr[𝑠𝑢𝑐𝑐7]|≤ 𝑞ℎ𝑎𝑠ℎ(𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)2𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚)  (13) 

Besides, 𝒜  will succeed against an oracle, if the test query returns the real bit Guess 

randomly, then Pr[𝑠𝑢𝑐𝑐7]=
12. 

|Pr[𝑠𝑢𝑐𝑐1] −12 |=|Pr[𝑠𝑢𝑐𝑐0] − Pr[𝑠𝑢𝑐𝑐7]| 

  ≤ |Pr[ 𝑠𝑢𝑐𝑐0 ] − Pr[ 𝑠𝑢𝑐𝑐1 ]|+ |Pr[ 𝑠𝑢𝑐𝑐1 ] − Pr[ 𝑠𝑢𝑐𝑐2 ]|+ |Pr[ 𝑠𝑢𝑐𝑐2 ] − 
Pr[𝑠𝑢𝑐𝑐3 ]| + |Pr[𝑠𝑢𝑐𝑐3 ] − Pr[𝑠𝑢𝑐𝑐4 ]| + |Pr[𝑠𝑢𝑐𝑐4 ] − Pr[𝑠𝑢𝑐𝑐5 ]| + |Pr[ 𝑠𝑢𝑐𝑐5 ] − 
Pr[𝑠𝑢𝑐𝑐6]| + |Pr[𝑠𝑢𝑐𝑐6] − Pr[𝑠𝑢𝑐𝑐7]| ≤ 2(𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)𝑙 +  𝑞ℎ𝑎𝑠ℎ22|𝐻𝑎𝑠ℎ| + (𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2𝑝 + 2𝑞𝑠𝑒𝑛𝑑 ∗ 𝑚𝑎𝑥(

1|𝐷| , 𝜀)+ 2(𝑞𝑠𝑒𝑛𝑑)2𝑙 +𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚)( 𝑞ℎ𝑎𝑠ℎ(𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)2+1) 

  
Hence,  𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜) ≤ 2(𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)𝑙 + 𝑞ℎ𝑎𝑠ℎ2|𝐻𝑎𝑠ℎ| + (𝑞𝑠𝑒𝑛𝑑+𝑞𝑒𝑥𝑒)2𝑝 + 2𝑞𝑠𝑒𝑛𝑑 ∗𝑚𝑎𝑥(

1|𝐷| , 𝜀)+ 2𝑞ℎ𝑎𝑠ℎ((𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)2 + 1)* 𝐴𝑑𝑣𝑈2𝑈𝑎𝑘𝑒 (𝒜)(𝑡 + (𝑞𝑠𝑒𝑛𝑑 + 𝑞𝑒𝑥𝑒)𝑡𝑚)  

    (14) 
 

5.2 Informal security Analysis: 

i.Resistance to UKS Attack: This attack [23] is an attack whereby 𝑂𝐵𝑈𝑖  ends up have 
confidence in that he has key shared with 𝑂𝐵𝑈𝑗 and although in fact the case, 𝑂𝐵𝑈𝑗 

shares the key with adversary who is not 𝑂𝐵𝑈𝑖. This attack targets the protocols with 
good authentication and freshness in key. Adding of user identity to the message will 
restrict the unknown key share attack. In the proposed technique, vehicle identity is 
encrypted and then communicated to the other vehicle which is involved in the 
communication. 

ii.Session key leakage. The secret variables used in the session are generated from 
random numbers and common key agreed by both the vehicles involved in the 
communication, hence it changes at each session. The leakage of key in a session does 
not compromise in security of other session keys. 

iii.Key control attack: The common SK is calculated by using random numbers, session 
key T and both vehicle identities. Consequently, if the attacker corrupts one of the 
entities, it will still not be able to determine the SK derived from the corrupted values. 

iv.User obscurity and untraceability: An attacker, may be a mischievous device or a 
software, cannot retrieve the identities of the on board units even if it intercepts all the 



messages which are exchanged during the key agreement phase. Indeed, the identities 
are shared in encrypted form. Moreover, session key value is depending on random 
numbers 

 𝑁𝑖   and 
 𝑁𝑗. 

v.Resistance to insider attack enhancement: In general, the password is stored on TA in 
the form of plain text, the TA may carelessly use of it. So, in the proposed technique, 
the user decides his ID and password, send (𝐼𝐷𝑖, ℎ(𝑝𝑤𝑖)) to TA.so, TA is not required 
to recalculated because of the one-way feature of the hash function. So, TA cannot 
misuse the password. 
 

6. EXPERIMENTATION AND RESULT ANALYSIS:   

The performance of the proposed technique is compared against three existing techniques in 

terms of all the phases of the secured communication, computation, authentication cost and 

storage cost. All the techniques use 𝑇ℎ , 𝑇𝑚𝑢𝑙  and 𝑇𝑎𝑑𝑑  respectively describes computation 
time of the SHA 256 hash, multiplication and addition operations.  Table 2 shows the number 
of operations used in various phases like vehicle/ LE registration, Login, GA and TEA phases. 
Similarly, Table 3 shows the comparison between existing and proposed techniques with 
reference to secure communication, key revocation and update phases. In all the phases 

proposed technique has used less operation than [22] and [27] but equal count with [28] as 
the proposed technique just added identity in order to achieve identity based secure 
communication. Table 4 shows the time for basic operations, authentication time, 
communication time, as XOR operation is taking less computation time than hash operation, 
we have excluded XOR operation computation time. In terms of authentication cost is almost 
same in all the four techniques, the proposed technique and [28] is taking less communication 
cost than the other two techniques. Table 5 shows that ours is a best authentication scheme 
with better performance than [22] and [27]. 

Table 2: comparisons of operations in Registration, Login, GA and TEA 
Technique  Initial 

Registration 

Login GA TEA 

[22] 
MV - 𝑇ℎ + 𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 
TV/LE - 𝑇ℎ + 𝑇𝑋𝑂𝑅 10𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 10𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 
TA 3𝑇ℎ +2𝑇𝑋𝑂𝑅 - - - 

[27] 
MV - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 
TV/LE - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 9𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 9𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 
TA 4𝑇ℎ +2𝑇𝑋𝑂𝑅 - - - 

[28] 
MV - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 10𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 10𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 
TV/LE - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 9𝑇ℎ + 𝑇𝑟𝑎𝑛 + 7𝑇𝑋𝑂𝑅 9𝑇ℎ + 𝑇𝑟𝑎𝑛 + 7𝑇𝑋𝑂𝑅 
TA 4𝑇ℎ +2𝑇𝑋𝑂𝑅 - - - 

Proposed 
MV - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 10𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 9𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 
TV/LE - 2𝑇ℎ + 𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 8𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 
TA 3𝑇ℎ +2𝑇𝑋𝑂𝑅 - - - 

GA: General Authentication, TEA: Trust Extended Authentication 

Table 3: comparisons of operations in various SC, KU and PC 

Technique  SC KU PC 

[22] 
MV - - 2𝑇ℎ + 3𝑇𝑋𝑂𝑅 
TV/LE 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 6𝑇𝑋𝑂𝑅 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 3𝑇𝑋𝑂𝑅/ 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 5𝑇𝑋𝑂𝑅 

2𝑇ℎ + 3𝑇𝑋𝑂𝑅 



TA - - - 

[27] 

MV - - 4𝑇ℎ + 3𝑇𝑋𝑂𝑅 
TV/LE 7𝑇𝑚𝑢𝑙 + 3𝑇𝑎𝑑𝑑 + 12 𝑇ℎ +2𝑇𝑟𝑎𝑛 + 4𝑇𝑋𝑂𝑅 

5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 3𝑇𝑋𝑂𝑅/ 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 𝑇𝑋𝑂𝑅 
4𝑇ℎ + 3𝑇𝑋𝑂𝑅 

TA - - - 

[28] 

MV - - 4𝑇ℎ + 3𝑇𝑋𝑂𝑅 
TV/LE 2𝑇𝑚𝑢𝑙 + 16 𝑇ℎ + 2𝑇𝑟𝑎𝑛 +8𝑇𝑋𝑂𝑅 

5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 4𝑇𝑋𝑂𝑅/ 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 4𝑇𝑋𝑂𝑅 
4𝑇ℎ + 3𝑇𝑋𝑂𝑅 

TA - - - 
proposed MV - - 4𝑇ℎ + 3𝑇𝑋𝑂𝑅 

TV/LE 2𝑇𝑚𝑢𝑙 + 15 𝑇ℎ + 2𝑇𝑟𝑎𝑛 +7𝑇𝑋𝑂𝑅 
5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 4𝑇𝑋𝑂𝑅/ 5𝑇ℎ + 𝑇𝑟𝑎𝑛 + 4𝑇𝑋𝑂𝑅 

4𝑇ℎ + 3𝑇𝑋𝑂𝑅 

TA - - - 
PC: Password change SC: Secure Communication KU: Key Update 

Table 4: Basic operations Time analysis 

Operation Tmul Thas Tadd 
Time(ms) 0.326 0l004 0.038 

 

Table 5: Total Authentication and communication cost 

Technique Authentication 

cost 

Total 

Time(ms) 

Communication cost Total 

Time(ms) 

[22] 18𝑇ℎ 0.072 15𝑇ℎ𝑎𝑠 0.6 

[27] 
17𝑇ℎ 0.068 12𝑇ℎ𝑎𝑠 + 10𝑇𝑚𝑢𝑙+ 6𝑇𝑎𝑑𝑑 3.536 

[28] 18𝑇ℎ 0.072 16𝑇ℎ𝑎𝑠 + 2𝑇𝑚𝑢𝑙 0.716 
Proposed 18𝑇ℎ 0.072 16 𝑇ℎ𝑎𝑠 + 2𝑇𝑚𝑢𝑙 0.716 
 

 

Figure 10: Communication cost 

Table 6: Security analysis 
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 [22] [27] [28] proposed 
immune to insider attack   √ √ √ 
Identity Privacy-Preserving and the location privacy of user    √ √ 
Secure session key enhancement   √ √ 
immune to guessing password attack   √ √ 
immune to guessing identity and impersonation attack √ √ √ √ 
immune to replay attack  √ √ √ 
Provides Anonymity  √ √ √ 
immune to authentication modification attack √ √ √ √ 
immune to forgery attacks √ √ √ √ 

7. CONCLUSION: 

We added the vehicle identification in session key derivation in order to enhance the security. 

In this paper, we have proposed a technique to provide those additions security operations 
without change in computation cost. The proposed scheme have used elliptic curve 
technology, light weight operations like hash and XOR operations to achieve less 
computation cost. The security analysis has proved that, our scheme has eliminated security 
vulnerability of earlier authentication. The results section described that, proposed 
authentication scheme yields reasonable cost due its lesser computation and communication 
overhead than other techniques. Hence, our scheme is more efficient and safer in the VANET 
environment. 
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