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REVIEW

Fast and Robust Detection of Adversarial Attacks
in the Problem Space using Machine Learning

Abstract

Machine learning is widely accepted as an accurate statistical approach for malware detection to cope with the

rising uncertainty risk and complexity of modern intrusions. Not only has machine learning security been asked,

but it has also been challenged in the past. However, it has been identified that machine learning contains

intrinsic weaknesses that may be exploited to avoid detection during testing. So, look at it another way,

machine learning can become an intelligence system bottleneck. We use the related attack methodology to

classify different types of attacks using learning-based malware detection techniques in this research by

evaluating attackers with unique abilities and talents. After this, to carefully identify the security of Drebin,

Android malware detection has been performed. We implemented and did a set of comparable malware

detection using the linear SVM and other relevant techniques, including Sec-SVM, Reduced SVM, Reduced

Sec-SVM, Näıve Bayes, Random Forest Classifier, and some deep neural networks. The main agenda of this

paper is the presentation of a scalable and straightforward secure-learning methodology that reduces the effect

of adversarial attacks. In the presence of an attack, the detection accuracy is only a bit worsened. Finally, we

evaluate that our robust technique may be accurately adapted to additional intrusion prevention tasks.

Keywords: adversarial attack; machine learning; malware detection

Introduction
Most recent research on adversarial ML promotes the
domain direction where feature mapping is nondiffer-
entiable or noninvertible. We change the problem space
in this adversary requirement to prevent them from
obstructing the feature space. The mapping feature
is known as the inverse problem [1-4]. This research
must be managed experiential and tracked to deter-
mine contingent best practices. Although they have
become part of cohesions, they are fuzzy about how we
associate them or which features they most utmost re-
semble in the flow of methodology to deal with the at-
tacking mechanism. This evasion approach is also ap-
plicable to similar Android classifiers. Their problem-
space transformation leaves two primary artifacts that
should be detected through software assessment, in ad-
dition to the regional focus on API-based sequence fea-
tures. However, hardcoding is no longer required for
our attack and, with the help of the format, is robust
by standard non-ML application evaluation methods.
Problem-space attacks have been investigated in recent
research efforts on the detection of adversarial ML at-
tacks, given the rising diversity and current attacks,
focusing on the development of benign and Malignant.
Machine learning is extensively used as a statistically

Full list of author information is available at the end of the article

robust initiative for detecting malware. Machine learn-
ing has innate imperfections that can be used to evalu-
ate during testing. Then, to adequately study and an-
alyze Drebin’s security, we create and implement a set
of related evasion attacks, an Android malware detec-
tor. The availability of a scalable and straightforward
secure-learning paradigm that alleviates the impact of
evasion attacks is the already developed method. In
the absence of an attack, the detection rate is only
marginally worsened. According to the recent work,
over 16,061,035 harmful malware apps and 119 new
malware families have been detected.
The architecture of Drebin Malwares is featured

schematically. We begin by extracting the feature and
any associated malware, family, and labeling data. In
a d-dimensional feature space, applications are repre-
sented as a vector. So after, an available set of labeled
applications is used to train a linear SVM, Sec-SVM,
Reduced SVM, Reduced Sec-SVM classifier to discrim-
inate between malignant and benign applications. The
classifier evaluates unseen applications during classifi-
cation. They are categorized as malignant if the output
is f(x) ≥ 0, and benign otherwise. Drebin also explains
its decision by accentuating the most suspicious or be-
nign characteristic features that contributed to the de-
cision. The problem may be represented geometrically
inside an N-dimensional vector space. N represents the
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attributes of the set of all characteristics gathered from
across all applications in the dataset. A program is an
N-dimensional vector in this space:

v ∈ RN s.t v =

{

1 if feature with index i appear in v
0 if feature with index idont appear

This approach shows a program, the first index of
all aspects from 1 to N. The problem solution is the
hyperplane, which better divides the RN space into
two subspaces:

RN = A
⊕

B

As a result, the program x may be classified as come
after according to this partition:

x =

{

Malignant if x ∈ A
Benign if x ∈ B

Now, we obtain the hyperplane equation:

y(x) = (ω1, ω2, . . . , ωN )x+ ω0 (1)

It is simple to classify a new object:

x =

{

Malignant if y(x) > 0
Benign if y(x) ≤ 0

As a result, it knows the weights ω1 of the hyper-
plane is the first step in learning. There’s an underlying
assumption in this problem statement: the programs
must be differentiable, which means we’re assuming a
line that correctly splits occurrences of the two classi-
fications.
There are several techniques for determining the hy-
perplane coefficients ωi to bisect the occasion in the
training dataset. We will apply SVM in this imple-
mentation, which would be a method for determining
the best value for each weight by maximizing the dis-
tance between the hyperplane and its closest point.
This approach is reliable since it can discover the best
answer even with outliers.
In this paper, we have worked step by step. In Section
I, we have introduced the critical information about
malware detection in problem space and defined its
mathematical overview. Section II is about the mo-
tivation and contribution of our work. Section III is
about the related works and state-of-the-art methods
in this specific topic. After that, Section IV comprises
the overall design methodology to experiment. More-
over, the performance matrices are evaluated and com-
pared in this section more detailedly. Section V will
explain the discussion about the result and conclusion

Table 1 Dataset arrangement for Drebin

Prefix Feature set
feature S1 Hardware components

permission S2 Requested permission
activity

service receiver S3 App Components
provider
service
intent S4 Filtered Intent
api call S5 Restricted API calls

real permission S6 Uses Permission
call S7 Suspicious API calls
URL S8 Network addresses

of the overall work.
The used Drebin dataset for malware recognition and
prevention would have been to collect many features
from such an application manifests and code, arrange
and integrate those features inside a feature vector
space where each characteristic is classified into sets,
and eventually organize the program. Furthermore, us-
ing machine learning algorithms, patterns in these pre-
fixes are detected. Feature, permission, activity, service
receiver, provider, service, intent, API call, real per-
mission, call, and URL are among properties gathered
according to each program. Hardware components, re-
quested permission, app components, filtered intents,
restricted API calls, used permission, suspicious API
calls, and network addresses have all been split into
groups.

Motivation And Contribution
Malware is rising at an increasing rate [59], with mil-
lions of new attacks every month. Overall total number
of malware attacks in 2013 was estimated to be over 30
million [60]. Many new malicious programs exceeded
94.6 million in February 2017 [61]. Such extraordinary
rise is attributed to the simplicity with which harm-
ful applications may be developed, mainly by pack-
aging dangerous applications to create new variants.
Even though there are significant variations in the es-
timations on daily malware attacks [60, 61], these are
primarily in accordance. In 2013, new malware was
estimated to be over 82k each day [60]. Researchers
[62] predicted 250k unique malicious files every day in
2017. Android malware, several are dealt with security
techniques have indeed been suggested. There seems to
be an apparent demand for methods to protect mobile
and IoT gadgets from malicious applications, includ-
ing special needs to address the limits of current An-
droid malware detection platforms. First importantly,
the Android malware detection platform must have a
high level of accuracy with such a minimal number of
false alerts. Secondly, that should be able to manage
on a diversity of deployment levels, including (1) server
machines, (2) host computers, (4) IoT gadgets. and (3)
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smartphones and tablets, Finally, identifying a mali-
cious program would not be enough since more knowl-
edge about the risk is expected to prioritize mitigat-
ing operations. Knowing what sort of attack was used
might be essential in preventing the intended harm. As
a result, having a solution that takes a step beyond and
allocates the malware to such a particular family spec-
ifies the possible risk an infected system faces. Finally,
manual human interaction should be minimized as of-
ten as feasible, with detection mainly focusing on the
application samples for automatic extraction of fea-
tures and patterns detection. The vulnerability team
should keep up with the news of harmful programs
growing stealthier. In this context, a manual assess-
ment of such data is necessary with each new malware
family to discover its structure and characteristics that
distinguish it from benign programs.
Machine learning applications are becoming increas-
ingly important in everyday life. On the other hand,
such machine learning systems are subject to adver-
sarial attacks. In our understanding, there was not
a significant analysis of adversarial training that in-
cludes various forms of adversarial attacks and asso-
ciated defenses. Such a limited set of machine learn-
ing [62] offered a detailed study on adversarial attacks
against Machine learning. A few evaluations on infor-
mation security of specific machine learning techniques
have been published [63], [64], [65], [1]. Furthermore,
our key emphasis is on malware detection using ma-
chine learning methods. We have also included detec-
tion scenarios using Support Vector Machines (SVM)
due to their huge-scale use in real-world applications.
The major contribution is as under
1. I have used unsupervised learning algorithms rel-
evant to the SVM and its variation, compared their
results, and found which is better to adopt.
2. Determining this perturbation is a bit trickier. We
did malware detection using android apks from Drebin
Dataset and found promising state-of-the-art accuracy
by working more in pre-processing and encoding de-
coding.

Related Works
The researchers classified Android malware families
depending on the graphic similarities between pre-
dictable and unpredictable Android apps. Some in-
novative and remarkable methodologies outperform
established systems regarding malware classification.
They mainly focused on extracting various characteris-
tics and implemented several categorization methods.
The similarity among malware families is quantified
by the technique used carefully selected features that
usually appeared in the same family and a machine
learning approach.

Faced with the threat posed by malicious Android
apps, an increasing percentage of scientists and re-
searchers from across the world have been working on
ways to recognize harmful software. The vital related
approaches to Android malware family classification
are discussed in this section. Several research activ-
ities focused on decoding the information from code
explored a fine-grained family classification of Android
malware to obtain better results on identifying mal-
ware.
Due to the various file types and parts inside the An-
droid application package (Apk), scientific work on
Android malware classification concentrates primarily
on feature extraction and model optimization. Figure 1
presents the fundamental types. Appropriate charac-
terization approaches can help increase classification
accuracy and efficiency by mitigating run time and
compute related costs. Prototype optimization can sig-
nificantly help adjust algorithms and hyperparameters
fit sample features, which can help to improve impacts.
Most research currently focuses on program behav-

Figure 1 Android Malware Categorization

ior characteristics, with API being among the most
commonly used aspects. Dendroid [5] developed a text
mining approach for analyzing the program code ar-
chitecture of Android malware and categorizing it into
families based on code architecture similarity. Droid-
miner [6] used static code analysis to automatically
mining process malicious application code from rec-
ognized Android malware by transforming this into a
sequence of threat patterns. Afterward, executing An-
droid malicious app diagnosis and Android malware
family classification based on whether the app car-
ried out the correlating threat patterns. After that,
some research works classified Android malware by fea-
tures extracted from graphs and creating dependency
graphs. Based on a supervised classification method
and an unsupervised segmentation approach, EC2 [8]
presented an Android harmful application family clas-
sification method. The API call execution sequence
[9,10] aids in having understood the target attack ap-
plication’s behavior and thread information. Tao et
al. [11] examined the importance of sensitive APIs
shielded by privileges and extracted malware patterns
from known malware specimens to efficiently identify
malicious. The feature representation approaches can
mutate malware identification into classifications, and
then they can use modern techniques and models in
the app to recognize and evaluate the application’s
malicious behaviors. The behavioral sequencing can
be transformed into a dependency graph [12,13] or
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even a flow graph [14,15] during malware detection.
To control the family categorization of massive An-
droid malware, [16] proposes a weighted-sensitive-API-
call-based graph matching technique and a mechanism
entitled FalDroid. The researchers of [17] proposed
a method for classification malware based on com-
mon behavioral characteristics. Another model was
used as the classifiers in Android-oriented Metrics, us-
ing a collection of Android-oriented coding metrics
for static detection. The researchers of [18] extracted
characteristics from source code and manifest files,
such as systems API calls, hardware, authorization,
and Android modules, and afterward utilized the vec-
tor support machine classifier as the final classifica-
tion for Android malware feature extraction and clas-
sification. This method successfully divides Android
malware samples into different-sized malicious applica-
tions families. The researchers of [15] collected features
from the control-flow graph and data access graph,
then used deep learning to build family classification
algorithms. In [19], the researchers initiated a unique
ground-truth dataset with features from 129013 be-
nign applications, a total of 545334 features, and 5 560
compiled Android malware files from 79 families, using
a multi-label classification algorithm to annotate the
malicious functionality of the applicant malware at-
tacks. Malicious applications belonging to almost the
same malware family have similar behaviors carried
out through numerous API calls.
On the other hand, most existing research focuses on
evident characteristics that make it very difficult to
express common harmful behaviors in such a malware
family. Relying on vulnerable APIs for classification,
Omid et al. [20] looked at the resemblance behaviors
of various malware families. To attain family classifi-
cation, Jiang et al. [21] examined the malicious pro-
gram’s specific semantic information, then built and
converted sequences of vulnerable machine code into
semantically similar vectors. Android malware detec-
tion and classification techniques are being developed
to integrate and bagging to improve the model algo-
rithm’s robustness. The classification methods assist
in analyzing the application’s behavior sequences and
mining the malicious proposed methodology. Sercan
et al. [22] suggested a steady Android malware family
classification scheme that uses many machine learning
classification techniques. Techniques are mainly rele-
vant to classify unfamiliar malware families (support
vector machine, decision tree, logistic regression, K-
nearest neighbor, random forest, AdaBoost, and multi-
layer Perceptron classifier).
Regarding Android detecting attacks and family iden-
tification, MVIIDroid [23] used a Multiple Viewing In-
formation Integrated Approach. Permits, APIs, Dalvik

opcodes, and native library opcodes were extracted as
multiple kinds of characteristics, and the classification
method used the Multiple Kernel Learning algorithm.
Furthermore, as the quantity of new malware devel-
ops, linear classifiers become less adaptable, limiting
the efficiency of Android malware classification.
[24] a unified optimization methodology for both eva-

Figure 2 Generic Flow of Methodology

sion and poisoning attacks and a technical classifica-
tion of their transferability. [25] The researcher be-
lieves the RSVM accuracy rate is comparatively lesser
than standard SVM. [26] DREBIN performs similar
techniques in an assessment using 123,453 programs
and 5,560 malware samples, detecting 94% of the mal-
ware with fewer false errors. The purposes given with
each detection expose important components of the
detected malware. [27] Experiments were performed,
and the outcomes illustrate that the proposed tech-
nique may be used to find universal adversarial per-
turbations across different classification machine learn-
ing models. [28] were the first to clearly describe and
evaluate this weakness, showing when an attack could
be mitigated exclusively by enhancing the learning al-
gorithm’s security or when additional aspects should
be considered. [29] Many ideas for improving the ro-
bustness of neural network models against adversarial
malware evasion attacks were standardized. [30] Re-
searchers determined that ”adversarial-malware as a
service” is a plausible threat. However, we can gradu-
ally generate thousands of feasible and invisible adver-
sarial apps at scale, with an average life span of only a
few minutes. [31] Classify a well-established methodol-
ogy in adversarial machine learning classified threats
targeted against training PDF malware detection. [32]
demonstrated that adversarial training in restricted
domains can improve DNN robustness to these attacks.
[33] Compared to state-of-the-art PDF malware detec-
tion techniques, researchers claim that their conven-
tional abstract interpretation approach achieved simi-
lar accuracy, is much more flexible to evasion attacks,
and gives accountable results. [34] The unique adver-
sarial training vastly enhanced the robustness of deep
learning models. The purpose of using a deep learn-
ing model is to use against a cyberattack, supervised
learning enhances robustness even before classifiers are
robust enough, and ensemble cyberattacks can effec-
tively avoid the amplified malware detectors, perhaps
devaluing the VirusTotal service. [35] have also seen
an increase in interest in pursuing attack and defen-
sive methods for Neural network models on several
datasets, such as imagery, graphs, and text. [36] Their
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investigation is the first to explain the actual issues
of performing the start of the fall adversarial attacks
within the cyber security industry, navigate them in
a coherent classification, and utilize the classification
system to identify future research prospects, as per
the researchers. [37] suggested two new techniques that
change a subset of sensed data by taking advantage of
the learned physical limits. [38] In SoK research, it was
proposed that ML is a suitable technique for learning
insights. Those revelations give light to possible re-
search areas in the future. [39] claimed that their func-
tion optimization approaches significantly outperform
purely gradient-based approaches. [40] The actual is-
sues of performing the start of the fall adversarial at-
tacks in the cyber defense industry were discussed.
Also, the classification was used to identify directions
for future research. [41] Without learning how organiz-
ers constructed the adversarial cases, I used the defense
mechanism to achieve the AICS’2019 Challenge. [42]
Using techniques like hyperparameter optimization, it
is recommended to generate an ensemble featuring pro-
found models different from the attacker’s expected
framework (i.e., targeting model). [43] proved that the
unique adversarial training greatly improves the ro-
bustness of deep learning models against a large vari-
ety of attacks. Ensembles encourage robustness when
base classifiers seem to be robust sufficiently, and out-
fit attacks could successfully evade the improved mal-
ware detection, even scaling down the Malware detec-
tion service. [44] created a realistic adversarial example
that can reliably mislead the opcode classifier to fo-
cused misclassification with such a 75% accuracy rate,
an API classifier with such an 83.3% value, and the
service function classifier with such a 91.7% value. [45]
proposed an estimated certifying method for tree en-
semble, which quickly evaluates the least accuracy on
such a particular dataset without any need for time-
consuming evasion attack calculations. [46] proposed
an adaptable white-box threat that is conscious of the
defense mechanism and tries to overcome it. [47] More-
over, they spoke about the restrictions of their method-
ology and how it may be improved in the future to
attack malware classifications based on the dynamic
assessment. [48] generated a series of problem-space
modifications that produce UAPs in the appropriate
feature-space embedding and analyzed their perfor-
mance across attack models of various rates of ac-
tual attacker information. [49] According to the re-
searchers, research findings on 12 families inside the
Drebin dataset to the most samples show that, on
average, program accuracy has varied from 0.976 to
0.989. Also, its robustness coefficient has enhanced
from 0.857 to 0.917, illustrating the efficiency of the
adversarial training method. [50] FamDroid could ac-

curately classify 98.92% of malicious apps to different
families, with such an F1- Score of 99.12%.

Design Methodology
To apply this first strategy, we will be using the Lin-
earSVC SVM library by ”scikit-learn.” Scikit-learn is
a Python package that efficiently implements differ-
ent machine learning techniques. The LinearSVC class
contains two primary methods: fit and predict. Fit is
used to train the SVM using a provided dataset while
predicting new instances.
Rather than considering one example at a time, the
suitable technique accepts a batch of samples (X pa-
rameter) together with their correct classification (y
parameter). The following are the values for these two
parameters:

xM×N = {xi,j} and y ∈ RM (2)

Where M is the number of the training set, and N is
the total number of features.

xi,j =

{

1 if i has feature index of j
0 else

yi =

{

1 if malware is i
0 else

The y axis reflects actual ground truth, which is the
accurate classification (1 for malignant and 0 for non-
malignant) for each application in the x matrices. The
suitable technique modifies the SVM weights to accu-
rately identify the program in the x matrices based
on the value in the y vectors. Only the x matrices are
sent to the predicted feature, which returns a y vectors
with the data set (0 or 1) by each program in the x
matrices.
We will use the following methods to create x and y
matrices: Initially, we repeat across each program to
implement a list of all features with no repetitions.
Next, we will use a dictionary with < key|values >=<
feature|index > to implement each features dataset
quickly.
Finally, we will split the dataset into a training phase
(actually containing 70% of total programs) and a
testing dataset (usually includes 30% of overall pro-
grams) that provides 30% of comprehensive program-
ming. Then we will extract all features with each

Figure 3 Top 20 Families in the Drebin Dataset

training scheme, and if application i has the feature
j, we will set the xi,j Component of the x matrices to
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1. The it
h

component of the y vectors will be set to
1 or 0 if the i programs emerge in the sha256 fami-
lies.csv file (which contains all types of malware with
the appropriate family). When we provide input fea-
ture sets showing new features to label, the malware
detectors must preserve the indexing list of features to
create new x matrices.
Although the dataset encompasses a set of attributes
and the number of features for each type could be un-
equal, we will not classify or preprocess them, even if
intuition says some are much more helpful than others.
The shreds of evidence will not influence our assump-
tion gathered from data by the program, which may
find connections that we hadn’t considered. Another
critical aspect to remember would be that this algo-
rithm is not a black box; we could see which features
were the most significant in choosing. This is due to
the hyperplane’s shape, or ”discriminant function”:

y(x) = w1x1 + w2x2 + · · ·+ wNxn + ω0

Follow as x is Classified:

x =

{

Malignant if y(x) > 0
Benign if y(x) ≤ 0

This indicates that features with such a more excellent
value of w assisted the most in classifying an applica-
tion as malware. As per this feature, to describe the
classifications, we will list the k highest weighted fea-
tures, then calculate the intersection between both the
app’s features and the k highest weighted features for
each application classified as Malicious. The features
that assisted the most in classifying that application
as malicious are the outcomes of the intersection. Now,
let’s discuss how to choose the value of k (the number
of most weighted features to select), a hyper-parameter
in our approach. By experimenting with different num-
bers of k and comparing results, we can see that:
Suppose k is too few relatives to the total amount of
features. In that case, the intersection between the
features of x as well as the k highest weighted fea-
tures for a feature of x identified as malware may be
empty, making the algorithm is unable to describe why
x was classified as malicious. Experiments confirmed
that this happens when k < 500 since there are 545327
distinct features.
If k is too high, the intersection will have too many
features, and the description will be insufficient.
A figure of k of approximately 1,000 is hardly too less
nor too high, and it will give high accuracy if used for
family classifications, as we will see from the following
section. As previously stated, to classify the program
p, we should answer the following equation.

argmaxf{P (f | p)} = argmaxf {Π
m
i=1P (si | f) ∗ P (f)}

(3)

In computing the equation above, the method must
study all of the terms on the right side among all fea-
tures and families. We will be looking at how the al-
gorithms can learn each of them on a deeper level.
The first phase is the possibility of a specific feature
provided by the family, calculated as the number of
malicious apps inside the dataset with the feature si
of family f divided by the total of malicious in the
dataset also with feature si of family f . First, this
word is known as ”prospect” in Bayes terminology, as
well as the algorithm should study the prospect for
each selection of features during training.
foreachfamilyf :
foreachfeatures :

P (s | f) =
No. of malwares with features s of family f

number of malwares of familiy f

The second term is also known as ”prior probability,”
and it is computed by dividing the numbers of malig-
nant in family f by the actual quantity of malicious
apps in the dataset. For each family, the algorithm
should learn the ”prior probability” as tries to follow:
foreachfamilyf :

P (f) =
number of malwares of family f

number of malwares in dataset

The family of a program P could be evaluated once
algorithms have learned all of the other terminologies:

f = argmaxf {Π
m
i=1P (si | f) ∗ P (f)} (4)

Where m is the number of features in program P , i.e.,
P = s1, . . . , sm. Now, let us look at possible modifica-
tions to understand how the algorithm is implemented.
The first step will be to reduce features that represent
a program to a realistic size. Recall that we calculated
the set of its most ”dangerous” attributes in the de-
tecting section, i.e., the collection of all the features
assisted the most in detecting a program as malicious.
Furthermore, we computed the set of harmful features
as that of the intersection of the program’s feature set
with the setting of all dangerous features for a specific
program.
As a result, rather than representing a program with
all its aspects, we will describe it in this following part
with a set of the most harmful aspects. The applica-
tion is assumed to be malicious to classify the family -
unless it’s a false positive, i.e., a harmless software
identified as malware by our detection technique -
thus, applying the selected features with one of the
most dangerous features set is not a fault. This choice
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was reached for 2 purposes: one is time efficiency, as
the equation calculation above needs fewer repetitions
with a smaller number of features. The second rea-
son is that precision is essential as only features that
helped identify the application as malicious must be
used to classify its families, not the ”benign” features
found in both malicious and benign applications. The
second suggestion would be that families with very
few malicious apps are not considered because the al-
gorithms require many samples of each family to iden-
tify instances of that families accurately. As a result,
families with few then N programs will be reduced to
a single “unidentified” family. We can see that with
more than samples were taken from each family, the
classification is accurate enough with experimenting
with new values of N.
DREBIN requires a comprehensive yet lightweight rep-
resentation of apps to identify malware on a smart-
phone, allowing it to determine typical indicators of
malicious activity. Our approach accomplishes this by
applying a widespread static analysis that extracts fea-
ture sets across many sources and evaluates them in an
expressive vector space. This procedure is visualized
in Figure 2 and described in detail.
Feature Extraction: In the first step, DREBIN inspects
an Android application statically and extracts differ-
ent feature sets from the manifest and dex code.
Class Labels: The extracted feature sets are then de-
lineated to a combined vector space, which allows geo-
metrical analysis of patterns and combinations of fea-
tures.
Training: We are supposed to train the model using a
different variation of SVM such as Linear SVM, Sec-
SVM, Reduced SVM, Reduced Sec-SVM, etc.
Results: The last phase identifies features that con-
tribute to detecting a malicious application and
presents them to the user to explain the detection
process.
Our Secure SVM methodology (Sec-SVM) is defined
as follows:

min
w,b

1

2
wTw + C

n
∑

i=1

max (0, 1− yif (xi)) (5)

s.t wlb
k ≤ wk ≤ wub

k k = 1, . . . , d (6)

The matrices specify the lowest and highest bounds
for w. wlb =

(

wlb
1 , . . . , w

lb
d

)

and wub =
(

wub
1 , . . . , wub

d

)

In the following, we will show the constraint given in
Equation.(5) as w ∈ W ⊆ Rd for mathematical no-
tation simplification. The algorithm flow figure illus-
trates the meaningful learning algorithm. It is a re-
stricted Stochastic Gradient Descent (SGD) that uses
a simple line-search technique to smooth the gradient

step size throughout the optimization. SGD is a trivial
gradient-based method for effective learning with very
large-scale datasets [56], [57]. It functions by approach-
ing the sub-gradients of the objective function to use
a single data point or a tiny subset of the training
data, which is randomly selected at each loop. In our
scenario, the target function sub-gradients (Equation.
(6)) are as described in the following:

∇ωL ∼= ω + C
∑

i∈S

∇i
lxi (7)

∇bL ∼= CΣi∈S∇
i
l (8)

As S is the subset of the training dataset that used
to calculate the estimate, while li seems to be the
hinges loss’s gradient concerning f (xi), that equals if
yi, if yif (xi) < 1 ,0 or 1 elsewhere. The starting gradi-
ents phase marginη(0) and a suitable decaying function
s(t), i.e., a function that systematically lowers the gra-
dient scale factor during the optimization procedure,
are two critical issues for assuring fast convergence of
SGD. These factors must be determined based on pre-
liminary testing on a subset of the training phase, as
described in [56], [57]. Linear and decaying exponen-
tial functions are popular alternatives for function s(t).
We finalize this part by emphasizing that our approach
is pretty standard; various failure and regularization
functions can improve different safe variations of other
linear classification algorithms. As with the traditional
SVM [58], our Sec-SVM learning algorithm is just an
example that considers the hinge failure and l2 Regu-
larization. Also, it is essential to note that when the
high and low boundaries decrease in actual number,
our approach tends to provide (dense) results with
weights equivalent to the upper or lower factor.

Figure 4 Flow of Sec-SVM

When decreasing the l∞ directly, a corresponding re-
sult is achieved [59]. We concluded from our study that
security and sparsity had had an implicit trade-off: al-
though a sparse learning method ensures an efficient
illustration of the acquired decision function, it can
be easily overcome by manipulating several features.
A secure learning method, on either hand, relies on
the availability of many, perhaps redundant, qualities
that make evading the decision function more difficult,
but at the cost of a dense representation. The flow of

Figure 5 Variation of the values using of Sec SVM
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Methodology-Comparison of Linear SVM and RSVM
With such a parameter variable, we study the support
vector machine (SVM). Given a classification of feature
groups for training,(xi, yi) , i = 1, . . . , l wherever xi ∈
Rn and yi ∈ {−1, 1} The proposed optimization issue
is solved using the support vector methodology:

min
w,b,ε

1

2
ωTω + C

(

l
∑

i=1

ε2i

)

Subject to yi
(

ωTφ (xi) + b
)

≥ 1− εi

(9)

Since, φ(x) will be mapped into finite-dimensional
space. First, we deal with a quadratic problem with
l as several variables.

min
α

1

2
αT

(

Q+
1

2C

)

α− eTα

Subject to yTα = 0

0 ≤ αii = 1, . . . , l,

(10)

The critical difference between linear SVM and RSVM
in [23]. They begin by including a second term, b2/2,
in the fitness function of (19):

min
w,b,ε

1

2

(

ωTω + b2 + C

(

l
∑

i=1

ε2i

)

(11)

Subject to yi
(

ωTφ (xi) + b
)

≥ 1− εi (12)

Its corresponding form is a more fundamental bound-
constrained threat:

min
α

1

2
αT

(

Q+
1

2C
+ yyT

)

α− eTα

Subject to 0 ≤ αii = 1, . . . , l

(13)

The technique of summing up b2/2 and subsequently
getting a bounded duality was presented in [52] and
[53]. This is the same as applying a constant attribute
to the instruction objective of finding a hyperplane
that separates going through the source. When b2/2
is introduced, numerical studies in [54] indicate that
the precision does not change substantially.
It is well known because ω seems to be a linear com-
bination of training the model at the best solution:

ω =

l
∑

i=1

yjαiφ (xi) (14)

If we use ω instead of (21), we get

yiω
Tφ (xi) =

l
∑

j=1

yiyjαjφ (xj)
T
φ (xj)

=

l
∑

j=1

Qijαj = (Qa)i, and

ωTω =

l
∑

i=1

yiαjφ (xj)
T
ω

(15)

ωTω =

l
∑

i=1

yiαjφ (xj)
T
ω

=

l
∑

i=1

αj(Qa)i = αTQa

(16)

As a result, we have a new optimization problem:

mina,b,ε
1
2

(

aTQa+ b2 + C
(

∑l

i=1 ǫ
2
i

)

Subject to Qα+ by ≥ e− ε
(17)

Due to the fact of (9) is not the same as (5), for dual
problems, we can prove that for every solution α of (9),
the associated ω : given by (6) is also an appropriate
solution of (3), permitting us to solve (9) rather than
(5). [55] Would be the one to apply the transformation
of (3) to (9).
RSVM is such a technique for reducing the number
of support vectors. It is accomplished by selecting a
subsequence of m samples at probability sampling for
the construction of ω :

ω =
∑

i∈R

yiαjφ (xj) (18)

Where R is a list of index values for this subset.
Putting (10) in (4), would give us the same problem
as in (9), and the significant variable like α is changed
into m

min
ᾱ,b,ε

1

2

(

ᾱTQRRᾱ+ b2
)

+ C

(

l
∑

i=1

ǫ2i

)

Subject to Q:Rᾱ+ by ≥ e− ε

(19)

here ᾱ would be the set of all αi, and, iǫR . We have
to keep in mind that m is the size of the Real number
(R).
We can evaluate the sub-matrix of the column con-
cerning R in Q:,R.Subsequently, we still have l number
of constraints. In generalized SVM, [23] has clarified
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Figure 6 Variation of the values using of Reduced Sec SVM

the same term 1
2 ᾱ

TQRRᾱ to 1
2 ᾱ

T ᾱ . So, it solves the
RSVM.

min
ᾱ,b,ε

1

2

(

ᾱT ᾱ+ b2
)

+ C

(

l
∑

i=1

ε2i

)

Subject to Q:,Rᾱ+ by ≥ e− ε

(20)

Performances Evaluation: The number of programs
successfully classified among the overall number of pro-
grams is evaluated by accuracy. This metric is insuf-
ficient to assess the machine learning technique, es-
pecially when the two unbalanced classifications. Be-
cause there are much more benign applications than
malware in this scenario, the algorithm might achieve
high accuracy even if it classified all applications as
benign.

Accuracy =
TP + TN

TP + TN + FP + FN

As a result, we’ve included the accuracy metric, which
shows how often we can rely on the algorithm when
it identifies an application as malware. There are few
false positives, so precision is high.

Precision =
TP

TP + FP

The recall measures the ability to detect malware. If
there are few false negatives, recall is high.

Recall =
TP

TP + FN

The false-positive rate is a metric that shows how sus-
ceptible the algorithms are to making errors when clas-
sifying benign applications as malware. If there are few
false positives, the false positive rate is low.

False Positive Rate =
FP

FP + TN

To measure the result, we separated the dataset into
two parts: training test (70% of the dataset) and test-
ing sets (30% of the dataset). The dataset is a col-
lection of malware attacks that were correctly classi-
fied. The performance is calculated as the number of
well-classified malware divided by the total number of
malware:

True Positive rate =
true prediction

total predictions

The following is the definition of the confusion matrix:

M = {aij} s.t. aij (21)

=number of malwares from the family i classified as

malwares from the family j

Results: To apply the algorithm, we assume that split-
ting of the dataset, i.e., is divided into two parts: the
training data set, which contains 70% of the overall
programs, and also the testing sets, which includes the
remaining programs. The procedure to be followed will
be collected after computing the predicted values y for
the training dataset and comparing them to true val-
ues. True Positives: malwares accurately classified as
malwares True Negatives: programs that are consid-
ered benign False Positives: Malicious programs are
classified as benign programs. False Negatives: Mal-
ware that has been labeled as harmless. Where per-

Figure 7 Ground Truth Table positive and negative ratios of
the Malware

centages of successfully classified programs (true posi-
tive rate and true negatives rate) first diagonal, while
the numbers of misclassified programs second diago-
nal (starting to the left bottom, we have false positives
and false negatives).Other indicators useful for com-
puting algorithm performance are listed in table 2. The
number of precise predictions is represented by tracing
the confusion matrix, whereas the sum of other com-
ponents represents the number of wrong predictions.
That’s the algorithm’s confusion matrix:

Figure 8 Variation of the Malware Confusion Matrix

Table 2 Results evaluation using SVM

Dataset Accuracy Precision Recall FPRate TPRate
DREBIN 99.35% 94.03% 91.70% 0.25% 89.21%

This study deeply evaluated the state-of-the-art
methods to deal with this problem. Typically, the fol-
lowed methods are mainly SVM, Sec-SVM, Reduced
SVM, Reduced Sec-SVM. After implementing all the
algorithms, the results are computed as below. Cur-

Figure 9 Comparison of the values using SVM, Sec-SVM,
Reduced-SVM, Reduced-Sec-SVM

rently, I have these results you can see
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Table 3 Comparison of Different Techniques

Techniques SVM Sec-SVM RSVM RSSVM
Accuracy (%) 99.35% 99.12% 98.56% 98.42%

Table 4 Comparison between SVM, Random Forest Classifier,
Näıve Bayes and Deep Learning using Drebin Dataset

The Classifier Accuracy Precision Recall F1 Score
SVM 99.35% 94.03% 91.70% 92.33%
RFC 98.79% 98.79% 78.50% 84.40%

Näıve Bayes 92.23% 92.23% 46.29% 34.21%
Deep Learning 91.12% 91.00% 96.00% 94.00%

Now, let us briefly compare SVM with the super-
vised learning algorithm using a deep neural network.
As SVM was bounded in the concept of autoencoder,
the Deep learning classifier always looks into the true
labels and computes the better classification on the
test dataset samples. Figure 8 explains how both learn-
ing methods are different from each other. The blue,
orange, grey, and yellow bars represent and every per-
formance metric like accuracy, precision, recall, and

Figure 10 Comparison between SVM, Random Forest
Classifier, Näıve Bayes and Deep Learning using Drebin
Dataset

f1 score, respectively, using SVM, deep learning model,
RFC, and Näıve Bayes. The DNN was computed, tak-
ing advantage of the convolution neural network.
The input is calculated and reshaped using convolution
layers and the pooling layer, and then it is estimated
in the fully connected network layer. Finally, SoftMax
regression computes the classes based on the specified
probability. Therefore, we can say that unsupervised
learning can give us promising results, and the exper-
imental values can also be seen in Table 4. Also, we
compared the result using other techniques like Näıve
Bayes and Random Forest Classifiers.

Conclusion
This paper presents a comprehensive overview of dif-
ferent techniques for classifying Android malware fam-
ilies throughout this research. We perform many ex-
periments and determine that our methodology has
significant benefits in the detection of Android mal-
ware families. As our research focuses on malware de-
tection, SVM has an accurate result of 99.35%, pre-
cision at 94.03%, and a recall score at 91.70% than
other representations. Machine learning algorithms, on
either hand, learn to detect malware via samples and
thus may be more helpful in detecting malicious ac-
tivity according to their more generic method. Recent
studies in the fields of adversarial machine learning
with computer security show that machine learning

may take a keen interest in vulnerability in such a secu-
rity system, thus mitigating the fundamental security
of the system. The source of the problem would be that
machine-learning methods were not designed to deal
with knowledgeable and adapting attackers who could
change their behavior to mislead learning and classi-
fication methods. RSVM will be faster than the regu-
lar SVM on significant problems or challenging cases
with many support vectors. The SVM has been re-
searched in terms of multi-class implementations. Ex-
periments demonstrate that perhaps the accuracy rate
of the RSVM is slightly lower than the traditional
SVM. Although the RSVM complies with almost the
same constraints as such primary form of SVM, re-
ducing support vectors to a random selection subset
reduces performance. Based on actual implementation
techniques, we demonstrate that RSVM would be bet-
ter than standard SVM on significant or unexpected
issues with several support vectors than standard SVM
on substantial issues or perhaps some difficult cases
with several support vectors.
In conclusion, standard SVM should be utilized for
moderate challenges, although RSVM would be an at-
tractive method for significant problems. Still, it can
appropriately limit the number of learning support
vectors. When dealing with secure learning methods,
Sec SVM could focus on the availability of numerous,
perhaps redundant, features that make evading the de-
cision function more complex but at the expense of
a density representation. We expect such research to
inspire interest in additional research towards adver-
sarial malware detection. Possible future research ar-
eas also include exciting features of various adversar-
ial malware samples, including the search for effective
cyber-attacks, robust feature extraction, harmful fea-
ture assessment, defense evaluation metrics, and the
design of much more strong robust defenses.
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