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Abstract The internet of things(IoT), the Industrial Internet of Things 

(IIoT), and Cyber-Physical Systems (CPS) can be seen everywhere, 

Home applications, Buildings, Cars, Space Industry, Military, Health 

Care, and in many other fields. On the other hand, they become an 

easier target for attackers, due to many reasons including the 

limitation of hardware, so from that point, companies start working to 

build a secure systems by keep themselves updated about their system 

threats and vulnerabilities, and also by studying how the attackers can 

gets into their system, how they act, what is the attack flow, and also 

the identity of the attackers by trapping and tricking them into 

believing that they have got access to the actual system or assets . And 

that’s what it's called a Honeypot. [1] As the technology keeps 

changing and becomes more powerful, so do the attackers, and for that 

reason companies should use new techniques to enhance Honeypots 

efficacy by making it undetectable by cybercriminals, more usable and 

make use of the information that the honeypots gather in a more 

efficient way. Moreover, Machine Learning (ML) techniques are able 

to provide intelligence to IoT, IIoT, and ICS systems and networks, 

and enhance its ability to deal with various security problems, hence, 

in this research, we are developing a new solution that improves the 

architecture of SCADA (An ICS System) by adding CamouflageNet 

Honeynet into it and ML techniques, in order to defend and acquisition 

system security performance. 

Keywords: Industrial control system; Cyber security; Honeypot, internet of 

things(IoT), Cyber-Physical Systems (CPS), Machine Learning (ML) 

I. INTRODUCTION ABOUT IOT,IIOT AND ICS AND THE 

SECURITY ISSUES 

  Internet of things (IoT) is a concept describing billions of 

connected devices or objects that can sense, transmit, process the 

data from the surrounding environment. Industrial-Internet of 

Things (IIoT) is an application of (IoT) which is used for industrial 

purposes [2]. Cyber-Physical Systems (CPS) is a connected 

physical and engineered system that transforms how users interact 

with the physical objects around them. [3] for example, the 

Industrial Control System (ICS). Furthermore, Technology has 

advanced rapidly in many domains as a result of ICT convergence 

(Information and Communications Technologies). One of those 

technologies is the ICS (Industrial Control System), which is a 

concept that incorporates a variety of control systems. Also 

included in the ICS is SCADA (Supervisory Control And Data 

Acquisition). It's a system for controlling water, oil, and gas 

distribution, pipelines, ships, trucks, rail systems, and wastewater 

collection systems that gathers data and sends it to distant field 

control stations and monitors. [ 6] 

 

As the Internet and CPS have developed, an increasing number of 

industrial control equipment are being connected to the Internet for 

remote control and monitoring. Furthermore, the security of 

industrial protocols is rarely taken into account. Researchers 

focused on securing ICS infrastructures and preventing them from 

being subverted by attackers in the face of Internet threats against 

ICS devices and systems. [8-12] 

Honeypot is a strong effective way to study attacker behavior. 

Honeypot could record all activities of attackers and scanners by 

impersonating ordinary workstations or devices, which could 

subsequently be used for further analysis. 

There are many open-source honeypot systems, which have been 

proposed and widely used to analyses ICS attack behaviors, on the 

other hand, have some restrictions.[13–15, 17, 18] , Honeypot is 

only designed to collect access traces from outsiders, hence it has 

no data analysis capabilities.[19] 

To address the above - mentioned problem, we propose a SCADA 

architecture that includes Honeynet and machine learning 

approaches for capturing and analyzing suspicious SCADA 

behavior from the Internet. 

  

The following paper is organized as follows. We describe the 

Industrial Control Systems and Honeypot first, then look to the 

Related Work and then present the design and Architecture details 

of. Finally, we close with the conclusion and Future Work. 

 

II. OVERVIEW OF INDUSTRIAL CONTROL SYSTEMS 

 Industrial Control Systems is a system or network of devices, 

sensors, controllers used for industrial purposes in different critical 

fields such as water, gas pipelines and other industrial uses. ICS 

include: supervisory control and data acquisition (SCADA), 

distributed control systems (DCS), Programmable Logic 

Controllers (PLC), Historian and many other systems [4]. Each 

system has different characteristics and uses but at the same time 

they could integrate with each other to achieve an overall goal [5] 

 

A. Supervisory Control and Data Acquisition  (SCADA) 

 SCADA is a highly distributed system [4] that collects and 

processes critical data to make long distance operational decisions 

[5].  
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B. Distributed Control Systems (DCS) 

 DCS are mostly used in process-based industries such in water and 

wastewater treatment, chemical and food industry. The architecture 

of DCS contains a Supervisory level followed by integrated sub-

systems that manage the details on the local  process level[5].  

C. Programmable Logic Controllers (PLC) 

  PLC is a solid-state control system that is mainly used for 

industrial purposes within SCADA and DCS for long distance and 

big systems and it’s also used as the core system in small systems 

[5]. It stores instructions to build a specific system function such as 

data and file processing [4]. 

 

III. HONEYPOT 

  As the applications of ICS -in particular- are increasing so do the 

attacks and as we mentioned earlier ICS are uses in critical 

industries some are managed by the federal agencies of the US and 

most of them are privately owned[5], hence, in order to protect 

theise critical systems from attackers, we can deploy different 

security aspects such as IDS, IPS, Firewalls, cryptography, 
antivirus and other tools can be applied to secure the system. But 

on the other hand these tools or mechanisms can’t offer a chance to 

study how the attackers can get into the system, how they act, what 

is the attack flow, and also the identity of the attackers[1]. However, 

here comes Honeypot and Honeynet, a system that traps and tricks 

the attackers into believing that they have got access to the actual 

assets of the system while they just got into a simulated system that 

registers their attack patterns. 

  

A. Honeypot classification 

Honeypot is classified into 7 categories : purpose, role, level of 

interaction, scalability, resource level, availability of the source 

code, and application.  

As our concern on this paper is ICS security we will focus on 

Honeypot classification by application 

 

1. classification by application:  

Honeypot is a tool  created to be applied and used within IoT 

systems such as IoT candyjar honeypot and IoTPOT honeypot, or 

for industrial purposes with ICS such as Honeyd+ honeypot and 

CamouflageNet honeynet[1].  

 

IV. RELATED WORK 

 

A. Related Work: 

As we are in the phase of studying a proposed solution that could 

make use of the data provided by Honeypots and apply some of ML 

techniques on these data, we found that there are two papers that 

proposed different solutions that we could build our work on top of.  

 Hidemasa Naruoka and others created a Honeynet 

(Camouflagenet) not only to record how the attackers act and what 

types of attacks they do, it also helps to disturb the attackers and 

make it harder for them to do the attack.  

By understanding the three phases of the attack (information 

gathering, attacking time and cover up time) Camouflagenet is 

working on increasing  the time of information gathering phase for 

the attackers as the attackers have to check and collect information 

about every object on the network before they start the attack. 

CamouflageNet increases the number of the connected machines in 

the ICS network by adding multiple honeypots to the network and 

creating a dynamic network so it’s harder for the attacker to know 

the real asset from the virtual one which cost the attackers more 

time to collect data so the security staff can know about the attack 

before it begins [6]. 

  The Second paper by Seonggwan Ahn and others was a study on 

improving SCADA architecture by adding to the network a 

Honeypot and a protector. Honeypot is to attract the attackers by 

making them believe that they got to the actual system. Then the 

IPS (Intrusion Prevention System) got the log information from the 

Honeypot to determine if the user is registered on the system as a 

trusted entity or not. If the user is not registered, the IPS will send 

a command to the protector to do an ARP spoofing attack. The ARP 

spoofing attack changes the gateway’s MAC address on the attacker 

ARP table to the protector’s MAC address which will prevent the 

suspicious user from entering the SCADA network[7].  

 

B. Differences from the existing work 

  In the first paper they deployed a number of honeypots 

(CamouflageNet) into the ICS network, therefore,  When it detects 

a signal of reconnaissance activities such as an NMAP scan at the 

"Information Gathering Time," CamouflageNet updates its 

configuration. This dynamic reconfiguration makes the attackers to 

re-reconnaissance, wasting important "Information Gathering 

Time" and disrupting their concentration efforts. [6].  

  Because CamouflageNet is primarily designed to collect access 

traces from outsiders then  disturbing the attackers by re-

reconnaissance, it lacks data analysis capabilities. So we employed 

ML for CamouflageNet design. 

  On the other hand, if we use CamouflageNet into SCADA 

architecture instead of one Honeypot we could increase the 

intelligence of the system to defend itself depending on how the 

user acts, not what is registered on the database.  

 

  In nutshell, Future ICS, SCADA and CPS honeypots and 

honeynets, will benefit from machine learning techniques to 

propose smarter decoy systems that can adapt to attacker actions, 

discriminate known attacks from new attacks. 
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V. PROPOSED ARCHITECTURE 

 

A. Background Information 

As the applications of ICS -in particular- are increasing so do the 

attacks and as we mentioned earlier ICS are uses in critical 

industries[5], hence, in order to protect these critical systems from 

attackers, we can deploy different security aspects  such as IDS, 

IPS, Firewalls, cryptography, antivirus and other tools can be 

applied to secure the system. 

Figure 1: The Architecture 

 

B. Proposed Architecture 

 

We will add to ICS/ SCADA architecture Four components, 

CamouflageNet Honeypot[6] to study the attack and the attackers, 

IDS (Intrusion Detection System) and IPS (Intrusion Protection 

System) to detect the attack and tack action, and a Protector to carry 

out IPS commands. We will also add intelligence to CamouflageNet 

Honeypot by employing ML techniques within.  

 

● IDS (Intrusion Detection System): Check if the request on 

the network is a suspicious request or not and send the information 

to CamouflageNet for further intelligent verification. 

 

● CamouflageNet Honeynet: Connected Honeypots built 

especially for ICS in order to distract the attackers and buy the 

security administrators more time to understand the attack and 

defend the system. It’s built on top of Honeyd honeypot[6]. ML-

enhanced CamouflageNet will send back detailed information for 

the IDS to be used as a future dataset. And send a detailed 

investigation report to IPS. 

● Data Processing: The major purpose of DP(Data 

Processing) is to cluster and analyze the data collected by 

CamouflageNet Honeypots, as well as to forecast the trend. DP 

creates attacker behavior models to summarize attacker activity 

patterns by studying historical records of attack behaviors. DP also 

gives you the ability to foresee how attackers will act in the future. 

 

 

 

 

 

 

 

 

 

 

 

 

DP does some preliminary work, such as data cleaning, formatting, 

and saving the log information to the database, before diving deep 

into the data. The preprocessed data is then turned into a vector 

sequence. IP, port, protocol, and function code are all included in 

each vector. Within a specific time interval, a sequence of vectors 

is obtained. The vectors are then classified into multiple clusters 

using clustering methods. Each cluster could represent a different 

attack type. 

The detailed process is described as follows: 

A. Within a given time frame, DP collects data from the 

same IP address. Both benign network traffic and malicious 

commands (such as "CPU Control request STOP") are 

included in the data. From network flows, we extract 

information such as source IP, destination IP, destination port, 

date, packet length, and malicious command data. To 

represent the behaviors of network traffic intercepted by 

CamouflageNet Honeypots, the features are concatenated into 

a vector. 
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B. To obtain many clusters, we suggest applying the k-

center clustering algorithm.  

● IPS (Intrusion Protection System): Defend the system 

from any suspicious requests and take action by 

forwarding the request to the Protector instead of 

forwarding it to a real asset on the network and instruct 

the Protector about what reverse attack should be applied.  

● Protector : Programmable unit that does a reverse attack 

on the attacker depends on the Intel from IPS. 

 

VI. CONCLUSION 

In order to defend any system from attack we need to build strong 

architecture that can do both, understanding the new attacks and 

the attackers, and defend the system in front of these attacks.  And 

to achieve these two goals we proposed an enhanced architecture 

for SCADA systems that could add more Intelligence to it while 

dealing with an attack. 

Usually in SCADA systems we use IDS/IPS to defend the system 

from any intruders but on the other hand IDS/IPS has a high false 

alarm average and that is caused by the lack of analysed data. 

Hence, we found a need to do double verification on the requests 

that could be flagged by mistake by the IPS or the IDS by adding a 

ML-enhanced Honeypot to SCADA architecture that analyse more 

detailed data about any suspicious move within the system and 

create a future learning dataset for the IDS and an Intel data to the 

IPS which play a good role in instructing the protector about 

which action should take defending the system. 

 

VII. FUTURE WORK 

Increasing the number of objects on any system leads to increasing 

the amount of the data flow within it which causes some delay and 

a slower performance. For that reason we need to do more 

research on how we could enhance SCADA security without 

affecting data flow and response performance.  

 

VIII. CONTRIBUTION 

The  first  contribution  of  this  research  is proposing a method to 

increase the efficacy of IDS/IPS as a security measurement within 

SCADA systems and decrease the false alarm ratio. The  second  
contribution  of  this  research  is proposing a method to enhance 

an existing ICS honeypot by deploying machine learning 

techniques into it and integrating it within the SCADA 

architecture. The  Third contribution  of  this  research is 

proposing a more powerful and secured  architecture for SCADA 

systems that detect the attack, analyze the attack and the attackers 

and defend itself from the attacks in a more intelligent way. 
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