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Abstract 

Due to the ease of access and high storage, cloud storage has become very popular in recent 

days. However, uploading the image directly to the cloud server can cause the risk of privacy 

leakage. This paper proposes a content-based image retrieval (CBIR) mechanism by preserving 

the privacy content of the image. The approach initially classifies the group of image pixels into 

two categories namely high-level class and low-level class. The low-level class pixels are 

encrypted by a local encryption algorithm that encrypts. The paper proposes two encryption 

mechanisms namely encryption without high-level block scrambling (WO-HLBS) and encryption 

with high-level block scrambling (W-HLBS) that uses the position-dependent local binary pattern 

feature (PD-LBP) and position-independent local binary pattern feature (PI-LBP) feature 

extraction. The number of high-level features is chosen by the feature selection factor. The image 

that was encrypted was uploaded to a cloud server where the cloud server detects and extracts the 

features from the high-level features and store them in the cloud database. During the image 

retrieval, the high-level features that are extracted from the encrypted query image are matched 

with the features present in the cloud database to obtain the retrieval results. The evaluation of the 



proposed image retrieval was evaluated using the Inria Holidays dataset using the metrics such as 

retrieval precision and time complexity. The scheme WO-HLBS and W-HLBS provide a mean 

average precision of about 0.679 and 0.6295 respectively. 

Index terms: Content-based image retrieval, Image encryption, Feature extraction, Cloud Storage, 

and Local bin 

1. Introduction 

 Internet of things (IoT) resembles everything that can be connected will be connected. Due 

to the development in smartphones, computers, and internet technology the images that are 

generated by a user are increasing rapidly. Hence there is a need for huge local storage for these 

devices. Cloud storage provides a way to minimize the use of local storage by uploading the images 

that are generated by phones, the computer directly to the cloud. Privacy-preserving of the image 

content is essential in this scenario to preserve the content present in the image. One of the 

examples that it is necessary to preserve the content of the image is that the hacking of iCloud in 

2014, where the hackers leaked around 500  private pictures of different celebrities [1]. Also, the 

cloud server cannot be completely trusted since they may try to view the private content of the 

images that have been uploaded to the cloud. Therefore, it is very essential to protect the content 

of the image before the image is to be uploaded. Image encryption is a fundamental method that 

can be used by the owner before it is uploaded. However, complete encryption makes the retrieval 

process very difficult when the image is stored in a huge database. The content-based image 

retrieval mechanism can be classified into two types such as feature extraction on the user side and 

feature extraction on the cloud side. In the first approach, the user has to extract the features before 

encrypting the image. The features that are extracted are again encrypted using some special 

algorithm. This approach creates a very computational burden at the user/owner side because the 

user has to do the process like extraction of features, encryption of image, and encryption of 

extracted features. The computational burden can be reduced by the second approach where the 

user only needs to encrypt the image where the extraction of features will be handled by the cloud 

server. On the request of the query image, the CBIR searches similar images and retrieves them 

from the user in a ranking order that was closely matched. The CBIR system of the cloud server 

has a feature extraction module and an image retrieval module. The feature extraction module 

characterizes the image content and stores the descriptors or features in the feature storage. The 



image retrieval module extracts the features of a query image and matches are with the features 

that are available in the cloud storage. The top matching similarity results will be given to the user. 

The CBIR performance mainly depends on three different processes namely (i) the encryption or 

decryption algorithm is used by the owner/user, (ii) the feature extraction algorithm that extracts 

the features on the encrypted image. (ii) Feature matching algorithm that provides closely match 

results. 

The motivation of the proposed CBIR system is shown below;  

(i) This paper proposes the classification approach that classifies the blocks of the pixel 

into high-level and low-level classes. The proposed high/low-level classification is 

done on the owner side, user side, and on the cloud server.  

(ii) The paper introduces two encryption mechanisms namely WO-HLBS and W-HLBS. 

(iii) This paper also proposes two low complex feature extraction algorithms namely PD-

LBP and PI-LBP that can extract the features from the high-level class. 

(iv) The approach uses the k means algorithm for visual word generation and  Manhattan 

distance for retrieval of images. 

The paper is formulated as follows. Section 2 shows a few of the related works. Section 3 and 4 

show the proposed CBIR algorithm and the experimental results respectively. Finally, the 

conclusion is provided in section 5. 

2. Related works 

 Several CBIR methodologies have been presented by different authors where some of them 

are provided below. The related works focus on encryption/decryption algorithm, feature 

extraction algorithm, and feature matching algorithm. It also shows the two types of CBIR systems 

such as encryption and feature extraction on the owner side, and encryption on the cloud server. 

In the feature extraction by owner/user model, the features are extracted by the users, and the image 

and the extracted features are uploaded by the user. The author's Lu et al. [2] used a histogram of 

the visual words features followed by min-hash function and order-preserving encryption to 

encrypt the extracted histograms. This approach used Jaccard similarity between the query and 

cloud image histogram for image retrieval. Later the authors [3] also proposed random projections, 

bit plane randomization, and random unary encoding for preserving the privacy content of the 



image. This scheme uses 𝐿1 distance in random projections, while Hamming distance is used in 

random unary encoding, and bit plane randomization. However, these schemes provide less 

precision than retrieving the image in the plain text-domain. Homomorphic encryption [4,5] is 

used by a different author that encrypts the feature vectors. This approach requires cyclic 

communication for the distance estimation process between the image owner and the cloud that 

highly increases the owner burden.  

Secure kNN was introduced by Xia et al. [6] that slightly improves the search precision, 

where a binary vector is used that divides the feature vectors into two vectors. Two invertible 

matrices are used to encrypt the two vectors and these methods do not require communication 

between the cloud and the user which in turn reduces the burden of the user. Partial encryption is 

used by Weng et al. [7] where the hash vector is used to represent each image. The estimated hash 

vector is divided into two parts where one part is kept unencrypted and the other part is secured by 

stream cipher encryption. Later the authors [8] used a search pattern in image retrieval. Feature 

extraction like a bow (bag of words) and the shift (scale-invariant feature transform) is used by the 

authors Xia et al [9] where the similarity between the images is estimated by earthmovers distance. 

Speeded-up robust features (SURF) are used by the author Qin et al. [10] where the features are 

preserved by chaotic encryption. It also uses a local sensitive hash that improves retrieval 

precision. To speed up the retrieval process a tree index is constructed by the author Abduljabbar 

[11], and the construction of the tree index creates an additional burden to the image owner. To 

reduce the complexity of constructing the tree index on the owner side, Yuan et al. [12] applied 

the tree index construction process in the cloud server. Even though this scheme reduces the owner 

burden in index construction, it still requires several rounds of communication between the image 

owner and the cloud server.  

To reduce the complexity in feature extraction or index construction, cloud-based feature 

extraction schemes are proposed where the owner is the user only needs to encrypt the image. 

Partial encryption that was proposed by Xu et al. [13] uses a Gaussian orthogonal matrix which 

decomposes the image into two parts where the one part is unencrypted and the other part was 

encrypted by advanced encryption standard (AES) encryption. This approach also extracts the 

features from the encrypted regions, since the feature extraction algorithm can’t differentiate the 

encrypted and unencrypted regions. Homomorphic encryption is also used to preserve privacy, 



where the authors Bellafqira et al. [14] used a histogram of wavelet coefficients that was extracted 

from the encrypted image that was extracted by the Paillier algorithm. The similarity between the 

features present in the database and the features of the query image are matched using 𝐿1 distance. 

However, the time complexity of the Paillier algorithm is high. JPEG image-specific privacy-

preserving CBIR system was proposed by Cheng et al. [15] where the authors represented the 

JPEG file bitstreams to a pair of coefficients. The stream cipher is used to encrypt the DC 

coefficients to a quantization table.  

The authors Ferreira et al. [16,17] used permutation of pixels along the row and column 

with the substitution mechanism for image encryption. The cloud server extracts a histogram of 

color features and the Hamming distance are used for retrieval. To improve the security Wang et 

al. [18] used AES encryption, but the accuracy of image retrieval was reduced due to the inefficient 

random features that were extracted from the encrypted image. The authors Nalini et al. [19] used 

Otsu’s threshold for extracting the features on the scrambled image. The iterative process in Otsu’s 

threshold provides a sequence of features that was clustered with an instantaneous clustering 

algorithm. The retrieval precision of this approach mainly depends on the color features. Local 

binary pattern histogram features are extracted from the encrypted image by the authors Xia et al. 

[20]. Even though this scheme provides higher accuracy in retrieving a similar face it does not 

provide high accuracy in image retrieval. Discrete cosine transform (DCT) and Spatial domain 

features are also used in CBIR [21] where the similarity between the images is estimated by 

Manhattan distance. The permutation and substitution-based encryption that was proposed by Xia 

et al. [22] improve the retrieval accuracy. In [23] the authors Weng et al. used a secure local binary 

pattern in privacy-preserving CBIR system, it uses 3 × 3 block permutation, pixel permutation 

within 3 × 3 blocks along with polyalphabetic cipher.  From the encrypted blocks, secure local 

binary pattern features are extracted and it does not require communication between the image 

owner and the cloud server. The bag of word model is used to generate the feature vector and the 

Manhattan distance is used to match the features in image retrieval.  

3. Proposed CBIR 

The proposed content-based image retrieval processes have three sub-systems namely, (i) 

Image Owner (ii). Cloud server (iii) Image user 



 

Fig 1: Architecture of Proposed Content-based image retrieval system 

(a) Image Owner and Image user 

The image owner is the person who uploads the image to store it in the cloud, where the image 

user is the person who uploads the image to the cloud not for storage, but for retrieving similar 

images. The architecture of the proposed CBIR is depicted in Fig 1.  

(b) Cloud model 

 The process performs in the cloud server can be classified into two phases where the first 

phase resembles the encryption and uploading of the encrypted image in the cloud server. This 

phase also includes the feature extraction, storing of the encrypted image that was uploaded by the 

owner, and storing of features that were extracted by the cloud server. In the second phase, the 
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image user encrypts the query image and uploads it to the cloud server, and sends a request for 

image retrieval. This phase also includes the extraction of features from the encrypted query image 

and matching it with the stored feature vectors. The matching result is the generation of indices 

that corresponds to the features that get closely matched. Similar to other CBIR schemes this 

approach assumes the cloud server as an “honest but curious” model, with a fully trustworthy 

model i.e. The retrieval service and the storage service performed by the cloud server is highly 

honest (there will be no modification in the image that is to be stored in the cloud server or there 

will be no modification in the image that was provided by the CBIR system as the result of query 

image search). But the curious cloud server will try to view the privacy content of the image. 

3.1 Encryption/ Decryption 

Let the image that is to be uploaded by the image owner ( or image user) to the cloud for 

storage (or image retrieval) be represented as 𝑆, that has the red, green, and blue components as 𝑆𝑟, 𝑆𝑔 and 𝑆𝑏 respectively. Let X be any single channel of the image 𝑆. Let the size of the single-

channel be 𝑀 × 𝑁. The proposed encryption uses two approaches namely (a) Encryption without 

High-level block scrambling ( WO-HLBS) (b) Encryption with High-level block scrambling (W-

HLBS) 

3.1.1  WO-HLBS Encryption 

 

Fig 2: Encryption without high-level block scrambling (WO-HLBS) 
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The block diagram of WO-HLBS encryption is depicted in Fig 2. Initially, the image is 

subdivided into smaller non-overlapping blocks each has a size of 𝑚 × 𝑛. Therefore, the total 

number of blocks per channel is given by 𝐿 = (𝑀 × 𝑁)/(𝑚 × 𝑛). The 𝐿 sub-blocks 𝑋𝑖 =[𝑋1, 𝑋2, 𝑋3 … … . . 𝑋𝐿] are classified into two classes namely the low-level class and high-level 

class.  The high-level class contains the blocks which have more information such as corners, 

edges, etc., (high-frequency components). The low-level class should contain the block that has 

less information or redundant content (low-frequency component). The high-level classes can be 

obtained after extracting the higher frequency component present in each sub-block. Let 𝜇1, 𝜇2, 𝜇3 … … . . 𝜇𝐿 be the mean values estimated on each sub-blocks 𝑋1, 𝑋2, 𝑋3 … … . . 𝑋𝐿. The high-

frequency pixel component can be estimated by subtracting the mean value 𝜇𝑖 on each sub-block. 

Where 𝑖 − 1,2, … . . 𝐿. The high-frequency pixel component is estimated by the relation 

 𝑋𝑖(𝑢, 𝑣) = 𝑋𝑖(𝑢, 𝑣) − 𝜇𝑖 , 𝑢 = 1, 2, … … 𝑚 and 𝑣 = 1, 2, … … 𝑛    (1) 

𝑋𝑖(𝑢, 𝑣) = 𝑋𝑖(𝑢, 𝑣) − 1𝑢𝑣 ∑ ∑ 𝑋𝑖(𝑢, 𝑣)𝑛𝑣=1𝑚𝑢=1        (2) 

The components present in the sub-blocks 𝑋𝑖(𝑢, 𝑣) gives the higher frequency pixel components, 

where the higher magnitude of 𝑋𝑖(𝑢, 𝑣) shows highly varying frequency component, while the 

lower magnitude of 𝑋𝑖(𝑢, 𝑣) shows slowly varying frequency components. The frequency 

indicator of the sub-blocks is estimated by  𝐺𝑖 = ∑ ∑ |𝑋𝑖(𝑢, 𝑣)|𝑛𝑣=1𝑚𝑢=1  𝑖 − 1,2, … . . 𝐿       (3) 

The frequency indicator 𝐺𝑖 is sorted from minimum to maximum. The lower value of the frequency 

indicator indicates that the blocks are low-level class, while the higher value of the frequency 

indicator, indicates that the blocks are high-level class. To differentiate the frequency indicator 

into two classes a feature selection factor 𝛼 is used. It classifies 𝛼 number of high frequencies as 

high-level blocks. Using the frequency indicator the sub-blocks 𝑋𝑖 is classified as a high and low-

level class represented as 𝐿𝑘 and �̂�𝑗. �̂�𝑗 = 𝑎𝑟𝑔𝑚𝑎𝑥(𝐺𝑖)  𝑗 = 1,2, … . . 𝛼 , 𝑖 = 1,2 … … 𝐿      (4) 𝐿𝑘 = 𝑎𝑟𝑔𝑚𝑖𝑛(𝐺𝑖)  𝑘 = 1,2, … . . 𝐿 − 𝛼 , 𝑖 = 1,2 … … 𝐿     (5) 



The indices that correspond to the least 𝐿 − 𝛼 values of frequency indicator are chosen as the low-

level class and the indices that correspond to the highest 𝛼 values of frequency indicator are chosen 

as the high-level class. The low-level blocks 𝐿𝑘 is encrypted by two encryptions namely local 

encryption followed by global encryption where the key 𝐾 = {𝐾1, 𝐾2} is used to generate the 

pseudo-random sequence. The high-level blocks �̂�𝑗 is kept as it is without encryption.  

(a) Local Encryption 

The local encryption is performed within the pixel elements of each block. The key 𝐾1 is used to 

generate 𝐿 − 𝛼 number of sub-keys expressed as 𝐾1 = {𝐾1,1, 𝐾1,2 … … . 𝐾1,𝐿−𝛼} generally 

expressed as 𝐾1,𝑘. Let 𝐿𝑘 be a low-class pixel block having a size of 𝑚 × 𝑛. Therefore the local 

block permutation generates a 2D pseudo-random sequence  𝑃𝑘 having a size of  𝑚 × 𝑛 using the 

corresponding key 𝐾1,𝑘. The block 𝐿𝑘 is is then scrambled using the pseudo-random sequence 𝑃𝑘 

to obtain the encrypted block 𝐸𝐿,𝑘. This process is repeated for all the sub-blocks to obtain the 

complete low-level class blocks to be encrypted. 

(b) Global Encryption 

The global encryption further permutes the locally encrypted blocks using the key 𝐾2. This 

method initially generates a 2D-pseudo random sequence having a size 
𝑀𝑚 × 𝑁𝑛. It then leaves the 

locations of the high-level block locations on the generated pseudo-random sequence. Let 𝑄𝑘 be 

the 2D-resultant pseudo-random sequence. The locally encrypted blocks 𝐸𝐿,𝑘 are again scrambled 

using the pseudo-random sequence 𝑄𝑘 to obtain the globally encrypted blocks 𝐸𝐿,𝑘. The globally 

encrypted block 𝐸𝐿,𝑘 and the high-class blocks �̂�𝑘 are merged to obtain the encrypted image 𝑆′.  
3.1.2 WO-HLBS decryption 

Let 𝑆′ be the encrypted image. The encrypted image is initially subdivided into subblocks having 

a size of 𝑚 × 𝑛. The frequency indicator 𝐺𝑖′ is then estimated on the subblocks of the image 𝑆′ 
using the equation (). The frequency indicator 𝐺𝑖′ is used to classify the high/low-level blocks using 

the parameter 𝛼. The blocks that correspond to the high values of frequency indicator indicate the 

high-level blocks and the remaining blocks correspond to the low-level blocks. Let the low-level 

blocks and high-level blocks are represented as 𝐸𝐿,𝑘′  and 𝐻𝑗′ respectively, where 𝑗 = 1,2, … . . 𝛼 and 



𝑘 = 1,2, … . . 𝐿 − 𝛼. Let the key for decryption be 𝐾 = {𝐾1, 𝐾2}, where the key 𝐾2 is used first for 

Global decryption and the key 𝐾1 is then used for local decryption. 

(a) Global decryption 

Using the key 𝐾2, 
𝑀𝑚 × 𝑁𝑛 the number of the 2D pseudo-random sequence is estimated. It then leaves 

the locations of the high-level block locations on the generated pseudo-random sequence. Let 𝑄𝑘′   

be the 2D-resultant pseudo-random sequence. The encrypted blocks 𝐸𝐿,𝑘′  are again descrambled 

using the pseudo-random sequence 𝑄𝑘′   to obtain the globally decrypted blocks 𝑒𝐿,𝑘. 

(b) Local decryption 

The global decrypted block 𝑒𝐿,𝑘 is applied for local decryption. In local decryption a sequence of 

key 𝐾1,1, 𝐾1,2 … … . 𝐾1,𝐿−𝛼 is generated using the key 𝐾1.  Let 𝑒𝐿,𝑘 be global decrypted low-class 

pixel block having a size of 𝑚 × 𝑛. Therefore the local block permutation generates a 2D pseudo-

random sequence  𝑃𝑘′  having a size of  𝑚 × 𝑛 using the corresponding key 𝐾1,𝑘. The block 𝑒𝐿,𝑘 is 

then descrambled using the pseudo-random sequence 𝑃𝑘′  to obtain the decrypted block. This 

process is repeated for all the low-level sub-blocks to obtain the complete decrypted low-level 

class blocks. The decrypted low-level class blocks 𝐿𝑘′  and high-level class blocks 𝐻𝑘′  are merged 

to obtain the decrypted image. 

3.1.3 W-HLBS Encryption 
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Fig 3: Block diagram of proposed encryption with high-level block scrambling (W-HLBS) 

In WO-HLBS encryption, the position of the High-level pixels remains the same before and after 

encryption. To prevent privacy leakage from the high-level blocks the position of the high-level 

pixel block is scrambled. The block diagram of the encryption with High-level block scrambling 

(W-HLBS) is depicted in Fig 3. Similar to WO-HLBS encryption, the method initially estimates 

the frequency indicator 𝐺𝑖 from which the blocks are classified into high level �̂�𝑗 and low-level 

blocks 𝐿𝑗 respectively. Local Encryption is applied on the low-level blocks 𝐿𝑘 to obtain the 

encrypted blocks 𝐸𝐿,𝑘. The encrypted blocks 𝐸𝐿,𝑘 and �̂�𝑗 are merged to obtain the image 𝐸𝑖. The 

merged image 𝐸𝑖 is applied for Global encryption to obtain the encrypted image S’. The global and 

local encryption is the same as that of the decryption used in WO-HLBS.  

3.1.4 W-HLBS Decryption 

The retrieved encrypted image S’ is partitioned into sub-blocks from which the frequency indicator 

is estimated. The Global decryption is applied on the blocks using the pseudo-random sequence 

generated using the key 𝐾2. The frequency indicator is then estimated to classify the high-level 

and low-level blocks. The low-level blocks are applied for local decryption while the high-level 

blocks are left as it is to obtain the decrypted image.    

3.2 Feature extraction 

 

Fig 4: Estimation of LBP feature from a 3 × 3 sub-image block 

The proposed scheme uses two different types of feature extraction based on the 

encryption/decryption algorithm used. The paper proposes Position dependent LBP feature 

extraction algorithm (PD-LBP) and the position-independent LBP feature extraction (PI-LBP). 

The process for extracting the LBP features is depicted in Fig 4. 
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Fig 5: Representation of LBP feature extraction with different block size (b) 3 × 3 (c) 4 × 4 (d) 5 × 5 (e) 6 × 6 (f) 7 × 7  (g) 8 × 8 

Table 1: Rule for converting the sub-image size to 4 × 4, 5 × 5, 6 × 6, 7 × 7 and  8 × 8 to 3 × 3 

sub-image for LBP feature extraction 

 Sub-image size 3× 3 

4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 𝑧1 𝑎1 𝑎1, 𝑎2, 𝑎5 

𝑎1, 𝑎2, 𝑎6, 𝑎7 

𝑎1, 𝑎2, 𝑎7, 𝑎8 

𝑎1, 𝑎2, 𝑎3, 𝑎8, 𝑎9, 𝑎10, 𝑎15, 𝑎16, 𝑎17  𝑎1, 𝑎2, 𝑎3, 𝑎8, 𝑎9,  𝑎10, 𝑎15, 𝑎16, 𝑎17  𝑧2 𝑎2 𝑎2, 𝑎3 𝑎2,  𝑎7,  𝑎3,  𝑎8 ,  𝑎4,  𝑎9  𝑎3, 𝑎4, 𝑎9,  𝑎10 

𝑎3, 𝑎4, 𝑎5,  𝑎10, 𝑎11,  𝑎12,  𝑎17,  𝑎18, 𝑎19  𝑎4, 𝑎5, 𝑎12, 𝑎13,𝑎20, 𝑎21 𝑧3 𝑎3 𝑎3,  𝑎4,  𝑎8 

𝑎4,  𝑎5,  𝑎9,  𝑎10   𝑎5,  𝑎6,  𝑎11,  𝑎12 

𝑎5,  𝑎6,  𝑎7,  𝑎12, 𝑎13,  𝑎14,  𝑎19,  𝑎20, 𝑎21  
𝑎6, 𝑎7, 𝑎8, 𝑎14, 𝑎15,  𝑎16,  𝑎22,  𝑎23, 𝑎24  𝑧4 𝑎4 𝑎5,  𝑎9 𝑎6,  𝑎7,  𝑎11,  𝑎12  ,  𝑎16,  𝑎17  

𝑎13,  𝑎14,  𝑎19,  𝑎20 

𝑎15,  𝑎16,  𝑎17,  𝑎22, 𝑎23,  𝑎24,  𝑎29,  𝑎30, 𝑎31  
𝑎25,  𝑎26,  𝑎27,  𝑎33, 𝑎34,  𝑎35 



𝑧5 𝑎5 𝑎6,  𝑎7,  𝑎10,  𝑎11   
𝑎13 𝑎15, 𝑎16,  𝑎21,  𝑎22  

𝑎17, 𝑎18,  𝑎19,  𝑎24, 𝑎25,  𝑎26,  𝑎31,  𝑎32, 𝑎33  
𝑎28,  𝑎29,  𝑎36,  𝑎37 

𝑧6 𝑎6 𝑎8,  𝑎12 𝑎14,  𝑎15,  𝑎19,  𝑎20   𝑎17,  𝑎18,  𝑎23,  𝑎24 

𝑎19, 𝑎20,  𝑎21,  𝑎26, 𝑎27,  𝑎28,  𝑎33,  𝑎34, 𝑎35  
𝑎30,  𝑎31,  𝑎32,  𝑎38, 𝑎39,  𝑎40 𝑧7 𝑎7 𝑎9,  𝑎13,  𝑎14  𝑎16,  𝑎17,  𝑎21,  𝑎22    𝑎25,  𝑎26,  𝑎31,  𝑎32 

𝑎29, 𝑎30,  𝑎31,  𝑎36, 𝑎37,  𝑎38,  𝑎43,  𝑎44, 𝑎45  
𝑎41,  𝑎42,  𝑎43,  𝑎49, 𝑎50,  𝑎51,  𝑎57,  𝑎58, 𝑎59  𝑧8 𝑎8 𝑎14, 𝑎15 𝑎17,  𝑎18,  𝑎19,  𝑎22,   𝑎23,  𝑎24  

𝑎27,  𝑎28,  𝑎33,  𝑎34 

𝑎31, 𝑎32,  𝑎33,  𝑎38, 𝑎39,  𝑎40,  𝑎45,  𝑎46, 𝑎47  
𝑎44, 𝑎45, 𝑎52,  𝑎51, 𝑎60,  𝑎61 𝑧9 𝑎9 𝑎12,  𝑎13,  𝑎14 

𝑎19,  𝑎20,  𝑎24,  𝑎25  𝑎29,  𝑎30,  𝑎35,  𝑎36 

𝑎33, 𝑎34,  𝑎35,  𝑎40, 𝑎41,  𝑎42,  𝑎47, 𝑎48, 𝑎49 

𝑎46,  𝑎47,  𝑎48,  𝑎54, 𝑎55,  𝑎56,  𝑎62,  𝑎63, 𝑎64 

 

3.2.1 Position dependent LBP feature extraction algorithm (PD-LBP) 

The position-dependent LBP feature extraction algorithm is applied when the user/owner uses the 

encryption WO-HLBS. Here the extracted features are dependent on the feature location since the 

position of high-level blocks remains unchanged. The PD-LBP feature initially extracts the LBP 

feature along with the position information. If the sub-image size 𝑚 × 𝑛 is greater than 3 × 3 (i.e. 4 × 4, 5 × 5, 6 × 6, 7 × 7        or 8 × 8) it is transformed to a size of  3 × 3 (𝑧1, 𝑧2 ……𝑧9) as 

depicted in Fig 5 (a) for LBP feature extraction using the table depicted in table 1.   Using the 

frequency indicator 𝐺𝑖 estimated from the encrypted image, the blocks in the encrypted image 𝑆′ 
are categorized as high-level and low-level blocks by the cloud server. The PD-LBP feature is 

extracted from the high-level blocks Let the LBP features extracted from the high-level blocks of 

the encrypted image be 𝑓1, 𝑓2 … … . 𝑓𝐿 generally expressed as 𝑓𝑖, 𝑖 = 1,2 … …  𝐿. The position of the 

feature 𝑓𝑖 be (𝑟𝑖, 𝑐𝑖) 𝑖 = 1,2 … …  𝐿. The position features of  (𝑟𝑖, 𝑐𝑖) of an image is normalized 

using the relation  �̂�𝑖 = 𝑟𝑖 − min (𝑟𝑖)          (6) �̂�𝑖 = 𝑐𝑖 − min (𝑐𝑖)          (7) 



The position features (𝑟𝑖, 𝑐𝑖) and the feature 𝑓𝑖 are arranged based on the distance from the 

reference position (0,0). Therefore PD-LBP feature after the arrangement is represented as 

 𝐹𝑡 = {(�̂�1, �̂�1, 𝑓1), (�̂�2, �̂�2, 𝑓2)……….. (�̂�𝐿, �̂�𝐿 , 𝑓𝐿)}       (8) 

Where 𝑡 = 1,2 … … . 𝑇, and 𝑇 be the number of images that are uploaded to the cloud. 

3.2.2 Position independent LBP feature extraction algorithm (PI-LBP) 

The position-independent LBP feature extraction algorithm is applied when the user/owner 

uses the encryption (W-HLBS). Here the extracted features are independent of the feature location 

since the position of high-level blocks changes during the encryption process. The PD-LBP feature 

initially extracts the LBP feature along with the position information. If the sub-image size 𝑚 × 𝑛 

is greater than 3 × 3 (i.e. 4 × 4, 5 × 5, 6 × 6, 7 × 7 or 8 × 8) it is transformed to a size of  3 × 3 

(𝑧1, 𝑧2 ……𝑧9) as depicted in Fig 4(a) for LBP feature extraction using the table depicted in table 

1. Let 𝐺𝑖 be the frequency indicator values estimated from the encrypted image that is uploaded to 

the cloud, from which the low-level and high-level blocks are classified. Let  𝑔𝑘 be the frequency 

indicator values that correspond to the high-level blocks. Let the LBP feature extracted on the 

high-level blocks be sorted based on the minimum to maximum value of frequency indicator 

values  𝑔𝑘. Therefore the features extracted by the  PI-LBP for any image be expressed as 

 𝐹𝑡 = {𝑓1, 𝑓2……….. 𝑓𝐿}         (9) 

3.3 Cloud CBIR system 

The Cloud CBIR system performs two major operations namely (i) storing of encrypted images 

and extracted features of owner image (ii) Retrieval of stored image based on Query request 

3.3.1 Storing of encrypted images and extracted features 

The cloud CBIR system has the process such as detection of high-level features and high-

level feature extraction. It uses the database to store the uploaded images that are uploaded by the 

user and to store the extracted features.  

(a) Visual word generation 



The one-to-one feature matching increases the time for image retrieval for a huge database. 

Therefore for the easy retrieval of images from the huge database, the features extracted from the 

T number of images present in the dataset 𝐹𝑡  is clustered to 𝑘 number of clusters using the k means 

algorithm [24]. Let the features that correspond to the cluster centers be represented as 𝐶𝑢 ={𝐶1, 𝐶2 … … . . 𝐶𝑘 } where u=1,2….. 𝑘. The clustering process increases the speed of retrieval results 

if the number of images present in the dataset is high. The number of features extracted using the 

PD-LBP algorithm for color image is given by 𝑁 = 9𝐿, while the number of features extracted 

using the PI-LBP algorithm is given by 𝑁 = 3𝐿. The cluster center features, extracted features, 

and the encrypted image are stored in the cloud storage 

 

3.3.1 Retrieval of stored image based on Query request 

As soon as the cloud server receives the query image it detects the high-level blocks after 

partitioning the encrypted image into subblocks. The LBP feature is extracted from the high-class 

blocks. Let the features extracted from the query image be  𝐷′(𝑙). The feature matching algorithm 

will match the features 𝐷′(𝑙) with the cluster centers 𝐶𝑢 present in the database. The manhattan 

distance can be estimated using the relation 𝑑𝑚(𝑢) = ∑ |𝐶𝑢𝑁𝑙=1 (𝑙) − 𝐷′(𝑙)|. From the manhattan 

distance vector 𝑑𝑚(𝑢), the nearest clusters that correspond to the least values of 𝑑𝑚(𝑢)  are 

estimated from which 𝑍 number of encrypted images is returned to the user. The retrieved results 

can be decrypted if the user is authorized with the key 𝐾. 

4. Experimental Results 

The performance evaluation of the proposed CBIR system was evaluated using the Inria 

Holiday dataset [25] by implemented it using MATLAB2019a on a WINDOWS10 operating 

system with INTEL core I7s processor, 3.2GHz, and 64GB RAM. The Inria dataset consists of 500 categories of images with 1491 color images. A few of the sample images from Inria Holiday 

datasets are shown in Fig 6. The performance of the CBIR system was analyzed using mean 

average precision, time of feature extraction, time of query search, time of visual word generation, 

and time of encryption. 



 

 

Fig 6: Sample query image from Inria Holidays dataset 

 Let 𝑁1be the number of images that was correctly retrieved from 𝑍 number of images, then 

the precision can be represented as 𝑝 = 𝑁1𝑍 . The mean average precision (mAP) is estimated from 

the mean of 𝑁2 number of tests that were done on different categories, such that average precision 

on each category were evaluated on the  average of 𝑁3 number of the precision result obtained on 

each category. 

 

      

      

(a)             (b)  (c)                          (d)    (e)    (f) 



Fig 7: Encrypted images obtained by WO-HLBS (a) 3 × 3  (b) 4 × 4  (c) 5 × 5 (d) 6 × 6 (e) 7 ×7 (f) 8 × 8 (row 1: Lena image, row 2: Encrypted images, row 3: Feature points on Encrypted 

image) 

 

 

 

 

      

      

(a)                      (b)        (c)                      (d)           (e)                (f)  

Fig 8: Encrypted images  for different value of 𝛼 for the WO-HLBS scheme (a) 𝛼 = 5 (b) 𝛼 =10 (c) 𝛼 = 15 (d) 𝛼 = 20 (e) 𝛼 = 25 (f) 𝛼 = 30 (row 1: Encrypted images row 2: Feature 

points on Encrypted image)  

 

Fig 7 depicts the example where the Lena image was encrypted by the WO-HLBS 

algorithm for different sub-image sizes with 𝛼 = 10. For smaller sub-images, the high-frequency 

component of the image is slightly visible whereas for large-size sub-images the high-frequency 

component of the image is highly visible. Also, the number of features extracted for an 8 × 8 size 

sub-image is less when compared to 3 × 3 size sub-image encryption. Fig 8 depicts the encrypted 

images for different values of 𝛼 with sub-image size was 3 × 3. For 𝛼 = 5, only 5% of blocks are 



used for feature extraction while for 𝛼 = 30, 30% of the blocks are used for feature extraction. 

Increasing the value of 𝛼 exposes more content, while, the lower value of 𝛼 exposes less content.   

 

 

 

      

      

(a)  (b)  (c)                          (d)    (e)    (f) 

Fig 9: Encrypted images obtained by W-HLBS (a) 3 × 3  (b) 4 × 4  (c) 5 × 5 (d) 6 × 6 (e) 7 × 7 

(f) 8 × 8 (row 1: Encrypted images row 2: Feature points on Encrypted image) 

 

 

      

      



(a)                      (b)        (c)                      (d)           (e)                (f)  

Fig 10: Encrypted images   for different value of 𝛼 for the W-HLBS scheme (a) 𝛼 = 5 (b) 𝛼 =10 (c) 𝛼 = 15 (d) 𝛼 = 20 (e) 𝛼 = 25 (f) 𝛼 = 30 (row 1: Encrypted images row 2: Feature 

points on Encrypted image) 

Fig 9 depicts the example where the Lena image was encrypted by the W-HLBS algorithm 

for different sub-image sizes with 𝛼 = 10. For smaller sub-images, the content of the image is not 

visible. For large sub-image sizes even though the content of the image is exposed as blocks, it is 

not easy to identify the actual content, since the position of the high-level blocks is highly 

scrambled. The number of features extracted by PI-LBP for an 8 × 8 size sub-image is less when 

compared to 3 × 3 size sub-image encryption.  Fig 10 depicts the encrypted images for different 

values of 𝛼 with sub-image size was 3 × 3. For 𝛼 = 5, only 5% of blocks are used for feature 

extraction while for 𝛼 = 30, 30% of the block are used for feature extraction. Increasing the value 

of 𝛼 does not expose the content, but increases the number of features.  

Table 2: mAP for the WO-HLBS encryption with PD-LBP feature extraction 𝑘 Sub-image size 

Average 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

100 0.601 0.6055 0.6171 0.6291 0.6303 0.631 0.619 

500 0.651 0.6627 0.6682 0.6797 0.6852 0.6872 0.6723 

1000 0.6596 0.6697 0.6715 0.6806 0.6881 0.6904 0.6767 

2000 0.6608 0.6716 0.677 0.6851 0.6885 0.6909 0.679 

3000 0.6517 0.6658 0.6785 0.6854 0.6812 0.6869 0.6749 

4000 0.6429 0.6563 0.6645 0.6661 0.6728 0.6713 0.6623 

5000 0.634 0.6472 0.6554 0.6565 0.6677 0.6621 0.6538 

8000 0.6647 0.6325 0.6403 0.6405 0.65 0.6504 0.6464 

Average 0.6457 0.6514 0.6591 0.6654 0.6705 0.6713  

 

   

 

Table 3: mAP for the W-HLBS encryption with PI-LBP feature extraction 𝑘 Sub-image size 

Average 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

100 0.5516 0.5564 0.5673 0.5793 0.5804 0.5817 0.5695 



500 0.6014 0.6132 0.6184 0.6304 0.6353 0.6381 0.6228 

1000 0.6102 0.6198 0.6216 0.6313 0.6382 0.6407 0.627 

2000 0.611 0.6221 0.6279 0.6356 0.6395 0.641 0.6295 

3000 0.6019 0.6167 0.6291 0.6357 0.6317 0.6378 0.6255 

4000 0.5936 0.6071 0.6146 0.6168 0.6236 0.6216 0.6129 

5000 0.5848 0.5977 0.6058 0.6075 0.6179 0.6128 0.6044 

8000 0.6157 0.583 0.5903 0.5909 0.6003 0.6006 0.5968 

Average 0.5963 0.602 0.6094 0.6159 0.6209 0.6218  
 

Table 2 depicts the mAP comparison for the WO-HLBS encryption that uses PD-LBP 

feature extraction. For the different values of 𝑘, as the sub-image size increases the mAP also 

increases. As the number of clusters 𝑘 in the k-means algorithm increases, the mAP values increase 

till 𝑘 = 2000, beyond which the mAP value reduces. The proposed WO-HLBS encryption scheme 

provides the mAP of 0.679. Table 3 depicts the mAP for the W-HLBS encryption that used PI-

LBP feature extraction. The proposed W-HLBS encryption provides an mAP of 0.6295.  

Table 4: Time consumption (s) for Visual words Generation in WO-HLBS 𝑘 Sub-image size 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

100 443.99 437.67 419.62 305 222.04 79.16 

500 856.05 702.73 657.01 603.21 566.29 217.39 

1000 873.65 873.26 869.03 834.36 799.48 234.56 

2000 1160.17 1118.2 1102.53 1097.95 998.86 313.74 

3000 1442.5 1430.81 1361.34 1358.73 1264.9 337.37 

4000 1695.53 1603.95 1585.79 1583.61 1521.65 389.7 

5000 1930.34 1928.52 1852.08 1824.93 1720.38 443.61 

8000 2646.43 2615.7 2552.51 2545.56 2391.04 591.44 

 

Table 5: Time consumption (s) for Visual words Generation in W-HLBS 𝑘 Sub-image size 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

100 405.91 399.04 381.14 268.35 183.53 41.06 

500 817.53 666.27 618.11 564.71 528.69 178.87 

1000 835.47 834.62 830.93 795.82 761.16 198.42 

2000 1123.09 1079.8 1065.08 1061.01 962.17 277.57 

3000 1404.32 1391.9 1324.48 1321.89 1226 299.14 

4000 1659.11 1566.85 1547.29 1546.32 1483.4 352.79 



5000 1893.4 1891.91 1813.46 1787.31 1683.35 406.06 

8000 2609.17 2578.98 2516.23 2509.27 2352.19 554.97 

 

Table 4 and 5 depicts the time consumption for visual words generation for the schemes 

WO-HLBS and W-HLBS respectively. For large sub-image sizes, the time consumption is lesser 

than the small sub-image size encryption and this is due to the presence of a fewer number of 

features. As the number of clusters 𝑘 increases the time consumption for visual word generation 

also increases. This is due to the increasing complexity caused by the k-means clustering 

algorithm. 

 

Table 6: mAP comparison of proposed method with other schemes 

Scheme

s 

IES 

[26] 

SSE 

[27] 

Partial-

encryptio

n [28] 

Ferreiras 

scheme 

[17] 

BOEW 

[22]  

Secure 

LBP 

[23] 

Propose

d WO-

HLBS 

Propose

d  W-

HLBS 

mAP 0.5456

4 

0.4907

5 

0.5604 0.5038 0.6424 0.51595 0.679 0.6295 

 

The mAP of the proposed method was compared with the traditional schemes such as IES [26], 

SSE [27], partial encryption [28], Ferreiras [17], BOEW[22], and secure LBP [23]. The proposed 

W-HLBS provides an mAP of 0.6295 which is lower than the BOEW scheme, however, the 

proposed WO-HLBS provides an mAP of 0.679 which is higher than other recent algorithms as 

depicted in table 6 

Table 7: Time of searching (s) for different values of 𝑘 𝑘 Scheme 100 800 2000 5000 6000 7000 8000 

Time WO-

HLBS 

0.1712 0.1826 0.1987 0.2291 0.2412 0.2532 0.2635 

W-HLBS 0.1683 0.1743 0.1856 0.2201 0.2346 0.2451 0.2552 

 

Table 7 depicts the time of the search for different values of 𝑘, as the number of clusters increases, 

the time of search increases for the two schemes WO-HLBS and W-HLBS. The time of searching 

for W-HLBS is less than the WO-HLBS scheme for all values of 𝑘.  



Table 8: Time of Image Encryption (s) 

Sub-image 

size 

 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

Time WO-

HLBS 

323.17 249.36 260.38 241.87 228.12 215.56 

W-

HLBS 

322.43 248.85 259.76 241.13 227.86 214.82 

 

Table 8 shows the time of image encryption for different sub-image sizes. As the sub-image 

size increases the number of high-level blocks reduces, which further reduces the time of image 

encryption. The scheme W-HLBS provides less encryption time when compared to the WO-HLBS 

scheme.  

Table 9: Time of feature extraction (s) 

Sub-image 

size 

 3 × 3 4 × 4 5 × 5 6 × 6 7 × 7 8 × 8 

Time PD-

LBP 

1856.2 1791.4 1702.8 1657.2 1595.7 1515.5 

PI-

LBP 

1685.6 1634.2 1579.4 1521.8 1473.2 1420.3 

 

Table 9 shows the time of feature extraction for the feature extraction algorithms PD-LBP 

and PI-LBP. The method PI-LBP utilizes less time than the PD-LBP method. In both the schemes 

as the sub-image size increases the time of feature extraction reduces.  

 



 

Fig 11: Time of searching for different number of images 

Fig 11 shows the time consumption of image search for the methods WO-HLBS and W-

HLBS. 

 Fig 12 depicts the proportion of time consumption utilized for different operations namely, 

visual word generation, encryption, and feature extraction. In both schemes, the time of feature 

extraction is around 70% of the total time consumption. The visual word generation and 

encryption utilize around 17% and 13% of the total time duration.  

 

 

Fig 12: Comparison of Time consumption in WO-HLBS and W-HLBS schemes 
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5. Conclusion 

 This paper proposed a privacy-preserving CBIR system that uses the classification of high-

level and low-level blocks. The encryption at the user and owner sides involves two different stages 

of encryption where local encryption is used as a first stage and global encryption is used as a 

second stage. Using this concept the paper proposed the encryption algorithms WO-HLBS and W-

HLBS which use the PD-LBP and PI-LBP algorithms for feature extraction. The low-level blocks 

are encrypted while high-level blocks are unencrypted for feature extraction. In the WO-HLBS 

algorithm, the high-level blocks are not scrambled while in the W-HLBS scheme the high-level 

blocs are also scrambled which ensures additional security. The evaluation was done using the 

Inria Holiday dataset using the metrics such as mAP and time consumption. The proposed schemes 

WO-HLBS and W-HLBS provide an mAP of 0.679 and 0.6295 respectively. The time 

consumption is evaluated in terms of the time of encryption, feature extraction, and visual word 

generation. The scheme W-HLBS provides a low time consumption when compared to the WO-

HLBS scheme. The mAP and time consumption indicates that the proposed method outperforms 

other privacy-preserving CBIR systems.  
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