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Abstract

Internet of Things is evolving from information gathering platforms into collaborative systems where
smart devices actively interact with each other in a seamless manner. For instance, Internet of
Robotic Things is envisioned to provide augmented solutions through collaboration of varied smart
devices and robots. These visions revolve around the ability of smart devices to directly communi-
cate and cooperate with each other in real time. In this context, this paper is an attempt to study
RPL’s point to point routing that creates multi-hop paths between peer nodes. This standard rout-
ing protocol is known for robust and failsafe upward paths but its peer to peer (P2P) routes are
reported to be sub optimal. This work assesses P2P performance of RPL’s storing mode in a net-
work of new generation devices having higher memory. Further, a Collaborative and Proactive Peer
to Peer (C3P) path selection and sustenance approach is proposed where root node collates incre-
mental topology from collaborative nodes and disseminates optimal single source shortest path trees
SPT(n). A progressive node betweenness centrality score ensures spread out paths. Minor topol-
ogy changes are accommodated through incremental node and edge updates to targeted SPT(n)
locally. Storing SPTs in intermediate nodes reduces storage and packet size. Through simulations and
testbed experiments, it is proven that C3P-RPL improves simultaneous peer to peer communication
between all the nodes. Specifically, the path length is reduced by 30% and subsequently the network
latency drops by 65% in an experimental testbed of 47 nodes, making it suitable for collaborations.

Keywords: RPL, N2N / D2D / M2M, P2P, Shortest paths, Node betweenness centrality

1 Introduction

Internet of Things has become omnipresent as we
are embracing it openly for the various sophis-
tication that it offers. Right from our homes
to public spaces, personal assistance to indus-
trial automation, the type of devices employed
and their applications are expanding rapidly. New
age micro-controllers are taking IoT to varied

fields with their augmented capabilities like big-
ger memory, higher computational power, faster
caches, improved security and their ability for cus-
tomizable specializations [1]. They facilitate newer
solutions in myriad areas like Smart City, automa-
tion and e-commerce in Industrial IoT, collabora-
tion in Internet of Robotic Things (IoRT), failsafe
communication in Internet of Medical Things
(IoMT) etc [2–4]. Point to point communication in

1



Springer Nature 2021 LATEX template

a Internet of Things network plays a vital role in
bringing efficient collaborations between devices.

RPL is the standard routing protocol that
empowers large number of constraint nodes to
form a connected network [5] that finds many
applications in home automation[6, 7], industrial
automation [8] and urban environmental monitor-
ing [9]. It employs ICMPv6 [10] control messages
to form a multi-hop mesh network and a trickle
timer [11] to control the distribution of these
control messages. A central root node initiates
the formation of Destination Oriented Directed
Acyclic Graph (DODAG) with an DODAG Infor-
mation Object (DIO) message. The DIOs trickle
down with a rank metric and facilitate other nodes
to form shorter acyclic paths towards the root
node. Though the protocol was designed to cater
multi-point to point (MP2P), point to multi-point
(P2MP) and point to point (P2P) types of com-
munication, it is known that the P2P routing
paths are suboptimal. Non-storing mode RPL,
always routes peer to peer packets through the
root node and the storing mode RPL routes them
through common ancestors (with the worst case
through root node). Past research papers have
flagged the memory requirement of RPL’s storing
mode [12, 13] operation and pointed out that it is
not scalable. Hyung-Sin Kim et. al, in their survey
[14], points out the availability of new generation
micro-controller units (MCU) in recent times and
prompts research community to move beyond the
boundaries of constrained nodes.

To alleviate this P2P problem, Internet Engi-
neering Task Force (IETF) extended RPL’s spec-
ification to form point to point routing paths on
demand, in a reactive manner [15]. A sender node
wishing to find P2P routes, initiates a transitory
directed acyclic graph (DAG) discovery by declar-
ing itself as the root node for the DAG. Like the
alignment to original root node, all nodes orient
themselves towards the starter node. By revers-
ing the routes obtained, the starter node gets
best P2P routes to all other nodes in the net-
work. To form a complete P2P mesh, all nodes
in the network have to initiate this P2P route
discovery. This method incurs huge control over-
head when all the nodes want to communicate
to all the peer nodes. In contrast to the reactive
P2P path discovery, a few recent works propose
an alternate centralized approach where root node

initiates neighbour graph collation [16, 17]. Armed
with the neighbour graph and their link sta-
tus, they calculate shortest paths between nodes.
A requester node gets the shortest route from
the root node, caches the same and sends the
P2P packets by attaching source routing headers
(SRH). SRH contains the entire route to traverse.
This approach is not optimal for seamless P2P
communication as each node has to wait for a P2P
route before initiating the actual packet delivery.
Then the nodes have to store the entire path for
each route in cache. The increased packet size of
this SRH approach requires more energy in trans-
mitting it and / or limits the payload size of
a P2P packet. Though the usage of SRH seems
unavoidable for pure non-storing node, the same
does not hold good for storing mode of or hybrid
mode. Even in the non-storing mode, the storage
requirement of multiple routes could be optimized.

This paper furthers the centralized scheme
of peer to peer route discovery and proposes a
simple method to reduce storage space, packet
size and delay. A collaborative and proactive
P2P RPL (C3P-RPL) is proposed with centrality
assisted path selection algorithm and a distributed
approach for route storage and sustenance. The
significant characteristics of C3P-RPL are,

• Collaborative: Nodes initiate P2P route dis-
covery by sharing local topology assessment
with the root node.

• Proactive: Single source shortest path trees
(SPT (n), n ∈ V , rooted at n) computed at the
root node are disseminated back. It has opti-
mal routes to all nodes and are installed at each
node in a proactive manner.

• Accurate topology: The topology is assessed
asynchronously using received signal strength
indicator (RSSI) metric at both ends of an edge.

• Optimal path selection: Best SPT (n) is
selected among the available single source short-
est path trees (SSSPT) using a progressive
node betweenness centrality metric for effective
traffic distribution.

• Low memory: Storing the edges of SPT (n)
requires less memory 2∗(|V |−1) when compared
to storing entire routes (x ∗ (|V | − 1), where x

being the path length of routes).
• Less overhead: Table based routing at inter-
mediate nodes facilitates smaller packet size
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Fig. 1: RPL forming downward routes using Destination Advertisement Object control message

when compared to source routing which has
entire route in it header.

2 RPL’s Path Selection

RPL supports peer to peer traffic flows in both
the storing and non-storing modes of operation.
Downward routes are the basic requirement for
identifying paths to peer nodes as P2P packets
move upward until a route is available and then
moves downward towards the destination. This
section elaborates the nuances of the RPL’s peer
to peer route discovery.

2.1 Non-storing mode operation

RPL initiates route formation by propagating a
DODAG Information Object (DIO) control mes-
sage from the root node. The DIO has a rank
metric that indicates the closeness of a node to
the root. Each node calculates its rank metric by
adding a path metric to its parent’s rank and
advertises the same in its DIO. In a RPL network,
rank is smallest for the root node and increases
as the distance from root node increases. A node
selects a neighbour node as its preferred parent
whose rank is the smallest among all the neigh-
bours. So the upward route is formed by simply
following the preferred parent at each node. This

forward route discovery is common for both the
mode of operation.

RPL utilizes the Destination Advertisement
Object (DAO) control message for constructing
downward routes. Fig. 1a illustrates route forma-
tion process in RPL’s non-storing mode. When a
node selects a parent as preferred parent, it sends
a DAO in the upward direction. The difference
lies in the addressing of the DAO and its process-
ing. Let node ’a’ choose ’c’ as parent. The DAO
from a has its global address in the target option
field and ’c’ as parent address in the transit option
field. It can also add multiple parents with their
preference level. This DAO is unicasted to root
node and forwarded through the preferred par-
ent. None of the parents along the route would
process the DAO but simply forwards it upward
until it reaches the root. ’c’ sends an independent
DAO with its address as prefix and ’f ’ as the par-
ent’s address. Upon receiving the DAO’s from the
nodes, the root constructs the downward routes
through the parent. When a node switches its par-
ent, a DAO with the new parent’s address is sent
to the root node. So, all P2P data packets are
forwarded in upward direction using the preferred
parent as next hop towards the root node. The
root finds the downward route and stores the same
in its routing table. When a P2P packet arrives, it
appends a Source Routing Header(SRH) contain-
ing the entire route and forwards the packet to
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the next hop in downward direction. Every inter-
mediate node in downward route processes SRH
header, retrieves next hop, removes itself from the
header and forwards the packet further down until
it reaches the destination node.

2.2 Storing mode operation

The storing mode uses the same DAO control mes-
sage with slight variation for forming downward
routes. After parent selection, a node unicasts
the DAO to its preferred parent and intermediate
nodes store the routes. The figure in Fig.1b illus-
trates P2P route discovery in a RPL network. For
instance, node ’a’ selects node ’c’ as its preferred
parent. It adds its global address as prefix in the
target option of the DAO message and then uni-
casts the DAO to the preferred parent ’c’. Node
’c’ on receiving the DAO, knows that a downward
route exists to the sender node ’a’ and saves the
route ’a’ to its route table. Unless ’c’ is not a root
node, on receiving a DAO from a child node, it
should send a upward DAO with multiple consoli-
dated prefixes or the single received prefix. Hence
’c’ is not root, it unicasts a DAO to its parent f

with addresses of ’a’ and ’c in the target option.
Subsequently, ’f ’ knows that a downward route
exists for ’c’ and also a route exists for ’a’ through
’c’. When the number of DAO’s generated in these
two modes are quantified against each other, it
may look like the storing mode contributes more
towards the control overhead. But it is not true
from the transmission stand point since storing
mode transmits DAO to a parent that doesn’t
travel any further and a new consolidated DAO
taking its place. But DAOs in the non-storing
mode needs to be forwarded until it reaches the
root and the same DAO is transmitted at every
hop.

Thus, a node receiving a DAO in storing mode,
gets the destination address of a route from the
target option and the next hop address from the
sender address of the DAO packet. All inter-
mediate nodes record the routes and utilize the
same for forwarding data packets. When a par-
ent switch happens, the node switching the parent
sends out an upward no-path DAO to the previ-
ously selected parent. It is further forwarded in
the upward direction to clear the old route. After
the no-path DAO, a normal DAO is scheduled to

the newly selected parent. During packet deliv-
ery, a node operating in storing mode consults its
route table. If an entry is present, the next hop
address is fetched and the packet is forwarded to
that next hop. If a route is not available for a des-
tination, the node sends the data packet upward
(through preferred parent) until it encounters an
ancestor node with a route. In worst cases, the
packet would go upto the root node as it is the
common ancestor for all the nodes.

Fig. 2: RPL’s storing mode performance in a
testbed of 47 nodes having enough memory for
routes.

In general, RPL’s peer to peer routes are
shorter in the storing mode than in the non-
storing mode, as all packets need not go through
the root node. However they are not optimal as
they are forwarded along the DAG. When all
nodes have sufficient memory to store the routes,
RPL’s delivery reliability is found to be 78.64% in
storing mode of operation. Graph in Fig. 2 shows
the packet delivery ratio for a RPL network in
a testbed having 47 nodes where all nodes sends
P2P data packets to all other nodes. The delivery
ratio reduces as packets travel along the DAG cre-
ating congestion along few branch heads. Though
all the nodes have sufficient memory to store
routes, packet drops indicate that it is necessary
to find short and distributed P2P routes.

3 Relevant work in literature

Downward routing forms the building block for
point to point routing and many works concen-
trated on improving the scalability for downward
routing even with the limited memory available in
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the constrained nodes. According to survey in [14],
only 11% of the research papers in RPL focuses
on downward route formation and much less on
the P2P routes. Multiple survey papers on RPL
[18, 19] report that the P2P communication suffer
from non-availability of memory in storing mode
and long sub-optimal routes in non-storing mode
of operation. M. Zhao et. al., in their survey [20]
highlight that the communication delay and con-
gestion are obstacles for successful node to node
communication. There are past research works like
multi-path routing [21, 22] where packets are for-
warded through multiple parents using a path life
cycle index / braided paths. Reliable path rout-
ing [23] uses multiple factors of parent nodes and
QU-RPL [24] forwards packets based on the queue
availability of parents. Though they show progress
in reducing congestion in the upward direction,
they might end up with increased parent switches.
Frequent parent changes are known to increase
control overhead and reduce reliability. Also they
forward packets along the DAG and hence their
peer to peer paths would still be longer as against
this proposed work where it selects shortest yet
traffic free paths.

As significance of peer to peer communication
became prominent, the standardization of RPL
is extended to include a reactive P2P route dis-
covery with P2P-RPL in RFC 6997 [15]. Each
node initiates optimal route discovery by declar-
ing itself as a transient root node. E. Baccelli et.
al and M. Zhao et. al, in [25, 26], studied the per-
formance of P2P-RPL in simulations and testbed
experiments. The testbed study confirmed that
the P2P-RPL forms shorter point to point paths
between nodes than the routes formed by RPL’s
non-storing mode. There is no documentation on
the control overhead involved or energy consump-
tion of P2P-RPL. It is only reported that the
percentage of routes that pass through root node
reduces significantly from 75% to 15%. But it is
clear that this approach is intense in control over-
head and is not suitable when all nodes wish to
communicate with all other peers.

In order to improve downward routing
DualMOP-RPL [27], combined the usage of both
storing and non-storing modes in a single instance
to improve scalability. Their proposed scheme
made it mandatory to send parent’s address in the
transit option of DAO to make it inter-operable.
However packets still have to flow along the DAG

and in turn encounter crowding along few nodes.
OSR [28], is an opportunistic source routing pro-
tocol that was suggested as an alternate to RPL’s
non-storing mode. It identifies alternate down-
ward paths opportunistically and compresses the
source routing header with the use of bloom
filters for lengthier routes. However bloom fil-
ters are known for false positives and may not
be accurate. An energy conserving region-based
ER-RPL [29] where a subset of nodes partici-
pate in route discovery as against the traditional
method of holistic participation. The simulation in
network simulator NS3 [30] shows improved per-
formance when compared to P2P-RPL and RPL’s
non-storing mode for 100 nodes. However, the
P2P traffic flow considered is linear with a route
request response model and is not suitable for
simultaneous P2P packet transmissions.

There are few works which go down the
broadcast and multicast methods for improv-
ing the downward routing. A DIO overhearing
based mechanism proposed by ERPL [31] which
improves both the storing and non-storing mode
by adding a route to the direct neighbours.
Though this reduces the length of P2P routes
for a subset of nodes, other nodes follow the
original longer paths. There were research pro-
posals that improved P2P routing by reducing
the memory requirement of RPL’s storing mode
operation. MERPL [32], proposes to decouple a
node and the table storage by using the child’s
resources to store more routes. In simulation, it
showed improvement in performance for a net-
work having nodes with low memory. D-RPL [33]
proposed a multi-cast channel subscription in case
of non-availability of routes. Whenever routes are
available, it resorts back to the original RPL
behavior. It records that the maximum limit of
60 entries in sky motes is not sufficient when the
network is scaled up.

In contrast to the improvements made in RPL,
there were alternate methods of route discov-
ery for low power lossy networks (LLN). IoTorii
[34] proposes a hierarchical addressing scheme to
arrive at a local address for nodes in such a way
that reflects the topology of the network. The
nodes can gather multiple local addresses depend-
ing on the position of the node and uses the same
for routing a packet to any destination. The eval-
uation is performed on cooja motes and shows
reduction in table entries and control overhead.
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However, there are no inference on cases of node
failures that might impact the performance of the
scheme.

Recently, there are couple of research works
that improve P2P routes by proposing a cen-
tralized scheme. NG-RPL [16] and HRPL [17]
proposes to collect the neighbor graph from all
the nodes of the network, constructs shortest
paths between nodes and uses source routing for
data delivery along the shortest P2P routes. The
energy conservation reported is significant in non-
storing mode as they are currently following a
longer path to root and then down to destina-
tion. Here too, the simulations do not consider a
simultaneous flow of traffic between all nodes.

These problems were reported from the
research works carried out on severely constrained
nodes having low memory and computational
capabilities. As far as the knowledge of the
authors, there are no studies on the peer to peer
packet delivery performance of storing mode in
a network where all nodes have the capacity to
store the routes. This paper is an attempt to
do that and finds that even with sufficient mem-
ory, RPL suffers lower reliability, longer paths
and higher latency. In cases of simultaneous P2P
traffic between all nodes, it does not provide sat-
isfactory results due to factors like congestion
induced in the branch heads and collision along
the long paths.

4 Optimal Peer to Peer Path

Selection in C3P-RPL

The proposed approach offers couple of advan-
tages over the current centralized approaches. The
space required to store the set of P2P routes is
made minimal by storing a simple single source
shortest path tree (SSSPT) at each collabora-
tive node. Subsequently, by storing SPT (n) at
each intermediate nodes, the need for the SRH
header is eliminated. This allows for smaller
packet sizes and saves energy when compared to
SRH approach.

While forming SSSPTs, a node betweenness
centrality score is applied to select a shortest yet
distributed peer to peer routing path. SSSPT on
node n is denoted as SPT (n) and is rooted at
n, is stored at node n and has |V | − 1 edges.
Whereas storing individual routes in cache would

require space for x ∗ |V | − 1 nodes, where x is the
average path length of the routes from n. When
there are minor changes to the network, the pro-
cess of collation and dissemination is not repeated.
Instead, individual targeted updates are carried
out on the the stored SSSPTs in an incremental
manner to accommodate node and link inclusions
to the network.

The proposed scheme has three distinct parts,
namely,

• Collation of topology and construction of best
possible single source shortest path trees (at
root node).

• Extraction of routes from a shortest path tree
(at each individual nodes).

• Reconstruction of a shortest path tree (at tar-
geted nodes) after new node and link additions.

4.1 Collation of network topology

and construction of SSSPT

A single source shortest path tree is a subgraph
having smallest number of edges connecting the
source node to all other nodes. It is formed such
that the edges in SPT (n) form shortest paths
from the vertex n to all other vertices in the graph
G = {V,E}. The graph G is assembled at the root
node by collating incremental topology informa-
tion from the collaborating nodes. It is suitably
merged with the root node’s routing table. Every
collaborative node figures its positioning in the
network by inspecting the received signal strength
indicator (RSSI) metric for the packets received
from neighboring nodes. A neighbour with a good
RSSI value is considered as peer node and every
collaborative node shares its peer information
with the root node. An edge is considered bidirec-
tional if nodes present on both the ends identify
each other as peers, otherwise it is considered uni-
directional. The root node merges its routing table
and the collated topology information to arrive at
graph G.

There may be multiple SSSPTs available for a
single source vertex. A progressive node between-
ness centrality metric is employed to select an
shortest path tree that is spread out whose edges
lie in minimal number of shortest routes. This
ensures that the P2P data traffic is distributed
across different nodes to the maximum possible
extent and reduces congestion. Fig. 3a shows a
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Fig. 3: Single source shortest path trees. (a) A directed graph G having 11 vertices and 15 edges (b)
Possible single source shortest path trees rooted at vertex a.

graph G = (V,E) with |V | = 11 and |E| = 15.
For instance, multiple shortest path trees can be
formed for the source node a as shown in Fig. 3b.
Though all of them are shortest path trees hav-
ing same path length, the SPT in 2 of Fig. 3b
distributes P2P traffic effectively.

Node betweenness centrality (NBC) of a node
is a measure of the number of shortest paths that
passes through it. In a graph having a set of ver-
tices V, let σ(a, z) represent the total number of
shortest paths between any two vertices a and z.
Let σ(a, x, z) denote the number of the shortest
paths between a and z that pass through the ver-
tex x. Then the node betweenness centrality for
the vertex x is given by,

NBC(x) =
∑

aǫV,zǫV ; a,z 6=x

σ(a, x, z)

σ(a, z)
(1)

The summation happens over all the distinct
pairs of vertices in the graph. In C3P-RPL, P2P
traffic flows only on one chosen path between any
two nodes. So essentially σ(a, z) is 1 and σ(a, x, z)
is either 1 or 0, depending on whether the node x

lies in the shortest path between a and z. So the
equation 1 becomes

C3P NBC(x) =

∑

aǫV,zǫV ; a,z 6=x

{

1 when σ(a, x, z) is 1

0 otherwise

(2)

This progressive NBC score of a node is
updated while forming single source shortest path
trees with the number of shortest paths in which
it features. When multiple shortest paths with dif-
ferent predecessors are available, the node having
a small NBC score is chosen as the predeces-
sor. This ensures that an edge or link is reused
minimally. This is important for RPL network
having a radio duty cycling (RDC) layer which
allows a node’s radio to sleep for most of the
time to conserve energy. Multiple nodes forward-
ing data traffic through a single node is a major
reason for packet loss in RPL network. Gener-
ally, shortest paths are identified with a breadth
first search algorithm (BFS) [35]. However, this
proposed work creates an optimal shortest path
tree for each node using the NBC scores. The
algorithm presented in 1 combines BFS and NBC
scores for selecting an distributed uet shortest
route between any two nodes.

This scheme offers shorter paths when com-
pared to RPL’s storing mode and saves energy by
reducing the number of radio hops required for a
packet to reach its peer node.

Implementation specifics

The design of C3P-RPL touches upon multiple
aspects of routing to improve P2P routing. Fore-
most of all, the link local address in the format of
fe80::xxxx is chosen for the nodes where the last 16
bit of the address is derived from the MAC address
of the node. This short addressing mechanism
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Algorithm 1 Centrality assisted P2P path selec-
tion algorithm for an optimal shortest path tree

Require: List having nodes and nbrs
for each src in List do

src.level = 1
src.pred = 0
cur level = 1
for n in List with n.level = cur level do

Gather nbrs from n.nbrlist

for nbr in n.nbrlist do

if nbr.level is 0 then

/*Edge (n,nbr) not in SPT*/
nbr.level = cur level+1
nbr.pred = n
Increment nbc for n
Add edge (n, nbr) to SPT

else if nbr.level is cur level then

/*Edge is already in SPT*/
/*Another shortest path*/
/*Choose pred with small nbc*/
if nbr.pred.nbc > n.nbc + 1 then

Del (nbr.pred, nbr) from SPT
Decrement nbc of nbr.pred
Add edge (n, nbr) to SPT
Increment nbc of n

end if

end if

end for

Increment cur level by 1
end for

Disseminate SPT to src

end for

is adopted for the ease of information collation
and dissemination. The topology of the network
is formed from the list of peers obtained from
the collaborative nodes. The topology information
object (TIO) is an Internet Control Message Pro-
tocol (ICMP6) packet that carries the topology
information from the collaborative nodes to the
root node. The format of a TIO is shown in Fig.
4 and has the number of peers listed followed by
their short addresses.

Construction of SPT (n) for each n occurs
in the root node and are essentially minimum
spanning trees having smallest number of edges
connecting a source node with all other nodes.
Once a SPT (n) is created, it needs to be dissem-
inated to the ndoe n. A P2P Route Information
Object (PRIO) ICMP6 message is utilized to send

number

of peers
peer1 peer2

1 8 24 40

Fig. 4: Topology Information Object (TIO) as
base object in an ICMP6 control message

the SPT back to each node n. As an SPT would
have edge pairs for all the nodes in the network, it
is split into multiple messages to comply the pay-
load size of a IEEE 802.15.4 packet. The figure in
Fig. 5 shows the format of the base object of the
ICMP6 control message having a sequence num-
ber, number of edges in the SPT followed by the
edge pairs.

number

of edges
edge1 start node edge1 end node

1 8 16 4832

seq

number

Fig. 5: P2P Route Information Object (PRIO) as
base object in an ICMP6 control message

The SPT is stored in the nodes as a list of
edges for deriving next hops and are utilized for
forwarding a P2P packet to its destination. The
control overhead increases slightly but when com-
pared to the overall DIS, DIO and DAO overhead,
this is negligible.

4.2 Extraction of routes from a

single source shortest path tree

A single source shortest path tree is the most
favorable method to store the routes as it occupies
less space and the same can be locally updated
for the changes in the network. A route can be
extracted from a single source shortest path tree
by backtracking. It is a repetitive process that
starts with a destination node in the SSSPT and
traverses back until the path reaches the source
node. The next hop node is the node having the
source node as its predecessor node. The edge list
has ordered (parent, child) pairs that represent
the edges of SSSPT in the increasing order of path
length starting with the source node. For instance,
the ordered list of edges for the SSSPT shown in 2
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of Fig. 3b would be (a, b), (a, j), (b, c), (b, g), (j,
i), (j, k), (c, d), (g, f), (i, h) and (d, e). Here node
b and j has the predecessor as the source node
a, meaning that they are direct neighbours to a.
There is a shortest route to c through b, denoting
that the next hop for c is neighbor b.

Algorithm 2 Extract routes from a single source
shortest path tree

Require: Ordered Edgelist, Source node S

for n in Edgelist do
route dest = n.dest
nxt hop = GET HOP (S, n.pred, n.dest)
(route dest, nxt hop) pairs are stored in

table.
end for

function get hop(S, cur pred, cur dest)
if cur pred is S then

return cur dest

end if

GET HOP(S, cur pred.pred, cur dest)
end function

The algorithm specified in 2 extracts next hops
for forwarding a P2P packet through the short-
est route. With the availability of the extracted
next hops, a peer to peer route is available before
the start of P2P communication. This is advanta-
geous for simultaneous peer to peer data packet
transmission as there is no route request / reply
concept.

4.3 Reconstruction of SSSPT for

new node and edge inclusions

Shortest paths between nodes change as new
nodes are added to the network. When the new
node has links to more than one existing node,
new paths might form between existing nodes
through the new node. So reconstruction of an
SPT becomes essential during new node inclu-
sion or link formation. Performing collation and
dissemination process for every edge or node inclu-
sion is not feasible as it involves exchanging mul-
tiple TIOs and PRIOs. Hence a viable alternate
is to update an existing SPT that is stored in an
individual node for node and edge inclusions. This
approach is equivalent to the incremental short-
est path solution where existing shortest paths

are evaluated for impact and updated. G. Rama-
lingam et. al and A. Slobbe et. al, in their works
[36, 37] provide bounded ways to incrementally
update shortest paths.

Let G’ (Fig. 6a) be the graph after adding a
new vertex z and six new edges (a,z), (z,a), (i,z),
(z,i), (h,z), (z,h) to the Graph G in Fig. 3a. Instead
of considering G’ as a new graph and construct-
ing SPTs from the start, an alternate method is to
incrementally update the existing SPTs. In each
SPT, the affected shortest paths are identified and
the edges are updated accordingly. The diagram
in Fig. 6b illustrates the updates to SPT that is
rooted in vertex a. Incremental up-gradation of
SPT is a two fold process where the first step
is to add the new node to the existing shortest
path tree at the appropriate position. The next
step is to identify the existence of a path that is
shorter than the existing ones. When there is a
new shortest path available through the new node,
the predecessor of the impacted destination node
is changed to the new node. The algorithm 3 has
two separate functions for node insertion and edge
updates. After the incremental update, the SPT
has the shortest paths from the source node to all
other nodes. When there are multiple node addi-
tions, the process is repeated for each node in a
sequential manner.

4.3.1 Implementation specifics

Incremental updates to an existing SPT is lim-
ited to the nodes that are very near to the newly
added node. The rationale is that the C3P-RPL
nodes have next hops stored at each intermedi-
ate node and updating nodes closest to the new
path is advantageous than updating nodes that
are far off. In addition to sending a TIO to the
root node, a node can be configured to broad-
cast it to the immediate neighbours. When a
SPT is already installed in the neighbouring node,
it automatically follows through the incremental
update process. The TIO control message pro-
vides the incoming and outgoing edges of a new
node. The algorithm in 3 adds the new node to
the shortest path tree and updates existing short-
est paths to nodes that are on the outgoing edges
of the new node. Upon receiving a new TIO in
root, it updates the node list, generates a new SPT
rooted on the new node and sends PRIO control
messages back to the new node. In essence, root



Springer Nature 2021 LATEX template

a

bc

d

e

f

h

i

j

k

z

g

(a) Graph G’

a

bc

d

e

f

g

h

i

j

k

z Predecessor of new node

'z' is a node closest to 

source 'a'.

a

bc

d

e

f

g

h

i

j

k

z

d(a,-)  >  d(a,z) + d(z,-) ?

If yes, the predecessor 

of '-' is changed to 'z'.

[(i, h) changed to (z, h)]

(b) Incremental update at node a

Fig. 6: Incremental Shortest Path. (a) The graph G’ with a new node ’z’ and six new edges included to
G (b) The SPT at node a after the incremental update

Algorithm 3 Incremental update to a single
source shortest path tree

Require: Ordered Edgelist, Source node S, New
node N and outgoing edges of N
function Add Node(N , N.nbrlist)

short dist = MAX V ALUE

for nbr in N.nbrlist do

if dist(S, nbr) < short dist then

short dist = dist(S, nbr)
best pred = nbr

end if

end for

Add (best pred, N) pair to Edgelist
end function

function Update Path(N , N.nbrlist)
for nbr in N.nbrlist do

old dist = dist(S, nbr)
new dist = dist(S, N) + 1
if new dist < old dist then

Del (nbr.pred, nbr) from Edgelist
Add (N , nbr) to Edgelist

end if

end for

end function

node delivers an optimal SPT to the new node
and the existing SPTs in the neighbouring nodes
undergo incremental updates locally. As it is not
feasible to update all the existing SPTs frequently
for topology changes, this targeted approach is
proposed. This selective update approach is found

to give a good P2P packet delivery in case of
small network changes. Complete reconstruction
of entire set of shortest path trees is preferred for
major network revamp or periodically and can be
handled through configuration settings.

5 Experimental Evaluation

Both simulation and testbed experiments are per-
formed to verify and quantify the benefits of the
proposed strategy. The simulation study is under-
taken using cooja simulator and the real-time
testbed evaluation is performed in FIT IoT-LAB’s
[41] Lille site.

5.1 Network specification

The RPL network is customized to support 50
nodes. All nodes are routers, capable of forwarding
data traffic and are made collaborative to find out
the maximum possible benefit. The traffic is point
to point and all nodes in the network transmit
peer to peer data packets simultaneously to every
other node in the network. The implementation
of C3P-RPL pre-allocates memory in the order of
network size * Max neighbours in the root node
and network size in all other nodes for storing the
topology and the shortest path tree respectively.
Max neighbours is taken as 20 for this study. The
results are labeled as RPL and C3P against the
respective protocols. To understand the behavior



Springer Nature 2021 LATEX template

Title 11

of the proposed approach under new node addi-
tions, the experiments are repeated in the same
network with N−3 nodes starting at time t and 3
randomly selected nodes starting at t+12minutes

(N being the number of nodes in the network).
The corresponding results are labeled as RPL’
and C3P’ respectively. The following metrics are
collected for evaluation,

• PDR: The packet delivery ratio as a percentage
of peer to peer data packets received to that of
the packets sent.

• Latency: The average time taken for a P2P
packet to reach the destination node from a
sender node.

• Hops: The average peer to peer path length
between any two peer nodes in the network.

• Control Overhead: The average number control
messages transmitted by a node. This includes
DIS, DIO, DAO, TIO and PRIO.

• Duty Cycle: The percentage of time for which
CPU and Radio was active against the total run
time of the experiment.

• Traffic distribution: The number of P2P data
packets that passes through each node.

5.2 Simulation study in cooja

The network chosen for testing is a grid topol-
ogy having 50 wismote nodes. Wismote nodes
have a TI MSP430 series 5 [38] processor and a
TI CC2520 [39] 2.4GHz IEEE802.15.4 transceiver.
ContikiRPL in Contiki operating system [40] is
chosen as the RPL implementation and C3P-RPL
changes are made on top of it. 49 nodes are placed
in a 7x7 grid and the root node is placed above
this grid at the top middle. The distance between
nodes in the grid is 30m and the transmission
range and interference range is the default 50m
and 100m respectively. So corner nodes have two
neighbors, nodes along the rim have 3 neighbours
and all others have four neighbours. Each node
in the grid transmits a data packet every 30 sec-
ond and the packets are unicasted to all other
nodes in the network. All nodes send and receive
peer to peer data packets simultaneously and the
simulation is run for one hour.

5.2.1 Result discussion

The graph in Fig. 7a exhibits the packet delivery
ratio of all the nodes in the network. The root

node do not send any data packets and facilitate
only the topology collation and route dissemi-
nation. The average pdr is at 88.8% for RPL
and improves to 95.8% for the proposed C3P-
RPL. Even though all the nodes in RPL have
enough memory to hold routes, the nodes experi-
ences packet loss. The probability of packet loss
increases with path length as with every link there
is a chance of collision and congestion. The maxi-
mum number of MAC layer retransmissions is set
at 5 for low energy operations and packets are
dropped after five failed attempts. In addition,
RPL has to send packets upward until it reaches
a common ancestor. So the nodes at the junction
points experience congestion. C3P-RPL reduces
packet loss by minimizing the path length of each
route by routing along shortest paths and also
reduces loss due to congestion by distributing traf-
fic. The node betweenness centrality score coupled
with shortest paths works well in minimizing loss
due to congestion. The overall interquartile range
is small for C3P-RPL which shows that all nodes
perform equally well in contrast to RPL. In a net-
work where node or edge additions happen after
the DAG is formed, RPL’s reliability is found to
be little lower at 86.8% than the normal network.
This is corresponding to the overhead increase
seen in 7d by the new nodes to get attached to
the DAG.

The graph in Fig. 7b displays the average
path length or the number of hops between any
two peer nodes in the network. The average path
length between nodes in the grid is 6.8 for RPL
and is reduced to 4.6 when shortest paths are
employed for P2P communication in C3P-RPL.
There is a reduction of around 31.5% in the path
length between peers. Some of the nodes in RPL
has a path length greater than ten as the packets
travel along the DAG from one branch to another
branch of the grid. When new nodes are intro-
duced in network after it is stabilized (12 minutes
from the start time), results in a slow progress
of convergence in RPL. The path length of C3P’
after new node inclusion is slightly higher as the
shortest route updates are targeted and limited to
the neighbouring nodes. But this strategy keeps
the control overhead lower and maintains the reli-
ability whereas RPL’ has a low reliability in the
new network.

Figure Fig. 7c shows the average time taken
for a P2P packet to travel between two peers in
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Fig. 7: Simulation results for P2P traffic in a 7x7 grid in cooja simulator (a) Packet delivery ratio
(b) Path length of the P2P routes (c) Packet Latency (d) Number of control packets transmitted (e)
Percentage Radio Duty Cycle (f) Number of data packets passing through each node.

the network. The latency is very high for RPL
because the nodes farthest to the root node have
to cross many intermediate nodes before reach-
ing destination. With the reduction in path length
and congestion, C3P-RPL reduces the travel time
from 3219.6 ms to 1048.6 ms. This is a 67.4%
of drop in network latency. The graph shows a
28.3% increase in latency for C3P’ when com-
pared to C3P because the incremental shortest
path updates are performed only in neighbouring
nodes and not universally across all the nodes.
There is a trade-off involved in increasing the con-
trol overhead or increasing the path length of few
P2P routes. However when compared to RPL’,
there is a considerable drop of 61.1% in latency for
C3P’ which justifies this targeted update strategy.

The averaged control overhead of a node is
quantified in the Fig. 7d and as expected, it
is slightly elevated for the proposed C3P-RPL.
The expected transmission count (ETX) metric
is recalculated after every successful data packet
transmission and a parent switch happens when-
ever the path metric improves beyond a threshold.
C3P-RPL install new routes through all the neigh-
bours and as a result shows a small increase in

DIO generation. However, it can be seen that the
newly added TIO and PRIO control messages are
very minimum and does not add much to the con-
trol overhead. The overhead for C3P’ is higher
than C3P as three newly added nodes transmit
more control packets to become part of the exist-
ing DAG. The preferred parent mechanism can be
fine tuned for out-of-DAG packet forwards but is
considered out of scope for this work.

The chart displayed in Fig. 7e gives the per-
centage of time for which the cpu, radio trans-
mitter and receiver are active against the total
running time of the simulation. A drop in the duty
cycle is experienced for the proposed strategy as it
reduces the number of hops required for the peer
to peer routes. Though the computation is higher
for the proposed approach, it reduces the num-
ber of intermediate nodes which has to process
a incoming packet. It is imperative to note that
the power consumption of a radio is much higher
than the cpu. There are many outliers shown for
RPL which indicates that few nodes that are junc-
tion heads need to forward more packets which
results in energy depletion. It can be inferred
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Table 1: RPL’s configuration parameters

Network 47 nodes
Run Time 3600 seconds
MAC technique CSMA
Radio duty cycling ContikiMAC
Channel check rate 8 HZ
Transmission power -17 dbm
Receiver sensitivity -72 dbm
Maximum route table entries 50

that C3P-RPL is more suitable for optimal energy
utilization than RPL.

The number of data packets that is transmit-
ted through each node directly depicts the P2P
traffic distribution and is shown in the figure Fig.
7f. As it is a scatter plot, data points belonging to
RPL and C3P-RPL alone are pitched against each
other. The blue dots represents RPL and shows
an uneven traffic distribution. Few branch heads
cater to heavy traffic while others take in less traf-
fic. In contrast, the green dots represent C3P-RPL
where the traffic is evenly distributed. It is clear
that C3P-RPL’s data distribution using shortest
paths and NBC score provides optimal peer to
peer shortest paths between nodes.

5.3 Experimentation in FIT

IoT-LAB testbed

FIT IoT-LAB provides multiple testbed sites with
hundreds of nodes for testing LLNs and multi-
hop networks. They have atleast 20 different set of
boards with different MCUs, radios and supports
multiple operating systems. For this study, nodes
having ARM Cortex M3 MCU with Atmel radio
[42] are chosen. These nodes have 64kb of RAM
and 256kb of ROM [43]. The positioning of the
chosen 47 nodes in Lille test bed is as shown in
Fig. 8.

In order to create a multi-hop network, the
transmission power of the M3 nodes are set to a
low -17db so that nodes do not directly connect
to the root node. Table 1 lists the various con-
figuration parameters that are set for RPL. The
UIP CONF MAX ROUTES parameter is set
to network in order to allocate sufficient space for
route tables. The channel check rate is set to a low
8Hz so that the radio duty cycle is kept minimum
to ensure low power operations.

250

241

230
243

235

210203

145

146

156

161

162

163

164

170

171

172

173

174

178

180

198

200

244

147

155

154

157

181

182

194

195

196

202

221

222

223

225

229

238

239

240

242

251153

248
234

Fig. 8: 47 nodes that form a network in a IoT-
LAB testbed at Lille site

5.3.1 Results discussion

The graph in Fig. 9a shows the packet deliv-
ery ratio of all the nodes in the network. The
average pdr for peer to peer data packet deliv-
ery in RPL is 78.64% which is less than the
grid network shown in Fig. 7a. As all nodes have
sufficient memory to hold routes, RPL’s deliv-
ery doesn’t fail due to lack of routes. It is due
to multiple nodes using the same route for for-
warding P2P packets. Though the path length is
smaller in this topology, 73.8% of the data packets
move through the root node indicating that the
network has many DAG branches. This conges-
tion reduces the delivery rate. However, C3P-RPL
with the proposed centrality assisted P2P path
selection method’s shorter and distributed routes
improves the delivery to 90.14%. It proves that
node betweenness centrality is a good measure to
distribute simultaneous P2P traffic.

Fig. 9b displays the number of hops needed for
a P2P packet to reach its destination. The average
path length is 4.2 for RPL’s storing mode whereas
it reduces to 2.9 for C3P-RPL with its out of
DAG shortest paths. C3P-RPL’s method of utiliz-
ing topology information to derive shorter paths
is more effective in reducing the length of a P2P
packet’s travel. The outliers seen in this graph
for the new network where nodes are added after
the DAG creation represents the longer paths
constructed in the DAG prior to the new node
additions. There is no significant increase in over-
all packet hops which indicate that C3P-RPL is
resilient for dynamic networks too.

The latency metric values shown in bar chart
Fig. 9c, attests that the short and distributed
P2P routes allows quicker turnaround time for a
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Fig. 9: Results for P2P traffic in a 47 node testbed at Lille (a) Packet delivery ratio (b) Path length of
P2P routes (c) Packet Latency (d) Number of control packets transmitted (e) Percentage Radio Duty
Cycle (f) Number of data packets passing through each node.

packet in the network along with better reliabil-
ity. The average latency is brought down to 429.25
ms in C3P and 408.5 ms in C3P’. The proposed
approach reduces the latency by around 65%. This
is because the RPL nodes belonging to different
DODAG branches go all the way to ancestor node
and then down. In the tested network, the num-
ber of packets that go through the root node for
C3P reduces by 73% than RPL. A lower latency
is most suitable for devices to collaborate faster
in real time.

As C3P-RPL introduces two new control mes-
sages and all nodes in the network are made
to exchange them with the root node, a slight
increase in control overhead is expected. The
graph in Fig. 9d shows an increase in overhead
for the proposed scheme. But it is very small
when compared to the overall control overhead in
the network. Unlike the grid topology, the control
overhead of the proposed approach is similar to
that of RPL. This is because of the shorter path
length to root node when compared to the grid. So
once the network stabilizes after getting the new
routes, the overhead will not be increased further.

LLNs are known for low energy operations and
the proposed implementation is measured against
RPL in this respect. The nodes use ContikiMAC
[44], it’s effective sleep-wakeup cycles allows the
nodes to keep their active time for radio very less.
Their radio can be in standby mode for the rest
of the time. The graph in Fig. 9e shows that the
duty cycle of C3P-RPL is better than that of RPL.
This is corresponding to the reduction in the path
length of the peer to peer routes. Also, the overall
duty cycle is kept below 2% which ensures that
the new approach is suitable for battery operated
nodes. The receiver is relatively active than the
transmitter because of the high number of neigh-
bours in the testbed network than in the grid. On
average, the grid network has only 3 neighbours
whereas the network formed in the testbed has 8
neighbours.

Traffic distribution of the proposed approach
can be understood from the graph in Fig. 9f. The
extent of the distribution depends on the avail-
ability of the number of alternate nodes. Though
the average number of neighbours is high in the
testbed, few nodes have only couple of neighbours.
Whereas all the nodes have similar number of
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neighbours in grid. So the distribution is better
in the grid network than in the testbed. With
all these metrics, C3P-RPL with node central-
ity assisted P2P path selection shows reliable and
faster peer to peer communication between all the
nodes in the network.

6 Conclusion

Real-time device to device collaboration in a IoT
network requires reliable and faster means of com-
munication between them. RPL is the standard
routing protocol that facilitates proactive routes
between nodes and constructs a multi-hop net-
work. Despite having sufficient memory to store
routes, RPL’s storing mode falls short in provid-
ing efficient point to point routes. This is due to
the fact that RPL routes packets strictly along the
DODAG and experiences congestion / collision
around the branch heads. This paper proposed a
new approach to select, store and sustain opti-
mal peer to peer routes. Root node collates the
topology of the network and a node betweenness
centrality score selects an optimal single source
shortest path tree that distributes the P2P data
traffic. Local incremental updates to an exist-
ing shortest path tree sustains shortest routes in
neighbouring nodes without having to disseminate
the updates to all nodes. C3P-RPL is collab-
orative, proactive and decouples routing along
DODAG to provide shorter and well distributed
P2P paths. The simulations and testbed evalua-
tions shows that the proposed approach improves
overall P2P packet delivery, reduces path lengths
of the routes, lowers delay in the network while
ensuring low energy operations. This makes it
suitable for battery operated nodes as well. In
future, the work could be extended to scale up the
operations through a clustering approach. Appli-
cations in IIoT, IoRT, IoMT and Smart cities
could stand to gain as direct communication is
essential for collaboration of smart services.
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