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Abstract

Shoulder surfing is a term that implies the theft of sensitive informa-
tion when interacting with digital devices. It is of particular concern
when authenticating in public places. We present a passive method
to prevent it based on the use of an automultiscopic display, orig-
inally designed to generate three-dimensional effects, to project dif-
ferent images in each direction, producing a blurry image unrecog-
nizable to any shoulder surfer; while the genuine user can observe
the display without penalty. We demonstrate that it is possible to
achieve privacy criteria using two digital displays operating at 133
Hz by choosing the blocked views as prudently filtered versions of
the original pattern. In addition, we propose a merit function that
allows to automatically evaluate the readability of each displayed view.
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1 Introduction

The use of electronic devices in public places can lead to undesired attention
from nearby people, sometimes causing sensitive information such as pass-
words to be shared without consent. This process is called shoulder surfing

(Eiband et al., 2017). Protection from these types of ”attacks” has received
significant attention in the literature, with several different solutions proposed
and analyzed (Maiti et al., 2017). Some approaches are based on software
implementations. For example, Khamis et al. (2018) proposed to mask the sur-
rounding areas of the fixation point, that is monitored using a camera; and
Ali et al. (2014) proposed to warn the mobile user about potential shoulder
surfers by means of a dedicated app. Another active field of research is imple-
menting more intricate patterns on password entry screens to make it difficult
for shoulder surfers to identify the key entered (Man et al., 2003). Hardware
solutions have also been explored. For example, the use of decryption glasses
by authorized users who interact with screens that have been actively or pas-
sively encoded by polarization or temporal multiplexing (Mun-Kyu et al., 2016;
McManis, 1997). Parallax barriers are also a passive alternative, consisting on
a thin film located in front of the screen that blocks the light when the angle
formed between the central point of the screen and the observer is higher than
a certain value (Ives, 1903).

The methods set out above are capable of fulfilling the objective of control-
ling the displayed content. However, these methodologies are limited because
their mode of operation is somewhat destructive. This means that the observer
must condition the quality or even the content of the information represented
in exchange for guaranteeing a privacy threshold. One way to reduce this
exchange is in the use of light field systems. The light-field is a function that
describes how light in a scene propagates in different directions. Following
the traditional two-plane parametrization (Levoy and Hanrahan, 1996), an
approximated light-field can be theoretically reproduced by stacking multiple
attenuating layers (Gotoda, 2010), as for example using liquid crystal displays
(LCD). An automultiscopic display is a three-dimensional display based on this
approach This is achieved by mean of a variety of attenuating layers, usually
LCDs, acting as amplitude functions and illuminated by a directional back-
light. As a result, it projects slightly different images depending on the angle
of observation which, together with the natural separation between both eyes,
produces the perceived three-dimensional effect. A mathematical description
to calculate which patterns should be displayed in each layer to achieve the
desired effect was first proposed by Lanman et al. (2010) for a two-layer sys-
tem, later extended to three or more layers by Wetzstein et al. (2012) with
the so-called weighted non-negative tensor factorization (WNTF) algebraic
method (Paatero and Tapper, 1994; Lee and Seung, 2001; Kolda and Bader,
2008). Additionally, Lanman et al. (2011) found that a certain degree of corre-
lation must be met between the images projected in each orientation in order
to obtain good image quality. However, Wetzstein et al. (2012) took advantage
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of time multiplexing to overcome this limitation and suggested that totally dif-
ferent views can be displayed in each direction. Although this possibility has
not been explored for privacy purposes, its applicability for this field is attrac-
tive, since with a device based on this idea the user would not need to use
additional hardware such as glasses, the image quality should be reasonably
good and the privacy system could be disconnected on demand, turning the
device into a normal one when privacy is no longer needed.However, a privacy
device based on Wetzstein’s idea is difficult to apply as the original proposal
included three extreme resolution LCD screens that operated at a refresh rate
of approximately 400 Hz, which greatly exceeded the capabilities of current
commercial hardware.

The objective of this work is to develop a methodology that allows building
a device resistant to shoulder surfing using an auto-multiscopic display and
that can work with currently available commercial hardware. In the following
we show that properly selecting the images to be displayed in each orientation,
allows to design a two-layer setup with LCDs working at relatively low rates.
Additionally, we propose an image quality metric as a merit function for the
evaluation of the result. In Sect. 2, the methodology is presented. In Sect. 3
we present simulations. Finally, in Sect. 4 the conclusions are shown.

2 Methods

2.1 Overview of automultiscopic displays

The light-field produced by a multilayered display can be represented as follows
(Wetzstein et al., 2011):

l̃(x, u; N,M) =
1

M

M
∑

m=1

N
∏

n=1

f (n)
m (x+ (dn/dr)u), (1)

where N is the number of layers, dr is the distance between the x axis and

the point of intersection u, f
(n)
m is the attenuation of each layer in each pixel

through which the light passes, dn is the distance between the x axis and the
N-layer location. The ratio dn/dr determines the intersection of each light ray
with each pixel for each layer. M corresponds to the number of frames the
light-field is being synthesized to. The use of multiplicative update rules allows
the light field information to be compressed into a number of layers (Lanman
et al., 2010; Wetzstein et al., 2012):

F ← F ⊛

(

(W(n) ⊛ L(n))F
n
⊙

(W(n) ⊛ (F (n)(Fn
⊙)

T ))Fn
⊙

)

, (2)

where L is the tensor containing the light-field and W is a tensor of the
same size of binary entries corresponding to each view position. The operator
⊛ represents the Hadamard product and ⊙ is the Khatri-Rao product. Fn

⊙ is
defined by:
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Fn
⊙ ≡ F (N) ⊙ ...⊙ F (n+1) ⊙ F (n−1) ⊙ ...⊙ F (1). (3)

Regarding the best plane to locate the image to be represented within the
object space in a two-layer system, we need to guarantee that we maximize the
achievable bandwidth for the display. This occurs when the fc = 1/p, being p
the pixel pitch, if the image is placed on an image plane located at dr/2 for
the two-layer system (Wetzstein et al., 2011).

As this work is not intended to be a multiscopic display treatise, since our
aim is to concentrate exclusively on its use for privacy purposes, here we stop
the mathematical description that can become a complex algebraic method
with which the reader may not be familiar. We encourage the reader to follow
the Sect. 1.5 in Chapter 1 of Cichocki et al. (2009) for a deeper insight.

2.2 Auto-multiscopic displays as privacy devices

As stated above, auto-multiscopic displays were originally designed to rep-
resent three-dimensional scenes by mean of their light-field. Its theoretical
formulation implies infinite depth planes for three-dimensional objects, but in
practice it is reduced to as high a number of depth planes as possible.

In contrast, for privacy applications we try to represent only a depth plane
with a fixed vergence that contains a two-dimensional object, for example a
text or a password entry screen, but masking the surrounded orientations that
do not correspond to the view of the authorized user. So, enabling privacy on
a three-dimensional display can be understood as establishing a specific set of
views with a particular one containing the sensitive information (thereafter free
view) and the others containing unrecognizable patterns (thereafter blocked

views). The Fig. 1 shows a schematic representation of the proposed method.
To achieve this, we propose to generate the blocked views by applying

a certain filtering function to the free one, which makes the image obtained
unrecognizable from the original but not totally uncorrelated. This function
can be expressed as:

l̃(x, u) =

{

lref (x, u0) if (u0) is free

lref (x, u0) ∗ h(x, u0) if (u0) is blocked,
(4)

where l̃(x, u) is the resulting light-field, lref (x, u0) is the reference light-
field and h(x, u0) is the filtering function. (x, u0) are the spatial and angular
coordinates respectively, and (x, u) define the discrete view that reaches the
observer.

Therefore, it is necessary to define said filtering function that modifies the
light-field in such a way that an observer who perceives a blocked view can-
not understand its content. To do this, we started from previous studies in
relation to the limits of perception of an observer. There is a wide field of
study in relation to the deterministic study of the limits in the perception of
the human visual system. Some studies analyze how different types of filters
affect the frequency domain when presenting a character set to an observation
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Fig. 1: Schematic model of the proposed method. A reference image is gener-
ated by a two-layer auto-multiscopic display that is illuminated by a directional
backlight. By controlling the polarization of each pixel in each layer, the result-
ing image in each orientation will be the result of eq. 1. In this case, the lateral
views of the input light-field were calculated as a convolution of the reference
image with a Butterworth low-pass filter as shown in eq. 4.

(Alexander et al., 1994; Christman et al., 1997). More applicable to our pur-
poses, Kwon and Legge (2011, 2012, 2013) statistically evaluated the frequency
limit in which said observer is no longer able to distinguish one letter from
another, reaching that a value of 0.9cycles/letter (CPL) was a valid experi-
mental threshold for letter recognition. In those works, this filter is defined
as:

Hbutterworth =
1

1 +
(

d
r

)2n , (5)

where r is the radial cutoff frequency, d the Cartesian distance from the
center of the image (d =

√

x2 + y2), and n represents the order of the filter.
We used n = 3 based on preliminary tests showing promising results.

What is proposed is that, once the system is in operation, the blocked
projections maintain said filter and, therefore, deny the observer the perception
of the original image.

2.3 Merit function

According to the cited work of Kwon and Legge (2011), the introduction of the
frequency filter in the blocked views guarantees that they will be dominated by
noise and they will be unreadable. However, it is necessary to define a metric
that allows to discern, for each view, whether an image is understandable
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or not once it has been represented by a two-layer auto-multiscopic display.
It allows to preliminarily identify the most suitable parameter selection to
automatically guarantee an acceptable level of readability and illegibility for
blocked and free views respectively. However, due to the subjective nature of
perception this is not a trivial task.

The proposed merit function is carried out in the frequency domain and
uses a double criterion. First, we analyze whether the filter used is preserved in
blocked views and absent in free views. To do that, we compare the calculated
output in each different view with the reference image as follows:

Hbutterworth ≈ Hrec =
F{lo}
F{lref}

, (6)

where Hrec is the recovered filter, and F{lo} and F{lref} are the Fourier
transform of the obtained and reference light-field. We define the difference
between the input and recovered filter as a metric to validate the quality of
the result:

e = ‖Hbutterworth −Hrec‖, (7)

where e accounts for the absolute error.
This approach has already been mentioned earlier in the literature as a

method for evaluating the conservation of a given filter once the transfer func-
tion of the system has been applied (Goodman, 2005). In our case, the transfer
function of the system is considered to contain the synthesis process of the lay-
ers and their subsequent projection. So, a blocked view will have an absolute
error value near to zero, which means that the filter was passed from the input
to the output of the system. In contrast the free view should have a transfer
function close to a δ.

Since the numerical solver does not necessarily have to be artifact-free,
we need to define a second condition. Therefore, the quality of the outputs
is determined by mean of the peak signal-to-noise ratio (PSNR) for the free
and blocked views: in the free view to provide a quantifiable measure of the
legibility, and in the blocked views to account for the error from an absolute
point of view. PSNR is widely used in image science and is defined by:

PSNR = 20log

(

MAX1√
MSE

)

, (8)

where MAX1 is the maximum value that a pixel can take in the images
and MSE is the mean squared error.

2.4 Simulations

We developed a computational environment where we carry out a variety of
simulations to explore the possibilities of the technique. All simulations were
run in MATLAB R2016a (Mathworks, Natick, Massachusetts) on a computer
with an Intel(R) Core(TM)2 Quad 2.50GHz processor and 8.00GB of RAM.
The WNTF solver was built over the Tensor Toolbox (Kolda and Bader, 2008)
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Fig. 2: Example of the light-field generated for the letter N, as an input for
the system. While the center view is free, the rest ones are convolved with a
Butterworth low-pass filter of order n = 3

. We performed the analysis for two layers and uniform backlight. Time decom-
position was set to 4 frames, based on a previous test that showed that it was
the minimum necessary to obtain a reasonable image quality for the free view.
Calculations were performed to obtain a free view in the center, with a field
of view of 20 deg. That is, users located in the center 20 degrees with respect
to a normal angle in the center of the screen will see the free view, while other
users whose visual angle is deviated more than 20 degrees will see a blocked
version of the displayed image. As an iterative method, WNTF is very sensi-
tive to initialization and requires an initial solution (Kolda and Bader, 2008;
Carmona-Ballester et al., 2018). In this study we have used a common approach
to the initial guess, which consists of setting the matrices with Gaussian noise.

A set of nine letters from a Sloan chart were used for the test following the
methodology in Kwon and Legge (2013) . Each letter was defined by 45x45
pixels (height and width) within an image of 250x250 size. A gray background
was used (127 from 255 intensity values). The generated light-fields contained
3x3 views and a field of view (FOV) of 20◦. An example of the target light-field
for the letter N is shown in Fig. 2.

3 Results

For the sake of clarity, the results shown in this section correspond to the
simulations carried over with the letter n as reference text. However, an almost
exact behavior was obtained for the rest of the letters.

First, using the methodology set out in the simulations section, we wanted
to confirm whether it was necessary to use blocked views based on a filtered
version of the original (filtered views and columns 3a-3b in Fig. 3) or, on the
contrary, totally different images could be used, e.g. a letter e (uncorrelated
views and columns 3c-3d in Fig. 3). Thus, figure 3-left shows the free view
PSNR for both possibilities and different numbers of frame decomposition,
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(a) (b) (c) (d)

Fig. 3: PSNR tendency of the two studied cases, where blocked views are
generated based on the filtered and uncorrelated versions for different values
of M . Right side of the image shows the result obtained for the filtered (3a-3b)
and uncorrelated cases (3c-3d) respectively for the 4 frame decomposition.

i.e. temporal multiplexing. The filtered technique had an overall better result
when compared to the other method when the number of frames was set below
6. For values higher than 6 frames, the uncorrelated method outperformed the
filtered one. The right part of the figure shows the expected visual result of a
4-frame decomposition. Based on our testing, we chose these results as it was
the limit that both techniques could be considered to allow privacy. Although
the PSNR values can become similar for the free view, the introduction of
noise in the uncorrelated version 3c-3d is visually evident. Then, it seems more
attractive to us to explore the option of filtered versions since the decrease
in contrast is a traditional problem of auto-multiscopic displays. Therefore,
columns 3a and 3b are an example of the expected visual results with the
methodology proposed.

Second, we have evaluated how the filter used for blocked views is trans-
mitted to perceived images, which, as we have already reasoned above, is a
measure of the quality of the method. Fig. 4-right shows the spectra for the
used filter as predicted by the eq. 7, the dashed red circle being the cutoff fre-
quency limits. The left side of the figure is made up of two sub-figures: the one
on the left shows the spectra of the reference letter, while the one on the right
shows the spectra for a blocked view. As can be seen, in the central area within
the limits of the cutoff frequency, the magnitude of the filter is maintained
in the blocked views. In addition, most of the high frequencies corresponding
to the original spectra of the letter have been attenuated but new ones have
appeared. Although they do not correspond to those of the original letter, a
detailed analysis is necessary to determine if the letter is identifiable. There-
fore, a radial average of this map and the Butterworth filter is shown in Fig.
5. As expected, the low frequencies of the blocked view almost completely fit
the original Butterworth filter. However, the contributions of the higher radial
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(a)

Fig. 4: In the right side of the image a representation of the spectra of the
reference letter (left) and output blocked letter for the filtered case (right) is
shown. Magnitude of the output filter (dB) obtained by applying eq. 7 to a
blocked letter on the filtered case. The red dashed line represents the cutoff
frequency of the filter (0.9CPL).

averaged frequencies produce a higher magnitude value compared to such a
filter.

To identify in the spatial domain to which the observed spurious frequencies
correspond, a high-pass filter corresponding to the inverse of the proposed
Butterworth filter has been applied on the reference, the free view, and the
blocked view, as can be seen in Fig. 6. While in the first two images is easy
to identify the proposed character, in the third one (the blocked view) several
sources of noise are observed around the area of interest. From these sources, we
can associate the background noise with the multimodal decomposition of the
WNTF, being more prominent in the blocked views. The central noise source
corresponds to the approximation made by the system from the initialization
values to adjust a blur in the area of interest. These results allow us to conclude
that the high frequencies observed in Fig. 4 are basically composed of noise
and should not allow a simple recognition of the character. Therefore, the
perception of blocked views can be successfully limited with the proposed
methodology.

However, it remains to study the quality of the representation in the free
views. As seen in Figures 3 and 6, even the free view suffers from some degree
of noise or imperfections. In Fig. 7 we represent the trend in terms of the PSNR
value for free and blocked views, as the size of the Butterworth filter changes
from 0.9CPL to 3.26CPL, and the number of frames goes from 1 to 12. In order
to illustrate the results obtained, representative values have been selected on
these maps, displayed on the right side of the Figure. As shown in both graphs,
PSNR value rises in both cases as the number of frames in increased. This is an
expected behaviour as, according to the previous bibliography (Lanman et al.,
2010; Wetzstein et al., 2012), the number of frames positively affects the error
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Fig. 5: Radially averaged magnitude (dB) of the recovered filter from the
blurred output letter compared to the Butterworth filter. The dashed line
represents the cutoff frequency of the input filter.

Fig. 6: High-pass filtered image of the letter n. From left to right: input letter
reference, free view, and blocked view

made in the decomposition of the tensor. From M = 4, the privacy criteria is
met on the blocked views. Although increasing this value leads to an visual
improvement, it is possible to consider this as the operating point at which
the proposed system reaches the privacy criteria. By comparison, the PSNR
value of the free view is in the range of 40db, considered in the literature an
acceptable value in terms of quality for lossy compression (Welstead, 2009).
Additionally increasing the size of the filter causes privacy to be lost in blocked
views, since the larger the filter size, the greater the number of high frequencies
that pass through it.
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Fig. 7: PSNR trend for free and blocked views. The left side contains the
tendency in terms of the PSNR value for both the free and blocked views, as
the size of the Butterworth filter changes from 0.9CPL to 3.26CPL, and the
number of frames goes from 1 to 12. Several specific cases have been highlighted
on the maps. These cases are shown on the right side. From left to right,
result for free view, result for blocked view, and theoretically filtered letter for
reference purposes.

4 Conclusions and discussion

Although the multilayer system arises with the aim of representing three-
dimensional information (Gotoda, 2010), it is precisely the appearance of an
angular discretization that allows it to be transferred to other areas such as
privacy. However, the representation of the light-field function in multilayer
systems is complex in nature, as the pixels of each layer subtend the previous
and subsequent layers, and are in turn affected by their neighborhoods. We
propose to use the light field technique for privacy applications where, instead
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of trying to represent a three-dimensional scene, we try to represent only a
depth plane with a fixed vergence that contains a two-dimensional object, e.g.
a text.

For this, two alternatives have been explored. One was to set the blocked
views as different text, another was to use a low-pass filtered version of the
input text as blocked views. The results showed that privacy could be achieved
with both methods. However, the filtered case produced better results with
lower frame rates, while the uncorrelated case produced better results with
higher frame rates. Also, an interdependence between blocked and free views
was found when changing the filter size in the filtered case.

Therefore, one of the contributions of this work is the computational
demonstration that, using appropriately filtered versions of the original image,
privacy can be achieved using only two screens operating at a relatively low
number of frames of M = 4, which is equivalent to screens with a refresh rate
of ∼ 133 Hz. Additionally, according to the simulations the quality of the
free view should not be affected. However, multilayer systems suffer from a
loss of contrast that inevitably should appear if such a system was built (Lan-
man et al., 2011; Wetzstein et al., 2011). Therefore, our proposal is to modify
the input signal so that the light-field to be represented keeps a correlation
criterion, but at the same time allows defining its projections as blocked and
free views relative to an observer position. This allows to effectively achieve a
privacy criteria in the selected directions. Such feature also completely elimi-
nates the need to generate alternative images unrelated to the original content;
ensuring, in addition, a homogeneity in the expected results.

Constraining the optimization problem towards an observer position
improves the results obtained in the perceived views (Chen et al., 2014, 2016).
In our implementation, the weighting matrix used in the algorithm was set to
binary in the weighted non-negative matrix factorization (WNTF) algorithm.
Finding a suitable weighting pattern might yield an improvement in terms of
reconstruction. However, a trade-off between free and blocked views should be
taken into account. Also, the weighting pattern could be tailored to effectively
account for the current observers of the system.

As in the first works on integral imaging, this work has addressed the
solution to the problem proposed from a computational point of view with
all the limitations that this implies. Therefore, our results should be under-
stood as a first proof of concept that invites implementation on hardware in
the future, now that we have shown that such an implementation would be
theoretically possible. Likewise, the analysis carried out has been limited to a
study set based on predefined characters, i.e. letters, in order to evaluate in
the most honest way possible a complex characteristic of human perception
such as character recognition. In this sense, we believe that the proposed merit
function, which allows the quality of the different views to be automatically
quantified, is one important contribution of this work. It remains for future
work to expand the study to a broader field such as imaging. There is a wide
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field of research focused on the cognitive mechanisms of the human being asso-
ciated with the perception and discrimination between images (DiCarlo et al.,
2012; Riesenhuber and Poggio, 1999). From the proposed models, computa-
tional implementations have emerged that attempt to simulate these processes
(Fan et al., 2014; Serre et al., 2005, 2007). A future line of research could take
as a starting point the adaptive evaluation of the displayed images, giving rise
to heuristic searches of the filter function.

References

Alexander, K.R., W. Xie, and D.J. Derlacki. 1994. Spatial-frequency charac-
teristics of letter identification. Journal of the Optical Society of America.

A, Optics, image science, and vision 11: 2375–82. https://doi.org/10.1364/
JOSAA.11.002375 .

Ali, M.E., A. Anwar, I. Ahmed, T. Hashem, L. Kulik, and E. Tanin 2014.
Protecting mobile users from visual privacy attacks. In UbiComp 2014 -

Adjunct Proceedings of the 2014 ACM International Joint Conference on

Pervasive and Ubiquitous Computing, pp. 1–4.

Carmona-Ballester, D., J.M. Trujillo-Sevilla, S. Bonaque-González,
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