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Abstract In this paper, a robust Chaos Based Stream

Cipher (CBSC) is proposed. The novelty of this work

is that it addresses all challenges confronting chaos-

based cryptography. The PCBSC (Proposed CBSC) has

a robust synchronization circuit that mitigates the ef-

fect of channel noise, a perturbation block that over-

comes the dynamical degradation, a robust encryption

scheme, and an efficient control parameters’ generator

that generates strong keys. According to the complex-

ity evaluation, the improved chaotic map provides good

statistical properties. This can be confirmed by the ob-

tained high values of the statistical metrics (Largest

Lyapunov Exponent, Approximate Entropy, Permuta-

tion Entropy, and Sample Entropy) used for the eval-

uation. According to the security analysis; the PCBSC

has good security features, the PCBSC provides strong
keys that ensure confusion property, as well as enough
space to withstand brute-force attacks. On the other
hand, the proposed encryption scheme proves its effi-

ciency; the result of the differential attack clearly shows

that the diffusion property is guaranteed. Additionally,
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the original images’ statistical properties are completely

dispersed on the encrypted images. The obtained per-

formance over noisy channels proves the synchroniza-

tion circuit’s efficiency. When compared to other pro-

posals, the PCBSC provides the best results. In ad-

dition, the PCBSC is implemented on an FPGA and

evaluated in real-time over a wireless link.

Keywords Chaos, Cryptography, Telecommunica-
tion, FPGA, Real-time, Channel noise, dynamical

degradation, Synchronization.

1 Introduction

oday, the internet reaches all corners of the globe, and

anyone can connect to it. It is a place where anyone

(whether businesses or individuals) may provide and re-

quest products, services, assistance, news, and so on. As
a result, there is an easy access to digital content, as well
as higher demand for data sharing. On the other hand,
wireless communication is a vital part of the telecom-

munications system’s backbone, and its security has

become a main priority. Concurrently, private content

became vulnerable to illegal access, and so, protecting

private content from unauthorized users became one of
the most major challenges confronting owners. Over the
years, numerous traditional cryptographic algorithms

have shown their efficiency in protecting private digital

content. However, as technology evolves, so does the

demand for data exchange (military databases, bank-

ing transactions, medical imaging systems, paid TV

streaming, and so on, with image and video account-

ing for the majority of it). This has necessitated the

development of more sophisticated and reliable crypto-

graphic algorithms to meet the growing needs of data

security.
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Recently, there has been a surge of interest in chaos-

based cryptography. This is due to the fact that it is
capable of meeting the growing demand for informa-
tion security. Chaotic systems exhibit random behavior,

are extremely sensitive to initial conditions, and exhibit

a continuous broad-band power spectrum. The evolu-

tion of two chaotic signals generated from very similar

initial conditions differs dramatically. In addition, the
random-like behavior of such systems is given by simple
and deterministic dynamical systems. Since the 1990s,

numerous researchers have observed an intriguing link

between chaos and cryptography: numerous features of

chaotic systems have analogs in conventional cryptosys-

tems. [1, 2].

Due to chaotic systems’ extreme sensitivity to their
initial conditions, having two chaotic systems evolve in

synchrony may appear odd. However, with the find-

ing of Pecora and Carroll in 1990, the prospect of self-

synchronization of chaotic oscillations became possi-

ble [3], This discovery was a watershed moment in the

use of chaos in cryptography. Since that time, consid-
erable effort has been made in this field of research.

Using chaotic systems in cryptography has a vari-
ety of implications. According to [1], two ways to con-

struct chaos-based cryptosystems exist: analog and dig-

ital. Analog chaos-based crypto-systems are often built

on synchronized setups; depending on the configura-

tion, the message to be transmitted is either included

into the analog chaotic signal or used to control mul-

tiple chaotic outputs. Some known examples of analog
chaos-based crypto-systems including (but not limited
to): Chaotic masking [4–8], chaotic switching [9,10], and

chaotic modulation [11].

In fact, analog chaos-based cryptography has not

received much attention compared to the digital ap-

proach. This is because, on the one hand, of the domi-

nation of digital computers and what they can offer as

advantages, and on the other hand, of the vulnerability

of analog crypto-systems. [12–16].

Digital chaos-based cryptosystems (a.k.a. digital chaotic

ciphers) are developed for digital computers and en-

crypt plaintext in a variety of ways using one or more

chaotic maps implemented with finite computational

precision [1]. The majority of research efforts have been
directed toward developing fast and trustworthy cryp-

tosystems based on digital chaos. Due to the widespread
availability of computers and digital devices, and the
ease with which binary data can be handled (digital

filtering, detection and correction of data, etc.), digital

chaos-based cryptosystems are more efficient than ana-

log ones. Studies on digital chaos generators have been

reported to have more diversity compared to their ana-

log counterparts [17]. Using chaotic systems as a source

of randomness for digital cryptosystems is the most in-

tuitive application of chaotic systems.

The following is a rough classification of recently

proposed digital chaos-based cryptosystems:

– Stream ciphers :For most chaos-based stream ci-

phers, the chaotic maps act as PRNGs (Pseudo Ran-

dom Number Generators), in which they are used

for generating keystreams to mask bit by bit a plain-

text (mostly using the XOR function) [17–25]. The
security of such configurations is entirely dependent

on the keystream’s statistical properties and the key

used to generate it.

– Block ciphers : Instead of encrypting one bit at a

time, chaos-based block ciphers encrypt a collection

of bits of plaintext called a ”block”. Since the only
nonlinear component of these ciphers is the substitu-
tion box (S-box), chaotic systems are used to design

it and determine its strength [26–30]. Some existing

block ciphers, such as the AES (Advanced Encryp-

tion Standard), improve their security by designing

their S-boxes with chaotic maps [31].

– Other chaos-based ciphers : There have been some
proposals for a stream-and-block hybrid encryption

based on chaos [32]. Using chaotic maps to create

hash functions has taken the lion’s share of the chaos

application in cryptography [33–36]. Permutation of

image pixels is a widely used encryption technique;
a large number of works have used chaotic maps for

image pixel permutation [37–39].

It’s worth noting that the preceding lines barely

present of what’s out there in terms of proposed chaos-

based cryptosystems; due to their vast number and di-

versity, classifying them is difficult. On the other hand,

and in accordance with [1], it is difficult to assess the
security and effectiveness of many digital chaos-based

cryptosystems in a systematic manner, leaving them

widely exposed to attacks. However, a variety of secu-

rity evaluation measures may be utilized to analyze the

security of any proposed chaos-based crypto-systems

and, to some extent, establish its reliability.

Despite the huge number of chaos-based cryptosys-

tems proposed recently, many of them have failed to

meet established design and security requirements (see

Section.2). Some proposals focus on certain problems

while turning a blind eye to others, and we rarely come
across a fully functional chaos-based crypto-system. As
a result, each proposed crypto-system’s reliability and

robustness are dependent on taking into consideration

all known design and security requirements.

The main goal of this work is to develop a robust

chaos-based stream cipher that takes into account as

much as possible the design and security requirements.
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The Proposed Chaos-Based Stream Cipher (PCBSC) is

made up of four main parts, one of which is a perturba-

tion block designed to reduce the impact of the digiti-

zation process on the chaotic behavior of the digitized

chaotic map. A synchronization circuit that increases

the performance of the PCBSC in noisy channels. For

every given secret key, a control parameter generator

that keeps the chaotic map in a chaotic ragime. The
PCBSC Also includes an encryption block, which adds
another degree of security to the PCBSC and ensures

the diffusion property as well as protection to various

cryptographic attacks.

This paper is organized as follow : Section.2 dis-

cusses the most known design and security requirements

for any proposed chaos-based cryptosystem. Section.3

introduces the Proposed Chaos-Based Stream Cipher

(PCBSC) and provides sufficient details on its oper-

ational basis. In Section.4, the evaluation of the im-

proved chaotic map in terms of complexity is presented,

in which some statistical and mathematical tools are

used for this purpose. Section.5 discusses the PCBSC’s

security analysis, in which the key strength, sensitiv-
ity, and space are all carefully analyzed. Additionally,
the proposed encryption block is evaluated by exam-

ining the encrypted image’s statistical properties and

performing the differential attack on it to assess its

strength. The performance of the PCBSC under noisy

channel is reported in Section.6, where the proposed

synchronization circuit is evaluated to confirm its ef-
ficiency. Section.7 discusses the implementation steps

of the PCBSC on an FPGA and its real-time evalu-

ation through wireless transmission. The obtained re-

sults comparison with other proposals is the subject of

the Section.8. The paper is terminated by a conclusion

about the achieved results in Section.9.

2 Chaos-based cryptography requirements

Designers of any chaos-based cryptosystem should em-
phasize many critical design challenges. Indeed, despite

its effectiveness, applying chaos to cryptography is a
tough process. A number of important issues must be
addressed while constructing a chaos-based cryptosys-

tem. Chaos-based encryption has encountered a number

of issues that limit detract from its utility in cryptogra-

phy. The following subsections discuss the important is-

sues related to chaos-based cryptography, which should

be considered by every designer.

2.1 Synchronization

In chaotic systems, synchronization means that the tra-
jectories of the receiver (response or slave) system can
track those of the emitter (master) system starting from

arbitrary initial conditions. For chaos-based stream ci-

phers in particular, the first issue that should be taken

into account is synchronization. That is, the emitter

and the receiver should provide the same dynamics to
easily recover the original plaintext.

Even though the possibility of synchronization in

chaotic systems has been discovered [3], the high sensi-

tivity to initial conditions that characterizes such sys-

tems precludes synchronization because even two iden-

tical systems cannot evolve in the same manner, even

if their initial conditions are very close [21]. Addition-
ally, the conventional synchronization method (continu-

ously driving the response system) is very susceptible to

channel noise. Thus, any proposed chaos-based stream

encryption should consider synchronization over noisy

channels.

2.2 Digitization effect on the dynamical properties of
chaotic systems

Encryption algorithms that are based on the genera-
tion of random numbers should include strong PRNGs
that provide good randomness quality, with good distri-
bution and high unpredictability. Indeed, when chaotic

systems are implemented on digital computers with fi-

nite computing precision, their dynamical properties

deteriorate. A digitized chaotic system is qualitatively

different from its analog counterpart and produces a
predictable output (periodic) with poor statistical prop-
erties. This significant degradation diminishes the ef-

fectiveness of chaotic systems in cryptography consid-

erably.

Many studies suggest that the cycle-length of a given
digitized chaotic system’s output gets longer as the arith-

metic precision size gets larger. The digitized chaotic
systems are assumed as periodic, and their longest or-
bit can never be more than 2L (L represents the arith-

metic precision size), more information about this can
be found in [40].

Numerous remedies have been suggested to mitigate

the dynamical degradation found in digitized chaotic
systems; they can be broadly classified into three cat-
egories: (1) Using high arithmetic precision [41], which

can significantly lengthen the cycle and improve sta-

tistical properties, (2) Cascading multiples chaotic sys-

tems [42], and combining their outputs to obtain the fi-
nal chaotic output, and (3) using an external random or

pseudo-random source to perturb the chaotic system’s
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orbit [43]. However, the first two remedies, despite the

enhancements they can give us, are costly in terms of
performance (implementation cost). The last remedy is
more efficient and more supported by chaoticians.

Thus, any chaos-based cryptosystem designer should
take into account the dynamical degradation found in

the digitized chaotic systems and what solution might
propose to overcome this problem.

2.3 Design Complexity and performance

Many applications do not suit cryptosystems that based
on design complexity. Today, resource-constrained net-

works make up a significant portion of communication
networks (military surveillance, medical sensing net-
works, wearable devices, etc.). These networks are char-

acterized by their limited computation capability, lim-

ited storage space, and strict power utilization man-

agement [44]. Securing data over such networks is cru-

cial. Consequently, complicated cryptosystems are not

deemed ideal for securing data over resource-constrained

networks.

Design complexity, on the other hand, entails in-

creased hardware resource utilization, processing time

(due to significant signal propagation delays), and heat

dissipation. These difficulties have a direct impact on

the design’s performance, implementation costs, and

energy usage.

When compared to their low-complexity equivalents,

cryptosystems with complicated structures are more se-

cure, reliable, and harder to break. As a result, any pro-

posed chaos-based cryptosystem should strike a balance

between security and complexity.

2.4 Security

Any encryption algorithm’s reliability is determined by
its resistance to different known attacks. A strong en-

cryption algorithm should withstand any serious attack,

regardless of whether the intruder has whole or partial

knowledge of the encryption algorithm’s structure.

Immunity from cryptographic attacks is intrinsically
linked to the secret key. The key is by far the most

major element of the encryption algorithms, security

should be solely dependent on the key. No matter how

robust and well-designed the encryption algorithm is,

if the key is chosen incorrectly or the keyspace is too

small, the cryptosystem will be easily broken [1].

There are three main important issues related to the

key, namely, the key construction, the key length, and

the key strength. For chaos-based cryptography, it is ob-

vious that the key is made using the control parameters.

Depending on the control parameters’ intervals, a given

chaotic system exhibits many behaviors between fixed

points: periodic, quasi-periodic, and chaotic. What we

are interested in is constructing the key from the in-

tervals where the control parameters assure the chaotic

behavior. The bifurcation diagrams can aid us in defin-

ing the intervals in which the control parameters result

in chaotic behavior.

Another important issue concerning the key is the
equality of strength. That is, each infinitesimal change

in the key should result in the same ciphertext distribu-

tion. Flipping one bit in any position in the key should

result in a significant change in the ciphertext. In gen-

eral, the Avalanche Effect, as it is known in cryptog-

raphy, can be used to evaluate the key’s strength. The

Avalanche effect is well known among cryptologists. It

is one of the most important properties that character-

izes the efficiency of encryption algorithms. Good en-

cryption algorithms have high avalanche effects.

The Avalanche Effect can be measured by compar-
ing the bit error rate (BER) of the plaintext with that of

the recovered one as a function of the attempted keys.
The BER should be around or more than 50%, regard-
less of how close or far we are to the correct key. The
BER for weak encryption algorithms decreases as we

come closer to the correct keys (low Avalanche Effect).

Confusion and diffusion are two more crucial prop-
erties that any encryption algorithm should provide,

as outlined by Claude Shannon in his report [45]. The
main objective of these properties is to make the rela-

tionship between the encryption algorithm’s input and

output as complicated as possible, so that any minor

change in the input should be dispersed in the statis-

tical properties of the output. Confusion indicates that

a little change in the key (flipping one bit) should re-

sult in large changes in the ciphertext; at least 50%
of the bits in the ciphertext should be affected. The
same thing for the diffusion property; a minor change

in the plaintext (flipping one bit) should lead to large

changes in the ciphertext (a different ciphertext). Thus,

for any proposed chaos-based cryptosystem, these two

main properties should be ensured.

3 The Proposed Chaos-Based Stream Cipher

(PCBSC)

The PCBSC’s basic scheme (for both emitter and re-
ceiver) is depicted in Fig.1. On the emitter side, the

system is made up of five main blocks: the first is the

Chaotic generator ; the second is the Control parame-

ter generator ; the third is the Perturbation block ; the

fourth is the Encryption block ; and the fifth is the Bit-

Basher block. On the emitter side, the system is identi-
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Fig. 1: The Proposed Chaos-Based Stream Cipher basic scheme.

cal to the emitter, with the exception of the Decryption

and Synchronization blocks.
The PCBSC is a stream cipher cryptosystem in which

the plaintext is encrypted bit by bit using the chaotic
sequence (using the XOR logical operator) and trans-
ferred across the transmission channel with the synchro-
nization signal. When the receiver system synchronizes

with the emitter, the original plaintext can be easily re-

covered on the receiver side. Each block’s functionality

is described in detail in the subsections that follow.

3.1 The chaotic generator

In our case, we have used the Hénon chaotic map be-

cause of its simplicity, the Hénon map is a 2D chaotic

map that given by the following recursive system:

{

xk+1 = 1 + yk − a× x2
k

yk+1 = b× xk

(1)

The Hénon map has been studied in depth for a =

1.4 and b = 0.3, where numerical evidence of chaotic
behavior was found. Fig.7 (a) presents the Hénon at-

tractor for a = 1.4 and b = 0.3.

3.2 The Control parameters generator

The control parameters generator is a vital part of the

PCBSC. In cryptography, the chaotic generator’s strength

is determined by its chaotic behavior. This chaotic be-

havior is only possible within a restricted ranges of con-
trol parameter values. Bifurcation diagrams can help to
define the ranges within which the system is chaotic or

not (see the PCBSC security evaluation section). Due

to the fact that secret keys are generated using control

parameters, this block’s internal structure allows to re-

tain the chaotic behavior of the chaotic generator for

any given key.
Besides the control parameters a and b in the Hénon

chaotic map, we add two more control parameters, c
and d, and assume the constant 1 in the system (1) as

a new variable, e. This is done to make the key size

larger. Thereby, the system (1) can be written like this:

{

xk+1 = [e+ yk − a× x2
k]× c

yk+1 = [b× xk]× d
(2)

Later, we’ll look at how to set appropriate ranges for
the newly added control parameters in order to attain

chaotic behavior. To facilitate comprehension, we will
defer discussing the block’s funcrionality to the PCBSC
security evaluation section. This is because we need vi-
sual evidence of the resulting bifurcation diagrams in

order to identify the proper control parameters’ ranges.

3.3 The Perturbation and BitBasher blocks

The perturbation block’s basic scheme is presented in
Fig.2. It consists of a simple but efficient circuit. The

main advantage of this block is that it requires no exter-
nal perturbation source; it provides a self-perturbation
mechanism. As shown in Fig.1, the perturbation is per-

formed on the feedback signal xk, so the system (2)

can be rewritten as follows, where P (xk) denotes the

perturbed signal:

{

xk+1 = [e+ yk − a× P (xk)
2]× c

yk+1 = [b× P (xk)]× d
(3)

The perturbation is performed in the following man-

ner: initially, the chaotic signal xk is routed through two
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blocks, Slice 1 and Slice 2. The Slice 2 block extracts
the LSB (Lowest Significant Bit) from the binary vec-

tor of the chaotic signal xk and serially inserts it into
L registers (as mentioned previously, L represents the

arithmetic precision size and at the same time here the

number of the internal registers contained in the shift

register). The Concatenate block is used to collect the

outputs of all internal registers to create the perturba-
tion signal Pk.

The perturbation process is done by feeding the per-

turbation signal Pk to the chaotic system. The pertur-

bation is not continuous but occurs at random intervals.
The process is as follows: the Slice 1 block extracts the

m lowest bits from the chaotic signal xk, where m is de-

fined by the maximum period that the original chaotic
map can provide with the arithmetic precision size L.
For example (see Table.1), the longest period that the

original Hénon map may give is 280 for L = 16. As a

result, m = round(log2(280)/log2(2)) = 8.

The output signal max is an m-bit integer. Dur-

ing the counting process, one value of this signal is

stored on the register. The counter is incremented until

this value is reached. When the counter hits this max-

imum, the comparison block generates a value of 1 to
reset it, controls the multiplexer to output the pertur-
bation signal instead of the signal xk, and enables the

register to load a new value of the signal max. Thus,

as previously stated, the perturbation occurs when the
counter reaches its maximum value. Because the max-
imum value is variable, the period of perturbation is

not constant but random. This is a pivotal feature that

characterizes the proposed perturbation circuit. In Sec-

tion.4, we will show that the proposed perturbation cir-

cuit is capable of effectively increasing the cycle length

of the digitized chaotic map.

The BitBasher is another straightforward but effi-

cient block in the PCBSC. This block is included be-

cause it serves the same objective as the previous one,

which is to enhance the chaotic map’s statistical prop-

erties. The BitBasher block is responsible for revers-

ing the bit order of the chaotic signal input. Follow-

ing a series of experiments, we concluded that the Bit-

Basher block should be placed as illustrated in Fig.1.

We shall see how such a simple block can significantly
increase the randomness of chaotic systems and expand
the range of control parameters to have a chaotic be-

havior.

3.4 The Encryption/Decryption Blocks

Keep in mind that the PCBSC is a symmetric cipher

key, which means that encryption is done bit by bit
(one bit at a time) and that the same encryption key
is used on the emitter side should be regenerated and

used on the receiver side.

As previously stated, two important tasks of any

cryptosystem should be assured, namely the confusion

and diffusion. Because the control parameters are used
as keys in the PCBSC, the confusion property may be
guaranteed (as we will see next) due to the chaotic sys-

tem’s high sensitivity to the initial parameters. To as-

sure the diffusion property and to complicate and obfus-

cate the relationship between the plaintext and the ci-

phertext, we propose an efficient encryption/decryption

mechanism. The ciphertext Ck is obtained as follow:

Ck = O[Ck−1 ⊕ Pk ⊕Rk] (4)

Where Pk, Rk, and Ck−1 represent respectively the

plaintext, the chaotic sequence, and the previous ci-

phertext. ”O” denotes the process by which the final

ciphertext is obtained; it comprises a sequence of blocks

(from one to five) through which the ciphertext will be

subject to many changes, as shown in Fig.3.

Each of these five blocks shuffles the bits positions

of its input in a distinctive manner. There are two pos-

sible scenarios for the final output of each block, de-

pending on the signal that controls the correspnding

multiplexer: the same input signal and the shuffled in-

put signal. The LSBs of the secret keys keya, keyb, keyc,

keyd, and keye are the signals that control every mul-
tiplexer (keys representing each control parameter).

For the decryption process, the order of the blocks

is inverted so that the original plaintext can be easly

recovered, as shown in Fig.3. The recovered plaintext

rPk is obtained as follow:
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Fig. 3: The proposed Encryption/Decryption mecha-

nism.

rPk = Ck−1 ⊕Rk ⊕O−1[Ck] (5)

Where O−1 denotes the process of the inverting or-

der of the blocks.

The proposed encryption scheme assures that a lit-

tle change in the plaintext or the multiplexers’ inputs
results in significant changes in the ciphertext. From a

cryptography viewpoint, the plaintext’s statistical prop-
erties will be completely distributed in the ciphertext
(More details can be found in Section.5).

3.5 Synchronization block

The synchronization block is one of the most critical

components of our PCBCS. The original plaintext can

never be recovered without synchronization, even with

the correct keys. As the driving signal, we used the sig-

nal x2
k. Experiments revealed that when using this sig-

nal, synchronization between the emitter (master) and

receiver (response or slave) systems happens promptly

after only few iterations. Given that the master system
is indicated in (3), the response system is as follows:

{

x′

k+1 = [e+ y′k − a× x2
k]× c

y′k+1 = [b× P (x′

k)]× d
(6)

(′) denotes the signals generated by the response

system to distinguish between them and those gener-

ated by the master system. Starting from different ini-

tial conditions (x0 = 0.1, y0 = 0.1, x′

0 = 0.5, y′0 =

0.9), the evolution of the synchronization error (Fig.4)

demonstrates that after a few iterations, the response

Fig. 4: Evolution of the synchronization error between

the emitter (master) system and the receiver (response)
one.

system synchronizes with the master, and the receiver

follows the emitter’s dynamics.

Experiments have shown that in noisy channels, con-

tinuous driving of the response system is not the right

approach. That is, the existence of noise in the picture

adds another challenge due to the chaotic systems’ high

sensitivity to the initial settings. To protect the PCBSC

from channel noise as much as possible, we propose a

simple solution that consists of driving the response

system just during specified periods rather than con-

tinuously.

In fact, the noise power fluctuates continuously be-

tween high and low values. The proposed synchroniza-

tion circuit (Fig.5) tries to track the moments where the

noise power is low. Practically, it compares the value of

the driver signal x2
k with the same signal x′2

k gener-

ated by the response system. When the two signals are

equal, it means that the two systems are synchronized

and have the same outputs. To be sure that this equal-

ity is not accidental, each signal is passed through 3
registers, and each register’s output of the first signal
(x2

k) is compared to the register’s output of the second

signal x′2
k . The outputs of the comparators are loaded

into a logical AND gate, so the signal S1 of the output

of the logical AND gate will take the value 1 only if the
two signals are equal during three successive periods.

The S1 signal is fed into a logical OR gate, which

then controls a counter and a multiplexer. When S1 = 1

(E = 1), the counter starts counting, and the mul-

tiplexer outputs x′2
k rather than x2

k. In this case, the

response system works independently from the master
system, and will be protected from the channel noise.

The signal S2, on the other hand, is activated until the
counter reaches its maximum value. The counter can

reach a maximum of 2m, where m is the counter’s size

in bits. The process will be restarted when the counter

reaches its maximum.
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Fig. 5: The proposed synchronization circuit basic

scheme.

The evaluation of the performance of the proposed

synchronization circuit under a noisy channel is given

in Section.6.

4 Evaluation of the improved Hénon map

Given that the PCBSC’s strength is related to the com-

plexity of the chaotic generator, this section will focus

on the evaluation of the improved Hénon map using

the proposed perturbation block. The resulting chaotic

sequence is evaluated based on two key factors: its com-

plexity and its statistical properties. Some mathemati-

cal and statistical tools are used to perform the evalu-
ation.

4.1 Complexity evaluation

This section deals with the evaluation of the improved

Hénon map in terms of its complexity, where some math-

ematical tools are used for this purpose.

4.1.1 Trajectory and phase space analysis

The improved Hénon map’s complexity can be visually

assessed by visualizing the output and phase space tra-

jectories. The resultant trajectories and phase spaces

for both the original and improved Hénon maps are

shown in Fig.6 and Fig.7, respectively.

It is clear that the trajectory of the original Hénon
map has a regular-like aspect, whereas the improved

map has a random-like aspect. On the other hand, the

phase space analysis shows clearly the good distribu-

tion of the improved Hénon map output over the whole

space, in contrast to the original map where the out-

put is confined to a specific form. These obtained results

Iterations (k) 

Iterations (k) 

𝑥 𝑘 
𝑥 𝑘 

(1) 

(2) 

Fig. 6: The resultant trajectories of : (1) the original
Hénon map, (2) the improved Hénon map.

confirm that the complexity of the modified Hénon map

has been improved.

4.1.2 Bifurcation diagram analysis

A bifurcation diagram is an extremely valuable tool for

visualizing the values that are visited or approached

asymptotically in phase space when the control param-

eter evolves. It simplifies the visual distinction between

regular and chaotic zones. [46].

By fixing L to 16 , the bifurcation diagrams of both

the original and improved Hénon maps are shown in
Fig.8. As can be seen, the improved Hénon map pro-

vides far better results. The ranges of control param-
eters within which the system exhibits chaotic behav-
ior are greatly expanded in comparison to the original

Hénon map. Additionally, the improved map’s output

has a well-defined distribution throughout the interval

[0,1].

4.1.3 Autocorrelation and period length analysis

In this section, the complexity of the improved Hénon

map is evaluated by measuring the autocorrelation and

the obtained period length. Autocorrelation is an im-

portant mathematical tool that can help to measure

the relationship between samples of the same signal for

the purpose of detecting similarities. It should be noted
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(1) (2) 

𝑥𝑘 𝑥𝑘 

𝑦 𝑘 𝑦 𝑘 

Fig. 7: The resultant phase spaces of : (1) the original Hénon map, (2) the improved Hénon map. The simulation

result was obtained using a fixed arithmetic precision of LQL − 4, where L represents the precision size (L = 12

in this case). On the other hand, LQL− 4 means that the fractional part has a size of L− 4 (the integer part has
4 bits of size).

that a truly random process has very low autocorrela-

tion coefficients, so the autocorrelation effectively eval-

uates the complexity of a given chaotic system. Auto-
correlation can also help to determine the period of a
chaotic system by identifying repeated patterns within

the chaotic sequence.

The autocorrelation test was performed on both the

original and improved Hénon maps for L = 16. The re-

sults are shown in Fig.9. The improved Hénon map has

a poor correlation between its output samples and has

a noise-like autocorrelation result. The original Hénon

map, on the other hand, falls swiftly in the cycle and
has a high correlation between its output samples.

The comparison of the autocorrelation coefficient

values obtained from the improved Hénon map and the
original map is another comparison proof that confirms

the improvement made on the Hénon map; Fig.9 (c)

represents the comparison result of the autocorrelation

coefficients obtained from the improved Hénon map and

the original map. Fig.9 (d) represents the comparison

result of the autocorrelation coefficients obtained from
the improved Hénon map and the Matlab rand.

The improved Hénon map exhibits the lowest auto-
correlation coefficients when compared to the original
map, as shown in Fig.9 (c). This means that the Hénon

map’s complexity has increased dramatically.

The Matlab rand function is used to generate pseu-

dorandom sequences with uniformly distributed elements

in the interval (0,1); it is a true random-like process be-

cause it is carried out with high arithmetic precision (64

bits). When the complexity analysis findings of the im-

proved Hénon map are compared to the rand function,

it is possible to get a good idea of the improved map’s

complexity quality. Although the improved Hénon map

was carried out using low arithmetic precision (16 bits),

it yielded better results than the rand function, which
was carried out using high arithmetic precision. This is

proven by the improved Hénon map’s low autocorrela-

tion coefficients when compared to the rand function

(Fig.9 (d)).

The period length of the improved Hénon map has

been effectively extended. The computed period length

for both the original and improved Hénon maps is shown

in the Table.1. It should be noted that for the improved

Hénon map, the process was carried out with a set of
control parameters that were chosen randomly. On the

one hand, the results reveal that any control parameter
for the improved map yields the same result (in which
the period length is extended effectively). On the other

hand, the period for L = 16 has been prolonged by

16569 times compared to the original map, while the

periods for L = 24 and L = 32 cannot be computed
with our available computing platform.

4.1.4 Largest Lyapunov exponent analysis

The complexity of a given dynamical chaotic system

refers also to its high sensitivity to the initial condi-

tions; for chaotic systems, two trajectories started from

very close points (initial conditions) diverge quickly.
The largest LE (Lyapunov Exponent) is the mathemat-
ical tool that helps measure the rate of the divergence
between the two trajectories. A chaotic system with a

positive LE will have completely diverged trajectories
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Table 1: The computed period length using different arithmetic precision, (U: Undefined)

Control parameters Period length (Improved Hénon map)
L = 16, N=8 L = 24, N=11 L = 32, N =19

a= 0.1, b=0.1, c=0.1, d=0.1, e=0.9 1,986,905 108,917,260 U
a= 0.8, b=0.3, c=1.1, d=1.4, e=0.1 5,031,060 U U
a= 1.8, b=2, c=1.8, d=0.3, e=0.3 4,351,739 U U
a= 1.4, b=0.3,c=1.8,d=1.8, e=0.5 5,222,360 U U
a= 0.9,b=1.3,c=0.43,d=0.5, e=0.7 6,169,873 U U
a= 1.9, b=0.5,c=1.4,d=1.7, e=1 5,103,403 U U
Control parameters Period length (Original Hénon map)

L = 16 L = 24 L = 32
a =1.4, b=0.3 280 1798 536792

after a certain number of iterations, while the largest

LE value is an indicator of higher unpredictability and

sensitivity. On the other hand, a negative or zero value

indicates periodic behaviour [47].

The original Hénon map and the improved one were

subjected to the largest LE analysis as a function of

the control parameters. The largest LE analysis on the

Matlab rand function was undertaken to confirm the
efficiency of the improvement made on the Hénon map.

Because the rand function generates a different state
each time the is run, the largest LE was applied to the

sequence generated as a function of the round number

(the rounds here replace the control parameters in the

Hénon maps). The obtained results are shown in Fig.10.

As we can see:

– For the original Hénon map, the largest LE takes

negative values for a < 1 and b < 0.07, on the other
hand, the maximum of the largest LE cannot exceed

0.48 for the first case (Fig.10 (1)) and 0.7 for the
second case (Fig.10 (2)).

– In the case of the improved Hénon map; the ob-

tained results were quite better. According to Fig.10

from (4) to (8), the largest LE is always positive

(contrary to the original map) over the whole inter-
vals of the control parameters, on the other hand,

the largest LE had higher values compared to the
original Hénon map, the largest LE approaches the

value 2.35.

Based on what has been mentioned thus far, we
may conclude that the improved Hénon has the highest

largest LE value and thus more unpredictability and

sensitivity to the initial conditions. These findings are

also significantly better than those obtained using the

rand function (Fig.10 (3)), despite the fact that this

function is efficient and implemented high arithmetic

precision.

4.2 Statistical properties analysis

In this section, the improved Hénon map is evaluated

in terms of the statistical properties of its output. For

this purpose, some statistical metrics are used, such as

the approximate entropy, the sample entropy, and the

permutation entropy. The well-known NIST statistical

test set is also used to evaluate the randomness of the

improved Hénon map’s output. Matlab also has an effi-

cient function for evaluating the complexity of a given

random sequence, which is used to evaluate the output

of the improved Hénon map.

4.2.1 The Approximate Entropy analysis

The Approximate Entropy (ApEn) is a mathematical
tool that is used to evaluate the non-regularity and un-

predictability in time series data. This test has been

proposed first by Steve M. Pincus [48] for the purpose

of detecting similar patterns in time series. A compre-

hensive tutorial on the ApEn with theoretical back-
ground can be found in [49]. Roughly speaking, high

values of ApAn mean the signal is more random and
unpredictable, whereas low values mean the signal is

more regular and easy to predict.

The ApEn is performed on the original and im-

proved Hénon maps’ outputs for a set of control pa-

rameters, the ApEn is also performed on the Matlab

rand function as a function of a number of rounds, this

is for the purpose of making a comparison between the

obtained results from the improved map and the Mat-

lab rand function. The obtained results are presented

in Fig.11.

The obtained results show that:

– The best ApEn result for the original Hénon map

is 0.47 for a = 1.4, and 0.48 for b = 0.3, which are
the only two best cases.

– For the improved Hénon map, the obtained results

are quite better, the ApEn exceeds the value 1.7

for the control parameter a and maintained around
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Fig. 8: The bifurcation diagrams for both the original and the modified Hénon maps: (1) and (2) the bifurcation

diagrams of the original Hénon map respectively as a function of the control parameters a and b, (3) to (7) the
bifurcation diagrams of the modified Hénon map respectively as a function of the control parameters a, b, c, d,

and e.

this value over the whole interval. For the control

parameter b; the ApEn exceeds the value 1.82 and

varies between this value and 1.52 over the whole
interval.

– The obtained results for the improved Hénon map

are much better; the ApEn exceeds the value of 1.7

for the control parameter a and remains around this
value over the entire interval. The ApEn exceeds the

value of 1.82 and ranges between this value and the
value 1.52 during the entire interval of the control

parameter b. For the control parameter c, the ApEn

varies between 1.75 and 1.23 over the entire interval

(if we exclude the part between 0 and 0.07). For

the control parameter d, the ApEn varies between
1.82 and 1.5, and finally, for the control parameter

e, the ApEn varies between 1.73 and 1.45 over the
entire interval. These results are quite better when

compared with the original map, and they are close
to those obtained using the Matlab rand function.

We may deduce from the obtained results that, first,
the high ApEn values corroborate the improved Hénon

map’s high unpredictability and randomness, and sec-

ond, the high values are preserved over the entire inter-

vals of the control parameters. This also confirms that

for the improved Hénon map, the control parameter in-

tervals in which the system is chaotic are extended.

4.2.2 The Permutation Entropy Analysis

The Permutation Entropy (PE) is an efficient tool that

quantifies effectively the complexity in a dynamic sys-

tem, it bases on the principle of capturing the order

relations between values of a time series and extract-

ing a probability distribution of the ordinal patterns,

this tool is characterized by its conceptual simplicity
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Lags 

(a) (b) 

(c) (d) 

Fig. 9: The result of the autocorrelation test performed on : (a) the original Hénon map, (b) the improved Hénon

map. Autocorrelation coefficients comparison: (c) the improved map versus the original one, (d) the modified map

versus the Matlab rand function.

and computational speed and provide many advantages

[50, 51]. The smaller the PE is, the more regular and

more deterministic the time series is. Contrarily, the

closer to 1 the PE is, the more noisy and random the
time series is. For an in-depth understanding of how

the PE test is performed, a comprehensive example is

given in [50].

The PE test is carried out on both the original and

improved Hénon maps as a function of a set of control

parameters. The PE test is also performed on the Mat-

lab rand function, as previously done, and the results
are shown in Fig.12. The following is how the obtained

results can be interpreted:

– For the original Hénon map, there are only two cases

where the PE is high; the first for a = 1.116, where

PE ≃ 0.998196, and the second for b = 0.97, where

≃ 0.999351; in the other cases, the PE varies be-

tween 0.254765to 0.998196 for a and 0.970927 to

0.998196 for b.
– For all control parameters in the improved Hénon

map, the PE ranges from 0.991231 to 0.999931. In

contrast to the original map, these results are pre-

served over the entire intervals of the control pa-

rameters. The PE values obtained are quite close

to 1 and are consistent with the results obtained us-

ing the Matlab rand function. This confirms that

the improved Hénon map has better randomization

quality than the original one.

4.2.3 The Sample Entropy Analysis

Sample Entropy (SampEn) has the same concept as

the ApEn (it is a modified version of the ApEn). It

was introduced by the authors in [52] and has some ad-

vantages over the ApEn, such as accuracy, data length

independence, and implementation simplicity. More de-
tails about the SampEn can be found in [49]. High

SampEn values imply high complexity of the evaluated

system’s output.

The SampEn test was performed on the original

Hénon map, the improved one, and the Matlab rand
function for comparison. The obtained results are shown

in Fig.13. We can readily see that:

– For the original Hénon map; the SampEn varies

between 0.47 and 0.54 in the interval a ∈ [1.15, 1.4],

and between 0.32 and 0.55 for b ∈ [0.06, 0.3]. In
fact, these are the best results for the original Hénon

map.

– In the case of the improved Hénon map; the results

are quite good, the SampEn varies from 0.79 to
0.99 for the control parameter a, from 0.82 to 0.97

for the control parameter b, from 0.72 to 0.99 for the
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(3) 

Fig. 10: The Largest LE analysis : (1),(2) for the original Hénon map as a function of the control parameters a

and b, (3) for the Matlab rand function versus the round number, and (4),(5),(6),(7),(8) for the improved Hénon

map as a function of the control parameters a, b, c, d, and e.

control parameter c, from 0.8 to 0.98 for the control

parameter d, and from 0.83 to 0.99 for the control

parameter e. These results are achieved across the

whole range of control parameters intervals.

The obtained results show that the SampEn has

high values for the improved Hénon map when com-

pared to the original one; these values are approxi-

mately equivalent to those obtained for the Matlab rand
function, despite the latter is implemented using high

arithmetic precision (64 bits). This confirms the im-
provements made to the Hénon map in terms of com-
plexity and control parameter interval extension.

4.2.4 Matlab Runstest function analysis

Matlab has a convenient function for determining the

randomness of a given time series. It is about the runstest

function, which is based on the number of consecutive

runs with values above or below the variable’s mean

(the signal to be evaluated). If the test rejects the null

hypothesis at the 5% significance level, the result is 1,

else it is 0. The test can additionally provide a numeri-

cal value for the pvalue (significance level), which must

be greater than or equal to 0.05.

The runstest results are shown in Fig.14. It’s worth

noting that all of the runs’ test results are presented
in a single figure to facilitate comparison. The abscissa
indicates the position of the control parameter being

employed within its interval. As illustrated in Fig.14,

the success of having a value greater than 0.05 is as

follows:

– For the original Hénon map, the success rate is

20.83% for control parameter a, and 16.67% for con-

trol parameter b.

– For the improved Hénon map, the success rates
for the control parameters a, b , c, d, and e are,

respectively, 97.92%, 97.92% , 96.88%, 97.92%, and

98.95%.

In comparison to the original Hénon map, we can

conclude that the improved Hénon map has better ran-

domness properties. The improved Hénon map, on the

other hand, gets better results than the Matlab rand



14 Merah Lahcene et al.
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Fig. 11: The ApEn analysis : (1),(2) for the original Hénon map as a function of the control parameters a and b,

(3) for the Matlab rand function versus the round number, and (4),(5),(6),(7),(8) for the improved Hénon map as

a function of the control parameters a, b, c, d, and e.

function. The rand function has a success rate of 94.79%

(despite being implemented using high arithmetic pre-

cision), which is less than the improved Hénon map in

all cases. Thus, the Matlab runstest function’s result

show that the Hénon map has been improved.

4.2.5 The NIST test suite analysis

The NIST (National Institute of Standards and Tech-

nology) Test Suite is a statistical package comprised of
15 tests designed to check the randomness of (arbitrar-
ily long) binary sequences generated by cryptographic

random or pseudorandom number generators based on

hardware or software [53]. Each test generates a pvalue,

which should be equal to or greater than 0.01, to indi-
cate that the test was successfully passed.

The binary output sequences of both the original

and improved Hénon maps are evaluated using the NIST

statistical tests. In the case of the improved Hénon map,

the tests are performed for different randomly chosen

control parameters sets (eight cases) to be sure about

the given results.

The obtained results, as well as the success overage,

are shown in Table.2. It is obvious that the improved

Hénon map has high randomness properties; more than
92.19% of the tests are passed successfully, whereas only

18.75% percent of the tests are passed successfully in

the case of the original Hénon map (and this is the best
case).

5 Security evaluation of the PCBSC

This section deals with the evaluation of the PCBSC

in terms of its security and reliability. It is the most

significant part of this work because it determines the

PCBSC’s security level. We begin by analyzing the key
strength and space, then the confusion and diffusion
properties, and finally the statistical properties of the

encrypted image to demonstrate how the plaintext’s

statistical properties are dispersed throughout the ci-

phertext. The PCBSC was also subjected to a number

of well-known cryptographic attacks in order to assess

its reliability.

It’s worth noting that the implementation precision

has been increased (L = 32 in this case), which in-

creases the size of the system’s key while also raising the

chaotic generator’s complexity. The improved Hénon
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Fig. 12: The PE analysis : (1),(2) for the original Hénon map as a function of the control parameters a and b, (3)
for the Matlab rand function versus the round number, and (4),(5),(6),(7),(8) for the improved Hénon map as a

function of the control parameters a, b, c, d, and e.

map achieved excellent results when L = 16 was used.

As a result, using L = 32 increases more the chaotic
generator’s complexity and statistical properties.

5.1 The system’s keys

In the encryption algorithm, the key is the most cru-

cial component. The security of the system is directly

dependent on this key: how it is made, how long it is,

and how strong it is. The length of the key, which can
be expressed in bits, determines the level of security
given by an encryption algorithm. The maximum num-

ber of operations required for decryption is defined by

the length of the key.

The control parameters are commonly used to gen-

erate keys in chaos-based cryptography. The system

only exhibits chaotic behavior for certain and restricted

ranges of control parameters, which poses a significant

difficulty. Selecting keys outside of these specific ranges

is pointless because the system will behave in a pre-

dictable manner rather than chaotically. This almost

surely results in a vulnerable encryption system. As a

result, the keys should be chosen from the ranges in

which the system behaves chaotically.

5.1.1 The keys construction

Bifurcation diagrams can be used to identify the control

parameter ranges in which the system exhibits chaotic

behavior. By referring to the bifurcation diagrams (Fig.8);

we can see that the ranges of control parameters where

the improved map exhibits chaotic behavior are ex-

tended. The control parameter a can be set to any value

in [0,2] Over the interval [0,1], the control parameters b,
c, d, and e can take any value. As a result, it should be

evident that the keys can be chosen from any of these

intervals, but there are some critical considerations to

make:

– It would be preferable if we avoided using very small

control parameter values. Experiments have shown

that setting all control parameters to small values
(> 0.05) at the same time leads in quasi-regular be-

havior. As a result, the control parameter intervals

should start from values greater than 0.05.

– Experiments also shown that setting the control pa-

rameter b to a value greater than 0.55 lengthens the
time it takes for the systems (emitter and receiver)

to synchronize. Because it is preferable for the sys-
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(1) (2) (3) 

(4) (5) (6) 

(7) (8) 

Fig. 13: The SampEn analysis : (1),(2) for the original Hénon map as a function of the control parameters a and

b, (3) for the Matlab rand function versus the round number, and (4),(5),(6),(7),(8) for the improved Hénon map

as a function of the control parameters a, b, c, d, and e.

tems to synchronize quickly, the appropriate interval

for the control parameter b is [> 0.05, < 0.55].

Because the system is implemented using fixed-point
precision arithmetic, we can simply manipulate the con-

trol parameters’ binary words. As a result, we pro-

Fig. 14: The Matlab runstest pvalue as a function of the

control parameters (for original and improved Hénon
maps) and rounds (for the Matlab rand function), the

blue dashed line represents the limit of the 5% under
which the obtained values are considered failed cases.

posed the control parameters generator to achieve what
was previously said about the new control parameter
boundaries (Fig.1). The Fig.15 depicts its internal ba-

sic scheme.

The Keya (an integer of 31 bits used to construct
the parameter a) is passed through a Slice block to ex-

tract the three MSBs (signal Sa1) and the remaining 28

bits (Sa2). These two signals are combined with a con-

stant (of 1 bit of length) Sa3 = ”1” in binary to create

a new binary vector in the order : Sa1&Sa3&Sa2 (a new

integer of 32 bits of length). Then after, the newly ob-

tained integer is reinterpreted as 32Q31. In other words,
the 32-bit integer is converted to a fractional number

with a fractional part of 31 bits of length and an integer

part of 1 bit. The obtained number corresponds to the

control parameter a, has the following boundaries:

– Keya = 231, corresponds to a = 1.999999999534339

(in binary 11111111111111111111111111111111).

– Keya = 0, corresponds to a = 0.125 = (in binary

00010000000000000000000000000000).

In the binary data, the 1 represented in bold is the

constant Sa3. It is obvious that we always have a ∈
[0.125, 1.999999999534339] for any given value to the
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Table 2: Results of the NIST statistical tests performed on both the original and improved Hénon maps.

TEST
Original
Hénon
map

Improved Hénon map

Case 1 Case 2 Case 3 Case 4 Case 5 Case 6 Case 7 Case 8
Rate of
success

Pvalue Pvalue Pvalue Pvalue Pvalue Pvalue Pvalue Pvalue Pvalue

Frequency Failed 0,3025 0,0183 0,0477 0,7489 0,1510 0,2766 0,2369 0,3525 100 %
Block freq (m = 128) Failed 0,9995 0,0680 0.9997 0,9999 0,9406 0,9986 0,0352 0,0459 100 %
Cusum-forward Failed 0,0623 0,0285 0,0615 0,9485 0,9632 0,1937 0,1189 0,2068 100 %
Cusum-reverse Failed 0,1079 0,0174 0,0750 0,8661 0,7875 0,4003 0,3319 0,5870 100 %
Runs Failed 0,1485 0,2370 0,5072 0,4931 0,4183 0,0782 0,1469 0,0590 100 %
Long runs of ones Failed 0,2279 0,6954 0,5607 0,3391 0,0545 0,0758 0,2294 0,0384 100 %
Binary Matrix Rank 0,2258 0,5713 0,3983 0,1195 0,9567 0,6053 0,8983 0,5984 0,3003 100 %
Spectral DFT Failed 0,6014 0,8846 Failed 0,7135 0,8846 0,9306 0,7495 0,7495 87.5 %
NonOver Temp (m=9) Failed 0,5834 0,9543 0,1262 0,8574 0,4334 0,6719 0,8004 0,6729 100 %
Over Temp (m=9) Failed 0,5548 0,7912 0,9434 0,2863 0,9071 0,0335 0,1189 0,1535 100 %
Universal Failed 0,2130 0,9611 Failed Failed 0,2604 0,7902 Failed 0,5766 62.5 %
Approx Entro (m = 10) 0,3410 0,8654 0,9199 0,9300 0,9998 0,9995 0,9984 0,9997 0,9991 100 %
Random Excur Failed 0,0735 Failed 0.0733 0,1409 Failed 0,0331 0,0134 0,0105 75 %
Random Excur Var Failed 0,3763 Failed 0.0351 0,2041 Failed 0,0170 0,0305 0,0433 75 %
Lin Comp (M = 500) 0,33581 0,2411 0,8507 0,0906 0,0537 0,3198 0,1482 0,6435 0,1867 100 %
Serial (m = 16, ∇Ψ

2
m

) Failed 0,9796 Failed 0,7606 Failed 0,8373 0,3167 0,6080 0,6536 75 %
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Fig. 15: The internal basic scheme of the control pa-

rameters generator.

Keya, and this exactly what we want since 0.125 >

0.05.

The Keyb (the key constructing the parameter b),

which is an integer (Sb2) of 30 bits of length, is com-

bined with a constant of two bits of length (Sb1 = ”01”

in binary) to form a new binary vector in this order:

Sb1&Sb2 (a new integer of 32 bits of length). The new

obtained integer is then reinterpreted as 32Q32, a frac-

tional number of 32 bits for the fractional part and 0

bits for the integer part. The obtained number repre-

sents the control parameter b that has the following

boundaries:

– Keyb = 230, corresponds to b = 0.499999999767169

(in binary 01111111111111111111111111111111).

– Keyb = 0, corresponds to b = 0.25 (in binary 010000

00000000000000000000000000).

The 01 represented in bold represents the constant

Sb1. It is obvious that we always have b ∈ [0.25, 0.499999

999767169] for any given value to theKeyb; and this ex-
actly what we want since 0.25 > 0.05 and 0.49999999976

7169 < 0.55.

The process is the same for the keys Keyc, Keyd,
and Keye (keys that construct the control parameters

c, d, and e), each key is coded in 31 bits and passed

through a Slice block to extract the two upper bits

(Sc1, Sd1, and Se1), and the remaining 28 bits (Sc2, Sd2,

and Se2) Each of these two signals pairs are combined

with constants (each constant = ”1” in binary) of 1 bit

of length (Sc3, Sd3, and Se3) to form new binary vec-
tors in these orders: Sc1&Sc3&Sc2, Sd1&Sd3&Sd2, and

Se1&Se3&Se2 (new integers of 32 bits of length). The

newly obtained integers are then converted to a frac-

tional precision numbers of 32Q32 (32 bits for the frac-

tional part and 0 bit for the integer part). The following

are the boundaries of each new control parameter (c, d,

and e):

– Keyc,Keyd,Keye = 231, corresponds to c, d, e =
0.999999999767169 (in binary 1111111111111111111

1111111111111).
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– Keyc,Keyd,Keye = 0 , corresponds to c, d, e =

0.125 (in binary 0010000000000000000000000000000
0).

The 1 represented in bold is the constant that added

to each key. It is obvious that we always have c, d, e ∈
[0.125, 0.999999999767169] for any given values to these

keys, and this exactly what we want since 0.125 > 0.05.

”Key strength” refers to the encryption system’s
sensitivity to minor changes in the key.Generally, the

smallest amount of change is flipping one bit in the

key.A good encryption system should provide highly

sensitive keys. This property is also linked to the con-

fusion property explained before, which means that the

relationship between the key and the corresponding ci-

phertext is not in a simple way to know. Knowing full
or partial information about the ciphertext shouldn’t
reveal any information about the used key, even if the

structure of the encryption system is well known.

When an intruder tries to recover the plaintext using

a key that is extremely close to the original key used for

encryption (difference of one bit), no partial or complete

information about the plaintext should be given. Two

identical plaintexts encrypted with two very close keys,
on the other hand, should produce completely different
ciphertexts. This concept is linked to the modern notion

of the ”avalanche effect”. Flipping one bit in the key

must change each output bit with a probability of 50%

(strict avalanche criterion).

Fig.16 presents the the encryption and decryption
processes of an RGB image. The results show the differ-

ence between two ciphertexts encrypted with very close
keys (a difference of one bit between each tried key and
its corresponding real key). We can see that the two
obtained ciphertexts are completely different in each

case, despite the fact that the difference in each key is

only one bit (LSB). This confirms that the PCBSC has

highly sensitive keys.

There is also another important issue related to the

key; the equality of strength. This property (as men-

tioned previously) characterizes the Avalanche Effect.

The aim of this test is to evaluate if the keys are equally

strong or not. In a good encryption scheme, the BER

between the plaintext and the recovered one should be

zero for the real keys and around 0.5 for the other keys

whenever we are close to or far from the real keys.

The results of the BER evolution as a function of

keys pairs are shown in Fig.17. The difference in BER

between the plaintext and the recovered text is com-

puted using a one-bit change at each step. According

to the obtained results, the PCBSC has a strong key,

and the evolution of the BER is flat around 0.5, ex-

cept for the real keys used for encryption, where the

(1)                                            (2)                                            (3)                                            (4) 

(5)                                            (6)                                            (7)                                            (5) 

Fig. 16: Key sensitivity evaluation : (1) the original im-

age, (2) the encrypted image, (3) the difference between

(2) and an encrypted image with one bit flipped in keya
(LSB), (4) the difference between (2) and an encrypted
image with one bit flipped in keyb (LSB), (5) the differ-

ence between (2) and an encrypted image with one bit

flipped in keyc (LSB), (6) the difference between (2)

and an encrypted image with one bit flipped in keyd
(LSB), (7) the difference between (2) and an encrypted

image using the real keys.

BER is equal to zero. We can confidently state that the

avalanche effect has been guaranteed.

5.1.2 The encryption block sub-key

As previously stated, the encryption block shown in
Fig.3 adds another level of complexity to the PCBSC,

hence increasing its security. Given that this part is

about the system’s key, it’s reasonable to evaluate the

impact of the sub-keys that control this block. Each

of these sub-keys (keya(0), keyb(0), keyc(0),keyd(0), and

keye(0)) represents the LSB of the corresponding sys-

tem’s key (keya, keyb, keyc,keyd, and keye)). Because
of the control parameter’s high sensitivity (evaluation

has been performed), any change to these sub-keys re-

sults in a different state.

The findings of the evaluation of the sensitivity of
the sub-keys are shown in Fig.18, where it is obvious

that the encryption block is extremely sensitive to the

sub-key. Thus, the encryption block adds an extra layer

of protection to the PCBSC.

5.1.3 The Key space

The key space is the possible (valid) keys given to an

cryptographic algorithm. A symmetric cryptographic

algorithm (such as in our case) should provide a large

enough key space to avoid brute-force attacks. A 128-bit

symmetric key is computationally secure against brute-

force attack [54], thus, in our case, the sum of the whole
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key space is 31 bits (Keya) + 30 bits (Keyb) + 31

bits (Keyc) + 31 bits (Keyd) + 31 bits (Keyd) =154
bits. Therefore, the key space is 154, i.e., there 2154 =

2.2836× 1046 possible key.

5.2 Image statistical analysis

Images have some special characteristics compared to

other data types, and the relationship between pixels

and grayscale levels can reveal information to an in-

truder. Hence, a good cryptographic algorithm should

disperse any statistical information about the original

image into the encrypted one. The following statistical

analysis has been performed on the PCBSC to evaluate
its immunity against statistical attacks:

5.2.1 Image histogram

An image histogram represents the number of pixels

for each grayscale level in the image. This analysis has

been performed on the PCBSC. The Fig.19 presents
the histograms of the original image and the encrypted

one. We can see clearly that the encrypted image has a
histogram that is quite uniform compared to the orig-
inal one. This indicates that the statistical properties
of the original image are completely dispersed in the

encrypted image.

5.2.2 Correlation between adjacent pixels

For an ordinary image with meaningful visual percep-

tion, the correlation between adjacent pixels is always

high as their pixel values are close to each other [55].

A good cryptographic algorithm produces an encrypted

image with a very low correlation between adjacent pix-

els. To perform this test on the original image and the

encrypted one, we randomly selected 1500 pixels from

each image over the three directions (horizontal, ver-

tical, and diagonal). For each direction, we computed

the correlation coefficient for each pixel pair using the

following formulas:

γxy =
cov(x, y)

√

D(x)
√

D(y)
(7)

Where D(x) and D(y) represent respectively the vari-
ance of x and y, cov(x, y) represent the covariance be-

tween x and y. We have also :

cov(x, y) =
1

N

N
∑

i=1

(xi − E(x))(yi − E(y)) and

D(x) =
1

N

N
∑

i=1

(xi − E(x))2 with the mathematical ex-

pectation of x E(x) =
1

N

N
∑

i=1

xi, D(y) can be computed

with the same manner.

The correlation between adjacent pixels’ analysis re-
sults are shown in Fig.20. For both the original and en-

crypted images, the figure depicts the correlation dis-

tribution between two horizontally adjacent pixel pairs.

The original image has a high correlation; the greyscale

levels are concentrated around the graph (x = y), whereas

the encrypted image has a low correlation and the greyscale
levels are dispersed across the whole 2D plan.

Table.3 contains numerical data for the correlation

coefficients across the three dimensions for both the

original and the encrypted images.

5.2.3 Information entropy

Entropy is another efficient metric that assesses the ran-

domness of a particular encrypted image. It represents
the average information generated from all pixels. The
entropy H is defined as [55] :

H =

L−1
∑

n=0

Pn

log2(Pn)
(bits/message) (8)

Where Pn is the probability of occurrence of the
given gray level, and L is the maximum of the gray

level, each pixle in a grayscale image is coded in 8 bits,

resulting in L = 28.

Images that provide a uniformed distribution of the

gray level have good randomness quality and thus result

in high information entropy (H approaching the value

of 8). The results of the information entropy analysis

performed on the PCBSC are given in Table.4.

The analysis is carried out on both the original Lina

RGB image and its correponding encrypted image. The

achieved information entropy results are quite good for

the encrypted image. The obtained entropy values are

very close to the value of 8 for each color component.

This is a clear indication of the PCBSC’s efficiency and
reliability.

5.3 The differential attack analysis

The differential attack’s goal is to determine how a

small change in the system’s input affects the output.

It’s a chosen plaintext attack of some sort. Biham and

Shamir were the first to propose it [57], then G.Chen

later proposed a more efficient modified version [58].
The diffusion property in an encryption system can also

be characterised using the diffirantial attack.

In order to carry out this attack on the PCBSC,

we must encrypt two plain images that are identical
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Fig. 17: BER evolution as a function of key pairs
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(1)                                                     (2)                                                  (3)                                                   (4) 

(5)                                                     (6)                                                  (7)                                                   (8) 

Fig. 18: Evaluation of the sensitivity to the sub-keys
controlling the encryption block: (1) the original im-
age, (2) the encrypted image, (3) the recovered image

using a wrong keya(0), (4) the recovered image using

the a keyb(0), (5) the recovered image using a wrong

keyc(0), (6) the recovered image using a wrong keyd(0),
(7) the recovered image using a wrong keye(0), and (8)

the recovered image using the real sub-keys.

           Original image                                             Histogram of the original image 

          Encrypted  image                                        Histogram of the Encrypted image 

Fig. 19: Image histogram analysis.

except for the first pixel (i.e., they differ only in the

first pixel). The differences between the corresponding
encrypted images, denoted C1 and C2, are then deter-

mined. The PCBSC is immune to these types of attacks

if the difference between C1 and C2 is significant.

According to [58], two measures are used to carry

out the differential attack: the Number of Pixels Change
Rate (NPCR) and the Unified Average Changing Inten-

sity (UACI ). For a good encryption system, the NPCR

should be greater than 99%, whereas the UACI should

be greater than 33%, the NPCR and UACI are respec-

tively given by:

NPCR =

∑

i,j

D(i, j)

W ×H
× 100% (9)

UACI =
1

W ×H





∑

i,j

|C1(i, j)− C2(i, j)|
255



× 100%

(10)

Where :

D(i, j) =

{

0 if C1(i, j) = C2(i, j)

1 otherwise.
(11)

W and H represent respectively, the width and the

height of the image.

Differential attack analysis has been carried out on

the PCBSC. We have randomly chosen the position

of one pixel in the grayscale Lena original image and

changed it. Then the original lena image and the mid-

ified one (by changing the chosen pixel) are encrypted
and decrypted for several rounds. The corresponding
encrypted images for each round are used to compute

the NPCR and UACI. The obtained results are pre-

sented in Fig.21.

According to the obtained results, we find that the

NPCR varies from 0.996022 % to 0.998432 %, whilst

the UACI from 33.381326 % to 33.561924 % . Thus, the
results show that the PCBSC is immune to differential

attack and that the diffusion property is guaranteed.

6 Performance under noisy channel

This section aims to evaluate the PCBSC under noisy

channel conditions, i.e., the evaluation of the proposed
synchronization circuit. As previously stated, the pro-
posed synchronization circuit is used to prevent the sys-
tem from the effects of noise as much as possible. The

existence of noise is an important concern, especially

considering the fact that chaotic systems are are ex-

tremely sensitive to their initial conditions.

Traditional synchronization methods (driving the
response system continuously) are substantially more

vulnerable to channel noise. In the case of the pro-

posed synchronization circuit, the synchronization is

done only for specific moments of time. For a good com-

parison, the evaluation is done as follows: We use two

configurations, the first containing the PCBSC (emitter

and receiver) with the traditional (continuous driving
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Original image 

Encrypted image 

Fig. 20: The correlation between adjacent pixels’ analysis results: (1) for the original image, and (2) for the

encrypted one.

Table 3: Correlation coefficients values of two adjacent pixels.

Direction Original image Encrypted image
Red Green Blue Red Green Blue

Horizontal 0.977423 0.969979 0.950527 -0.001270 0.000932 0.002259
Vertical 0.981018 0.979189 0.963465 -0.000671 -0.000539 0.001540
Diagonal 0.961647 0.956636 0.935327 -0.001006 -0.003029 -0.000119

of the response system) synchronization method; the

second containing the PCBSC, this time using the pro-

posed synchronization circuit. In each case, the driv-

ing signal is passed through a QPSK modulator and

then a noisy channel with additive white Gaussian noise

(AWGN). The received signal is demodulated, and the
synchronization takes place.

As described previously, the proposed synchroniza-

tion circuit includes a counter that serves as a timer for

Table 4: Information entropy analysis results.

Color component Original image Encrypted image
Red 7.567987 7.999225
Green 7.102690 7.999229
Blue 6.829355 7.999354

the response system to be disconnected from the driver

signal and act independently. The longer the response

system operates independently, the more protected it is

from channel noise.

To evaluate the performance of the proposed syn-

chronisation scheme, we compute the BER between the

original Lina image and the recovered one as a func-

tion of the SNR (Signal to Noise Ratio). The PCBSC

is evaluated in two scenarios: one with the proposed

synchronisation circuit and the other without. In the

first scenario, the BER is computed for various inter-

nal counter sizes (m). This is to show how the time it

takes for the response system to operate independently

affects the system’s performance when running on a

noisy channel.
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Fig. 21: NPCR and UACI evolution as a function of

encryption/decryption rounds for the PCBSC.

Fig.22 depicts the final result. This result clearly re-

veals that the PCBSC is more efficient against channel

noise when the proposed sychnronization circuit is used.

On the other hand, the longer the response system is

allowed to run independently, the more protected it is
against channel noise.

Using m = 16 bits as an example, the BER be-
tween the original image and the recovered one is 0 at
an SNR of 3.5 dB, whereas the BER for the PCBSC
without the proposed synchronization circuit is 0.354.

Fig.23 and Fig.24 present the recovered images as a

function of SNR for both configurations, it is obvious
that the proposed synchronization circuit outperforms

the usual synchronization method in terms of immunity
against channel noise.

7 Real-time wireless transmission with an

FPGA-based implementation of the PCBSC

The real-time FPGA-based implementation of the PCBSC

over a wireless connection is discussed in this section.

We used two Basys 3 boards, including a Xilinx Artix-7

FPGA (XC7A35T series) with two 2.4 GHz radio mod-

ules based on the Nordic Semiconductor nRF24L01+

chip.

The Vitis Model Composer tool was used to de-

sign the PCBSC so that we could proceed to the syn-

thesis and hardware implementation phases as quickly

as possible. Model Composer is a model-based design

tool that enables rapid design exploration within the

MathWorks Simulink® environment and accelerates

the path to production for Xilinx® programmable de-

vices through automatic code generation [59].

An RGB image is encrypted and recovered using the

FPGA-based PCBCS. The real-time evaluation using

the wireless connection of the PCBSC is done as follows

(Fig.25):

– Because the VGA port on the Basys 3 board only

supports 4 bits of depth for each color component,
an RGB image with 24 bits of depth (8 bits for each
color component) is transformed to an RGB image

with 12 bits of depth (4 bits for each color compo-

nent).

– The transformed image is then saved on the FPGA

chip’s BROM (Block Read Only Memory).

– The original image (P) saved on the BROM is then

encrypted using the PCBSC (12 LSBs of the yk
chaotic signal are used to encrypt it). The original

image (P) is also transmitted to the screen along

with the encrypted image (E) across the VGA in-

terface for display.

– The encrypted image and the driver signal (S = x2
k)

are combined into a single signal, which is then di-

vided into bytes blocks (B). The UART component

(Universal Asynchronous Receiver-Transmitter) then

serializes the incoming bytes (B) and sends them

serially to the microcontroller across the RS-232 in-

terface.

– The microcontroller, which has the role of control-

ling the nRF24L01+ module, receives the incoming

serial data (SR) and sends it again to the nRF24L01+

module over the SPI interface.

– The received data is wirelessly sent to the receiver

PCBSC across the nRF24L01+ module. The data

is subsequently received by the nRF24L01+ receiv-

ing module, which serially delivers it to the mi-
crocontroller and then to the FPGA-based receiver
PCBSC through the RS-232 port.

– The received serial data is then rearranged to form
the driver signal and the encrypted image. The driver
signal is sent to the proposed synchronization circuit
and the encrypted image to the receiver encryption

block. When the synchronization takes place, the
original image is recovered and sent to the VGA
component in conjection with the encrypted image

to display them on the screen.
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Fig. 22: The evolution of the BER between the original
image and the recovered one as a function of SNR, the
PCBSC using the propsed sychnronization circuit with

different counter sizes (m), and the PCBSC with the

traditional sychnronization method.

SNR = 1.5 dB SNR = 2.5 dB SNR = 3.5 dB SNR = 4.5 dB 

SNR = 5 dB SNR = 6 dB SNR = 6.5 dB SNR = 7 dB 

Fig. 23: The recovered images for different values of
SNR (PCBSC without the proposed synchronization

circuit)

SNR = 1.5 dB SNR = 2 dB SNR = 3.5 dB SNR = 4.5 dB 

SNR = 5 dB SNR = 6 dB SNR = 6.5 dB SNR = 7 dB 

Fig. 24: The recovered images for different SNR values
(PCBSC with the proposed synchronization circuit)

The Fig.26 presents the FPGA-based hardware con-

figuration of the PCBSC, in which we can see the Basys
3 board implementing the emitter PCBSC and the other

P
C

B
S

C
 

BROM 

To
 b

y
te

s 

U
A

R
T

 c
o

m
p

o
n

e
n

t 

VGA 

component 

𝝁 controller 
S 

E 

P 

P 

E 

B SR SR 

nRF24L01+  

module 

VGA 

Interface 

R
S

-2
3

2
 

in
te

rf
a

ce
 

SR 

FPGA 

Screen 

Fig. 25: The basic scheme of the FPGA-based imple-

mentation of the PCBSC for image encryption with

wireless connection (emitter side).

implementing the receiver system. The first screen dis-

plays the original image and the encrypted one, whereas
the second screen displays the received encrypted im-
age and the recovered one. It is clear that the original

image is well recovered.

7.1 Hardware-based performance and implementation
cost

The FPGA resource utilization report is a useful tool

for determining the performance of the designed sys-

tem as well as the cost of implementation. The re-

source utilization report provided by Vivado is shown

in Fig.27. The figure shows the resources available on
the XC7A35T FPGA chip, as well as the number of

resources required by the PCBSC (LUTs, Flip Flops,
DSPs, and Inputs/Outputs). It is clear that the PCBSC
requires minimal hardware resources; it requires just
0.32% percent of LUTs, 0.22% percent of Flip Flops,

15% of DSP slices, and occupies only 16.04% of the in-

puts/outputs. As a result, the PCBSC is both simple

and inexpensive to implement.

8 The PCBSC versus other proposals

As previously stated, what distinguishes our work is

that it addresses all of the challenges facing the use

of chaos in cryptography, as opposed to many other

works that only handle some of them and turn a blind

eye to the others. This section summarizes the results

of comparison of the PCBSC with other proposals from

many sides. The PCBSC performance is only compared

with a some randomly picked works in this context due

to their diversity and huge numbers. The key aspects

of comparison are summarized in Table.5. (×) denotes
that the authors did not address this issue or that the

test was not conducted, whereas (
√
) denotes that this

issue is addressed.
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Table 5: The PCBSC versus other proposals, (*) result obtained using single precision arithmetic

Proposal Differential attack (%) Correlation coefficients Entropy Key space
Synchro-
nization

Dynamical
degradation

NPCR UACI H V D

[60] 99.8093 33.4805 -0.0021 0.0203 0.0081 7.99920 2128(∗) ×
√

[61] 99.7055 33.5106 -0.0032 -0.0007 -0.00018 × 2256 × ×
[62] × × 0.0061 0.0018 -0.0024 7.99860 1.1579 ×10105 × ×
[63] 99.6061 33.4150 -0.0016 -0.0010 -0.0015 × 2149 × ×
PCBSC 99.8432 33.3813 0.0014 -0.0006 -0.0013 7.99927 2154

√ √

Fig. 26: FPGA-based hardware configuration of the PCBSC (Emitter and Receiver).

Fig. 27: FPGA resources utilization report.

Generally, we can deduce from this table that the

PCBSC provides the best results in terms of the dif-
ferential attack results. The obtained results in terms
of the correlation coefficients between adjacent pixels of

the encrypted image show that the PCBSC provides the

best results, especially over both horizontal and vertical

directions.

In comparison to the other proposals, the obtained

entropy value indicates that the PCBSC produces en-

crypted images with a high level of complexity.

The PCBSC has a key of 2154 of space, which is

larger than the proposals in [60] and [63]. Larger key

spaces, such as in [61] and [62], are obtained due to
the high arithmetic precision (64 bits) used. However,

employing high arithmetic precision in addition to the

complicated structures of these proposed encryption sc-

hemes has a direct impact on the implementation cost.

Another significant issue concerning the key is that,

despite the fact that the keys are large enough, the

authors in [60], [61], and [62] have ignored an important

issue, namely the weak keys. That is, because the keys

are created from the initial conditions and the control

parameters, the authors did not indicate the intervals

where the control parameters lead to weak keys in order

to avoid them, but instead used the entire intervals.

This is a major problem that undermines the security

of the proposed encryption schemes.

Concerning synchronization and dynamical degra-

dations in digitized chaotic systems, none of these pro-

posals have mentioned this important point, with the

exception of the authors in [60], who used a simple tech-

nique to enhance the dynamical properties, but their
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proposed technique is only applicable to the chaotic sys-

tem’s output, leaving the main properties of the orig-

inal chaotic system unchanged (including the intervals

of the control parameters leading to no chaotic behav-

ior).

9 Conclusion

Much effort has been expended in this work to develop a
robust and efficient chaos-based stream cipher. Indeed,
despite the large number of recently proposed chaos-
based encryption systems, none of them has addressed

all of the challenges associated with chaos-based cryp-

tography to our knowledge. Some proposals address cer-

tain problems while ignoring others. In the case of our

PCBSC, practically all of these issues have been ad-

dressed in a single cryptosystem.

The dynamical degradations inherent in digitized

chaotic systems are minimized by employing an effec-

tive self-perturbation circuit that enhances the statisti-

cal properties of the digitized chaotic map, extends the

intervals of its control parameters to exhibit chaotic be-
havior, and significantly increases its cycle length. This
was proven by the good results obtained from the sta-

tistical and mathematical evaluation tools used for this

purpose, which demonstrated that the statistical and

randomness properties of the original chaotic map had

been greatly enhanced.

The PCBSC has an efficient control parameters gen-

erator that generates appropriate parameters, resulting

in strong secret keys with a large space (2154). The
PCBSC also provides an efficient encryption scheme,

which, in addition to the system’s keys, can ensure

confusion and diffusion properties. The security anal-

ysis showed the efficiency of the proposed encryption

scheme in addition to the strength of the keys.

The PCBSC takes into account the effect of trans-
mission channel noise on synchronization performance.

It provides an efficient synchronization circuit that min-
imizes the effects of channel noise on the system as
much as possible. The synchronization circuit evalua-
tion results showed that the performance of the PCBSC

under noisy channels is significantly improved when

compared to a configuration employing a traditional

synchronization approach.

The PCBSC takes into account the effect of trans-

mission channel noise on the synchronization’s perfor-

mance. It incorporates an effective synchronization cir-

cuit that minimizes the effects of channel noise on the

systems. The synchronization circuit’s evaluation re-

sults indicate that its performance under noisy channels

is significantly improved when compared to a config-

uration employing a conventional synchronization ap-

proach.
The PCBSC has been evaluated in real-time using

an FPGA with a wireless transmission link in which an

RGB image was encrypted and recovered in . According

to the resources utilization report, the PCBSC has a

simple structure and its implementation cost is low.
In general, when designing the PCBSC, we consid-

ered almost all of the challenges associated with the

use of chaos in cryptography, including the influence of

digitization on the dynamical features of chaotic sys-

tems, security, synchronization under noisy channels,

complexity, and performance. This is a feature that is

seldom present in a single design in the most recently

proposed chaos-based encryption schemes.

Declarations

– Data sharing not applicable to this article as no
datasets were generated or analyzed during the cur-
rent study.

– The authors declare that they have no conflict of

interest.

References

1. Alvarez, Gonzalo, and Shujun Li. ”Some basic crypto-
graphic requirements for chaos-based crypto-systems”. In-
ternational journal of bifurcation and chaos 16.08 (2006):
2129-2151, doi: 10.1142/S0218127406015970.

2. Lawande, Q. V., B. R. Ivan, and S. D. Dhodapkar. ”Chaos
based cryptography: a new approach to secure communi-
cations”. BARC newsletter 258.258 (2005).

3. Pecora, Louis M., and Thomas L. Carroll. ”Synchroniza-
tion in chaotic systems”. Physical review letters 64.8
(1990): 821, doi: 10.1103/PhysRevLett.64.821.

4. Cuomo, Kevin M., Alan V. Oppenheim, and Steven
H. Strogatz. ”Synchronization of Lorenz-based chaotic
circuits with applications to communications”. IEEE
Transactions on circuits and systems II: Analog and
digital signal processing 40.10 (1993): 626-633, doi:
10.1109/82.246163.

5. Pecora, Louis M., et al. ”Fundamentals of synchronization
in chaotic systems, concepts, and applications”. Chaos: An
Interdisciplinary Journal of Nonlinear Science 7.4 (1997):
520-543, doi: 10.1063/1.166278.

6. Wu, Chai Wah, and Leon O. Chua. ”A simple way
to synchronize chaotic systems with applications to
secure communication systems”. International Journal
of Bifurcation and Chaos 3.06 (1993): 1619-1627, doi:
10.1142/S0218127493001288.

7. Cuomo, Kevin M., and Alan V. Oppenheim. ”Circuit im-
plementation of synchronized chaos with applications to
communications”. Physical review letters 71.1 (1993): 65,
doi: 10.1103/PhysRevLett.71.65.

8. Cuomo, Kevin M., Alan V. Oppenheim, and Steven H. Is-
abelle. ”Spread spectrum modulation and signal masking
using synchronized chaotic systems”. Massachusetts Insti-
tute of Technology. Research Laboratory of Electronics) ;
570.(1992), http://hdl.handle.net/1721.1/4182.

https://doi.org/10.1142/S0218127406015970
https://doi.org/10.1103/PhysRevLett.64.821
https://doi.org/10.1109/82.246163
https://doi.org/10.1063/1.166278
https://doi.org/10.1142/S0218127493001288
https://doi.org/10.1103/PhysRevLett.71.65
http://hdl.handle.net/1721.1/4182


Securing information using a proposed reliable chaos-based stream cipher 27

9. Dedieu, Herve, Michael Peter Kennedy, and Martin Hasler.
”Chaos shift keying: modulation and demodulation of a
chaotic carrier using self-synchronizing Chua’s circuits”.
IEEE Transactions on Circuits and Systems II: Analog
and Digital Signal Processing 40.10 (1993): 634-642, doi:
10.1109/82.246164.

10. Parlitz, Ulrich, et al. ”Transmission of digital sig-
nals by chaotic synchronization”. International Journal
of Bifurcation and Chaos 2.04 (1992): 973-977, doi:
10.1142/S0218127492000562.

11. Yang, Tao, and Leon O. Chua. ”Secure communication
via chaotic parameter modulation”. IEEE Transactions on
Circuits and Systems I: Fundamental Theory and Appli-
cations 43.9 (1996): 817-819, doi: 10.1109/81.536758.

12. Li, Shujun, Gonzalo Alvarez, and Guanrong Chen.
”Breaking a chaos-based secure communication scheme
designed by an improved modulation method.”
Chaos, Solitons & Fractals 25.1 (2005): 109-120, doi:
10.1016/j.chaos.2004.09.077.

13. Alvarez, Gonzalo, et al. ”Breaking two secure communi-
cation systems based on chaotic masking.” IEEE Trans-
actions on Circuits and Systems II: Express Briefs 51.10
(2004): 505-506, doi: 10.1109/TCSII.2004.836047.

14. Alvarez, Gonzalo, and Shujun Li. ”Breaking net-
work security based on synchronized chaos.” Com-
puter Communications 27.16 (2004): 1679-1681, doi:
10.1016/j.comcom.2004.05.007.

15. JinFeng, Hu, and Guo JingBo. ”Breaking a chaotic se-
cure communication scheme.” Chaos: An interdisciplinary
journal of nonlinear science 18.1 (2008): 013121, doi:
10.1063/1.2885388.

16. Yang, Tao. ”Recovery of digital signals from
chaotic switching.” International journal of circuit
theory and applications 23.6 (1995): 611-615, doi:
10.1002/cta.4490230607.

17. Philip, Ninan Sajeeth, and K. Babu Joseph. ”Chaos for
stream cipher.” arXiv preprint (2001): cs/0102012v1.

18. Kohda, Tohru, and Akio Tsuneda. ”Chaotic bit sequences
for stream cipher cryptography and their correlation func-
tions.” Chaotic Circuits for Communication. Vol. 2612. In-
ternational Society for Optics and Photonics, 1995, doi:
10.1117/12.227907.

19. Li, Ping, et al. ”A stream cipher based on a spa-
tiotemporal chaotic system.” Chaos, Solitons & Frac-
tals 32.5 (2007): 1867-1876, doi: 10.3182/20060628-3-FR-
3903.00061.

20. Lian, Shiguo, et al. ”A chaotic stream cipher and the
usage in video protection.” Chaos, Solitons & Fractals 34.3
(2007): 851-859, doi: 10.1016/j.chaos.2006.03.120.

21. Merah, Lahcene, Adda Ali-Pacha, and Naima Hadj-
Said. ”Real-time based on synchronized chaotic sys-
tems.” Nonlinear Dynamics 82.1 (2015): 877-890, doi:
10.1007/s11071-015-2202-2.

22. Xu, Hui, Xiaojun Tong, and Xianwen Meng. ”An effi-
cient chaos pseudo-random number generator applied to
video encryption.” Optik 127.20 (2016): 9305-9319, doi:
10.1016/j.ijleo.2016.07.024.

23. Taha, Mohammed Abu, et al. ”Design and efficient imple-
mentation of a chaos-based stream cipher.” International
Journal of Internet Technology and Secured Transactions
7.2 (2017): 89-114, doi: 10.1504/IJITST.2017.087131.

24. Merah, Lahcene, Ali-Pacha Adda, and Hadj-said
Naima. ”Enhanced chaos-based pseudo random num-
bers generator.” 2018 International Conference on
Applied Smart Systems (ICASS). IEEE, 2018, doi:
10.1109/ICASS.2018.8652079.

25. Ayubi, Peyman, Saeed Setayeshi, and Amir Masoud Rah-
mani. ”Deterministic chaos game: a new fractal based
pseudo-random number generator and its cryptographic
application.” Journal of Information Security and Appli-
cations 52 (2020): 102472, doi: 10.1016/j.jisa.2020.102472.

26. Tang, Guoping, Xiaofeng Liao, and Yong Chen. ”A novel
method for designing S-boxes based on chaotic maps.”
Chaos, Solitons & Fractals 23.2 (2005): 413-419, doi:
10.1016/j.chaos.2004.04.023.

27. Khan, Majid, et al. ”An efficient method for the construc-
tion of block cipher with multi-chaotic systems.” Nonlin-
ear Dynamics 71.3 (2013): 489-492, doi: 10.1007/s11071-
012-0675-9.

28. Yi, Longteng, et al. ”A novel block encryption algo-
rithm based on chaotic S-box for wireless sensor net-
work.” IEEE Access 7 (2019): 53079-53090, 10.1109/AC-
CESS.2019.2911395.
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