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Abstract The utilization of current wireless technolo-

gies in intelligent transportation systems confirms the
massive connectivity with sufficient data rate. With the
increasing amenities, the possibilities of passive attacks

are also increases that may compromise the user’s trans-

mission. To handle such scenarios, physical layer secu-

rity can be employed to secure the transmission. This

paper provides insights into the performance of outage

probability (OP), and secrecy outage probability (SOP)
for 6G enabled vehicular networks under the influence
of passive eavesdroppers. As a component of 6G infras-

tructure, the work considers the vehicular to infrastruc-

ture scenario with re-configurable intelligent surfaces

(RIS) instead of power-hungry roadside units. Each ve-

hicle and passive eavesdropper are equipped with dual

antennas. In that particular direction, at first, this work

derive the analytical expressions of received signal-to-

noise ratio (SNR) under impact of mobility for 6G ve-

hicular networks. By utilising the expressions of SNR,

we derive the closed-form expressions of first order se-

crecy metrics for example, outage probability and se-

crecy outage probability. The expressions of SNR have

been derived for two initial locations (near and far from

the legitimate transmitter) of legitimate receiver. The

derived expressions are helpful to design and simulate

the secrecy systems for vehicular networks because of

their robustness towards road parameters, and signal

parameters. At last we conclude that it is advantageous

to have the RIS element instead of regular access point
to save the extra transmission power as no major fluctu-
ations have been noticed in the performance of secrecy

metrics under the influence of RIS.

Sagar Kavaiya, Dhaval K. Patel
School of Engineering and Applied Science, Ahmedabad Univer-
sity, India. E-mail: {sagar.k, dhaval.patel}@ahduni.edu.in

1 Introduction

The services like infotainment, multimedia, driver assis-

tance, route assistance, and lane changing alert needs to

have secure transmissions of alert messages, and safety

messages. To broadcast such an important information

between the nodes, and to withstand over active or
passive eavesdropping attacks, physical layer security
(PLS) appears an an alternative to enhance the wireless

security [1]. From the information theoretic perspec-

tive, PLS and its involved metrics have been highlighted

in [2]. 6G communications are expected to boost cover-

age and data rates while also allowing users to connect

with one another from anywhere. It is intended to use
unusual communication networks to access various sorts
of data and transfer them via better radio frequency

(RF) networks, allowing for a novel communication ex-

perience with virtual existence and involvement from

anywhere [3]. The large proliferation of connections in

future 6g networks would, without a doubt, create secu-

rity and privacy concerns. Given the anticipated tech-
nological, architectural, and application-specific devel-
opments in future 6G networks, a need for PLS for 6G

networks for one of its primary relevant networks, such

as vehicle networks, has arisen [4].

1.1 Related Works

Physical layer security (PLS) is a promising way to re-
sist the eavesdropping and thus it is highly effective

for infotainment and multimedia services in intelligent

transportation systems. Moreover, it is true that main-

taining the security and privacy in a wireless commu-

nications is a challenging task at design and simulation

perspective. The several approaches have been consid-
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Fig. 1: Vehicular Scenario with RIS

ered to tackle the designing and simulation task of the
secret and private communications systems over noisy
fading channels. The approaches are categorised into

classical methods and an information theoretic meth-

ods. The classical approach focuses on derivations of

the analytical expressions of performance metric related

to physical layer security (PLS) while information the-

oretic methods focuses on the fundamental limits of

the performance metrics [2]. For vehicular communi-

cations, the in depth survey has been provided in [5]

which includes the importance of communication secu-

rity required for vehicle users. Furthermore, the works

in [6,7] focuses on to improve the secrecy performance in

wireless networks. Several underlay CR scheme is also

provided. Recently, the works [8–15] focuses on vari-

ous aspects of secrecy performance including the ve-

hicular networks. For underlay CR systems, the work
in [16] has proposed the analytical model of secrecy out-
age probability for single input multiple output (SIMO)
systems. Furthermore, PLS for multiple-input multiple-

output (MIMO) systems has been analyzed considering

Nakagami-𝑚 fading under optimal, sub-optimal, and
transmit antenna selection scheme [17]. Several stud-

ies look into two vehicular network system models: one
with vehicle-to-vehicle communication and a RIS based
access point as the source, and the other as a vehicu-
lar adhoc network (VANET) with a RIS-based relay

mounted on a building [18–20].

Due to their ease of deployment and variable con-

figuration, RIS-based technologies can be targeted for

mobile nodes in vehicle networks. They can be deployed

in a variety of shapes, locations, and sizes, ranging from

tens to hundreds of cells. Furthermore, existing RIS-

related literature has revealed that most RIS-enabled

applications are built with the RIS acting as a reflec-

tor, as the primary benefit of using a RIS is to control

the radio environment for transmissions via smart re-
flections. Other research, on the other hand, have used
the RIS as a signal transmitter (or access point) or as
a signal receiver.

1.2 Motivations and Novelty

Although several prior research [3, 4, 18–20] assumed
quasi static node positions for simplicity of analysis,
the mobility effect of nodes has been proven to impair

the performance of vehicular nodes. However, it has

recently been demonstrated that adopting a real-time

tuneable RIS can successfully mitigate rapid changes

in received signal strength caused by the doppler effect.

Given that the existing research on RIS assisted PLS

for non-vehicular applications has only revealed some

preliminary simulation findings, there is a need for pre-
cise analytical analysis to quickly determine PLS pa-
rameters. None of the existing work shows the impact
of mobility on received signal-to-noise ratio (SNR) by

considering RIS and derived the first order secrecy met-

rics like outage probability (OP) and secrecy outage

probability (SOP) that depends on the road, and ve-

hicle parameters (like road width, length and velocity)
as well as signal parameters (instantaneous SNR, and
number of receiving branches). Therefore, this research
attempts to fill the research gap by contributing in PLS

for 6G vehicular networks.
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1.3 Contributions

Based on the aforementioned motivations, the contri-
butions of this work can be summarised as under:

1. The statistical knowledge in terms of probability

distribution function (PDF) of received signal-to-
noise ratio (SNR) is derived under the impact of
mobility for 6G vehicular networks. Two different
initial position of the legitimate receiver has been

considered to show the impact of road width on
signal strength. The legitimate and eavesdropper
nodes’ distances are taken into account (from the

RIS), as well as realistic fading scenarios for base

stations and vehicular mobile nodes.

2. The analytical closed form expression has been de-

rived for the outage probability (OP )secrecy outage

probability (SOP). The impact of fading parameters

of generalised K fading has been highlighted. More-

over, the impact of velocity on the performance of

SOP along with the fading parameters has been cov-

ered. The PLS analysis is carried out by examining

and deriving expressions for the system’s OP and

SOP. The developed formulas make it simple to in-

vestigate important system parameters.
3. We propose a fresh examination of how RIS could be

applied to automotive networks. This is the first in-

vestigation of RIS-enabled vehicle networks focused

on obtaining the statistical knowledge of received

SNR, as well as the first research of the PLS of such

networks to the best of the authors’ knowledge.

2 System Model

This section represents the network scenario considered
for analyse the eavesdropping. The received signal at
the legitimate transmitter, and eavesdropper has been

provided. The 6G channel model is also described using

RIS. Moreover, to represent the impact of vehicle veloc-

ity, the mobility model is also provided as a function of

path loss and fading model.

2.1 Network Model with Legitimate Receiver and
Eavesdropper

The urban road scenario is shown in Fig. 1. we con-
sider a RIS enabled vehicular network consisting of one
legitimate transmitter (𝑃), RIS equipped on building

(𝑆), and one legitimate receiver (𝑅) in the presence of

one eavesdropper (𝐸). The legitimate receiver begins

the journey from Point A towards Point D. In between

that, the passive eavesdropper (𝐸) tries to observe the

transmission occurring between 𝑆 and 𝑃 through 𝑅.

Each legitimate receiver contains the dual antenna with

at least spacing grater than of 𝜆/2. For the particu-
lar scenario, the the vehicle user may not exceed the

speed limit beyond 60km/h and there is at least 100𝑚

distance between legitimate receiver and eavesdropper.

The width of the road 𝑏 is 30𝑚. The length of the road

𝑐 is 4𝑘𝑚. The distance of the RIS from the legitimate
receiver 𝑎 is 500𝑚.

2.2 6G Channel Model

In addition to the traditional channel features discussed

in [21], two additional properties, namely dual mobil-

ity and absolute time of arrival, are also relevant in the

control channel of cars and moveable robots in vehicu-

lar networks. Scenarios for the IIoT The dual mobility

model should be used in 3GPP TR 37.885, according

to the revised proposal in [22]. The LoS path’s Doppler

shift can be written as follows:

𝑆𝑛,𝑚 =
𝑠𝑇𝑟𝑥,𝑛,𝑚 + 𝑠𝑇𝑡𝑥,𝑛,𝑚

𝜆0
(1)

In general, the channel model can be represented as

the sum of a random phasor with a log-normal distri-

bution and a Rayleigh phasor.

𝑢 = 𝑧𝑒 𝑗 𝜙0 + 𝑤 𝑗 𝜙; (2)

where 𝑢 is the received signal at 𝑆. 𝑧 is log normally

distributed, and 𝑤 is Rayleigh distributed. In this sce-

nario, the signal amplitude’s probability density func-

tion (PDF) is as follows:

𝑝𝑇 (𝑟) = 𝑝𝛽 (𝑟)𝑝𝑤 (𝑟); (3)

where 𝑝𝛽 (𝑟) is the PDF of mobile fading, and 𝑝𝑤 (𝑟)
is the PDF of weather impairments. Rain, clouds, and

tropospheric scintillation are among the meteorological

phenomena supported by this model. Azimuth angle

relative to the driving direction of the mobile termi-

nal was shown to affect channel statistics in [21], in

addition to the environment type and satellite height.

Furthermore, an image-based state estimation method

was used to propose a statistical land mobile satellite

channel model for variable elevation and azimuth an-

gles.

2.3 Signal Model at Legitimate Receiver

The received signal vector in the main channel at time

slot l is given by [16]:

y𝑅 (𝑙) = h(t)𝑢(𝑙) + n𝑅 (𝑙), (4)
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where the main channel vector between transmit an-

tenna and receive antenna is h = [ℎ𝑝∗ ,1, ℎ𝑝∗ ,2, · · · , ℎ𝑝∗ ,𝑁𝑅
]𝑇 ∈

C𝑁𝑅×1. The instantaneous SNR in the main channel is

calculated by combining the subset of receive antennas

with the highest SNRs at 𝑅 is given as.

𝛾𝑅 =

𝐿𝑅∑︁
𝑙𝑅=1

𝛾𝑅(𝑙𝑅) (5)

The received signal at the eavesdropper’s channel at

time slot t is given by:

y𝐸 (𝑙) = h(t)𝑢(𝑙) + n𝐸 (𝑙) (6)

The ℎ is modelled as a function of distance between

legitimate transmitter and eavesdropper as follows [15]:

ℎ(𝑡) = 𝑔𝑥√︁
1 + 𝑑𝛼

𝑋
(𝑡)
, (7)

where 𝑔𝑥 is the channel gain modelled generalised K

fading as a function of Nakagami-𝑚 channel. 𝑑𝑥 is the

distribution of distance between 𝑆 and 𝑅. 𝛼 is the path
loss component.

2.4 Preliminaries PDF of Fading and Distance

Distributions

The fading amplitude at R, which is a random variable
(RV) with a KG distribution, has a PDF of [23]:

𝑓𝑅 (𝑟) =
4𝑚

𝑘+𝑚
2 𝑟𝑘+𝑚−1

Γ(𝑚)Γ(𝑘)Ω0

𝑘+𝑚
2

𝐾𝑘−𝑚

(
2

(
𝑚

Ω0

) 1

2

𝑟

)
, 𝑟 > 0 (8)

where k and m are the parameters for shaping the distri-

bution; The modified bessel function is given as 𝐾𝑘−𝑚.

For 𝐾 → ∞ it reduces to dynamic Nakagami-𝑚 which

is suitable for 5G and beyond vehicular networks. It is

clear that a higher density is associated with a lower

average velocity. In thick traffic, the speed distribution

can be stated as [24]:

𝑓 (𝑣) = 1√
2𝜋𝑣𝑑𝑣

exp(− (ln(𝑣) − 𝜇𝑣)2
2𝑑2𝑣

) (9)

When the 𝑅 is at the nearer edge of the road from 𝑆,

the PDF of distance is given as [24]:

𝑓𝐷 (𝑑) (𝑛𝑒𝑎𝑟) =
[
𝜋 + 2 arcsin( 2(𝑑

2 ⊳ 𝑏 − ℎ)2)
𝑑2

− 1)
]

(10)

When the 𝑅 is at the far edge of the road from 𝑆,

the PDF of distance is given as [24]:

𝑓𝐷 (𝑑) ( 𝑓 𝑎𝑟) = 𝑑

2𝑎𝑏
(arcsin( 2(𝑑

2 − ℎ2))
𝑑2

1)

− arcsin( 2(𝑑
2 − ℎ2))
𝑑2

− 1)) (11)

where ℎ = 𝑎+𝑏, the total distance with addition of road

width and distance of 𝑆 from edge from Fig. (1).

3 Derivations of Signal-to-Noise Ratio under

Mobility for 6G Vehicular Networks

This section mainly delivers the analytical expressions

of SNR under impact of mobility for 6G vehicular net-

works. The joint PDF is obtained by solving the chain

of the integration. From (7), it can be seen that the

resultant PDF can be obtained by the ratio of two dis-

tributions. In that particular direction, the cumulative

density function (CDF) can be represented as:

𝐹𝑅 (𝑟) =
∫ ∞

0

∫ 𝑦𝑧

−∞
𝑓𝑅𝐷 (𝑟, 𝑑)𝑑𝑟𝑑𝑑. (12)

By substituting (8) and (10) in (12), the foundation

integral of the CDF of received SNR when 𝑅 is near to
𝑆 can be written as:

𝐹𝑅 (𝑟) (𝑛𝑒𝑎𝑟) =
∫ ∞

0

∫ 𝑦𝑧

−∞

4𝑚
𝑘+𝑚
2 𝑟𝑘+𝑚−1

Γ(𝑚)Γ(𝑘)Ω0

𝑘+𝑚
2

𝐾𝑘−𝑚

(
2

(
𝑚

Ω0

) 1

2

𝑟

)

×
[
𝜋 + 2 arcsin( 2(𝑑

2 ⊳ 𝑏 − ℎ)2)
𝑑2

1)
]
𝑑𝑟𝑑𝑑 (13)

Similarly, by substituting (8) and (11) in (12),the foun-
dation integral of the CDF of received SNR when 𝑅 is

far to 𝑆 can be written as:

𝐹𝑅 (𝑟) ( 𝑓 𝑎𝑟) =
∫ ∞

0

∫ 𝑦𝑧

−∞

4𝑚
𝑘+𝑚
2 𝑟𝑘+𝑚−1

Γ(𝑚)Γ(𝑘)Ω0

𝑘+𝑚
2

𝐾𝑘−𝑚

(
2

(
𝑚

Ω0

) 1

2

𝑟

)

× 𝑑

2𝑎𝑏
(arcsin( 2(𝑑

2 − ℎ2))
𝑑2

1)−arcsin( 2(𝑑
2 − ℎ2))
𝑑2

−1))𝑑𝑟𝑑𝑑
(14)

We simplify the (15) for evaluating the inner inte-

gral, and keeping the constant outside, the integration
can be rewritten as:

𝐹𝑅 (𝑟) (𝑛𝑒𝑎𝑟) =
4𝑚

𝑘+𝑚
2 ×
1∫ ∞

0

∫ 𝑦𝑧

−∞
1/𝑟𝑘+𝑚−1

Γ(𝑚)Γ(𝑘)Ω0

𝑘+𝑚
2 𝐾𝑘−𝑚

(
2

(
𝑚

Ω0

) 1

2

𝑟

)

×
[
𝜋 + 2 arcsin( 2(𝑑

2 ⊳ 𝑏 − ℎ)2)
𝑑2

1)
]
𝑑𝑟𝑑𝑑 (15)
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Similarly, we simplify the (16) for evaluating the

inner integral, and keeping the constant outside, the
integration can be rewritten as:

𝐹𝑅 (𝑟) ( 𝑓 𝑎𝑟) =
4𝑚

𝑘+𝑚
2 ×
1

∫ ∞

0

∫ 𝑦𝑧

−∞
Γ(𝑚)Γ(𝑘)Ω0

𝑘+𝑚
2 𝐾𝑘−𝑚(

2

(
𝑚

Ω0

) 1

2

𝑟

)

× 𝑑

2𝑎𝑏
(arcsin( 2(𝑑

2 − ℎ2))
𝑑2

1)−arcsin( 2(𝑑
2 − ℎ2))
𝑑2

−1))𝑑𝑟𝑑𝑑
(16)

It can be seen from the above expression that the spe-

cial integral rules are helpful to obtain the solution

from [25]. Therefore, we use the following identity and

compare the inner integral terms to solve the limits

which is further expresses as:

𝑓𝑊𝑗 |𝐻0
(𝑦 𝑗 ) =

1

𝑝Γ(𝑢)2𝑢−1 𝑦
2𝑢
𝑝
−1

𝑗
exp

©«
−𝑦

2

𝑝

𝑗

2

ª®®¬
. (17)

By simplifying (15) further and taking differentiation,

the PDF of received SNR when 𝑅 is near to the 𝑆 is

expressed as:

𝑓𝑅 (𝑟) (𝑛𝑒𝑎𝑟) =
4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚/𝑑 (2𝑘−1) ) + 𝑑2𝑏

𝑚(𝑑2(𝑘−1) + 𝑚2𝑎)

×
(
1 − 𝑒𝑥𝑝 𝑟2/𝑏

𝑑2(𝑘−1) + 𝑚2

)
(18)

By simplifying (16) further and taking differentia-

tion, the PDF of received SNR when 𝑅 is far to the 𝑆

is expressed as:

𝑓𝑅 (𝑟) ( 𝑓 𝑎𝑟) =
4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚/𝑑 (2𝑘−1) ) + 𝑑2𝑏 + 𝑎 + 𝑚2𝑘

𝑚(𝑑2(𝑘−1) + 𝑚2𝑎)

×
(
4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚 − 𝑒𝑥𝑝 𝑟2/𝑏

𝑑2(𝑘−1) + 𝑘

)
(19)

where k is the dual branches.

4 Secrecy Outage Probability for 6G Vehicular

Networks

In this section, the Secrecy Outage Probability is de-

rived for a considered network model in Fig. 1. The

Secrecy Outage Probability is given as:

SOP = 𝑃 {𝐶𝑠 (𝛾𝑅, 𝛾𝐸) < 𝐶th} (20)

= 𝑃{𝛾𝑅 < Θ𝛾𝐸 + Θ − 1} (21)

=

∞∫
0

𝐹𝑅 (Θ𝛾𝐸 + Θ − 1) 𝑓𝑅 (𝛾𝑅)𝑑𝛾𝑅 (22)

By substituting the integrals of (15) and (18) in (22)
the integral term for the SOP for 6G vehicular networks

when 𝑅 is near to 𝑆 is given as:

𝑃𝑠𝑜𝑝 (𝑛𝑒𝑎𝑟) =

∫ ∞

0

4𝑧 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑧2/𝑑/𝑚 (2𝑘−1) ) + 𝑑2
𝑏

𝑑 (𝑚2(𝑘−1) + 𝑑2𝑎)

×
(
1 − 𝑒𝑥𝑝 𝑧2/𝑑

𝑚2(𝑘−1) + 𝑑2𝑚

)

× 𝑧2(𝑚+𝑘)−1𝑒−2𝑐𝑧
1
𝐹1

(
2(𝑚 + 𝑘); 2 (𝑚 + 𝑘) + 1

2
; 𝑐𝑧

)

4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑧2/𝑚/𝑑 (2𝑘−1) ) + 𝑑2𝑏
𝑚(𝑑2(𝑘−1) + 𝑚2𝑎)

×
(
1 − 𝑒𝑥𝑝 𝑧2/𝑏

𝑑2(𝑘−1) + 𝑚2

)
𝑑𝑧 (23)

For the further analysis of above integral, let

𝑡 =

(
1 − 𝑒𝑥𝑝 −𝑧2/𝑚

𝑚2(𝑘−1) + 𝑑2𝑎

)

so that,

𝑑𝑡 =
2𝑧 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑧2/𝑑 (𝑚(2𝑘−1) ) + 𝑑2𝑎)

𝑚(𝑚2(𝑘−1) + 𝑑2𝑎)
𝑑𝑧

The SOP which is given (23) can be solved by altering
the bounds and solving the integral in MATHEMAT-
ICA software using the particular integral rules pro-

vided in [26] as well as stripping constants out of the

integral and identifying certain operations. The solu-

tion reduces in terms of the Lauricella hypergeometric

function is represented as 𝐹1. Similarly, the SOP for 6G

vehicular networks when 𝑅 is far to 𝑆 is given as:

𝑃𝑠𝑜𝑝 ( 𝑓 𝑎𝑟) =

∫ ∞

0

4𝑧 (2−𝑑)/𝑑𝑒𝑥𝑝(−𝑧2/𝑑/𝑚 (2𝑘−1) ) + 𝑑2𝑎
𝑑 (𝑚2(𝑘−1) + 𝑑2

𝑏
)

×
(
1 − 𝑒𝑥𝑝 𝑧2/𝑑

𝑚2(𝑘−1) + 𝑑2𝑚

)

× 𝑧𝑚−1𝑧𝑚

2𝑚−1Γ(𝑚) (1 − 𝑚2

1
)𝑚(𝑛−1) 𝑒

− 𝑧2+𝑧2
2(1−𝑚2

1
)
−𝑔1

𝑑𝑧 (24)

The solutions of integral (23) and (24) results in the
SOP expressions depended upon the location of legit-

imate receiver from RIS. The SOP when 𝑅 is near to

𝑆 is given as (25), and when 𝑅 is far to 𝑆 is given as

(26). where in (25), 𝐾𝑢 is defined as Kummer’s solu-

tion provided in [26] in which 𝑧1, 𝑧2, 𝑧3 are Γ(2𝐿 − 1),
threshould SNR(𝜆) at 𝑅, and instantaneous SNR (𝛾) at
𝑅 respectively. where in (26), 𝑙1, 𝑙2, 𝑙3 is expressed as

𝑚2𝐿−1 , 𝑚𝛾, 𝜆 respectively.

See Appendix A ■
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𝑃𝑠𝑜𝑝 (𝑛𝑒𝑎𝑟) = 1/2
(
1 − 𝑒𝑥𝑝( 𝜆2/𝑚

1 + 𝜆𝑚 (2(𝑘−1)) + 𝐹1 (𝑑2𝑘−1, 𝑚, 𝑘) + 𝑑 (2(𝑘−1))𝑑2𝑎
𝑚2)

)2
× 𝑘𝑢 (𝑧1, 𝑧2, 𝑧3) (25)

𝑃𝑠𝑜𝑝 ( 𝑓 𝑎𝑟) =

(
1 − 𝑒𝑥𝑝( 1

1 + 𝜆𝑑 (2(𝑘−1)) + 𝜌 (2(𝑘−1))
1

𝑑2𝑎

𝑑2𝑚)
)2

× 𝐹1 (𝑙1, 𝑙2, 𝑙3) (26)

𝑃𝑜𝑢𝑡 (𝑛𝑒𝑎𝑟) = 0.5

(
1 − 𝑒𝑥𝑝( 𝜆2/𝑑

1 + 𝜆2(2(𝑘−1)) + 𝐹1 (22𝑘−1, 𝑚, 𝑘) + 𝑑 (2(𝑘−1))
𝑎2)

)2

× (1 − 𝜖) + 𝜖 − 0.5

(
1 − 𝑒𝑥𝑝( 𝜆2/𝑑

1 + 𝜆𝑚 (2(𝑘−1)) + 𝐹1 (𝑚𝑚2𝑘−1, 𝑚, 𝑘) + 𝑚 (2(𝑘−1)) 𝑏
2)

)2
(27)

𝑃𝑜𝑢𝑡 ( 𝑓 𝑎𝑟) =
∫ 𝑟𝑡ℎ

0

4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚/𝑑 (2𝑘−1) ) + 𝑑2𝑏 + 𝑎 + 𝑚2𝑘

𝑚(𝑑2(𝑘−1) + 𝑚2𝑎)
×

(
4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚 − 𝑒𝑥𝑝 𝑟2/𝑏

𝑑2(𝑘−1) + 𝑘

)
𝑑𝑟 (28)

5 Outage Probability for 6G Vehicular

Networks

In this section, we derive the closed-form expression

of OP for 6G vehicular networks. The OP determines

the minimum information rate on which the successful

communication can happen. It also implies that if the

certain code rate is not suitable for the transmission,

the possibility of eavesdropping can occur. The mathe-
matical expression of OP can be written as follows:

𝑃𝑜𝑢𝑡 = 𝑃𝑟 (0 ≤ 𝑟 ≤ 𝑟𝑡ℎ), (29)

𝑃𝑜𝑢𝑡 =

∫ 𝑟𝑡ℎ

0

𝑓𝑅 (𝑟)𝑑𝑟, (30)

From above expression, it can be noticed that the

OP is the continuous summation over a region limited
to its threshold value. By substituting (18) in (29), and
represent the variable in terms of 𝑟 the integral when 𝑅

is near to 𝑆 can be represented as:

𝑃𝑜𝑢𝑡 (𝑛𝑒𝑎𝑟) =
∫ 𝑟𝑡ℎ

0

4𝑟 (2−𝑚)/𝑚𝑒𝑥𝑝(−𝑟2/𝑚/𝑑 (2𝑘−1) ) + 𝑑2𝑏
𝑚(𝑑2(𝑘−1) + 𝑚2𝑎)

×
(
1 − 𝑒𝑥𝑝 𝑟2/𝑏

𝑑2(𝑘−1) + 𝑚2

)
𝑑𝑟 (31)

Similarly, by substituting (19) in (26), and represent

the variable in terms of 𝑟 the integral when 𝑅 is near

to 𝑆 can be represented as (28). On further solving of

the integrals in (27) and (28), the OP can be obtained

as (31). In which 𝜖 is the balance parameter.

6 Numerical Results

In this section, we present and discuss some of the

outcomes produced from the paper’s mathematical ex-

pressions. The effect of important parameters on the

system’s secrecy performance is then investigated. The

monte-carlo simulations has been conducted using MAT-

LAB software over 1010 times. For the Nakagami-𝑚

channel, we use method highlighted in [23], and 6G

channels samples are generated with the help of [4].

For all the simulations, the road parameters are con-

sidered as 𝑐 = 4𝑘𝑚,𝑚 = 4, 𝑏 = 30𝑚, 𝑎 = 500𝑚,𝑘 = 2,

𝑅𝑆 = 1𝑚𝑏𝑝𝑠. The velocity of the vehicle is considered

up to 40𝑘𝑚𝑝ℎ. We consider the RIS ranges upto 100𝑚

with various angles. However, for achieving the maxi-

mum bandwidth, antenna placement should be as accu-
rate as possible. The simulations validates the analyti-
cal expressions and its convergence with respect to the

code rate, SNR, and velocity of the vehicle. To show the

impact of velocity in SNR, and as well as in simulations,

we create the functions of the analytical expressions of

received SNR and create the samples of it.

Fig. 2 shows the plots of OP against SNR for 6G ve-

hicular networks. The vehicle speed is considered upto

40𝑘𝑚𝑝ℎ. It can be seen from the Fig. that the distance

of the vehicle from RIS can make a significant impact

on the OP under the impact of velocity. However, it can

be compensated by considering the best possible fading

parameter. For example 𝑚 = 4 and higher which re-

sults in line-of-sight communication. It can be also seen

that if the eavesdropper and legitimate receiver have

the similar speed, then the whomsoever fading link is

under the deep fade can be intruded. This implies that
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Fig. 2: Outage Probability against SNR
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Fig. 3: Secrecy Outage Probability against SNR

under the passive attack, in which the identity of the

eavesdropper is not known, the fading parameter should

be considered as high as possible. The OP decreases

with the increasing SNR due to the increasing strength

of the transmitted signal towards legitimate receiver. It
also confirms that the impact of the non linear medium
parameter not only affect the OP but also affect the

rapid decrements of the OP. We also validate the perfor-

mance of OP with shape preserving interpolate which

is useful to take confidence on the obtained simulations

and its shape with respect to the considered parame-

ter. In this case, we obtain the similar curve of the OP

against SNR that decreases with the increasing SNR.

Fig. 3 shows the plots of SOP against SNR for 6G ve-

hicular networks. The vehicle speed is considered upto

40𝑘𝑚𝑝ℎ. It can be seen from the Fig. that the distance

of the vehicle from RIS can make a significant impact

on the SOP under the impact of velocity. The far the

distance the more chances of being intruded. Here, in
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Fig. 4: Outage probability against rate
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Fig. 5: Secrecy Outage probability against rate

this case, the increment in the velocity does not make
any impact on the increment on the SOP from 20 km

to 30 km. This implies that the SOP is a function of
the distance from RIS.

Fig. 4, and Fig. 5 highlights performance of first or-

der secrecy metrics against the rate considered at eaves-

dropper. Provided that the eavesdropper has sufficient
rate and even higher rate than legitimate receiver, the
results suggest the probability of the system being in

outage at any point of communications. It can be seen

from the result that the higher the rate at eavesdropper,

the more chance is occurred of information interruption.

Fig. 6 is the important result in terms of the place-

ment of RIS from the primary transmitter to vehicle

users. It can be seen that the angle towards the vehi-

cle side should be under 50 degree in order to achieve

full line of sight communication under maximum power

transmission. This is also validated by plotting the 7𝑡ℎ

order polynomial of the secrecy metric. This also im-
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Fig. 7: Correlation coefficient of RIS angle against SNR

plies that out grater than 50 degree beam width, there

is a null chance to have the establishment of the link.

This implies an important requirement that to cover the

360 degree of area with 100 percent probability of link

establishment, we need to increase the RIS slabs. From
the result it can be seen that under proper alignment of
the RIS, the coverage act as a secondary concern. Fig.

7 highlights the important of the carried analysis with

the proof of polynomial degree. The correlation coeffi-

cient of the RIS angle has been plotted against SNR.

It can be seen that the higher order polynomial often

increase the computational requirement but provides

the accurate link establishment over SNR. This makes

the system private and less vulnerable to the passive

attacks because at the high the order of the polyno-

mial, the need of high power occurs at eavesdropper

side. Moreover, the impact of the initial position of 𝑅

from RIS as: As we can notice from the simulations of

OP and SOP, the initial position of 𝑅 when its nearer,

the possibility of random scatters is less and thus re-

sulting in a sufficient establishment of the link with OP
less than 0.4. It implies that the at the particular loca-
tion, the need of increasing the transmission code rate

is less. The impact of the velocity as: The higher the ve-

locity of the receiver side, the greater the fluctuation of

the signal-to-noise ratio (SNR). Signal reconstruction

at the receiver will result in inaccurate approximations
to the original transmitted signal. As a result, taking
into account the higher velocity has a direct impact on
signal reconstruction during processing. As a result, the

higher the velocity of nodes, the worse the fading set

of circumstances, which increases the chance of being

intruded.

7 Conclusion

The outage probability and secrecy outage probability

as a crucial metric for PLS of a wireless vehicle com-
munication network were investigated in this research.
Two RIS-based vehicular network scenarios were inves-

tigated. For various receiver positions, analytical formu-

las of the received signal-to-noise ratio were produced.

The findings show how, depending on the source power,

eavesdropper distance, and number of RIS cells, the se-

crecy metrics of a vehicle network may be enhanced.
The findings also demonstrated how the size and place-
ment of RIS (in terms of the number of RIS cells) can

be used to develop RIS-based vehicular networks.

A Appendix: Derivation of Secrecy Outage

Probability

In this section we evaluate the internal terms of the integral to de-
rive the Secrecy Outage Probability over RIS assisted Nakagami-
𝑚 channel for vehicular networks. The integral terms can be ex-
pressed as after taking the constants outside of the integral and
performing some mathematical manipulations to identify the spe-
cial integral rule from [26].

𝑃𝑠𝑜𝑝 =

∫ 𝜆

−∞

4𝑧 (2−𝑝)/𝑝𝑒𝑥𝑝 (−𝑧2/𝑝/𝑚(2𝑘−1) ) + 𝑑2

𝑒 𝑓 𝑓

𝑝 (𝑚2(𝑘−1) + 𝑑2

𝑒 𝑓 𝑓
)

𝑑𝑧 (32)

By keeping the constants outside and solving the integral we have
the series containing the Gamma function (Γ( ·)) as:

𝑃𝑠𝑜𝑝 =

{[
1

2
𝑖 (𝑝−3) 𝑝 𝑝

(
Γ

(
−1

2
(𝑝 − 3) 𝑝

)
−

Γ

(
−1

2
(𝑝 − 3) 𝑝, −100001/𝑝

)
, 0 < ℜ(𝑝) < 3 (33)

The (33) further reduced to the identity given in [25, Section
8] from which (25) is obtained. Similarly, by substituting (13) in
(22), the Secrecy Outage Probability is achieved for Nakagami-𝑚
fading as (27).
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