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Abstract
Large-scale medical equipment, extensively implemented in medical services, is of vital importance for
diagnosis but vulnerable to various failures. Most of hospitals conduct regular maintenance for their
medical equipment and have been suffering from medical-equipment-related incidents for years.
Currently, the Internet of Medical Things (IoMT) has emerged as a crucial technology to monitor the real-
time status of medical equipment. In this paper, we develop a IoMT system of Computed Tomography
(CT) equipment in the West China Hospital of Sichuan University and meanwhile, select machine-learning
algorithms to effectively store, preprocess and analyze the data. Speci�cally, a data-driven framework is
proposed to predict the anomalies of CT equipment successfully. In this framework, the �rst step is data
preprocessing, where we average the original non-uniform data and use linear interpolation to handle
missing data. The second step is feature construction, where sliding time window is applied to fully
re�ect historical information. The third step is features selection, where the seven features that perform
best are selected. Finally, we use two methods to split the training and test set, and apply random
oversampling to deal with those imbalanced data before putting them into models. The results show that
the prediction precision and recall of our method are 70% and 81%, respectively. The proposed method
could distinguish the state of CT equipment and be used as a reference for practical maintenance by
early prediction, where unexpected anomalies of medical equipment could be reduced. It also brings new
insights about how to handle non-uniform and unbalanced time series data in the practical cases.

1. Introduction
Currently, various medical equipment has been extensively implemented in all aspects of medical
services, including disease diagnosis, patient condition monitoring and rehabilitation. Particularly, the
large-scale digital radiology equipment such as Computed Tomography (CT), allowing for clear cross-
sectional images of internal organs through X-rays, is of vital importance for medical facilities to treat
patients. However, the CT equipment, embedding sophisticated operating systems, is vulnerable to
various types of damages during the operation. Anomalies such as abnormal parameters, unstable
current, damages of components and system outage, which occur unexpectedly during the equipment
operation, have long plagued the hospitals as a problem. The equipment anomalies could result in
unexpected delays in patient care, costly maintenance service and even serious patient incidents. In fact,
the survey conducted by The Joint Commission (TJC) [1] shows that the “sentinel events” (i.e., safety
accidents such as premature deaths, preventable diseases, severe injuries and disability accidents, the
occurrence of which are not primarily related to patients’ illness [2]) associated with the failure of medical
equipment is usually among the top ten reasons of medical accidents each year. It is reported that there
were a total of 176 medical equipment-related incidents in the US, accounting for 2.9% of the total
number of 6093 activities collected from 8 hospitals during the period 2004–2011 [3]. Therefore, medical
facilities including hospitals and healthcare organizations must ensure high-level reliability of medical
equipment to guarantee patients’ safety and meet the required operation standards.
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To date, the maintenance strategies including Corrective Maintenance (CM) [4], Preventive Maintenance
(PM) [5–10] and Predictive Maintenance (PdM) [11–14], etc. have been successfully applied to various
�elds such as mechanical engineering [15, 16], nuclear engineering [17], management science [18, 19]
etc., which greatly improved the management level of those systems. However, the applications of
maintenance models have not been thoroughly addressed on the medical equipment. Generally, most
medical facilities perform their equipment maintenance by merely following the manufacturer’s
recommendations. The manufacturer establishes maintenance plans about when and how long
maintenance will take place, and provides maintenance guidance for each equipment and components.
This type of routine maintenance scheduling does improve the reliability and reduce the failure risks of
medical equipment to some extent. However, the regular inspection and replacement are inconsistent in
most cases and are ine�cient to cope with all types of failures, especially for those that are frequent and
random [20].

As various monitoring technologies and tools have been developed during the last few decades, it was
announced that the combination of preventive maintenance with monitoring data along with data
analysis techniques would be the appropriate approach to predict equipment anomalies [21]. The Internet
of Things (IoT), which integrates information of machine components through Internet by using modern
information technologies, has emerged as a crucial technology to monitor the real-time status of targeted
equipment and provide warnings in advance [22]. Particularly, the Internet of Medical Things (IoMT),
where health data obtained from wearable devices and sensors to monitor real-time physical conditions
[23], has received extensive attention. Currently, the development of IoMT is still at its early stage and
most of the existing IoMT systems are focusing on improving the level of diagnosis that related to
human body, rather than the medical equipment [24]. Likewise, it requires data-driven approaches to
effectively store, preprocess and analyze the massive amount of log data that generated by IoT [25–27].

In this paper, we use machine-learning methods to predict CT anomalies based on the real-time condition
data of CT equipment provided by the IoMT in West China Hospital of Sichuan University. In the CT
system, parameters related to the condition of CT, such as oil temperature, anode voltage, daily arcing
time and daily scan time, etc. are continuously monitored. By comparing different machine-learning
models, we �nally choose the one with the best prediction performance and improve the accuracy above
70% by adjusting parameters. Our research can signi�cantly minimize the stagnation and losses, and
improve the maintenance management. To the best knowledge of the authors, this is the �rst time that a
sophisticated IoMT on large-scale medical equipment is developed and meanwhile, to be applied to
investigate the anomaly of the medical equipment. Meanwhile, it is fairly new to combine the state-of-art
machine learning models with the advanced monitoring tools in the medical �eld.

The rest of this paper is organized as follows: section 2 describes a typical CT system and the dataset we
obtained from IoMT in the West China Hospital; section 3 demonstrates our research procedure; section 4
shows the results; conclusions are given in Section 5, with some perspectives and discussions on the
future development.
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2. The Ct Equipment And Iomt Data

2.1 The CT equipment
Figure 1 shows the diagram of a typical CT equipment diagram. In a scan process, the fan-shaped beam
of X-rays emitted from the CT tube passes through the patient onto a number of digital detectors, which
receive the X-rays and convert them into medical images. During this process, the X-ray tube generates a
large amount of heat while only about 1% of electrical energy is effectively converted into X-rays [28]. As
the overheating of CT tube may lead to the failure of the entire CT system, a cooling (cooling oil) system
as shown in Fig. 2 is implemented to dissipate the heat [29]. Besides, the X-ray tube that works at high
voltages requires a high-vacuum environment inside the tube. Arcing occurs when the required vacuum
environment is broken and a conductive bridge between the cathode and the impurities is formed [30].
Although various anomalies of X-ray tubes have been discussed in the literature, the tube arcing is
generally considered as the most typical and dangerous early sign of a CT equipment failure, as arcing is
closely related to unstable performance of CT or breakdown of the tube [30]. Moreover, the voltage and
current of the X-ray tube are also key factors that can re�ect the arc of the tube [31]. Therefore, factors
including inappropriate oil temperature, improper voltage, and unstable current, etc. should be evaluated
when considering the anomalies of CT equipment.

2.2 Data Description
In this study, the continuously monitored real-time CT equipment status data from the IoMT of the West
China Hospital is used to predict the anomaly of the CT equipment. This dataset contains the operational
status data of 11 CT equipment. The features of the dataset include: Oil Temperature (OT), Anode
Voltage (AV), Cumulative Tube Scanning Time (TST) and Cumulative Consumption of the Electrical
Energy (CE). The appearance of arcing in the tube, which is closely related to the CT failure, is treated as
labels. As the arcing data of only 3 CT equipment are available, we only consider the data of these 3
equipment (CT1, CT2, CT3) in this project. The details of the dataset are shown in Table 1. As shown in
the Gantt chart in the table, missing data appears from time to time in the dataset due to IoMT system
malfunction. Moreover, as there are a total of 33 observations in the arcing class, which is signi�cantly
smaller than that of 733 in the non-arcing class, the dataset is imbalanced. This will be considered in the
model development. 

Table 1 The details of the CT dataset from the IoMT



Page 6/19

3. Method

3.1 Data Preprocessing and Features Construction
As shown in Fig. 3, the raw observations from different sensors are obtained at a non-uniform frequency.
We average the original observations of each sensor for that day and get the daily average data. In this
way, the following features are obtained: the Daily Average Oil Temperature (AOT), Daily Average Anode
Voltage (AAV), Daily Average Cumulative Tube Scanning time (ATST), and Daily average Cumulative
Consumption of Electrical Energy (ACE).

The new features including Daily Tube Scanning Time (DTST) and Daily Consumption of Electrical
Energy (DCE) are obtained by taking the �rst-order difference of TST and CE data. In addition, as the CT
tube anomaly is closely related to the equipment operating current, the equipment current is obtained as a
new feature based on the following equation:

I=
DCE

AAV ⋅ DTST

1



Page 7/19

The CT equipment healthy state is also related to its idle time due to the cold emission phenomenon [9]
which leads to ionization and arcing inside the idle X-ray tube. Based on this phenomenon, the new
feature IDLE is created, which indicates whether the X-ray tube is idled in the past days. Besides, in order
to improve the accuracy of the model, the derivation of the AOT, AAV, DTST, DCE, and data are
obtained and denoted as AOTd, AAVd, DTSTd, DCEd, Id [32].

The Sliding Window algorithm is a method that has been widely implemented to predict future values,
which constructs new features using the historical data of the previous days. In constructing the sliding
window features, we follow these two rules:

(1) Extract the maximum or average values in the time window.

(2) Based on (1), if the value meets a certain condition, it is marked as 1. Otherwise, it is marked as 0.

Based on 3.1, the following features are obtained as shown in Table 2.

Table 2
Features Description

Feature Description Window
size

Time
lag

AOTMax Maximum AOT data in the time window n1 1

AAVMax Maximum AAV data in the time window n2 1

IMax Maximum data in the time window n3 1

IDLE IDLE = 1 if there is at least one day IoMT receives no data from
the equipment in the time window. Otherwise, IDLE = 0.

n4 1

AOTdMax AOTdMax = 1 If the maximum absolute value of AOTd is greater
than a threshold in time window. Otherwise, AOTdMax = 0.

n5 1

AAVdMax AAVdMax = 1 If the maximum absolute value of AAVd is greater
than a threshold in time window. Otherwise, AAVdMax = 0.

n6 1

IdMax IdMax = 1 If the maximum absolute value of IMax is greater than a
threshold in time window. Otherwise, IdMax = 0.

n7 1

Arcingw Arcingw = 1 if there is at least one day IoMT receives the
observation of arcs in the tube from the equipment in the time
window. Otherwise, Arcingw = 0.

n8 1

3.2 Training and Testing Dataset Construction
As the observations with arcing labels are mainly from CT1, two frameworks are proposed to construct
the training and testing datasets. As shown in Fig. 4, framework 1 performs strati�ed sampling on data
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from three equipment by proportion and then splits them into training and test set, while framework 2
only performs strati�ed sampling on the data of equipment CT1 by proportion and then add the data
from the other two equipment with label 1 to the training set. Random oversampling is used to increase
the size of the minority class [33]. In the process of splitting the training and the test set, the time window
data of an arc will only be split in the training set or the test set.

3.3 Multivariate Time Series Classi�cation Models
Models including Decision Tree (DT), Support Vector Machine (SVM), Logistic Regression (LR), Naive
Bayesian (NB), K-Nearest Neighbor (KNN) are used in the prediction of anomalies in the multivariate time
series dataset. The performance of those models are compared and the optimal one is selected.

We compare the evaluation measures using 5-fold cross-validation for each parameter combination.
Through empirical analysis, the optimal window size parameters in Table 2 are obtained which result in
the best model performance.

3.4 Performance Evaluation
Accuracy, Recall, Precision, and F1-score are used as the performance metrics of the classi�cation
models [34]. Accuracy is calculated by Eq. (2) to re�ect the overall classi�cation ability. Recall is
calculated by Eq. (3), which is the fraction of true anomalies that are predicted as anomalies. Precision is
calculated by Eq. (4), which is the true anomalies predicted as anomalies. F1-score is calculated by
Eq. (5), which is the performance metric that considers both Recall and Precision simultaneously.

Accuracy=
TP+TN

TP+TN+FP+FN

2

Recall=
TP

TP+FN

3

Precision = 
TP

TP+FP

4

F1-score = 2 ∗
Recall ∗ Precision
Recall + Precision

5

where TP is true positive, TN is true negative, FP is false positive and FN is false negative.
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4. Results And Analysis
Table 3 shows the performance metrics of the 5 models under the two frameworks with the optimal
parameters, where the parameters shown in Table 4 are obtained from more than 59,000 parameter
combinations. The models under Framework 2 are generally better than framework 1. Particularly, the
performance metrics of KNN model under Framework 2 is the best, with the Accuracy, Recall, of 0.70 and
0.81 respectively. In addition, LR and NB models also perform well. The receiver operating characteristic
(ROC) curves and the area under the curves (AUC) of the three models under Framework 2 are obtained as
shown in Fig. 5. It is observed that the KNN model, with the highest (0.73) AUC value, has the best overall
classi�cation performance.

Table 3
Evaluation measures of the Classi�cation models

  Models Accuracy Recall Precision F1-score

Framework 1 DT 0.82 0.45 0.28 0.26

SVM 0.94 0.08 0.46 0.12

LR 0.62 0.80 0.23 0.31

NB 0.64 0.86 0.31 0.37

KNN 0.76 0.65 0.28 0.35

Framework 2 DT 0.73 0.61 0.33 0.40

SVM 0.86 0.11 0.56 0.19

LR 0.71 0.71 0.31 0.41

NB 0.75 0.67 0.33 0.42

KNN 0.70 0.81 0.33 0.46

Table 4
The optimal model parameters

  n1 n2 n3 n4 n5 n6 n7 n8

LR 3 3 5 4 5 3 5 3 20 50 0.180

NB 3 5 5 4 4 5 5 3 30 40 0.180

KNN 5 5 5 4 5 3 4 3 30 40 0.216

The two most important features identi�ed by the three models under Framework 2 are shown in Table 5.
The results show that AAVMax and AOTMax are the most important features in models LR and KNN,
while IMax and AAVdMax are the most important features in model NB. This suggests that the raw
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features OT and AV are of primary importance in predicting the anomalies. Meanwhile, it also indicates
that the reliability can be improved by properly operating the CT equipment, e.g., adjust the anode voltage
slowly rather than quickly.

Table 5
The two most important features identi�ed

by the three models under Framework 2

  LR NB KNN

1 AAVMax IMax AAVMax

2 AOTMax AAVdMax AOTMax

5. Discussion
Given the losses of hospitals and patients that, resulted from anomalies of medical equipment, predicting
those anomalies in advance is of vital importance. In our work, a data-driven framework that
preprocesses and analyzes time series status data obtained from the IoMT is proposed to predict
anomalies of CT equipment. Speci�cally, seven new features are constructed through sliding time
window based on the failure mechanism of CT equipment and then, two methods for splitting training
and test sets are proposed, where random oversampling is applied to deal with imbalanced data. Our
results show that the proposed framework is effective in predicting anomalies, with the accuracy of 0.70
and recall of 0.81 under the KNN model.

In this study, we demonstrate the e�ciency of applying machine-learning methods to predict anomalies
of medical equipment that is continuously monitored by the IoMT in the hospital. In practice, although
large-scale medical equipment such as CT is critical for disease diagnoses and is extensively used every
day, very few in-depth studies have been conducted to ensure its reliability during the operation. Regular
maintenance strategies recommended by the manufactures show little e�ciency in preventing
unexpected failures. To the best knowledge of the authors, the work of this paper is a pioneering attempt
to predict anomalies of large-scale medical equipment based on the medical equipment IoMT data. It
enables the maintenance team to assess the reliability of equipment in real time and make proper
maintenance decisions accordingly. In the future, the machine-learning methods combined with the IoMT
technique that, �exible in incorporating unexpected failures of equipment, will show great potential in
ensuring reliability of equipment and allocating equipment resources in the medical �eld.

There are some limitations that should be taken into account. First, monitored data containing only three
CT equipment is available for model training, the result of which may not be extensively applied to other
CT equipment. Second, with limited raw features, we construct the physical feature and Id by simply
assuming that the CT equipment working in DC (direct current) circuits, where deviations may exist. For
the future study, monitored data with high returned frequency that containing more state features are
required to obtain a more accurate classi�cation result. Moreover, it is highly recommended to establish
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IoMT that covering a wider range of medical equipment, by which more medical facilities could bene�t
from the data-based predictive-maintenance strategies.

6. Conclusions
In this study, we propose a novel framework that, integrates multivariate IoMT time series data, including
preprocessing, feature construction, and classi�cation. Based on that, we explore the application of
machine-learning algorithms to predict anomalies in large-scale medical equipment.

The accuracy and the recall of the KNN reach 0.70 and 0.81, which has the best prediction performance
in this case. With the IoMT built in the hospital continuously monitoring the state of large-scale
equipment, it is e�cient for medical facilities to utilize machine-learning methods to predict equipment
anomalies in practice. In future works, with a higher quality of monitored data being available, we should
consider more classi�cation models and accordingly, improve the prediction accuracy.
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Figure 1

A typical CT equipment and the diagram of a scan process
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Figure 2

The working mechanism of a CT tube
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Figure 3

The raw time series data of CT equipment
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Figure 4

Schematic diagram of the two training and test dataset construction frameworks
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Figure 5

Average ROC curves and AUC values of the three models


