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Abstract

As Internet of Things (IoT) technology continues to advance, IoT devices have
permeated every part of life. The emergence of cloud computing has become a
key technology for solving the memory limitation problem of IoT devices, greatly
promoting resource sharing, facilitating user access to information at any time,
and providing IoT services. However, IoT message is transferred over public
channels and is therefore accessible to attacks in the IoT-based cloud computing
environment, resulting in user and server privacy leakage. To solve this issue,
Amin et al. proposed an authentication protocol for use in this environment.
However, Kang et al. proved that their protocol had many security vulnerabilities
and proposed an improved authentication protocol. Recently, Huang et al. found
security vulnerabilities in Kang et al.’s protocol and designed an enhanced
protocol of their own. In this article, we first demonstrate that Huang et al.’s
enhanced protocol is vulnerable to privileged insider attacks and temporary value
leakage attacks. Then, based on their protocol an enhanced authentication
protocol is proposed for IoT-enabled devices in a distributed cloud computing
architecture. Finally, security analysis and performance comparisons are
conducted, showing that our protocol has both greater security and better
performance.

Keywords: IoT; cloud computing; enhanced authentication protocol

1 Introduction

The Internet of Things (IoT) collects information from sensor devices shared be-

tween different devices [1]. With the development of Internet and artificial intelli-

gence technology [2–4], IoT technology is gradually being applied to various fields,

and plays a great role in areas such as the Internet of vehicles [5, 6] and smart

grids [7, 8]. IoT devices have penetrated every aspect of our lives [9, 10]. However,

IoT devices have limited memory and are data-intensive [11], and some of them

retain sensitive information about their users. As a result, protecting data in IoT

devices has become a very important issue.

With the progress of Internet technology, cloud computing has emerged as new

computer technology to provide computing and storage services. The ability to

process large quantities of heterogeneous data and devices efficiently has made cloud

computing a key technology [12] that provides on-demand access to storage and

computing resources [13]. Private clouds are deployed within businesses to fulfill

their needs and provide secure control over data security and service quality. Cloud
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computing has become pervasive, so attention must be paid to information and data

security.

Information travels over open and insecure channels between IoT devices in cloud

computing environments. When users send queries to cloud servers, they are vul-

nerable data privacy leakage. Therefore, to protect the security of user request

information, users need to complete identity authentication and establish session

keys when sending requests to the cloud server. To solve this problem, QR code [14]

technology was developed. Many authentication protocols have been proposed for

IoT devices in the cloud computing environment. However, designing a secure user

authentication protocol remains a challenge.

Turkanovic et al. [15] proposed an authentication and key agreement (AKA) pro-

tocol based on the concept of the IoT. However, Farash et al.’s [16] cryptanalysis

proved that Turkanovic et al.’s [15] protocol was vulnerable to sensor node simula-

tion attacks and smart card theft attacks, and could not guarantee the anonymity

of users and sensor nodes.Then, Farash et al. [16] proposed a scheme to enhance se-

curity. Unfortunately, their scheme was proven to have many security vulnerabilities

by Amin et al. [17]. Braeken et al. [18] proposed an authentication protocol using

physically unclonable functions in IoT environments. Panda et al. [19] proposed an

AKA protocol that uses elliptic curve cryptography (ECC) encryption. Challa et

al. [20] proposed an improved signature-based AKA protocol for the IoT environ-

ment. Liu et al. [21] proposed a privacy protection authentication protocol based

on shared authorization in the cloud computing environment. Subsequently, Kalra

et al. [22] proposed a secure AKA protocol for the cloud server environment for the

IoT, also using ECC encryption. Amin et al. [23] pointed out security vulnerabilities

in the protocols designed by Xue et al. [24] and Chuang et al. [25]. Amin et al. [23]

also designed a distributed cloud environment architecture and an AKA protocol

based on a smart card. Unfortunately, Wang et al. [26] pointed out that Amin et

al.’s [23] protocol does not provide forward confidentiality and cannot withstand

offline dictionary attacks. Wang et al. [26] then designed a secure AKA protocol

using ECC. Irshad et al. [27] designed a multi-server architecture AKA protocol

using chaotic projection. Wu et al. [28] developed an AKA protocol for securing

IoT devices with the help of cloud servers. Fan et al. [29] designed an AKA proto-

col using radio frequency identification (RFID) technology for the cloud computing

environment based on the IoT. Yu et al. [30] confirmed the security vulnerabilities

in He et al.’s [31] protocol and designed a new AKA protocol. Kumari et al. [32]

designed an ECC-based AKA scheme. Wazid et al. [33] proposed a lightweight AKA

protocol. Irshad et al. [34] designed a new type of lightweight unpaired AKA pro-

tocol. Rangwani et al. [35] designed a secure AKA protocol using ECC. Zargar et

al. [36] designed a lightweight AKA protocol in an IoT-based cloud environment.

Kang et al. [37] conducted cryptanalysis of Amin et al.’s [23] protocol, proved

that their protocol suffered from security vulnerabilities, and proposed an improved

AKA protocol. In 2021, Huang et al. [38] demonstrated that the protocol of Kang et

al. [37] was vulnerable to offline password attacks, and improved the protocol using

lightweight hash functions. We conducted cryptanalysis on the protocol of Huang et

al. [38] and proved that it has two security defects. Specifically, it is unable to resist

either privileged insider attacks or temporary value leakage attacks. Therefore, we
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Table 1: Notations
Notations Meanings

TCS The control server
Sj ith cloud server

CSIDj Sj ’sIdentity
Ui ith user

UIDi Ui’s Identity
UPWi Ui’s Password
BIOi Ui’s Biometric
x TCS’s private secret key

designed an enhanced authentication protocol for IoT-enabled devices in distributed

cloud computing architecture. We demonstrated that the proposed AKA protocol

has good security by formal and informal security analysis to validate the protocol’s

security. Our protocol can withstand known attacks, according to security analysis.

The results of the performance evaluation suggest that our protocol is feasible and

can be implemented at a low computational cost.

The structure of this article is as follows: In Section 2, we briefly outline the

methods and experimental of this article. In Section 3 , we outline the protocol of

Huang et al. [38], and point out the security issues therein. The proposed protocol

is described in detail in Section 4, results and discussion in Section 5. Finally,

summarized in Section 6.

2 Methods and experimental

We employ the same architectural model as Huang et al. [38] in this article. There

are three entities in the architecture model: User Ui, cloud provider server Sj , and

control server TCS. Ui can obtain cloud server services by using IoT devices. Sj

provides computing and storage services. TCS is in charge of Ui and Sj registration

and authentication. First, Ui and Sj register with TCS. Ui and Sj are authenticated

by TCS, which will occur when Ui wishes to retrieve data from the server. Session

key is generated with the help of TCS. Our protocol performs only two kinds of

computing operations: hash functions and XOR operations.

We use real-oracle-random (ROR) model for formal analysis, which proves that

our protocol is secure. Our protocol security was verified using the ProVerif tool on

Lenovo desktop withWindows 10 operating system. Verify protocol security through

informal security analysis. The results of the performance evaluation suggest that

our protocol is feasible and can be implemented at a low computational cost.

3 Security Analysis of Huang el at.’s Protocol

This section we review Huang et al’s [38] protocol and point out security issues

in the protocol. User Ui, cloud provider server Sj , and control server TCS are the

three entities that make up the protocol. The protocol consists of three stages:

registration phase, login phase, authentication and key agreement phase. Table 1

shows the symbols and instructions used in this article.

3.1 Review Huang el at.’s Protocol

3.1.1 Registration Phase

Registration of Ui and Sj are performed separately, as follows.
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Sj Registration Phase

(1) First, Sj chooses its identity CSIDj and a random number Rj , then using

the secure channel it sends {CSIDj , Rj} to TCS.

(2) After receiving {CSIDj , Rj} sent by Sj , TCS computes TSIDj = h(CSIDj ‖

Rj), RSIDj = h(TSIDj ‖ CSIDj ‖ y), where y is the private key that au-

thenticates all Sj . Finally, TCS transmits {RSIDj} to Sj over the secure

channel.

(3) After receiving {RSIDj} sent by TCS, Sj stores secret parameter {RSIDj , Rj}

in memory.

Ui Registration Phase

(1) Ui selects its identity UIDi, password UPWi, biological characteristic BIOi,

and random number Ri. Then, Ui computes RIDi = h(UIDi ‖ Ri), UAi =

UPWi ⊕ h(BIOi), and UCi = Ri ⊕UAi. Next, Ui sends {UIDi, RIDi, UAi}

to the TCS.

(2) After receiving {UIDi, RIDi, UAi} sent by Ui, TCS first validates the iden-

tity of Ui. If UIDi is not registered, TCS calculates TDi = h(UIDi ‖ UAi),

TEi = h(RIDi ‖ x), and TFi = TEi ⊕ UAi. Then, TCS stores the data

{TDi, TFi, h(.)} in smart card (SC) and sends SC to Ui.

(3) Ui receives SC and stores UCi to SC. Finally, SC records the information

{UCi, TDi, TFi, h(.)}

3.2 Login Phase

Ui puts SC into the IoT-enabled device, then enters UIDi, UPWi, and BIOi.

The SC computes UAi = UPWi ⊕ h(BIOi), TD
∗
i = h(UIDi ‖ UAi), and then

performs authentication by checking TD∗i
?
= TDi. If authentication is successful,

Ui logs in successfully.

3.3 Authentication and Key Agreement Phase

Mutual authentication is performed between Ui, Sj , and TCS when Ui signs in.

The specifics of this phase are as follows.

(1) Ui generates random UNi and timestamp TSi, and chooses CSIDj . Then, Ui

computes Ri = UCi ⊕ UAi, RIDi = h(UIDi ‖ Ri), TEi = TFi ⊕ UAi,

UGi = h(RIDi ‖ CSIDj ‖ UNi ‖ TSi ‖ TEi), UHi = TEi ⊕ UNi,

and UJi = CSIDj ⊕ h(TEi ‖ UNi). After that, Ui sends message M1 =

{UGi, UHi, UJi, RIDi, TSi} to Sj

(2) After receivingM1, Sj verifies that timestamp |TSj−TSi| ≦ ∆T . If the times-

tamp is valid, Sj generates random CNj and timestamp TSj . Sj then com-

putes CKj = RSIDj ⊕ CNj , CLj = h(CNj ‖ RSIDj ‖ RIDi ‖ UGi ‖ TSj),

and sends message M2 = {CKj , CLj , TSIDj , UGi, UHi, UJi, RIDi, TSi,

TSj} to TCS.

(3) After receiving M2, TCS verifies that timestamp |TSSC − TSj | ≦ ∆T . If the

timestamp is not fresh, the session is terminated. Otherwise, TCS computes

TEi = h(RIDi ‖ x), UNi = TFi ⊕ TDi, CSIDj = UJi ⊕ h(TEi ‖ UNi),

and UG∗i = h(RIDi ‖ CSIDj ‖ UNi ‖ TSi ‖ TEi). TCS checks UG∗i
?
= UGi

to verify the identity of Ui. If the identification is successful, TCS computes
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RSIDj = h(TSIDj ‖ CSIDj ‖ y), CNj = RSIDj ⊕ CKj , and CL∗j =

h(CNj ‖ RSIDj ‖ RIDi ‖ UGi ‖ TSj). TCS checks CL∗j
?
= CLj to verify

the identity of Sj . If the verification succeeds, TCS chooses TNCS . Then,

TCS computes TPCS = CNj ⊕ TNCS ⊕ h(UNi ‖ TEi ‖ UHi), TRCS =

UNi⊕TNCS ⊕h(RSIDj ‖ CNj), SKCS = h(UNi⊕CNj ⊕TNCS), TQCS =

h((UNi⊕TNCS) ‖ SKCS), TVCS = h((UNi⊕TNCS) ‖ SKCS). Finally, TCS

sends message M3 = {TPCS , TRCS , TQCS , TVCS} to Sj .

(4) After receiving M3, Sj computes CWj = h(RSIDj ‖ CNj), UNi ⊕ TNCS =

TRCS⊕CWj , SKj = h(UNi⊕TNCS⊕CNj), and TV ∗CS = h((UNi⊕TNCS) ‖

SKj). Sj verifies whether the identity of TCS is valid by checking TV ∗CS

?
=

TVCS . If true, Sj transmits message M4 = {TPCS , TQCS} to Ui.

(5) After receivingM4, Ui computes UZi = h(UNi ‖ TEi ‖ UHi), CNj⊕TNCS =

TPCS⊕UZi, SKi = h(CNj⊕TNCS⊕UNi), and TQ∗CS = h((CNj⊕TNCS) ‖

SKi). Ui verifies whether the identities of TCS and Sj are valid by checking

TQ∗CS

?
= TQCS . If true, the three participants Ui, Sj , and TCS negotiate a

session key SK = h(UNi ⊕ CNj ⊕ TNCS).

3.4 Cryptanalysis of Huang et al.’s Protocol

We discovered that Huang et al.’s [38] protocol is unable to resist either privileged

insider attacks or temporary value leakage disclosure attacks.

3.4.1 Adversary Model

We describe the capabilities of the attacker (A) in detail below:

(1) A can eavesdrop on, update, or capture information during the transmission

of data through a public channel.

(2) A can obtain information stored in the cloud server.

(3) A can intercept private values in user memory or cloud server memory.

3.4.2 Privileged Insider Attacks

Assuming that A obtains the value {RSIDj , Ri} stored in Sj , SK is calculated

as follows:

(1) First, A captures CKi, which is transmitted over the public channel.

(2) A obtains the value of CNj by calculating CNj = CKi ⊕ RSIDj . Then, A

calculates CWj = h(RSIDj ‖ CNj) and UNi ⊕ TNCS = TRCS ⊕ CWj .

(3) A can calculate SK = h(UNi ⊕ TNCS ⊕ CNj) .

Therefore, Huang et al.’s [38] protocol is unable to resist privileged insider attacks.

3.4.3 Temporary Value Disclosure Attacks

We assume that A can obtain temporary values from Ui or Sj .

Case one: A obtains the temporary value UNi of Ui. The following steps can be

used to calculate SK:

(1) A first intercepts {UHi, TPCS}, which is transmitted over the public channel.

(2) A obtains the value of TEi by computing TEi = UHi⊕UNi. ThenA calculates

UZi = h(UNi ‖ TEi ‖ UHi) and CNj ⊕ TNCS = TPCS ⊕ UZi.

(3) A can calculate SKi = h(CNj ⊕ TNCS ⊕ UNi).
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Case two: A obtains the temporary value CNj of Sj . The following steps can be

used to calculate SK:

(1) A first intercepts {CKj , TRCS}, which is sent over the public channel.

(2) A calculates RSIDj = CKj ⊕ CNj to obtain the value of RSIDj . Then A

calculates CWj = h(RSIDj ‖ CNj) and UNi ⊕ TNCS = TRCS ⊕ CWj .

(3) A can calculate SKj = h(UNi ⊕ TNCS ⊕ CNj).

In both cases, Huang et al.’s [38] protocol is therefore unable to resist temporary

value disclosure attacks.

4 Proposed Protocol

In this section, we describe an enhanced authentication protocol for IoT-enabled

devices in a distributed cloud computing environment. The protocol consists of

three phases: Sj registration, Ui registration, and login authentication.

4.1 Sj Registration Phase

In this phase, data is transmitted over a secure channel. The Sj registration phase

proceeds as illustrated in Figure 1:

(1) Sj chooses its identity CSIDj and a random number Rj . Next, Sj calculates

RSIDj = h(CSIDj ‖ Rj). Finally, Sj sends {RSIDj , CSIDj} to TCS.

(2) After TCS receives {RSIDj , CSIDj}, it computes TSIDj = h(RSIDj ‖

CSIDj ‖ x) and sends the result to Sj .

(3) After Sj receives {TSIDj}, it computes CZj = CSIDj ⊕TSIDj . Finally, Sj

stores {CZj} in its database.

Cloud Server Sj Control Server TCS

Selects CSIDj , Rj

RSIDj = h(CSIDj ‖ Rj)
{RSIDj , CSIDj}
−−−−−−−−−−−−−→

Computes
TSIDj = h(RSIDj ‖ CSIDj ‖ x)

{TSIDj}
←−−−−−−

CZj = CSIDj ⊕ TSIDj

Stores {CZj} in database

Figure 1: Sj Registration Phase

4.2 Ui Registration Phase

The Ui registration phase proceeds as illustrated in Figure 2:

(1) Ui chooses its own identity UIDi, password UPWi, biological characteristic

BIOi, and random number Ri. Then Ui computes RIDi = h(UIDi ‖ Ri) and

sends {UIDi, RIDi} to TCS.

(2) After TCS receives {UIDi, RIDi} from Ui, TCS verifies UIDi. If UIDi is a

registered identity, TCS rejects the registration request from Ui. Otherwise,

TCS chooses random number ti and calculates TBi = h(RIDi ‖ x ‖ ti).

Then, TCS stores the data {RIDi, ti} in its database. Finally, TCS sends

{TBi, ti} to Ui.

(3) Ui receives {TBi, ti} from TCS, computes UAi = UPWi ⊕ h(BIOi), UCi =

Ri⊕UAi, UEi = h(RIDi ‖ UAi), UFi = TBi⊕UAi, and UGi = ti⊕h(UIDi ‖

UPWi ‖ Ri). Finally, Ui stores {UCi, UEi, UFi, UGi, h(.)} in SC.
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User Ui Control Server TCS

Select UIDi, BIOi, UPWi, Ri

Computes RIDi = h(UIDi ‖ Ri)
{UIDi, RIDi}
−−−−−−−−−−→

Verifies UIDi

Generate a random number ti
Computes
TBi = h(RIDi ‖ x ‖ ti)
Store {RIDi, ti} in database

{TBi, ti}
←−−−−−−

UAi = UPWi ⊕ h(BIOi)
UCi = Ri ⊕ UAi

UEi = h(UIDi ‖ UAi)
UFi = TBi ⊕ UAi

UGi = ti ⊕ h(UIDi ‖ UPWi ‖ Ri)
Stores {UCi, UEi, UFi, UGi, h(.)} in SC

Figure 2: Ui Registration Phase

4.3 Login Authentication Phase

In this phase, Ui and Sj are authenticated by TCS, which will occur when Ui

wishes to retrieve data from the server. Session key SK incorporating Ui, Sj and

TCS is generated with the help of TCS. The login authentication phase proceeds

as illustrated in the Figure 3:

(1) Ui inputs UIDi, UPWi, and BIOi, and computes UAi = UPWi ⊕ h(BIOi),

UE∗i = h(UIDi ‖ UAi). Ui checks whether UE∗i
?
= UEi. If they are equal,

Ui chooses random number UNi, timestamp TSi, and CSIDj , which is the

identity of Sj . Ui then computes Ri = UCi ⊕ UAi, RIDi = h(UIDi ‖ Ri),

TBi = UFi ⊕ UAi, UHi = h(RIDi ‖ CSIDj ‖ UNi ‖ TSi ‖ TBi), ti =

h(UIDi ‖ UPWi ‖ Ri)⊕UGi, UJi = h(TBi ‖ ti)⊕UNi, and UKi = CSIDj⊕

h(TBi ‖ UNi ‖ ti). Finally, Ui sends M1 = {UHi, UJi, UKi, RIDi, TSi} to

Sj .

(2) After receiving M1 from Ui, Sj checks whether |TSj − TSi| ≦ ∆T . If

the timestamp is valid, Sj chooses random number CNj . Then Sj com-

putes TSIDj = CZj ⊕ CSIDj , CLj = h(TSIDj) ⊕ CNj , and CMj =

h(CNj ‖ CSIDj ‖ TSIDj ‖ RIDi ‖ UHi ‖ TSj). Finally, Sj sends

M2 = {UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi, TSj} to TCS.

(3) After receiving the message from Sj , TCS checks whether |TSCS − TSj | ≦

∆T . If the timestamp is valid, TCS retrieves {ti} from its database using

RIDi. TCS computes TBi = h(RIDi ‖ x ‖ ti), UNi = UJi ⊕ h(TBi ‖ ti),

CSIDj = UKi ⊕ h(TBi ‖ UNi ‖ ti), and UH∗i = h(RIDi ‖ CSIDj ‖

UNi ‖ TSi ‖ TBi). TCS verifies the identity of Ui by comparing UH∗i
?
=

UHi. If the authentication succeeds, it means that Ui is valid. Then TCS

computes TSIDj = h(RSIDj ‖ CSIDj ‖ x), CNj = h(TSIDj) ⊕ CLj , and

CM∗j = h(CNj ‖ CSIDj ‖ TSIDj ‖ RIDi ‖ UHi ‖ TSj). TCS verifies

the identity of Sj by comparing CM∗j
?
= CMj . If the terms are equal, the

identity of Sj is valid. Then TCS chooses random number NCS and computes

TPCS = CNj ⊕ TNCS ⊕ h(UNi ‖ TBi ‖ CSIDj), TRCS = UNi ⊕ TNCS ⊕

h(TSIDj ‖ CSIDj ‖ CNj), SKCS = h(UNi ⊕ CNj ⊕ TNCS), TQCS =

h((CNj ⊕TNCS) ‖ SKCS), and TVCS = h((UNi⊕TNCS) ‖ SKCS). Finally,

TCS sends M3 = {TPCS , TRCS , TQCS , TVCS} to Sj .
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User Ui Cloud ServerSj Control Server TCS

Ui Inputs UIDi, UPWi, BIOi to
IoT-enabled device

Computes
UAi = UPWi ⊕ h(BIOi)
UE∗

i = h(UIDi ‖ UAi)

Check UE∗

i

?
= UEi, generates UNi

Generates TSi, chooses CSIDj

Ri = UCi ⊕ UAi

RIDi = h(UIDi ‖ Ri)
TBi = UFi ⊕ UAi

UHi = h(RIDi ‖ CSIDj ‖ UNi ‖ TSi ‖ TBi)
ti = h(UIDi ‖ UPWi ‖ Ri)⊕ UGi

UJi = h(TBi ‖ ti)⊕ UNi

UKi = CSIDj ⊕ h(TBi ‖ UNi ‖ ti)
M1={UHi,UJi,UKi,RIDi,TSi}
−−−−−−−−−−−−−−−−−−−−−−−→

Check |TSj − TSi| ≦ ∆T
Generates CNj

Computes TSIDj = CZj ⊕ CSIDj

CLj = h(TSIDj)⊕ CNj

CMj = h(CNj ‖ CSIDj ‖ TSIDj ‖ RIDi ‖ UHi ‖ TSj)
M2={UHi,UJi,UKi,CLj,CMj,RIDi,RSIDj,TSi,TSj}
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Check |TSCS − TSJ | ≦ ∆T
Retrieves {ti}in database using RIDi

Computes TBi = h(RIDi ‖ x ‖ ti)
UNi = UJi ⊕ h(TBi ‖ ti)

CSIDj = UKi ⊕ h(TBi ‖ UNi ‖ ti)
UH∗

i = h(RIDi ‖ CSIDj ‖ UNi ‖ TSi ‖ TBi)

Check UH∗

i

?
= UHi

Computes TSIDj = h(RSIDj ‖ CSIDj ‖ x)
CNj = h(TSIDj)⊕ CLj

CM∗

j = h(CNj ‖ CSIDj ‖ TSIDj ‖ RIDi ‖ UHi ‖ TSj)

Check CM∗

j

?
= CMj

TPCS = CNj ⊕ TNCS ⊕ h(UNi ‖ TBi ‖ CSIDj)
TRCS = UNi ⊕ TNCS ⊕ h(TSIDj ‖ CSIDj ‖ CNj)

SKCS = h(UNi ⊕ CNj ⊕ TNCS)
TQCS = h((CNj ⊕ TNCS) ‖ SKCS)
TVCS = h((UNi ⊕ TNCS) ‖ SKCS)

M3={TPCS,TRCS,TQCS,TVCS}
←−−−−−−−−−−−−−−−−−−−−−−−−−

CWj = h(TSIDj ‖ CSIDj ‖ CNj)
UNi ⊕ TNCS = TRCS ⊕ CWj

SKj = h(UNi ⊕ TNCS ⊕ CNj)
TV ∗

CS = h((UNi ⊕ TNCS) ‖ SKj)
M4={TPCS,TQCS}
←−−−−−−−−−−−−−−−

UYi = h(UNi ‖ TBi ‖ CSIDj)
CNj ⊕ TNCS = TPCS ⊕ UYi

SKi = h(CNj ⊕ TNCS ⊕ UNi)
TQ∗

CS = h((CNj ⊕ TNCS) ‖ SKi)

Figure 3: Login and Authentication Phase

(4) After receiving M3, Sj computes CWj = h(TSIDj ‖ CSIDj ‖ CNj),

UNi ⊕ TNCS = TRCS ⊕ CWj , SKj = h(UNi ⊕ TNCS ⊕ CNj), and

TV ∗CS = h((UNi ⊕ TNCS) ‖ SKj). If they are equal, Sj successfully au-

thenticates TCS. Sj and TCS successfully authenticate each other. Finally,

Sj sends M4 = {TPCS , TQCS} to Ui.

(5) After receiving M4 from Sj , Ui computes UYi = h(UNi ‖ TBi ‖ CSIDj),

CNj ⊕ TNCS = TPCS ⊕ UYi, SKi = h(CNj ⊕ TNCS ⊕ UNi), and TQ∗CS =

h((CNj⊕TNCS) ‖ SKi). If they are not equal, the authentication fails. Other-

wise, Ui successfully authenticates TCS and Sj . Ui, Sj and TCS successfully

authenticate each other. Finally, Ui, Sj and TCS authenticate each other and

negotiate SK.

5 Results and Discussion

5.1 Formal Security Analysis

Canetti et al. [39] proposed ROR model, which measures protocol security by

evaluating the probability of cracking SK successfully across repeated rounds of

various games. Using the ROR model, we compute that the probability of breaking

our protocol is extremely low, indicating that our protocol is secure.

5.1.1 ROR Model

We propose three entities: user Ui, cloud server Sj , and control server TCS. Here

we use Πx
Ui
, Πy

Sj
, and Πz

TCS to represent the x-th user instance, the y-th cloud

server instance, and the z-th control server instance, respectively. Assume that A

can perform the following queries for W = {Πx
Ui
, Πy

Sj
, Πz

TCS}.
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Table 2: Simulation of Oracles
On a query Send(Πx

Ui
,start), assuming that Πx

Ui
is a regular state. We do the following: select

UNi, TSi, CSIDj , and compute Ri, RIDi, TBi, UHi, ti, UJi, UKi. Then, the query is answered
by M1 = {UHi, UJi, UKi, RIDi, TSi}.
On a query Send(Πy

Sj
, (UHi, UJi, UKi, RIDi, TSi)), assuming Πy

Sj
is a regular state. We do

the following: select CNj , TSj and compute TSIDj , CLj , CMj . Then, the query is answered
by M2 = {UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi, TSj}.
On a query Send(Πz

CS , ((UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi, TSj)), assuming
Πz

CS that is a normal state, next, compute TBi, UNi, CSIDj , UH∗

i , check UH∗

i . If
equal, continue to calculate TSIDj , CNj , CM∗

j , and check CM∗

j . If equal, select TNCS

and compute TPCS , TRCS , SKCS , TQCS , TVCS . Then, the query is answered by M3 =
{TPCS , TRCS , TQCS , TVCS}.
On a query Send(Πy

Sj
, (TPCS , TRCS , TQCS , TVCS)), assuming Πy

Sj
is a regular state. We do

the following: compute CWj , UNi⊕TNCS , SKj , TV ∗

CS and check TV ∗

CS . If the verification does
not equal, it will be terminated. Otherwise, the query is answered is by M4 = {TPCS , TQCS}.
On a query, assuming that Πx

Ui
is a regular state. We do the following: compute UYi, CNj ⊕

TNCS , SKi,TQ∗

CS , and check TQ∗

CS . If validation fails, it is terminated. Finally, Πx
Ui

accepts

and terminates.
On a query Execute query, we use the simulation of Send query to do the following operations:
(UHi, UJi, UKi, RIDi, TSi)←−Send(Π

x
Ui

, start), (UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj ,

TSi, TSj)←−Send(Π
y
Sj

, (UHi, UJi, UKi, RIDi, TSi)),(TPCS , TRCS , TQCS , TVCS)←−Send

(Πz
CS , (UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi, TSj)),(TPCS , TQCS)←−Send(Π

y
Sj

,

TPCS , TRCS , TQCS , TVCS)). This query is answered by (UHi, UJi, UKi, RIDi, TSi), (UHi,
UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi, TSj), (TPCS , TRCS , TQCS , TVCS) and
(TPCS , TQCS).
For a Hash(string) query, if a record (string, s) appears in the query, return s = hash(string).
Otherwise, select an element s, add the record to the list, and return s.
For a Corrupt(Πx

Ui
), if (Πx

Ui
) is accepted, The query returns the parameters

{UCi, UEi, UFi, UGi, h(.)} in SC.
On a Test query, flip coin C. If C = 1, return the correct SK; otherwise, return a random string
of equal length to SK.

(1) Execute(W ): If A executes this query, it can eavesdrop on all messages trans-

mitted between Πx
Ui
, Πy

Sj
, and Πz

TCS over the public channel.

(2) Send(W,M): If A performs this query, it can send message M to W and

receive a response from W .

(3) Hash(string): If A performs this query, it can acquire the hash value by

entering a string.

(4) Corrupt(W ): If A executes this query, it will retrieve private parameters of an

entity, such as a long-term key, user parameters stored on SC, or a temporary

value.

(5) Test(W ): If A executes this query, a coin C is flipped. If C = 1, indicating

that the coin is up, then A obtains the correct SK. If C = 0, indicating that

the coin is down, then A obtains any string of the same length as SK.

5.1.2 ROR Proof

Theorem. In the ROR model, if A performs the queries Execute(W ), Send(W,M),

Hash(string), Corrupt(W ), and Test(W ), the probability that A can break the

proposed protocol P in polynomial time is: AdvPA(ξ) ≤ qsend/2
l−2 + 3q2hash/2

l +

2max{C ′ ·qs
′

send, qsend/2
l}, where qsend and qhash indicate the times of the Send and

Hash queries, respectively, l represents the number of bits of biometric information,

and C ′ and s′ are two constants.

Proof. In the ROR model, we have seven-game rounds represented as GMi, i =

0, 1...6. SuccA denotes the probability of winning numerous rounds in the game, and
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AdvA denotes the advantage of breaking the protocol. Table 2 shows the specific

simulation of queries in real attacks. The following are the specific proof steps:

GM0: GM0 is the first round of the game and does not perform any queries. We

start the round by flipping coin C. The probability of A successfully cracking P is:

AdvPA(ξ) = |2Pr[SuccGM0

A (ξ)]− 1|. (1)

GM1: GM1 performs one more Execute(W ) operation than GM0. In this round,

A intercepts only messages {M1,M2,M3,M4} transmitted over the public channel.

Since the values of UNi, CNj , and TNCS are unknown, A cannot calculate SK

through the Test(W ) query. Therefore, the probability of GM1 is the same as the

probability of GM0:

Pr[SuccGM1

A (ξ)] = Pr[SuccGM0

A (ξ)]. (2)

GM2: GM2 performs more Send(W ) operation than GM1. According to Zipf’s

law [40], the probability of GM2 is:

|Pr[SuccGM2

A (ξ)]− Pr[SuccGM1

A (ξ)]| ≤ qsend/2
l. (3)

GM3: GM3 performs one more Hash(W ) operation and one less Send(W ) oper-

ation than GM2. Based on the birthday paradox, the probability of GM3 is:

|Pr[SuccGM3

A (ξ)]− Pr[SuccGM2

A (ξ)]| ≤ q2hash/2
l+1. (4)

GM4: In GM4, the security of the protocol can be analyzed from two events. The

first event is to acquire the TCS long-term key x, to demonstrate that the protocol

can guarantee perfect forward security. The second event is to acquire the random

number of any of the three entities, to demonstrate that the protocol can withstand

temporary value disclosure attacks.

(1) Perfect forward security: A uses Πz
TCS to acquire the TCS long-term key x

or Πx
Ui
, Πy

Sj
to obtain the private value used in the registration phase.

(2) Temporary value disclosure attacks: A uses Πx
Ui
, Πy

Sj
or Πz

TCS to obtain a

random number from any of the three entities.

For the one-time event, assume that A acquired the TCS long-term key x, or

the private value of Ui and Sj , during the registration phase. Because A could not

calculate the value of UNi, CNj , and TNTCS , it cannot calculate the value of SK,

where SK = h(UNi⊕CNj⊕TNCS). For the latter event, even if A can obtain UNi,

the values of CNj and TNCS are secret, so SK cannot be calculated. Similarly, even

if A can obtain CNj or TNCS , the value of SK cannot be computed. Therefore,

the probability of GM4 is:

|Pr[SuccGM4

A (ξ)]− Pr[SuccGM3

A (ξ)]| ≤ qsend/2
l + q2hash/2

l+1. (5)

GM5: In GM5, A uses Corrupt(W ) to capture the parameters in SC {UCi, UEi,

UFi, UGi, h()}. Ui registers with TCS using identity UIDi, password UPWi, ran-

dom number Ri, and BIOi. A would like to guess UEi = (RIDi ‖ UAi), but UIDi,
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UPWi, Ri and BIOi are secret. The probability of A guessing l bits of biometric

information is 1/2l. According to Zipf’s law [40], when qsend ≤ 106, the probability

that A can guess the password is greater than 0.5. The proposed protocol has been

shown to be resistant to offline key guessing attacks. Therefore, the probability of

GM5 is:

|Pr[SuccGM5

A (ξ)]− Pr[SuccGM4

A (ξ)]| ≤ max{C ′ · qs
′

send, qsend/2
l} (6)

GM6: When A employs a query h(UNi⊕CNj⊕TNCS) in GM6, the game is over.

Check whether the proposed protocol can resist impersonation attacks. Therefore,

the probability of GM6 is:

|Pr[SuccGM6

A (ξ)]− Pr[SuccGM5

A (ξ)]| ≤ q2hash/2
l+1. (7)

Since the chances of GM6 succeeding and failing are both 1/2, the probability

that A can guess SK is:

Pr[SuccGM6

A (ξ)] = 1/2. (8)

We can obtain the following results using the preceding formula:

1/2AdvPA(ξ) = |Pr[SuccGM0

A (ξ)]− 1/2|

= |Pr[SuccGM0

A (ξ)]− Pr[SuccGM6

A (ξ)]|

= |Pr[SuccGM1

A (ξ)]− Pr[SuccGM6

A (ξ)]|

≤

5∑

i=0

|Pr[Succ
GMi+1

A (ξ)]− Pr[SuccGMi

A (ξ)]|

= qsend/2
l−1 + 3q2hash/2

l +max{C ′ · qs
′

send, qsend/2
l}

(9)

As a result, we can obtain

AdvPA(ξ) ≤ qsend/2
l−2 + 3q2hash/2

l + 2max{C ′ · qs
′

send, qsend/2
l}. (10)

5.2 ProVerif

To verify the security of the proposed protocol, ProVerif is used for verification.

Figure 4 (a) shows how the ProVerif code is defined. Our proposed protocol in-

cludes three entities: Ui, Sj , and TCS. The six events involved are UserAuthed,

UserStarted, ControlServerAcUser, ControlServerAcCloudServer, CloudServerAc-

ControlServer, and UserAcControlServer, as shown in Figure 4 (b). These events

mark the start and finish of the protocol, as well as whether the mutual authenti-

cation of Ui, Sj , and TCS is accurate.

(1) ch and sh indicate a public channel and secure channel respectively. Regis-

tration phase messages are delivered over the secure channel, while login and

authentication phase messages are delivered over the public channel. The ses-

sion keys adopted are SKi, SKj , SKCS , which respectively indicate the SK

of user SKi, cloud server SKj , and control server SKCS . We also define oper-

ations such as h(), ‖, and ⊕. Security verification is performed using defined

queries. Figure 4 (a), (b), and (c) represent the detailed description.
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Figure 4: (a)Definitions; (b)Events; (c)Main; (d)Results.

(2) Figure 5 (a)(b) details the process for Ui and Sj .

(3) Figure 6 details the process for TCS.

(4) The verification results can be obtained from Figure 4 (d). The results prove

that our protocol can successfully pass Proverif’s security verification and

resist attacks.

The empirical results show that our protocol can be implemented smoothly ac-

cording to the above events. It can resist attacks by A, who cannot obtain param-

eters SKi, SKj , and SKCS . Three entities can complete authentication and key

agreement.

5.3 Informal Security Analysis

5.3.1 Privileged Insider Attacks

Suppose A can obtain CZj from the database of Sj . Because A is unable to retrieve

the value of CSIDj , the value of CNj cannot be calculated. Therefore, the value

of {UNi, CWj , UNi ⊕ TNCS} also cannot be calculated. Thus, A cannot calculate

SK, where SK = h(UNi ⊕ TNCS ⊕ CNj). Therefore, our protocol is resistant to

privileged insider attacks.

5.3.2 Temporary Value Disclosure Attacks

Suppose A can obtain the random number for any of the entities in Ui and Sj . If A

obtains the random number UNi in Ui and uses the {UJi, UKi} transmitted over the

public channel, it can calculate h(TBi ‖ ti) = UJi⊕UNi, CSIDj = UKi⊕h(TBi ‖

UNi ‖ ti). A can then calculate {h(TBi ‖ ti), CSIDj}, but it cannot calculate UYi

and CNj ⊕ TNCS . Finally, A cannot calculate SKj = h(CNj ⊕ TNCS ⊕ UNi).

When the attacker obtains the random number CNj in Sj , the method of obtaining
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Figure 5: Process of Ui, Sj .

SK is the same as above. Therefore, our protocol is resistant to temporary value

leakage attacks.

5.3.3 Anonymity and Untraceability

In our protocol, we use random numbers and hash functions to hide the real

identities of Ui and Sj . During authentication, only the pseudo-identity RIDi or

CSIDj is used to ensure the anonymity of Ui and Sj . In addition, random numbers

are different in different sessions, which also ensures that each entity is not traceable.

Therefore, our protocol ensures anonymity and untraceability.

5.3.4 Replay Attacks

It is assumed that A can intercept all messages M1,M2,M3,M4 over the public

channel during authentication. If A resends all the messages from the previous

round, our protocol checks the freshness of the current timestamp. If the timestamp

is not fresh, the session terminates. Therefore, our protocol is resistant to replay

attacks.

5.4 Security and Performance Comparison

In this section, we compare our proposed protocol with Zhou et al. [41] , Kang et al.

[37], and Huang et al. [38] with respect to two aspects of security and performance.

5.4.1 Security Comparison

In the security comparison, X indicates that a protocol can resist an attack, and ×

indicates that it cannot resist the attack. Table 3 depicts the results of the security

comparison analysis in detail. It can be seen from Table 3 that protocol of Zhou et
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Figure 6: TCS’s Process

al. [41] is unable to resist replay attacks, user impersonation attacks, and privileged

insider attacks, and fails to provide mutual authentication; the protocol of Kang et

al. [37] is vulnerable to off-line password guessing attacks; the protocol of Huang et

al. [38] cannot resist temporary value disclosure attacks or privileged insider attacks.

Our protocol is resistant to known attacks and has good security.

Table 3: Comparison of Security

Security Properties [41] [37] [38] Ours
Replay Attacks × X X X

Mutual Authentication × X X X
Off-line Password Guessing Attacks X × X X

User Impersonation Attacks × X X X
Privileged Insider Attacks × X × X

Temporary Value Leakage Disclosure Attacks X X × X

5.4.2 Performance Comparison

Performance comparison here mainly refers to two aspects: computational cost

and communication cost. We compare the performance of our protocol with other

protocols. Our protocol performs only two kinds of computing operations: hash func-

tions and XOR operations. XOR and join calculations are usually ignored because

of their small cost. We used a Lenovo desktop computer and a Lenovo notebook

computer running the Windows 10 operating system to implement the code. The

desktop computer included an Intel(R) Core(TM) I5-9500 CPU @ 3.00ghz proces-

sor with 8 Gb of RAM to simulate the server. The notebook computer included

Table 4: Computational Cost Comparison.

protocol Ui Sj TCS Tocal
Zhou et al. [41] 10Th ≈ 0.032ms 7Th ≈ 0.0224ms 19Th ≈ 0.0608ms 36Th ≈ 0.1152ms
Kang et al. [37] 8Th ≈ 0.0256ms 4Th ≈ 0.0128ms 11Th ≈ 0.0352ms 23Th ≈ 0.0736ms
Huang et al. [38] 8Th ≈ 0.0256ms 4Th ≈ 0.0128ms 10Th ≈ 0.032ms 22Th ≈ 0.0704ms

Ours 10Th ≈ 0.032ms 5Th ≈ 0.016ms 12Th ≈ 0.0384ms 27Th ≈ 0.0864ms
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Figure 7: Computational Cost

Table 5: Communication Cost Comparison

Protocols Rounds Communication cost
Zhou et al. [41] 4 4704 bits
Kang et al. [37] 4 3426 bits
Huang et al. [38] 4 3232 bits

Ours 4 3232 bits

an Intel(R) Core(TM) I7-6700qh CPU @ 2.60ghz processor and with 8 G of RAM

to simulate the control of the server. The implemented used IntelliJ Idea Version

2020.3. The calculation cost of the hash function was Th ≈ 0.0032ms. Table 4

describes the computational cost results of different protocols. Because of the in-

creased security of our protocol, we used extra steps to realize the authentication

phase for two-way authentication, so our protocol required more computation than

those of Kang et al. [37] and Huang et al. [38]. The computational cost in Table 4

can be obtained from the bar chart in Figure 7.

We mainly compare the communication cost of the login and authentication phase

over a public channel. We assume that it takes 32 bits to represent a timestamp,

160 bits to represent an identity or random number, and 256 bits to represent a

hash function. The calculation of the communication cost of our protocol is based

on these assumptions.

The communication cost of the other protocols is also calculated in the same way.

Our protocol transmits four rounds of messages over a public channel, namely:M1 =

{UHi, UJi, UKi, RIDi, TSi},M2 = {UHi, UJi, UKi, CLj , CMj , RIDi, RSIDj , TSi,

TSj }, M3 = {TPCS , TRCS , TQCS , TVCS}, M4 = {TPCS , TQCS}. {UHi, CMj ,

TQCS , TVCS } belongs to the hash value, {TSi, TSj} belongs to the timestamp,

{RIDi, RSIDj} belongs to identities, and {UJi, UKi, CLj , TPCS , TRCS} belong

to random numbers. Therefore, the communication cost of our protocol is 3232 bits.
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Similarly, the protocol communication cost of Zhou et al. [41] protocol, Kang et

al. [37] and Huang et al. [38] are 4704 bits, 3426 bits and 3232 bits respectively.

The cost of communication for each protocol is depicted in the Table 5.

According to the above comparison, it can be found that in terms of security,

our protocol can withstand known attacks, while the other protocols cannot. As

a result, our protocol is more secure than other protocols. In terms of calculation

cost, although the proposed protocol is more expensive than the protocol of Kang et

al. [37] and Huang et al. [38], it is much lower than the protocol of Zhou et al. [41].

In terms of communication cost, the proposed protocol is lower than that proposed

by Zhou et al. [41] and Kang et al. [37], and the cost is the same as the protocol of

Huang et al. [38].We use the ROR model for formal analysis, which proves that our

protocol is secure.

The above results prove that our protocol is more suitable for the limited mem-

ory and data-intensive environment of IoT devices in distributed cloud computing

architecture. In addition, we hope to propose secure and efficient authentication

protocols for other intelligent computing applications in the future.

6 Conclusions

We described the need for the combination of IoT and cloud computing, then

reviewed the AKA protocol supporting the cloud computing environment of the IoT.

Secondly, we briefly describe the protocol of Huang et al. [38], and point out that

Huang et al. [38]’s protocol is unable to resist privileged insider attacks or temporary

value disclosure attacks. Finally, we proposed an enhanced security protocol to solve

the security defects of Huang et al. [38]. By using the RORmodel for formal analysis,

we proved that our protocol is secure. Our protocol security was verified using the

ProVerif tool and informal analysis. Finally, our protocol was compared with other

protocols in terms of performance, and the findings demonstrate that our protocol

outperforms them.
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Figure Title and Legend

Figure 1: Sj Registration Phase. The process of cloud server registration.

Figure 2: Ui Registration Phase. The process of user registration.

Figure 3: Login and Authentication Phase. The process of user and cloud server authentication and session key

establishment.

Figure 4: (a) Definitions. It mainly defines communication channels, constant, various variables, and functions.

Figure 4: (b) Events. It defines various events and queries.

Figure 4: (c) Main. It define the main function.

Figure 4: (d) Results. It shows the execution results of ProVerif.

Figure 5: (a) Ui’s process. To describe the user execution process in ProVerif.

Figure 5: (b) Sj ’s process. To describe the cloud server execution process in ProVerif.

Figure 6: TCS’s Process. To describe the control server execution process in ProVerif.

Figure 7: Computational Cost. The compared results between the recent state-of-art protocols with our protocol.
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