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Abstract
In a decentralized network every user makes use of personal identity details at different places for various
services and these details are shared with third-parties without their consent and stored at an unknown
location. Organizations like government, banks and social platforms are considered to be the weakest
point in the current identity management system as they are vulnerable which leads to compromising
billions of user identity data. Block chain based User Identity Management is a solution which provides a
decentralized environment that manages the user identity data and their related Know-Your-Customer
(KYC) documents in a distributed ledger. All the transactions of the network are stored in the block which
is a type of a data structure and these blocks are validated using the powerful consensus algorithms and
linked to form a block chain. Smart contracts will act as an interface between the client and the block
chain network. User’s information cannot be provided to any third party vendors without the explicit
consent of the user. This paper proposes a framework for User Identity Management using Block chain
technology in a decentralized Network. The proposed framework ensures a high level privacy and security
for the personal identity details and the documents. In addition to that the performance analysis of the
framework is presented in terms of Transaction, Mining Resource and Di�culty Variation.

1. Introduction
Today in this digitalization era users can able to access any type of digital services from anywhere. This
ubiquity has also leaded to numerous challenges to the clients as well as the service providers in security
aspects. Each and every year there is an increase in the cyber related cases or crimes due to the insecure
environment while providing or handling these types of digital services. Among all of them one of the
most important issues and the starting point of these types of things is the lack of security to handle the
identity data of the individuals[1].This ine�ciency will end up with some unpredictable effects to not only
to the single individual and also for the other persons related to them.

In order to provide any type of digital services to the users in either online or o�ine mode some identity
may require to identify them. This identity may differ for different type of services based on the
requirement. Personal identity details of the individual and their related KYC documents are mostly used
by majority of the service providers to provide services and large amount of organizations to utilize the
identity data for some purpose[2]. Large amount of the services provided by the service providers is not
possible without this type of digital identity. Some of organizations like Government, Banks, Insurance
agency, Hospitals, University and Schools, private organization etc… use identity data and documents for
variety of services to their citizens, customers, patients and students respectively[3],[4],[5]. It is responsible
for the corresponding providers to handle this identity data and documents in a secure manner.

Majority of the current identity management solutions are centralized systems, which is a client – server
architecture. Billions of digital identity and related documents are stored in a single point (server)[6].
Since all data are stored in a single location there is a lot of possibility for security compromise using the
variety of security attacks which may lead to lot of danger to the individual person, since the individual
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may use the same identity to utilize different type of services. Similarly, at any point of time if the server
which is handling these data is crashed then it may leads to loss of the valuable data[7].

Many of the organization use some Third party service providers to handle the personal identity data and
kyc documents. Majority of third party service providers are not so strong in base to handle such valuable
data and most of them are found to be centralized[8]. Another issue with these third parties is the
reliability or trust on them for our data. There are lot of possibilities that these entities can share our
personal identity documents with other unauthorized organizations and further that organization may
share that data with other persons[9]. So without the permission of the owner of data or document data
may be �ooded to many external persons.

Lack of strong validation and veri�cation of the identity data in identity management may lead to
inclusion of lot of fake identity details and also duplication of the data. Both this redundant and faulty
information may reduce the e�ciency of services provided to the clients. Other issues are identity data
are stored directly in centralized location in a human readable form. So an attacker can able to know
about the particular identity data or document without severe efforts once the attacker locates the data.
Even though some identity schemes provide encryption and hash based security for identity data, most of
the algorithms used are easily compromised using common attacks[10].

Block chain is a distributed, decentralized ledger based technology which stores the data in a data
structure called blocks. It provides a secure way of storing, managing, accessing the data in the blocks. A
block may consist of number of �elds which makes the block as secure one. All the blocks are serially
linked together to form a chain, and these blocks uses the previous block hash �eld to form a strong
chain. Each block has a �eld called Timestamp which denotes the time in which the particular block is
added to chain[11].

It is based on peer to peer network which is a distributed network in which all the participants are
connected together without any central entity. Communication between these participants of the network
is done by message passing mechanisms. Every participant of the network is known as nodes and there
are some special dedicated nodes in this network called miner nodes. The role of these miner nodes is to
validate the blocks which are added to the block chain using necessary algorithms.

Each and every node of the block chain P2P network will have a copy of the block chain ledger as shown
in Fig. 1. This ledger consists of the updated block chain such that any transactions performed on a
block chain network will be recorded in the every copy of the block chain.

The three main characteristics[12] which make the block chain as a unique strategy to handle the current
digital technologies are a)Decentralization where there is no centralized entity or any third party sources
to store the data or performing any network control activities. Due to the decentralized environment of
block chain each node of the network will have an updated block chain ledger so any crash or failure in
one of the working node will not lead to any trouble since data can be recovered from the ledger of other
nodes. b) Immutability where data that are stored using block chain technology are immutable, that is it



Page 4/20

is very di�cult to alter the data present in the chain. Each and every block in the block chain is linked
using previous block hash and it also has a special numeric �eld called Nonce. If an attacker want to
modify any data in a block it is mandatory to �nd this nonce value of the particular block. Then if the
attacker tries to update any incorrect data it may lead to change in the block hash, so all the subsequent
blocks which are linked using the hash also changed. This leads the attacker to crack each block nonce
value and change the Hash which is practically di�cult. An attacker may need to spend lot of resources
or money based on the consensus algorithm used. c) Transparency where all the participants of the
network can able to record the transactions performed in a network in their ledgers. Due to the strong
agreement between the nodes of the network, some of the main issues of current identity management
such as duplication of data and the fake details can be eliminated. A miner node can able to reject a
block which is found to be a faulty one or invalid one using this transparency between the nodes.

Consensus algorithms ensure that only a valid transaction or block is added to a block chain. These
algorithms use some strategy for �nding a speci�c value called Nonce. This process is known as Mining
and it is performed by special nodes called miner nodes. After successful mining the miner will be
awarded with the native coins. Some of the consensus algorithms widely used are;

The main objective of this algorithm is to solve a given function or a problem by using the available block
hash value and �nd the corresponding Nonce [13]. Miner nodes will mine the block using the available
resources and add it to the block chain, so some resources such as power, storage is required in order to
�nd this nonce value. The di�culty target will be changed for every 2016th block of a chain, so the
algorithm becomes more complex to mine.

This algorithm also tries to �nd the nonce value of the block but instead of using plenty of resources to
mine a block it uses a different strategy. Each and every miner must hold some native platform coins to
mine, so only miners with optimal coins for mining will allow to mine the block. But it is practically
expensive for a user to hold that much of coins to mine a block[14].

The report is organized in such a way that Chap. 2 provides the Related work. Chapter 3 brie�y discuss
about the proposed Framework for User Identity Management. Performance analysis of the proposed
framework is presented in Chap. 4. Finally Chap. 5 concludes the presented framework.

2. Related Work
In this paper[15] the authors have discussed about the Identity management which allows sharing the
user identity information to different entities based on the requirement among several entities and across
different domains. Nowadays, Majority of clients prefer to reuse a single digital identity instead of
changing constantly their credentials for different digital services. Block chain based user identity
ensures a high level transparency to all the participants of the network. So sharing of data between the
participants of the network is transparent to all the participants and it also ensures a secure way of using
single identity.
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In this work[16] the author explained that users need to depend more on the intermediate third party
Identity provider or any service provider to handle the identity details and their related documents. Most of
the time identity information is not updated or deleted after it has become inapplicable and these things
may lead to entry of faulty or redundant identity information. They stated that block chain solution
eliminates the need of the third party to provide the identity services instead of that all the nodes like
bank, government are known to each other in a distributed manner. Since each node has a distributed
ledger it is possible monitor the transactions in all possible nodes and allows only valid data to be stored.

The authors [17] portrayed the issues with the current digital identity management in which if an
organization needs a certain proof for background veri�cation, then the client may provide a complete
document which may contain some additional personal details rather than main requirement. The
solution given by them ensures that only requested atomic data is provided to the organization. It is also
possible for the owner of the identity data to the reject the unnecessary additional data request by the
organization. This provides a secure way of �ltering the irrelevant details.

Here the author[18] described about Oauth 2.0 Protocol that deals with the basic security issues by
introducing an additional layer called authorization layer which separates the role of the client from
identity owner. Instead of using the direct credentials of owner it uses a secret token to access the details.
Even though the credentials of the user are secure, the details as well as token are still stored in a
centralized location. They proved that decentralization can securely handle the identity credentials and
the related documents in a distributed manner and can also be recovered easily.

The author[19] described about how different government organizations store their relevant details at
their own limited databases and they also want to depend on the other organization for some required
data which is not available with them. He described the usage of block chain based identity in storing the
identity details in a ledger as blocks and these ledgers are distributed to all the participants of the
network. He concluded that each and every node will have a same copy of the identity data and it can be
used by organizations with permission.

The authors in this work[20] suggested building a powerful digital identity system or platform which
allow us to handle the identity details for lifetime without any centralized entity or third party entity and
also to ensure that data should be shared only with permission. They have implemented the above
requirements using block chain solution which ensures that all the identity data and documents are
stored in a secure ledger and data are shared only with explicit consent of owner.

Proof of Work algorithm described by the authors [21] utilizes the resources of system for mining process
and Proof of Stake algorithm uses the platform based coins for mining. But both this algorithm has a
common attack called 51% attack and these attacks are practically di�cult. They have concluded that
even though the Proof of Work algorithm suffers from huge resource utilization for mining process, it is
not expensive as Proof of Stake since it depends upon the coins. Proof of Work is also a secure way of
mining compare to Proof of Stake algorithm.
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In this paper the authors [22] explained that the transaction speed of a blockchain technology can be
varied in any range either low or high based on the usage of the block chain type and their related
con�gurations. If the speed of the transaction is found to be low then the evaluation of the consensus
algorithm is mandatory. This block chain based identity solution uses the minimum nonce value with a
complex di�cult target value. This makes the block chain as a complex to mine as well as control the
time taken for mine a block in block chain.

This paper[23] explains about the assets that are stored in permission less public block chain model in
which the unknown nodes can easily join and leave the network. But it is di�cult to deal with this
temporary nodes and leads to lack of trust on nodes. This block chain based identity is a private
permissioned block chain which can able to handle the nodes more effectively and securely in a
controlled manner. They further proved that it can ensure that valid transaction is performed by a valid
authenticated node.

In this paper [24] the authors discuss about the privacy in the government organizations. Due to the
signi�cant features of block chain it can be used by the government organizations to provide all type of
digital services to the citizens and also ensure a high level privacy to identity data. The solution provided
by them can also be used by government as well as other giant private organizations to handle the
employee related background details.

3. Proposed Block Chain Framework For User Identity Management
The proposed system is a block chain based solution for storing, managing and accessing the personal
identity details and their related KYC documents. Using a web based dashboard users can add their
relevant identity details and upload the KYC documents. Instead of storing the user identity data in the
conventional databases, this solution allows to store all the identity information in a block (a data
structure with certain number of �elds). These all blocks are signed by using the cryptographic
algorithms. After signing these blocks are forwarded to a block chain network where the mining operation
take place and after successful mining, these blocks will linked together to form a chain structure called
as block chain.

The peer to peer network consists of number of nodes which are interested to use the identity
information. Any nodes can able to join the network or leave the network. Some of the ordinary nodes of
this solution are Government, Bank and University. Each and every node will own its own public and
private key pairs generated. These keys are used to sign the transaction and send it to the network for
Mining. Among these nodes there may be one or more mining nodes and these miners has a special role
to validate the blocks.

Each and every node will have a ledger and this ledger consists of the updated block chain. These ledgers
will record all the activities related to the block chain network. Users and other organizations can able to
monitor the entire block chain history such as block properties, transaction details, mining details,
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organization account details and the block content in hashed form. It also shows the details of the
similar smart contract deployment related history in the block chain.

Any organization which is interested in an identity data or a document will send a transaction request to
the block chain. This request will be validated by miner nodes of the network and also with an explicit
consent approval given by the owner of the details for the legitimate transaction. After the approval of the
user the particular identity data requested will be returned to the network as transaction. This data will
also undergo a mining process and provided to the organization requested. A user has the right to reject a
request transaction if he is not willing to share the data to a particular organization.

This solution is a private permissioned block chain application, so each and every node need to provide
their own identity to join the network. This feature makes block chain as a secure way of handling the
data within the known organizations. Due to the usage of the distributed ledger the activities of the user
node or other organization node is transparent to all which ensures that only a valid user performs a valid
transaction.

In a block chain based solution in order to perform any transaction it may require some gas. A gas is
nothing but a unit required to perform a transaction. This gas can be obtained by using the native money
of the Ethereum called as Ether (ETH). Each account (organization) will have a certain amount of ether
with them and to perform a transaction these organizations must use some ether from their account.

Since we use a private block chain for this personal identity management, these Ethers are just virtual
money within the network. But the real world Ether is very expensive and it may needs some real money
to buy the Ether for an account.

The algorithm proposed to implement the block chain based identity solution is as follows;

---------------------------------------------------------------------------------------------------

Step1: Create a new package for carrying dependency of block chain

Step2: Create a new con�g �le to serves the client pages to browser.

Step3: Create a new smart contract for handling the identity data and documents

Step4: Migrate the required contracts to the block chain.

Step5: Create a new �le and initialize a gethblockchain environment

Step6: Create new account

Step7: Start the block chain console and start the mining operation and generate new blocks

Step8: Create a new client page
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Step9: Create a �le which is used to obtain the block chain details in client browser.

Step10: Launch the application.

Step11: Now the application is launched and synchronized.

The framework shown in Fig. 2 explains the way the identity data or KYC documents which are handled
in a block chain based identity management. It consists of different components for performing different
actions or services within the block chain.

Users will provide their personal identity details and their KYC documents through the client interface
(web application). Organizations can also request the data or document through another interface.

Any transaction performed in a block chain is signed by using these pair of keys. Ethereum platform uses
an Elliptic curve digital signature scheme (ECDSC) for signing the transactions performed in a block
chain. The process in this algorithm includes the generation of two pair of keys using the available
domain parameters and a random number. A random number generation is started and a numeric scalar
value is obtained which is the private Key. Using private key and the other domain values such as G (x, y)
public key is generated. After two signature components r and s are calculated using the formula
represented as;

1. Q(x, y) = d * G(x, y)

2. (x1, y1) = k × G(x, y) mod p

3. r = x1 mod n

4. s = (k− 1 (h (m) + d * r) mod n

Hashing converts a given identity data or a document address to a �xed length hash based on the type of
hash function. Hashing scheme is the one of the core security feature of the block chain based solution.
The way this hash is used in block chain is very complex compared to the conventional applications.

The public key encryption algorithm used by the Ethereum platform is found to be “KECCAK-256 a
sponge based hash function”. There are 7 available widths for permutations denoted by the given closed
set b and its width values are;

B ∈ {25, 50, 100, 200, 400, 800, 1600}

The keccak [r,c] is a sponge function used for hashing the given transaction input where r and c are rate
and capacity respectively. The function is organized

5*5 lane matrix of length w=> (1, 2, 4, 8, 16, 32) = > w = 2^l

The number of rounds n required for applying the sponge function is represented as n = 12 + 2 l and the
corresponding sponge function for padding is de�ned as the below de�nition;
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Keccak[r,c](Mbytes || Mbits) {

d = 2^|Mbits| + sum for i = 0..|Mbits|-1 of 2^i*Mbits[i]

P = Mbytes || d || 0x00 || … || 0x00

P = P xor (0x00 || … || 0x00 || 0x80)

In the above function the message M is represented as Mbytes and the another value of function Mbits is
a 7 trailing zeros. Finally the variable p returns the padding array calculated for the given input message.

Any actions performed on a block chain network are called as Transaction. All these transactions are
stored in the Blocks. All the transactions initiated must be signed before forward it to the network. Thus it
is di�cult to alter the data which is present in the hash due to the complex strategy used for hashing.

A block is a data structure which is used to store the relevant identity and document related data. A block
has different �elds associated with it for making it as a secure way of storing data. It has two parts Block
header and block body.

All the signed transactions signed are stored in these blocks. Now these blocks will be submitted for
mining operation.

An ethereum wallet is used to transfer the Ethers from one account to another account. A wallet stores
the pair of keys of a particular participant of the network. Using the public key addresses ethers will be
transferred and private key addresses are used to receive the ethers rewarded for successful mining
operation.

Consensus ensures that all the nodes of the network agree to allow the particular block to be part of a
block chain. Once all nodes agree a block can be added to a block chain ledger. So if any block which is
found to be an invalid block can be rejected by the participants. This solution uses the Proof of Work
algorithm for mining operation.

If a user uploads a data it will be formed as transaction and this transaction will be stored in the block
body. Now these blocks should be mined by the miner nodes of the network. A network may have more
than one miner nodes and the miner who mines the block �rst will be rewarded with ether. This mined
information will be shared with the other nodes of the network for a common consensus and after this
these blocks will be linked to block chain. As per the proof of work algorithm miner nodes need to identify
the nonce value of the particular block �xed. A miner node will be provided with other parameters such as
block hash to compute the nonce.

A smart contract is a self-executing code deployed to a block chain to handle the transactions initiated by
the individuals or other organizations of the application. It will provide the way the particular data should
be handled in a block chain in a secure way. These contracts are found to be an immutable code, so if
any change or updation needed in these contracts then they should be redeployed in the block chain.
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These smart contracts eliminate the need of the intermediate server to handle the data provided by the
users.

Distributed ledgers are used to store the mined and validated blocks in the consensus layer. The mined
blocks will be added to the longest chain using the previous block hash as linking �eld. Every participant
will have this block chain copy to ensure the transparency.

Similar to storing the data and document hash to a block chain, identity data and related documents can
be retrieved from the block chain in a reverse manner. The user required data block is retrieved, mined and
provided to the client.

The Identity block structure as shown in Fig. 3 consists of two parts; block header and block body. Block
header consists of the block related attributes and block body consists of set of transactions.

Some of the important �elds of a block structure and what are their impacts in this block chain
application are; Block Version that provides the version in which the block chain is implemented. It
provides a set of features and validation rules for the particular block chain. Nonce is a 4 byte random
integer value which is started with 0. The complexity of the nonce can be realized based on the di�culty
target. A miner needs to �nd this particular nonce value in order to validate a legitimate block. Di�culty
Target is a value which ensures the complexity of the mining operation. If the di�culty is low then blocks
can be easily mined and if the di�culty level is high than it is hard to mine new blocks. This di�culty
value will vary for each and every block during mining operation by corresponding formula;

block_diff = parent_diff + parent_diff // 2048 * (1 if block_timestamp - parent_timestamp < 13 else − 1) + 
int(2**((block.number // 100000) − 2)).

Timestamp denotes the time in which the particular block is created and it also one of the parameter
used to calculate the di�culty parameter of block chain.

Merkle root hash makes use of Merkle tree which is a binary search tree which is used to store the identity
transactions of the block body. These trees will convert the provided identity data to hashes and store it in
a tree structure. All levels of the tree are combined as hashes and this hash is combined with the upper
level of the tree to form a new hash. Finally, a single root hash is obtained. This is known as merkle root
hash and this hash is stored in the header of block chain. The way this hash formed makes the
complexity of altering the data in a block chain. Previous Block Hash is one in which every block has a
block header and the �elds associated with this header are combined to form a hash value which is
known as a “block hash”. For a new block the “previous block hash” �eld will have the block hash of the
previous block. The �rst block of the block chain is known as a genesis block. Hence, the previous hash
of the Genesis block is 0. If there is a block n then the previous hash is the hash of block n-1.

Figure 4 shows the �ow of data within a block chain. As per the above diagram the user, organization like
banks, universities and bank are represented as entity. It includes enrollment, creation and validation of
blocks and the block chain ledger.
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4. Performance Evaluation
4.1 Proof of Work Analysis

The proof of work algorithm can be brie�y analyzed based on the time taken for mining of the blocks.
Complexity of the block mining depends upon the different block parameters such as Nonce and
Timestamp. Nonce is a 4 byte integer which should be cracked by the miner nodes to �nd the particular
block hash and the di�culty of this nonce is determined by another parameter called ‘di�culty target’.
Based on the di�cult target it is very complex to mine a block.

Figure 5 shows Performance of mining of blocks .The mining of blocks also strongly depends on the time
taken for synchronization of the different nodes of the network and also the available resources of the
miner (Since proof of work algorithm depends on the heavy resources). Even some blocks initialized with
a low level di�culty also can take large amount of time to mine in a private ethereum block chain.

As the block size increases di�culty of the subsequent blocks will also be further complicated (upto
2016th block) which makes this block chain as a secure decentralized environment for storing the data.
4.2 Transaction ETH Analysis

As per the block chain principles any transaction or smart contract which should be executed with some
gas. Gas is a unit of cost or an effort required to execute a transaction in a block chain which is always
represented in Gwei unit. This gas can be paid as equalized ETH which is a native digital currency of
ethereum. Miners who mine the particular block will be pay the ETH and the particular miner will also be
rewarded with some ETH for successful mining of a block. The maximum amount of gas which should
be spent by an application can be �xed by the user during initialization of a network.

From Fig. 6 it is found that the transaction fee for the transactions vary in different situations based on
numerous features such as type of data load (either a contract creation or any simple transaction),
network related things etc…A transaction can also be failed if a miner could not pay a high gas to mine a
transaction or a lower than the gas limit to mine a transaction. By default any transaction executed on
ethereum needs a minimum gas amount of 21000.
4.3 Di�culty Variation Analysis

Di�culty parameter of block data structure ensures how securely a data is managed in a block chain. In
the previous Mining vs block analysis it shows that how mining operation depends upon nonce value
which is because of the the di�culty variation value.Di�culty adjustment formula of ethereum;

block_di�culty = parent_di�culty + parent_diffculty// 2048 * (1 if (cur_block_timestamp -
parent_timestamp) < 13 else − 1) + int (2**((block.number // 100000) − 2))

Thus the di�culty value is obtained by some general calculations which uses the parameters from the
current new block as well as the previous block such as timestamp and previous di�culty values. If the
value obtained in the if clause is 1 then di�cult will increases otherwise if it is -1 then di�culty decreases
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and di�culty will be stable one for 0. This variation is illustrated as graphically for 5 blocks mined in geth
console and the di�culty is assumed as 170 for 1st block (without constant di�culty).

This adjustment algorithm also uses a technique called ‘di�culty bombing’ when the block number of the
chain is greater than 100000 and the algorithm start to increase the di�culty value exponentially which is
shown in Fig. 7.
4.4 Mining Resource Analysis

Since the proof of work algorithm uses resources heavily to mine a particular block to a canonical chain,
it becomes mandatory to manage and analysis the performance of the available computer resources.
Ethereum mainly use two strategies for mining operation such as CPU Mining and GPU Mining. Even
though the GPU is fast compared to the CPU, due to the expensive nature this project uses the CPU
mining to mine the block which uses the available resources such as memory, storage and power. Figure
8 shows the cmd of geth console which is running the miner.start (1) to mine the �rst block of the chain.

Therefore the disk as well as the RAM has been used effectively by the miner nodes and apart from this
some amount of power resource is also spent for the mining as shown in Fig. 9.
4.5 Transaction Immutability Analysis.

Every transaction hash of a particular blocks is stored in a merkle tree in a complex and secure way. This
organization ensures a block chain immutability feature and also to restrict the tampering of data with
help of other nodes of the network. In this analysis X-Axis is found to be inclusion of blocks with an
incremental size of 50 and corresponding Y-axis is just an increasing factor (assumed) to denote the
di�culty to tamper the data.

If an attacker tries to tamper transaction in block 47 and the change in the hash of that block will leads to
change in all the subsequent block hash values since all are linked with help of previous hash value. So
the attacker needs to change the all subsequent block hash with respect to previous with help of mining
operation but it is practically di�cult to implement and the other nodes can also revoke the particular
transaction performed by attacker if they found some alteration has made on an immutable ledger. As a
block chain length increases due to the inclusion of new blocks it will be very di�cult for an attacker to
change the all subsequent block hashes to avoid the callback of the transaction of other nodes as shown
in Fig. 10.
4.6 Security Features

A user who is not interested to share or provide his identity data can be able to reject the particular
organization initiated transaction during the metamask signing operation. If the user rejects the
transaction then the particular transaction will be terminated. This feature ensures that only a valid
transaction take place in a block chain application. Figure 11 shows the Transaction Rejection by
Account Holders.
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It is a private permissioned block chain which prompts for a password at any time when an account is
needed to perform a block chain operation, which is created during the account creation. So only the
authenticated account holders can able to perform a transaction in this block chain. This ensures the
privacy and the permissioned nature of application.

This work does not have any third party resource or a server to store the identity details of the individuals.
There is no back end language like java or python to handle the data; which was replaced by the smart
contract codes which is use to handle the data provided by the client user. So server is eliminated and
decentralization is achieved using the smart contracts.

All the nodes of the block chain will have a copy of the ledger and the block chain size of the block chain
is same across all the ledgers.

5. Conclusion And Future Enhancement
This block chain based user identity management overcomes the issues with the traditional identity
management models by organizing the user details and their documents and storing it in an ethereum
block chain in a decentralized distributed environment. The proposed framework ensures transparency to
the owner of the identity data by ensuring only a valid entity of the network can use or share his data
within the block chain environment. It stores the data and documents in a decentralized environment with
help of smart contracts which avoids the involvement of the third party entities. The performance
analysis shows that user data are organized in a highly secure way such that data that are included in a
block chain are highly immutable. In addition to that the performance analysis of the framework in terms
of Transaction, Mining Resource and Di�culty Variation has been presented.

This project concentrates more on the secure way of organizing the individual identity details and their
KYC documents. In future additionally to the above details the proposed work can be extended to deal
with the individual biometric details like �ngerprint, iris and facial recognition. The minimum �le size to
be upload in the block chain based identity will be increased with less amount of gas usage. Proof of
work consensus algorithm used to implement this block chain solution can be further improved or switch
to new algorithms for secure and optimal performance.
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Figure 1

Block chain P2P Network.

Figure 2

Block chain Framework for User Identity Management
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Figure 3

Structure of Identity Block.

Figure 4

Flow Diagram of the Framework
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Figure 5

Performance – Mining of Blocks (Time taken)

Figure 6

ETH spent for 5 identity data upload transactions

Figure 7
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Di�culty Variation Analysis

Figure 8

Task Manager Resources View

Figure 9

Mining Resource Analysis

Figure 10

Transaction Immutability analysis
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Figure 11

Transaction Rejection by Account Holders


