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Abstract: -Transition of healthcare to digital platforms is necessary for the present era to provide 

a better diagnosis with reduced operational cost. Digital platform makes the patient data available 

in an appropriate time. Cloud computing in health care applications senses the data through IoT 

modules and stored in the cloud. Manipulating medical data needs an essential protection 

mechanism to ensure data privacy. To reduce the privacy issues, encryption algorithms are 

preferred generally but their efficiency needs to be improved without breaking the data 

confidentiality. This research work proposed an Extended Fully Homomorphic Encryption 

(EFHE) scheme to preserve medical data privacy. Parameters such as Signal to Noise Ratio, Peak 

Signal to Noise Ratio, Mean Square Error, encoding, and decoding time are considered for analysis 

and conventional homomorphic and fully homomorphic algorithms are used to compare with the 

proposed research model to validate the superior performance of the proposed encryption scheme.  

Keywords: - Medical data, Cloud Computing, Internet of Things (IoT), Homomorphic encryption  

1. INTRODUCTION 

Internet of things (IoT) is an emerging paradigm that brought more attention almost in all 

domains. Since the world is moving towards the next level technology in all applications which 

efficiently utilizes various sensors and devices to achieve reliable and smart service. Dependability 

of sensor-based smart architectures is developed everywhere and IoT supports the system through 

its innovative methodologies. Smart cities [1], smart transport, smart management systems [2] [3] 

are some of the familiar examples of the Internet of things. Recently healthcare applications 

adopted IoT technology to provide smart medical applications. As the number of things or objects 

need to be interconnected through the internet, then the presence of IoT is unavoidable in the 

present situation. Remote health monitoring [4], Smart medical diagnosis [5], e-health care [6], are 

some of the IoT adopted medical applications which are efficiently implemented in recent days.  



Encryption is an effective approach to preserve data privacy and recently IoT devices used 

encryption schemes to avoid data breaches [7]. Encryption algorithms are used to secure the data 

which is collected by sensor nodes in an IoT environment. Applying encryption increases data 

protection, data confidentiality, and data integrity [8] and that could be an effective 

countermeasure against attacks and threats. Various cryptographic schemes are evolved to achieve 

data security and among them, Advanced Encryption Algorithm (AES) [9], Data Encryption 

Algorithm (DES) [10], Rivest Shamir Aldeman (RSA) [11], Homomorphic Encryption [12], Fully 

Homomorphic Encryption [13], are some of the familiar models. Homomorphic encryption is one 

of the familiar models that enables computation over encrypted data without retrieving the plain 

text. The moderate performance of Homomorphic Encryption (HE) is overcome in Fully 

Homomorphic Encryption (FHE) that provides full support to homomorphic operations. 

Homomorphic encryption based solutions undecrypt ciphertext even when operations are 

performed over encrypted data in order to protect the data privacy. To improve the data privacy in 

medical IoT applications, this research work proposed an Extended Fully Homomorphic 

Encryption (EFHE) which improves the data privacy. The article is structured as follows: Section 

2 provides a brief literature survey, Section 3 presents the proposed Extended Homomorphic Fully 

Encryption, Section 4 presents the discussion of experimental results and finally, the conclusion is 

presented in section 5.  

2. RELATED WORKS 

This section provides a detailed analysis of existing research works for privacy preservation 

and data management in cloud computing and IoT environment. The methodology used in the 

research work, merits, and demerits are observed to frame the proposed research work objective. 

Various encryption schemes are introduced to improve data security and privacy in cloud IoT 

environments. Attribute Based Encryption (ABE) is reported in various research works [14] [15] 

to preserve the data privacy. Based on the user preference sensitive data is preserved in attribute 

based encryption. Reduced computation cost and better encryption efficiency are the major 

advantages of attribute based encryption models. The issues in IoT layers such as application layer, 

transport layer, and perception layer are reduced through fault tolerant encryption scheme. [16] 

Ciphertext integrity protection and secure key sharing used in fault tolerant model improve the 



data security. However, the system complexity of fault tolerant model is high compared to other 

encryption processes which is the major limitation of the research work.  

Secure searchable encryption for cloud-IoT is reported in the literature [17] which reduces the 

computation cost. The issues in existing searchable symmetric encryption and public-key 

encryption are used to frame the objective of the Secure searchable encryption model. The 

encryption protocol used the trapdoor permutation function to design the searchable encryption 

model. Though the computation cost is minimized, the requirement of storage is high which 

increases the storage cost. To improve the performance of searchable encryption, fuzzy based 

approach [18] and dynamic searchable symmetric encryption [19] are introduced which improves 

the functionality, efficiency, and extensibility of the data along with better tradeoff.  

Priority Re-Encryption (PRE) based data encryption model is introduced in the literature [20]. 

Proposed identity-based PRE model similar to conventional model except for the keys. Encrypter 

is used to generate the keys instead of the delegator. Compared to the conventional PRE model, 

the proposed model attains better security performance on securing cloud data. Similar Symmetric 

Proxy Re-Encryption (PRE) is reported in the literature [21] to establish secure communication 

between IoT devices and clients. The proposed model used a Field-Programmable Gate Array to 

secure IoT data in public clouds. The symmetric session key is introduced to establish a secure 

communication path between cloud Field Programmable Gate Array and devices. Proposed 

hardware implementation results demonstrate the performance is much better than software-based 

models.  

Ciphertext Policy Attribute-Based Encryption (CP-ABE) is reported in the literature [22] 

which provides fine-grained access control and better data privacy for the IoT environment. It 

allows the uses based on the attributes which match the access policies. Matched users are allowed 

to decrypt the ciphertexts others are neglected to access the data which increases the security 

feature. But, conventional models leak the attributes in the key generation phase which leads to 

threats to user privacy. To overcome this security lag, 1-out-of-n oblivious transfer technique is 

introduced in the research work to protect the user attributes. The performance of the proposed 

model is much better than conventional CP-ABE.  

A review of homomorphic encryption techniques is presented in the literature [23]. From the 

analysis, it is observed that homomorphic encryption is efficient and eliminates data privacy issues. 



Homomorphic encryption allows the user to search and manipulate the data in the cloud 

environment without decryption which is considered an advantage in the encryption process. 

Homomorphic encryptions are considered as the best choices for cloud IoT data security and 

recently fully homomorphic encryptions schemes are widely adopted in various cloud applications. 

The challenges in adopting cloud-IoT are addressed in literature [24] through fully homomorphic 

encryption which used proxy re-ciphering as a service. Long-term privacy-preserving for 

encrypted data is achieved through the proposed encryption model and provides efficient secure 

and reliable cloud-IoT applications.  

2.1 Research gap 

From the above literature analysis, the following research gaps are identified and summarized 

as follows 

1. Most of the encryption models provide better performance in data security and privacy 

without concern about other parameters like computation cost, memory, and efficiency.  

2. Few research models addressed the issues in medical data privacy preserving policies, but 

still, it needs to be improved.  

3.  Multi objective encryption models should be introduced to attain a complete security 

model for the cloud IoT domain.  

4. System complexity is found as a major limitation of few encryption schemes.  

2.2 Objective 

Based on the identified research gaps, the objective of the proposed work is framed as follows  

1. To introduce an enhanced privacy preserving model for medical data in cloud IoT. 

2. To develop a multi objective model to minimize the system complexity and to improve the 

data privacy along with encryption and decryption 

Considering the above objectives, the proposed privacy preserving model is developed using 

Extended Fully Homomorphic encryption (EFHE). Compared to conventional homomorphic 

encryption, the performance of fully homomorphic encryption scheme is better and it is further 

improved through the proposed Extended Fully Homomorphic encryption (EFHE) model. 

3. PROPOSED WORK  



An Extended Fully Homomorphic Encryption (EFHE) is proposed in this research work to 

secure user data in cloud-IoT medical applications. Theoretical analysis of improved encryption 

schemes is discussed in this section. From the conventional homomorphic encryption, the 

proposed improved encryption model is derived. Fully homomorphic encryption supports 

homomorphic addition and multiplication on the ciphertext. A Semi-homomorphic system 

supports either homomorphic multiplication or addition and these encryption models provide 

opportunities to develop programs for any functionality. Programs that run over encrypted inputs 

produce encrypted results. However, it does not require decryption for its inputs and it can be 

executed in any untrusted third-party applications. Those third party service providers are unaware 

of inputs and internal states; this provides better practical advantages in fully homomorphic 

encryption schemes. Figure 1 depicts the process flow of the proposed IoT cloud module with an 

Extended Fully homomorphic encryption scheme.  

 

Figure 1 Proposed model process flow 

Consider a conventional FHE system in which the private key is represented as (𝑘), and the 

public key is represented as (𝑛). The public key is generated using the private key (𝑘) and random 

sample (𝑟𝑠) and it is given as  𝑘 × 𝑛 = 2𝑟𝑠        (1) 
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The encryption process is used to convert plaintext into ciphertext. Consider the plain text                𝑥 ∈ {0,1} and the message is set as 𝑚 = (𝑥, 0,1, … . .0) with a random sequence 𝑛𝑟. The ciphertext 

for the given plaintext will be obtained as  𝐶𝑡 = 𝑚 + 𝑛𝑇 . 𝑛𝑟       (2) 

where 𝑛𝑇 is the transpose of public key and 𝑚 is message set which has values of 0 and 1.   

The decryption is performed to convert the ciphertext into plain text using a private key (𝑘) and it 

summarized as follows (([𝐶𝑡, 𝑘])𝑞)2 = (([𝑚 + 𝑛𝑇 . 𝑛𝑟 , 𝑘])𝑞)2    = (([𝑚𝑇s + (𝑛𝑇 . 𝑛𝑟)𝑇𝑘])𝑞)2      = ([𝑥 + 𝑛𝑟𝑇𝑛. 𝑘])𝑞       (3) = ([𝑥 + 𝑛𝑟𝑇2𝑟𝑠])𝑞 = 𝑥  

where q is used to perform modulo and the correctness of the decryption depends on the total 

noise introduced to the system and it should be in the level of  𝑛𝑟𝑇𝑟𝑠 < 𝑞4 .  The proposed work 

introduces Extended Fully homomorphic encryption to improve the efficiency of the conventional 

FHE model. Two major modifications are performed in the conventional model to attain improved 

performance. (1) The Re-linearization technique is introduced for the multiplicative ciphertext to 

reduce the size which reduces the elements in the rings. The noise and ciphertext modulus is 

reduced further using the modulus switching technique. (2) Instead of using both re-linearization 

and modulus switching on each multiplication process, it is utilized only when it is required for 

multiplicative homomorphic. These two conditions improve the efficiency of a fully homomorphic 

encryption scheme compared to the conventional FHE model.   

The mathematical model for Extended Fully homomorphic encryption is described based on 

the setup phase, key generation phase, encryption phase, addition, and multiplication phase, 

decryption phase. In the setup phase, the input security parameter is taken as 𝜑 and its level is 

considered as 𝛼. Generate prime modulus based on the security parameter and its level and it is 

given as 𝑞𝑖 = 𝑞𝑖(𝜑, 𝛼) where 𝑖 = 0,1,2, … . . 𝛼 − 1    (4) 



The above equation must satisfy the condition of 𝑞0 < 𝑞1 < ⋯ < 𝑞𝛼−1 and the error 

distribution is represented as 𝑥 ∈ 𝑛𝑟. Based on the error distribution the range of the parameter are 

redefined as 𝑞𝑖 = 0,1,2 … . 𝛼 − 1, 𝑥. In the key generation phase, these parameters are considered 

and select secret key (𝑙) as 𝑙 ∈ 𝑠𝑟. The random coefficients are represented as 𝑠𝑟 in the range {0,1}. 

Based on the above terms, the generated key is derived as  𝑔𝑘 = (−[𝑛. 𝑙 + 𝑥. 𝑛𝑟])𝑞𝑖      (5) 

where is 𝑛 obtained from uniformly random 𝑠𝑞𝑖 in a sampled manner, 𝑛𝑟 is the error coefficient 

which is selected from the plain text modulus 𝑥. The switching matrix for an integer is represented 

as 𝑚𝑖 = (𝑔𝑘𝑖, 𝑛𝑖), where 𝑔𝑘𝑖 = (−[𝑛𝑖. 𝑙 + 𝑥. 𝑛𝑟𝑖 − 𝑛𝑖 . 𝑙2])𝑞𝑖 , 𝑛𝑖 ∈ 𝑠𝑟𝑖, 𝑛𝑟𝑖 ∈ 𝑥, and 𝑖 =0,1,2, … . . 𝛼 − 1. In the encryption phase, the plain text is sampled based on 𝑛𝑟𝑖 and 𝑥. The 

ciphertext is obtained as follows  𝐶𝑡 == [(𝑥 + 𝑔𝑘. 𝑠 + 𝑡. 𝑛𝑟1)𝑞𝑖 , (𝑥 + 𝑔𝑘. 𝑠 + 𝑡. 𝑛𝑟2)𝑞𝑖 , (𝑥 + 𝑔𝑘. 𝑠 + 𝑡. 𝑛𝑟3)𝑞𝑖 , … . ] (6) 

where 𝑖 = 0,1,2, … . . 𝛼 − 1. The additive process in the Extended Fully homomorphic 

encryption is processed as follows. Consider two ciphertext 𝐶𝑡′ and 𝐶𝑡′′and it is represented as  𝐶𝑡′ =[𝐶𝑡0′ , 𝐶𝑡1′ , 𝐶𝑡2′ … 𝐶𝑡𝑝′ ], 𝐶𝑡′′ = [𝐶𝑡0′′ , 𝐶𝑡1′′ , 𝐶𝑡2′′ … 𝐶𝑡𝑧′′ ]. For both ciphertexts, the same secret key is used 

and the necessary condition for additive ciphertext is 𝑝 ≤ 𝑧, where the range of 𝑝, 𝑧 is given as {1,2}. The additive ciphertext for the two ciphertexts is obtained as  𝐶𝑓 = [(𝐶𝑡0′ + 𝐶𝑡0′′ )𝑞𝑖, (𝐶𝑡1′ + 𝐶𝑡1′′ )𝑞𝑖, … (𝐶𝑡𝑝′ + 𝐶𝑡𝑧′′ )𝑞𝑖]   (7) 

where 𝑖 ∈ 0, 𝛼 − 1. In the case of multiplicative ciphertext, two ciphertext 𝐶𝑡′ and 𝐶𝑡′′ are 

considered which uses the same secret key, the multiplicative ciphertext is obtained as follows  𝐶𝑓0 = [𝐶𝑡0′ . 𝐶𝑡0′′ ]𝑞𝑖 𝐶𝑓1 = [𝐶𝑡0′ . 𝐶𝑡1′′ + 𝐶𝑡1′ . 𝐶𝑡0′′ ]𝑞𝑖      (8) 𝐶𝑓1 = [𝐶𝑡1′ . 𝐶𝑡1′′ ]𝑞𝑖 



In multiplicative homomorphic operation, the size of the ciphertext is reduced using the weight 

function 𝑤𝑖 = [𝑤𝑖,0, 𝑤𝑖,1] and this reduces the ring elements. This technique is termed as re-

linearization and the ciphertext 𝐶𝑡∗ = [𝐶𝑡0∗ , 𝐶𝑡1∗ ] obtained after re-linearization is defined as follows 𝐶𝑡0∗ = (𝑥. 𝐶𝑡0 + 𝐶𝑡2. 𝑤𝑖,0)𝑥.𝑞𝑖          (9) 

𝐶𝑡1∗ = (𝑥. 𝐶𝑡1 + 𝐶𝑡2. 𝑤𝑖,1)𝑥.𝑞𝑖 
Modulus switching technique is used to convert 𝐶𝑡∗ into 𝐶𝑓 and reduced 𝑥. 𝑞𝑖 into 𝑞𝑖 which 

reduces the noise for the decryption process. The decryption process of Extended Fully 

homomorphic encryption is formulated as  𝑚 = ([𝐶𝑡0 + 𝐶𝑡1. 𝑙]𝑞𝑖)𝑡      (10) 

The final ciphertext after homomorphic operation is generalized as 𝐶𝑓 = (𝐶𝑓,0, 𝐶𝑓,1, 𝐶𝑓,2, … 𝐶𝑓,𝑧) 

and the encrypted text is generally represented as  𝑚 = ([𝐶𝑓0 + 𝐶𝑓1. 𝑙 + ⋯ + 𝐶𝑓,𝑧 . 𝑙𝑧]𝑞𝑖)𝑡 where 𝑧 ∈ {1,2}  (11) 

The above formulations describe the encryption, key generation, and decryption process of an 

Extended Fully homomorphic encryption process. Summarized pseudocode for the proposed 

encryption scheme is given as follows 

--------------------------------------------------------------------------------------------------------------------- 

Input: Medical Data (Sensor data, scan images) 

Output: encrypted medical data 

Initialization: Initialize sensors, cloud virtual machines 

begin  

 collect data from sensors, scan images and consolidate as medical data 

begin encryption  

 { 

 Initialize private key and public key  

Generate prime modulus using equation (4) 



Initialize secret key  

Generate a final key using equation (5) 

Encrypt the plain test using equation (6) 

Compute additive ciphertext  for  𝐶𝑡′ and 𝐶𝑡′′ 
If 𝑝 ≤ 𝑧 

Compute 𝐶𝑓 using equation (7) 

Compute multiplicative ciphertext using equation (8) 

If no additive process  

Compute weight function 𝑤𝑖 
Generate new ciphertext using equation (9) 

Decrypt the message using equation (11) 

end 

end 

--------------------------------------------------------------------------------------------------------------------- 

4. RESULT AND DISCUSSION  

The performance of proposed Extended Fully homomorphic encryption in the cloud-IoT 

medical application has experimented in NetBeans version 8.1 installed on Windows 8 operating 

system in i3-2328M processor of 2.20 GHz frequency with 16Gb memory model. Simulation 

parameters used for the experimentation are listed in table 1.  

Table 1. Simulation parameters 

S.No Parameter Value 

1 Number of VMs 10 

2 Number of cloudlets 10 

3 Number of datacenters 05 

4 Encrypted file size 300KB-10MB 

5 Decrypted file size 300KB-10MB 

6 Computation time 160ms 

7 RAM size 2024MB 



Medical images are used in the experimentation process and figure 4 depicts the sample of the 

input images. Seven different images are used in experimentation.  

       

Figure 2 Sample input images 

The ratio of the mean square difference of two images to the maximum mean square 

difference is obtained as peak signal to noise ratio (PSNR). The quality of the image is defined 

based on the PSNR values. The performance of the proposed Extended Fully homomorphic 

encryption is compared with conventional homomorphic and fully homomorphic models for 

PSNR values and depicted in figure 3. It is observed that the improved model attains high PSNR 

values compared to other models. High PSNR indicates better image quality which is achieved in 

the proposed model.  

 

Figure 3 PSNR Comparison 

The SNR performance of the proposed extended fully homomorphic encryption (EFHE) is 

compared with conventional Homomorphic Encryption (HE) and Fully Homomorphic Encryption 



(FHE) Model and depicted in figure 4. It is observed that proposed Extended Fully homomorphic 

encryption attains better SNR ratio due to its re-linearization and modulus switching process.  

 

Figure 4 SNR Comparison 

Figure 5 depicts the comparison of mean square error for the proposed approach and 

conventional models. The minimum error of the proposed encryption model indicates better 

performance compared to conventional models.  

 

Figure 5 MSE Comparison 



 

(a)                                                                                   (b) 

Figure 6 Computation time – (a) Encryption (b) Decryption  

Computation time for proposed Extended Fully homomorphic encryption is depicted in figure 

6. The time taken to encrypt the input image is calculated as encoding or encryption time. The 

average encryption time of all three models is depicted in figure 6(a). Similarly, the time taken to 

decrypt the encrypted message is calculated as decryption time and an average decryption time is 

reported in figure 6(b). It is observed in both the encryption and decryption process the proposed 

model secures data takes minimum time compared to conventional models. Moreover from the 

experimental analysis, it is observed that due to improved encryption and decryption, user privacy 

is increased. The system complexity is also less compared to other encryption standards.  

5. CONCLUSION  

Privacy preserving on personalized medical data in cloud IoT using Improved Homomorphic 

encryption is proposed in this research work. conventional IoT based healthcare applications are 

suffered from storage and security issues. The overcome the issue and to improve the performance 

cloud computing is integrated. But the cloud environment is vulnerable to attacks and data privacy 

is important in healthcare applications. Encryption is a suitable option to improve data privacy, 

considering these advantages, the proposed model introduces Extended Fully homomorphic 

encryption to secure medical data in an IoT-cloud based healthcare application. Conventional 



encryption models such as homomorphic encryption and fully homomorphic encryption are 

compared with proposed Extended Fully homomorphic encryption to validate the better 

performance of the proposed model. with minimum encoding and decoding time proposed model 

attains better performance for signal to noise ratio, peak signal to noise ratio, and mean square 

error parameters. Further this research work could be improved using hybrid encryption models to 

enhance the data privacy and security.  
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