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Abstract 

Urban infrastructure is heavily reliant on water distribution systems. Contaminants entering 

the water distribution systems (WDS) are one of the most dangerous events that may occur 

either deliberately or by accident. Water can become polluted with chemicals or biological 

agents as a result of water flow. This can cause sickness or even death among people who drink 

the water. Using an Early Warning Detection System (EWDS) is one of the most effective 

ways to minimize negative consequences on public health. EWDS are sensors that can reduce 

the damage due to detecting the contamination. The main challenge is to arrange the sensors in 

the network in the most efficient way. In this study, the Non-Dominated Sorted Genetic 

Algorithm-II (NSGA-II), a multi-objective optimization approach, is developed to determine 
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the optimal placement of quality sensors in water distribution networks by balancing four 

conflicting objectives. 1. Sensor detection likelihood, 2. Sensor expected detection time, 3. 

Sensor detection redundancy, and 4. The affected population before detection. A contamination 

matrix with 1000 contaminants event was generated, which represented the total possible 

combinations of pollutants, then the optimal Pareto fronts are obtained for each two conflicting 

objectives. The importance coefficients are proposed and applied to minimize the pollution 

detection time and the number of infected populations based on the contamination risks and 

the node demands, respectively.  Moreover, the sensitivity analysis of the results obtained from 

different objective functions related to the number of sensors installed in the network was 

conducted. 

Keywords: Contaminant detection, Water distribution systems, Water quality, Sensor 

placement strategy, Simulation-Optimization model 

 

1. Introduction 

A majority of the Earth's surface is covered by water, but less than 3% of this is freshwater. 

Approximately 0.01 % of freshwater is available for human consumption; the remainder is 

bound in glaciers and ice (Ahmed et al., 2015).  Several people argue that safe water is an 

essential human right as well as necessary for health (WHO., 2010., Keramati et al., 2019, 

Massoudinejad et al., 2018, Yousefi et al., 2018). However, many people around the world lack 

access to this fundamental need (Nabeela et al., 2014). The United Nations reports that more 

than 780 million people in developing countries do not have access to safe and adequate 

drinking water (UNISEF and WHO., 2012), while 2.3 billion people are suffering from water-

related diseases (UNESCO., 2003). There are an estimated 10 deaths a day caused by diarrhea 

in Europe, according to the WHO (WHO., 2015). 80% of population of Pakistan  has not access 

to safe drinking water and forced to use unsafe drinking water (Daud et al., 2017). Water is 



essential for all of the things we need in everyday life, including drinking, hygiene, and food 

preparation, and is used in almost every building, including homes, schools, hospitals, 

commercial and service buildings, restaurants, and plants.  Drinking water distribution 

networks (WDN) are an essential part of a civil infrastructure that distributes clean water (safe 

water) from the main supply to billions of people (customers) and ensures the quality of life 

(Wang & Zhou., 2017). A large number of people use water from the WDN every day and rely 

on the safety and the quality of water in their lives or work (de Winter et al., 2019). There are 

several components to this system, such as a network of pipes, intersections of pipes as nodes, 

as well as reservoirs, storage tanks, pumps, and valves (Adedoja et al., 2018b). There are many 

types of the water distribution networks, and they can be very large consist of hundreds of 

kilometers of pipes and many delivery points (de Winter et al., 2019). WDN problems can have 

an enormous impact on society if they arise. Consequently, water quality of the WDN is 

directly related to customer health and well-being, making it a critical infrastructure for society 

(He et al., 2018).    

A city's WDNs can be an easy target for accidental or intentional contamination due to its 

extensive geographic coverage, multiple points of access, backflow, infrastructure aging, and 

designed sabotage (Yang& Boccelli., 2016, Costa et al., 2013, Perelman et al., 2013, Hart& 

Murray., 2010, Huang & McBean., 2009). One of the biggest threats to a population is chemical 

contamination within a water network, which may cause widespread diseases and death (de 

Winter et al., 2019). The pollutants can enter the WDN at any point and move through the 

entire system with water flow over time, affecting large parts of the population. Public health 

and the environment may be severely impacted by pollutions in WDNs, in addition to 

significant economic losses and negative social impacts. In 1993, more than 400,000 

consumers in Milwaukee (USA) were affected by an intrusion that left them hospitalized 

(Corso et al., 2003).  During an event in Walkerton, Ontario in 2000, more than 2300 people 



were affected (Hrudey et al., 2003). In 2007, the water supply in Ruyang, China poisoned 71 

people as well (ChinaNews).  Similar incidents have occurred in Colorado (Falco & Williams., 

2009), West Virginia (Rosen et al., 2014), Ohio (Grayman et al., 2016), Hong Kong 

(ChinaNews., 2016), and the United States (Bush., 2002). 

Studies have confirmed that attacks on water distribution networks are real, as they have 

occurred previously and might happen again (Adedoja et al., 2018b).  Thus, it is necessary to 

identify and warn about contamination events within the WDS and protect water quality against 

accidental and intentional contamination events. The first step toward achieving this goal is 

improving the physical security of the system (e.g. fencing, guarding, additional alarms, 

surveillance instruments, locks, etc.) (Preis & Ostfeld., 2008). The second step is using 

monitoring sensors to monitor water quality, a contamination warning system, (CWS) is also 

known as an early warning system (EWS) (Grayman et al., 2016). It is possible to gain the 

maximum level of safety by monitoring all nodes in the system systematically (Adedoja et al., 

2018b, Yazdi., 2018).  Sensors cannot be installed at every point of the network due to the high 

cost, budget constraints, and maintenance issues (Adedoja et al., 2018a,b). We need to 

optimally use only a few sensors at the right locations in the network to achieve effective 

monitoring. Several algorithms and optimization models have been proposed and utilized to 

determine the optimal locations for a set of sensors. Sensor optimization investigation in the 

network started in 1990. Mixed-integer linear programming (MILP) was developed and 

employed to locate the quality sensors in the network optimally (Lee & Deininger., 1992, 

Kumar et al., 1997). 

  Furthermore, in recent years, the optimal location of sensors in the networks has been 

extensively investigated. The issue based on the number of objective functions is classified as 

single objective optimization problems (Kessler et al., 1998, Woo et al., 2001, Al-Zahrani & 

Moeid., 2001, Ostfeld & Salomons., 2004, Ostfeld & Salomons., 2005, Berry et al., 2006, Berry 



et al., 2009, Propato., 2006, Propato & Piller., 2008, Shastri & Diwekar., 2006, Comboul & 

Ghanem., 2013, Schwartz et al., 2014, Cheifetz et al., 2015, Ohar et al., 2015) and multiple 

objective optimization problems (de Winter et al., 2019, Preis & Ostfeld., 2008, McKenna et 

al., 2006, Ostfeld & Salomons., 2008, Dorini et al., 2008, Eliades & Polycarpou., 2008, Gueli., 

2008, Huang et al., 2008, Wu & Walski., 2006, Ostfeld et al., 2008, Bazargan-Lari., 2014, 

Afshar & Miri Khombi., 2015, Rathi & Gupta., 2016, Hu et al., 2017, Tinelli et al., 2017, 

Nazempour et al., 2018, Naserizade et al., 2018, He et al., 2018, Khorshidi et al., 2019a,b).  

According to previous researches, sensors have been placed based on a certain number of 

pollution entrance scenarios, and a sensor's location has been determined by these scenarios. 

Furthermore, nodes have been given equal weight in water distribution networks as well.  In 

this investigation, the genetic algorithm is used to generate a contamination matrix that 

represents all possible combinations of pollutants entrance. Then, a multi-objective 

optimization approach is applied to determine the optimal location of the sensors in the WDN 

in order to maximize sensor detection likelihood and detection redundancy, as well as minimize 

sensor expected detection time, and percentage of affected nodes.  By using the importance 

coefficient, the detection time is minimized based on the amount of damage caused by the 

pollution entering the WDN. As a result, pollutants that infect more network nodes and cause 

more damage to the WDN should have a shorter detection time.  Furthermore, the importance 

coefficient based on the node demands is used to calculate the number of infected nodes (the 

fourth objective function). This coefficient indicates that nodes with higher demands are more 

important than those with lower demands and that sensors should be placed near these nodes 

to detect contamination before entering.  

2. Material and methods 

In this research for simulating the effect of a contamination event distributed through the 

water network, the EPANET 2.0 software was used. EPANET is a computer program 



performing an extended period simulation of hydraulic and water quality behavior within a 

drinking water distribution system. In the quality analysis, the concentration is calculated at 

each node and time step (Rossman., 2000). The quality analysis in EPANET are advection, 

diffusion, and reactions that expressed as follows:  

𝜕𝑐𝑖𝜕𝑡 = −𝑢𝑖 𝜕𝑐𝑖𝜕𝑥 ± 𝑅(𝑐𝑖) (1) 

In this equation, 𝑐𝑖 is the concentration of the contaminant in the ith pipe at time t and location 

x (mg/L). 𝑢𝑖 is the velocity of water in the ith pipe (m/s) and 𝑅(𝑐𝑖) is the term for the reaction 

rate which includes the wall and bulk reactions. 

The EPANET includes Programmers Toolkit that is a dynamic-link library that allows users 

to customize the EPANET computing engine according to their requirements (Rossman., 

2000). The output of this can be used as the input to MATLAB. Then this software is used for 

optimizing the location of sensors in distribution networks. The methods of Evolutionary 

computation such as genetic algorithms are very useful and powerful tools in optimization 

problems and solving searches with respect to their unbiased nature allowing them to perform 

very well in situations with little domain knowledge (Gong et al., 2014, Gong et al., 2015). The 

NSGA-II, an improved version of NSGA (Srinivas & Deb., 1994), is one of the most efficient 

algorithms for many-objective evolutionary algorithms that has been widely applied in the 

optimal design of water distribution networks and has exhibited high performance.  

The NSGA-II has three specific characteristics, fast crowded distance estimation, fast non-

dominated sorting, and simple crowded comparison (Yusoff et al., 2011). The NSGA-II 

algorithm uses a nondominated sorting approach for fitness assignments based on the concept 

of Pareto domination and optimality. for many-objective minimization problems the concept 

of Pareto domination and optimality can be expressed as follows (Bekele & Nicklow., 2007):  

Minimize:    𝑓(𝑥) = (𝑓1(𝑥), 𝑓2(𝑥), . . . , 𝑓𝑛(𝑥)) (2) 

Subject to:  𝑔(𝑥) = (𝑔1(𝑥), 𝑔2(𝑥), . . . , 𝑔𝑛(𝑥)) ≤ 0 (3) 



In this equation f(x) is the vector-valued function, x is the decision vector, and g(x) is a vector 

of constraints.  

If we have two decision vectors like a and b, it is said that a dominates b: if 1) the solution 

of a is no worse than the solution of b in all objectives and 2) the solution of a is strictly better 

than the solution of b in at least one objective (Bekele & Nicklow., 2007, Kannan et al., 2008).   

 

If       ∀𝑖 ∈ {1,2, . . . , 𝑛}: 𝑓𝑖(𝑎) ≤ 𝑓𝑖(𝑏) (4) 

And   ∃𝑖 ∈ {1,2, . . . , 𝑛}: 𝑓𝑖(𝑎) < 𝑓𝑖(𝑏) (5) 

All individuals in front number 1 are not dominated by any other individuals. Individuals 

dominated only by the individuals in front number 1 are assigned front number 2, and so on 

(Kannan et al., 2008). in many-objective optimization there are two goals: finding a set of 

solutions from all the sets of solutions to yield optimal values with respect to all the objective 

functions and to guarantee that the set of solutions is as varied as possible (Preis & Ostfeld., 

2008). A brief description of NSGA-II implemented in this study is described in Fig. 1 and 

more details can be found in (Kalyanmoy., 2001, Deb et al., 2002).   



 

Fig. 1. NSGA-II methodology flowchart 

2.1. Objective Functions 

The goal of this study is to optimize the locations of quality sensors in the network as part of 

the battle of the water sensors networks (BWSN) using the NSGA-II. The assumptions of the 

research are given as below: 

1- Contamination events can occur at any time of the day. 

2- Each contamination event can occur at one point in the network. 



3- pollutant does not react with other materials in water and is stable.  

4- All nodes can be a possible location for the quality sensor placement 

5- Response time of the system is assumed to be 30 minutes, in other words when any of the 

sensors detect contamination, after 30 minutes the network is closed and during this time the 

monitoring station will collect data.  

6- Monitoring stations record concentrations every minute. 

7- The sensors can detect contamination greater than 0.001 mg/l without any errors.  

8- Pollutant injection time is between 30 and 180 minutes. 

9- Injection mass rate ranges from 10 to 100 gr/min.  

 

Four specific objectives are considered for the optimal locations of water quality sensors in 

the network:  

1- Sensor detection likelihood (f1), 2- Sensor expected detection time (f2), 3- Sensor detection 

redundancy (f3), and 4- Percentage of affected consumer nodes (f4).  

2.1.1. Sensor detection likelihood (f1) 

In a specific network of sensors, the probability of detection is described as bellow:  

 𝑓1 = 1𝑇𝑆∑ 𝑑𝑖𝑇𝑆𝑖=1                                                                                                                                         (6) 

 

 

 

In this equation, TS denotes the total number of contamination scenarios considered.  

2.1.2. Sensor expected detection time (f2) 

For each pollution incident, the elapsed time from the start of the contamination event, to the 

first identified presence of contaminant by a sensor is defined as the time of detection by a 

1      C(i,t) ≥Cmin 

0      C(i,t) < Cmin  
 = id 



sensor. ti is the time of the first detection by ith sensor. The time of detection (td) is the minimum 

detection time among all sensors present in this design. 

 𝑡𝑑 = 𝑚𝑖𝑛 𝑡𝑖 (7) 

 

 

The sensor expected detection time is computed by:  

 𝑓2 = 𝐸(𝑡𝑑) = 1∑ 𝑑𝑖𝑇𝑆𝑖=1 ∑ 𝐼𝐹𝑖𝑇𝑆𝑖=1 × 𝑡𝑑𝑖 × 𝐼[𝑡𝑑(𝑖, 𝑡)] (8) 

 

 

 

 

 

 𝐼𝐹 = 1𝑁∑ 𝑁𝑃𝑖𝑁𝑖=1  

 

 

 

 

 

 

 

where E(td) represents the mathematical expectation of the minimum detection time td. IF is 

the impact factor, so contamination with the greatest impact should be identified more quickly.  

2.1.3. Sensor detection redundancy (f3) 

I[td(i,t)] =  

1             td(i,t) > 0 

 

0             otherwise 

di, NPi =  

1      C(i,t) > Cmin 

 

0      otherwise 



The development of sensors that detect the contamination in water distribution networks in 

real-time is still ongoing research. Although, there will be an uncertainty in sensor detections. 

Then, to avoid false-positive sensor detections and to increase the reliability of sensor 

detections it is necessary to increase redundancy among sensors. a triply redundant measure 

that at least three sensors were required to detect the presence of contaminant concentration at 

a maximum time of 30 minutes between the first and third detections is considered. For each 

event, the redundancy of a sensor network design is equal to 1 if all of the following conditions 

are true, and if at least one of them is false the redundancy is equal to 0. 

1. | t1- t2 | ≤ 30min 

2. | t1- t3 | ≤ 30min 

3. | t2- t3 | ≤ 30min 

Where t1, t2, and t3 are the detection times by sensor1, sensor 2, and  sensor 3 respectively. 

The redundancy (f3) for a sensor network design is: 

 𝑓3 = 1∑ 𝑑𝑖𝑇𝑆𝑖=1 ∑ 𝑅𝑟𝑇𝑆𝑟=1  (9) 

 

 

 

 

2.1.4. Percentage of affected consumer nodes (f4) 

in each water distribution network, several nodes have no demand, in other words, water is 

not taken from these nodes. These nodes are considered inactive nodes and nodes that have 

demand are considered active nodes (internal nodes). Therefore, in this section, the percentage 

of nodes that have demand and have been infected before system response has been calculated. 

This objective function that should be minimized can be formulated as follows:  

Rr =  

1                    | t1- t3 | ≤ 30min 

 

0                    otherwise 



 

𝑓4 = ∑ 𝑁𝑃𝑖×𝐷𝑖×𝐼𝐹𝑖𝑁𝑖=1 𝑁×𝑇𝑆 ×100 (10) 

 

 

 

 

𝐼𝐹 = ∑ 𝐷(𝑖, 𝑡)𝑡=𝑡𝑑+30𝑡=0∑ ∑ 𝐷(𝑖, 𝑡)𝑡=𝑡𝑑+30𝑡=0𝑁𝑖=1  

Where NPi = 1 if pollution concentration of node i is higher than allowable ones, otherwise 

NPi = 0 and N denotes the total number of nodes in the water distribution network. Di is the 

demand of nodes and IF is the impact factor. According to this factor, the nodes that have more 

demands should be identified before being infected. 

2.2. Case study 

In this study, in order to design water quality sensors by using the optimization method and 

the model proposed above example network 3, shown in Fig. 2, from EPANET was used.  This 

system consists of 91 nodes (consumer and internal nodes), 120 pipes linking the nodes, three 

elevated storage tanks, two pumping stations, and two constant head sources: a lake and a river. 

Time steps for water quality and hydraulic simulations were 1 min and the demand flow 

patterns were 24 h.    

NPi =  

1           C(i,t) > Cmin 

 

0           otherwise 
Di =  

1           D(i,t) > 0 

 

0           otherwise 



 

Fig. 2. Layout of EPANET example 3 

 

2.3. Construction of contamination matrix 

To evaluate the fitness function of the sensor network detection likelihood (f1), the sensor 

network detection redundancy (f3), and to evaluate the cost function of sensor expected 

detection time (f2), and percentage of affected consumer nodes (f4) a contamination matrix 

[35] should be produced. To construct a contamination matrix, assumptions about the number, 

starting time, mass rate, duration of injection, and location must be considered. In this study 

the following assumptions are considered: 

1- number of injections: 1 node 

2- starting time of injection: the time is randomly selected from the simulation time of a water 

distribution system. 

3- mass rate of injection: randomly selected between 10 to 100 gr/min. 

4- duration of injection: randomly selected between 30 to 180 min. 

5- location of injection: randomly selected from all nodes excluding dead ends 



 

As mentioned, contamination events can occur at any node at any time with any mass rate 

and duration times. Therefore, as the size of the system increases, the number of possible 

contamination events increases. To deal with this problem, Ami Preisa et al [26], developed a 

heuristic procedure which used a small sample of contaminants that represented the total 

potential contaminants. Instead of using the entire contamination matrix, they used a smaller 

number of contamination samples to illustrate the probable contamination events and found 

similar results to those achieved using the full matrix. They used the following formulas to 

create a set of contaminants that included a reduced contamination matrix:  

Minimize: ∑ |𝐴𝑆𝑖 −5𝑖=1 𝐴𝑁𝑖| + |𝜎𝑆𝑖 − 𝜎𝑁𝑖| (11) 

Subject to: 𝑞𝑗 > 0     𝑗 = 1,2, . . . , 𝑁 (12) 

Where ASi and Si are average and standard deviation values of the geographical x coordinate 

of a sampled contamination events set. ANi and Ni are average and standard deviation values 

of the geographical x coordinate of the water distribution system nodes. qj is outgoing flow 

from node j, and N is the total number of system nodes. In these equations, i=2 refers to the 

geographical y coordinate; i=3 represents the injection mass rate; i=4 expresses the injection 

starting time; and i=5 is the injection duration. 

Equation 11 states that when searching for the sample, the nodes located at the endpoints of 

the network should not be used because if the infection enters the network in these nodes, the 

infection will not spread in the network.  

     By solving the optimization problem presented in Equations 10 and 11, we come to a sample 

of pollution, which represents the total pollution of the pollution matrix. This optimization 

problem is solved using a genetic algorithm.  

The contamination matrix in this study has 62208 contamination events, which is obtained as 

follows: 



injecting at 81 nodes (The number of dead-end nodes is 10, which is subtracted from the total 

number of network nodes), every 30 min four mass injection rates of 20, 40, 60, and 80 gr/min, 

at four injection durations of 40, 80, 120, and 160 minutes (i.e. 81*48*4*4=62208 events). 

To create a reduced matrix by equations 10 and 11, 1000 contamination events were selected 

and this reduced matrix was used as contamination events that are injected into the network 

and optimization is performed based on these contamination events. This study's general 

outline is presented in Figure 3. 

 

Fig. 3. simulation–optimization flowchart of the research 

3. Results and Discussion 



In EPANET example 3, four sensors have been placed and sensitivity analysis has been done. 

Genetic algorithm parameters in this study are as follows: crossover and mutation probability 

of 0.75 and 0.1, respectively were used. The number of populations was 1000 and the maximum 

number of iterations (generations) was set to 300. There were two stop conditions for the 

NSGA-II algorithm: either if the number of iterations reaches its maximum of 300, or if at 20 

successive generations, a new non-demonized response was not found. 

 

3.1. Base run results 

Figs. 4 to 9 show base run results for placing four sensors in EPANET Example 3. in fig. 4.a. 

optimal Pareto front for maximizing sensor detection likelihood (f1) versus minimizing sensor 

expected detection time (f2) is summarized. The interaction between the two objective 

functions is such that in order to maximize sensor detection likelihood in the network, sensors 

should be installed in the downstream nodes of the network, Installing sensors downstream of 

the network increases detection time. On the other hand, in the second objective function, 

sensors should be installed in nodes close to the entry point of infection into the network to 

minimize the time of detection, so the layout of sensors according to the two objective functions 

is in conflict with each other. 

Figure 4. b shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. In order to place the sensors in the network, according to the different 

points provided by the Pareto front, three different solutions (locations) were selected. The first 

solution: the best answer for the objective function number one and the worst answer for the 

objective function number 2, the second solution: the best answer for the objective function 

number two and the worst answer for the objective function number one, and finally the third 

solution where both objective functions have an intermediate state. The sensor locations 

according to solution 1.2.1 indicate the best detection likelihood equal to 77.4% but the worst 



solution for the detection time (120.6 min). Solution 1.2.2 shows the location of the sensors 

according to the minimum contamination detection time (3.28 minutes) but the worst detection 

likelihood is equal to 8.4%. In solution 1.2.3, the method presented by Young (1993) is used 

to select the optimal point of Pareto front for locating the sensors in the distribution network. 

According to the Young’s method, the optimal point has a detection likelihood equal to 51.7% 

and a contamination detection time of 60.07 minutes. 

 

 

a 

 

b 

Fig. 4. Optimal Pareto front for (a) detection likelihood versus sensor expected detection 

time, and (b) selected locations of the sensors according to Pareto front 

 

As expected, the optimal location of the sensors according to solution 1.2.1 is the downstream 

points of the network and according to solution 1.2.2, the points are close to the injection areas. 

 

Figure. 5.a. an optimal Pareto front for maximizing sensor detection likelihood (f1) versus 

maximizing sensor detection redundancy (f3) are summarized. The interaction between the 

two objective functions is such that in order to achieve the maximum detection likelihood, the 

sensors must be spread in the downstream nodes of the network to cover more nodes, while in 



the objective function 3, in order to achieve maximum redundancy, the sensors must have a 

short distance from each other. Therefore, the location of the sensors in the two objective 

functions is in conflict with each other. 

Figure 5. b. shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. The location of the sensors according to solution 1.3.1 indicates the best 

percentage of detection likelihood equal to 77.4% but the worst value of redundancy (0%). 

Solution 1.3.2 shows the location of the sensors according to the best redundancy value of 

97.87%, but the worst detection likelihood (33%). In solution 1.3.3, the method presented by 

Young (1993) is used to select the optimal point of Pareto front for locating the sensors in the 

distribution network. According to the Young’s method, the optimal point has a detection 

likelihood equal to 65.3% and the redundancy value of 52.68%. 

 

 

b 
 

a 

Fig. 5. Optimal Pareto front for (a) detection likelihood versus sensor detection 

redundancy, and (b) selected locations of the sensors according to Pareto front  

 

Figure. 6. a. optimal Pareto front for maximizing sensor detection likelihood (f1) versus 

minimizing the percentage of affected active (consumer) nodes (f4) are summarized. 



To achieve the maximum detection likelihood, the sensors must be spread across the 

downstream nodes of the network, which infects a large number of network nodes. However, 

in the objective function 4, in order to achieve the minimum number of infected nodes, the 

sensors must be installed in locations close to where the pollution enters the network. 

Therefore, the optimal location of the sensors in the two objective functions is in conflict with 

each other. 

Figure 6. b. shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. The location of the sensors according to solution 1.4.1 indicates the best 

percentage of detection likelihood equal to 77.4% but shows the worst percentage of infected 

nodes (12.77%). Solution 1.4.2 shows the location of the sensors according to the lowest (the 

best) percentage of infected nodes equal to 7.86%, but the percentage of infection detection is 

the lowest (58.2%). In solution 1.4.3, the method presented by Young (1993) is used to select 

the optimal point of Pareto front for locating the sensors in the distribution network. According 

to the Young’s method, the optimal point has a detection likelihood equal to 70.7% and the 

percentage of affected nodes of 9.08%. 

 

 

b 
 

a 



Fig. 6. Optimal Pareto front for (a) detection likelihood versus percentage of polluted 

nodes, and (b) selected locations of the sensors according to Pareto front 

 

Figure. 7. a. optimal Pareto front for minimizing sensor expected detection time (f2) versus 

maximizing sensor detection redundancy (f3) are summarized. 

In order to achieve the minimum sensor expected detection time in the distribution network, 

the sensors should be located in areas close to the entry point of contamination and in different 

parts of the network, but to achieve the optimal value according to objective function 3, the 

sensors should be located close to each other. Therefore, the optimal location of the sensors in 

the two objective functions is in conflict with each other. 

Figure 7. b. shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. The location of the sensors according to solution 2.3.1 indicates the 

location of the sensors according to the minimum contamination detection time equal to 61.78 

minutes, but the worst sensor detection redundancy (37.95 %). Solution 2.3.2 shows the 

location of the sensors according to the best redundancy value of 97.87%, but the worst 

expected detection time (111.1 min). In solution 2.3.3, the method presented by Young (1993) 

is used to select the optimal point of the Pareto front for locating the sensors in the distribution 

network. According to the Young’s method, the optimal point has a contamination detection 

time equal to 70.14 minutes and the redundancy of 74.09%. 
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Fig. 7. Optimal Pareto front for (a) sensor expected detection time versus sensor detection 

redundancy, and (b) selected locations of the sensors according to Pareto front 

 

Figure. 8. a. optimal Pareto front for minimizing sensor expected detection time (f2) versus 

minimizing the percentage of affected consumer nodes (f4) are summarized.  

Figure 8. b. shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. The location of the sensors according to solution 2.4.1 indicates the 

location of the sensors according to the minimum contamination detection time equal to 1.9 

minutes, but the worst percentage of active (consumer) nodes affected (22.87 %). Solution 

2.4.2 shows the location of the sensors according to the best percentage of active (consumer) 

nodes affected 7.86%, but the worst expected detection time (115.8 min). In solution 2.4.3, the 

method presented by Young (1993) is used to select the optimal point of Pareto front for 

locating the sensors in the distribution network. According to the Young’s method, the optimal 

point has a contamination detection time equal to 28.13 minutes and the percentage of affected 

nodes of 13.37%. 
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Fig. 8. Optimal Pareto front for (a) sensor expected detection time versus percentage of 

polluted nodes, and (b) selected locations of the sensors according to Pareto front 

 

Figure. 9. a. optimal Pareto front for maximizing sensor detection redundancy (f3) versus 

minimizing the percentage of affected active (consumer) nodes (f4) are summarized. 

In order to achieve maximum redundancy, the sensors should be located close to each other, 

but in order to minimize the number of infected nodes, the sensors should be spread across 

different parts of the network and close to the entry point of contamination. Therefore, the 

optimal location of the sensors according to these two objective functions is in conflict with 

each other. 

Figure 9. b. shows the selected locations of the sensors in the network for the three solutions 

from the Pareto front. The location of the sensors according to solution 3.4.1 indicates the 

location of the sensors according to the best redundancy value of 97.87%, but the worst 

percentage of active (consumer) nodes affected (14.68 %). Solution 3.4.2 shows the location 

of the sensors according to the best percentage of active (consumer) nodes affected 7.86%, but 

the worst redundancy (0 %). In solution 3.4.3, the method presented by Young (1993) is used 

to select the optimal point of Pareto front for locating the sensors in the distribution network. 



According to the Young’s method, the optimal point has a redundancy equal to 62.76% and 

the percentage of affected nodes of 10.48%.   

 

 

 

 

 

  

Fig. 9. Optimal Pareto front for (a) percentage of polluted nodes versus sensor detection 

redundancy, and (b) selected locations of the sensors according to Pareto front 

 

3.2. Sensitivity analysis results 

In this section, the effect of the number of sensors used in the network on the objective 

functions is investigated. The purpose is to check whether the increase in the number of sensors 

improves the optimal Pareto front s. For this purpose, the number of sensors was increased 

from four to six and eight sensors. Figures 10 describes the comparison between the optimal 

Pareto front s for the 4 sensors used in the base run and the Pareto front s for 6 and 8 sensors. 

As shown in Figures 10.a to 10.f, the Pareto front s for 6 sensors dominates the Pareto front s 

established with 4 sensors, and the Pareto front s for 8 sensors dominates the Pareto front s 



established with 4 and 6 sensors. For example, according to Figure 10. a. When using four 

sensors, the best detection likelihood is equal to 77.4% and the worst solution for the detection 

time is 120.6 minutes. but with the increase in the number of sensors to six, the best detection 

likelihood by sensors increased by 7.3 % and reached 84.7%, On the other hand, the worst 

solution for the detection time decreased by 28.69 minutes (23.7%) and reached 91.91 minutes 

that This has improved the two objective functions. Then, with the increase in the number of 

sensors to eight, the best detection likelihood compared to four and six sensors increased by 

12.2 and 4.9 percent, respectively, and reached 89.6 percent. Also, the worst solution for the 

detection time compared to four and six sensors decreased by 25 and 1.5 percent and reached 

90.49 minutes.  
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Fig. 10. Comparing the optimal Pareto fronts for 4 sensors used in the base run with those 

built with 6 and 8 sensors for different objective functions 

 

In general, with increasing the number of sensors, the values of different objective functions 

have improved compared to the base run (4 sensors). Figure 11 shows the optimal Pareto front 

for the number of sensors used in the distribution network versus the best detection likelihood. 

According to this figure at first, when the number of sensors is lower the best detection 

likelihood meets a higher slope but when the number of sensors exceeds 14 sensors the best 



detection likelihood increases with a lower slope. This means that for more than 14 sensors, an 

increase in the number of sensors does not have a noticeable impact on the Pareto fronts.  

 

Fig. 11. Optimal Pareto front for number of sensors versus detection likelihood 

4. Conclusions 

Water distribution Networks (WDNs) are the main components of public infrastructure that 

distribute safe drinking water to billions of customers around the world. WDNs are vulnerable 

to intentional or accidental contamination events due to the complexity of their structures and 

a large number of access points. When contamination enters to WDNs, it spreads through the 

system and harms the customer health and the local economy. Therefore, protection of WDNs 

is an important issue and the security of drinking water should be increased. This leads to the 

use of sensors for identifying the pollutions in water distribution systems. A multi-objective 

scheme is developed for sensor network design in this study. For this purpose, EPANET 

example network No. 3 has been selected to optimally locate quality sensors in drinking water 

distribution networks. By selecting 1000 contaminations scenarios with the same 
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characteristics and effects as all possible contamination combinations, a contamination matrix 

is formed using the genetic algorithm. The optimal location of four sensors in the network was 

analyzed using a simulation-optimization approach. EPANET and NSGA-II were applied as a 

hydraulic-quality simulator and an optimizer approach, respectively. Sensor locations have 

been selected based on the following four objectives: 1- sensor detection likelihood, 2- sensor 

expected detection time, 3- sensor detection redundancy, and 4- the affected population before 

detection. The importance of contamination and also the importance of network nodes are not 

considered the same by considering two important coefficients based on the amount of damage 

caused by contamination in this study. According to the important coefficient 1, the 

contaminations that cause more damage to the distribution network (affect more people) are 

more important and should be identified in less time and also according to the important 

coefficient 2, nodes with more demands are more important and sensors must be installed in 

places to detect contamination before entering these nodes. Then, in the second step, the 

sensitivity analysis related to the number of sensors used in the network on different objective 

functions was investigated so that the number of sensors increased from four to six and eight. 

The results showed that with an increasing number of sensors the Pareto fronts for 6 sensors 

dominate the Pareto fronts established with 4 sensors, and the Pareto fronts for 8 sensors 

dominate the Pareto fronts established with 4 and 6 sensors. Finally, the optimal Pareto front 

for the number of sensors used in the distribution network versus the best detection likelihood 

was depicted. The results demonstrated that when the number of sensors is small, with 

increment the number of sensors, the best detection likelihood changes rapidly; But when the 

number of sensors exceeds 14, the best detection likelihood changes slowly. This means that 

for cases where the number of sensors in the network is more than 14, increasing the number 

of sensors does not have a significant effect on the optimal Pareto front. 
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