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Abstract- Recently with the proliferating rates of digital data and the need of sending data through the internet, protection of the 

contents is crucial. This article proposes a quick method based on a combination of Linear Feedback Shift Register (LFSR) and 

Deoxyribonucleic acid (DNA) and Tinkerbell chaotic function. This method not only has high protection but also provides high 

encryption speed. First, a bit shift method is implemented in permutation phase. Shift numbers are determined by LSFR in each 

step. Then in each step of the permutation phase, specific numbers of pixels are delivered for final encryption in diffusion phase. 

In this phase, DNA as well as Tinkerbell index converts gray level of image pixels. The results show high security, incredible 

speed and good resistance against prevailing attacks. 

Keywords- Image encryption; Linear Feedback Shift Register; Deoxyribonucleic acid 
 

1. Introduction 

The everlasting evolution of internet and social networking has brought about various Internet-based media other than common 

instruments to send emails. Any data like digital images and videos are usually transmitted through the Internet and consequently 

how to preserve the contents of these data is a major concern to be considered and so diverse image encryption techniques have 

been presented recently [1]. The problem with primary techniques of image encryption such as IDEA, AES, RSA and DES is 

deficiency in correlation coefficient within adjoining vertical, horizontal, and diagonal features [2]. Therefore, the primary 

techniques are ineffective for robust encryption [3]. The acknowledged encryption of image algorithms contain chaotic-based 

encryption of image [4,5], developmental algorithm-based encryption of image [6,7], encryption of image in domain 

transformation [8, 9], DNA-based  encryption of image [10, 11].  

The chaotic map constituent makes chaos-based procedures to be interesting for researchers. Consequently, it gets the attention of 

associated researchers. Chaos-based techniques are typically initiated with the utilization of the chaotic map in the arrangement 

step by rearranging image pixels in a way that the gray degree of the plain image stays persistent. Though, the cipher image in the 

transmission step is created by transferring the gray level of the plain image in compliance with the chaotic map and the 

recommended encryption method[15]. 

The application of Deoxyribonucleic acid (DNA) theory is an immensely recent trend in image encryption [16, 17]. The developed 

cipher images employing DNA-based techniques have competitive and realistic correlation coefficients and entropy as stated in 

literature[18]. Two major steps are usually incorporated in DNA-based techniques. First, the plain image is transformed to DNA 

image by virtue of DNA operation rules. Second, the DNA image is employed, and DNA keys are generated from the chaotic map, 

then the cipher image is created.  

Linear Feedback Shift Register (LFSR) is a linear technique to develop Pseudo Random Sequence Numbers which is prevalent 

among most linear encryption schemes to cipher stream [19]. Actually, many encryption schemes make use of LFSR to generate 

keys [20, 21].  

This study implements a combination of LFSR, DNA and Tinkerbell chaotic function to offer a fast encryption method. In 

permutation phase, a bit-level permutation method is proposed based on the combination of LSFR and bit shift. In this approach, 

a certain number of bits are shifted in rows and columns in each step. Finally, in each step a specific number of image pixels are 

encrypted in diffusion phase by a combination of DNA and Tinkerbell. The particular combination of permutation and diffusion 

phases proposed by this article is the main cause of high speed and security in this approach. Actually, the real reason for high 

speed in this method is that half of the image pixels are encrypted instead of the whole image pixels. 

The remainder of the paper is arranged as demonstrated: In Section 2 the primary concepts of Tinkerbell chaotic map, DNA, and 

LFSR are discussed. Section 3 thoroughly centers on the proposed method. In section 4 experimental results including entropy 

analysis, brute-force attack, statistical attacks, and differential attacks are presented followed by comparisons. Lastly, the primary 

findings of this work are outlined by the concluding remarks.  

2.Preliminaries 

LFSR, Tinkerbell chaotic map and DNA sequence are three preliminary concepts which are significant to fathom the proposed 

method.   

 

2.1 Linear-Feedback Shift Register (LFSR)  

LFSR Structure is a linear sequence of registers to generate pseudo random sequence in most schemes. At any specific point of 

time, registers manifest the current state of that stage. In addition, shift register is controlled by an external clock. So the feedback 

content of the register is determined by the XOR of the register content [22]. Therefore, this process is calculated by Eq.1: 
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𝑆𝑡+𝐿 =  𝐶𝑖𝑆𝑡+𝐿−𝑖𝑡 ≥ 0𝐿
𝑖=1                                                                                                                                                                                                         ሺ1ሻ 

In this equation, 𝑆𝑡+𝐿  represents the feedback content in each stage. C and i manifest the clock and the stage numerator, 

respectively. Overall structure of the LFSR system is depicted in Fig. 1. 

 
Fig. 1. Overall structure of LFSR system 

2.2. Tinkerbell Chaotic Map 

Chaotic maps are a group of functions which are fairly perceptive to initial parameters value. These functions exhibit chaotic 

demeanor where a remote change in initial parameters triggers an enormous alteration in those values which are created by chaotic 

function. Tinkerbell chaotic map is one of the various types of chaotic functions. It is a 2-dimension function that is defined by 

Eq. 2 [18]. 𝑥𝑛+1 = 𝑥𝑛2 − 𝑦𝑛2 + 𝑎𝑥𝑛 + 𝑏𝑦𝑛  𝑦𝑛+1 = 2𝑥𝑛𝑦𝑛 + 𝑐𝑥𝑛 + 𝑑𝑦𝑛                                                                                                                                                                                                         ሺ2ሻ                           
Fig. 2 shows the Tinkerbell chaotic map behavior with 𝑛 = 1, … ,1000 and 𝑋1 = 0.1; 𝑌1 = −0.1 and 𝑎 = 0.9; 𝑏 = −0.6013; 𝑐 =2; 𝑑 = 0.5. 

 

Fig. 2. Tinkerbell chaotic map with starting 𝑋1 = 0.1; 𝑌1 = −0.1 and parameters value 𝑎 = 0.9; 𝑏 = −0.6013; 𝑐 = 2; 𝑑 = 0.5. 
 

 

2.3. Deoxyribonucleic acid (DNA) 

The primary inherited instructions for living and procreation of any creature are transmitted by DNAs. DNAs are made from 

nitrogen nucleic bases, that is to say; adenine (A), guanine (G), cytosine (C), and thymine (T). In conformity with base pairing 

rules of DNA, accompaniment chemical nitrogenous bases of the two components are connected together to form a double-

stranded DNA in such way that A matches with T and C matches with G [18]. Table 1 presents the binary coding rules for DNA 

sequences formed by utilizing corresponding rules of DNA sequences as well as corresponding rules of the binary system [23]. 

Based on Table 1, a pixel with the gray level of 190 and the binary program of (10111110)2 might cause a route to 8 different 

DNA orders as specified: Rule 1 (CTTC), Rule 2 (GTTG), Rule 3 (CAAC), Rule 4 (GAAG), Rule 5 (AGGA), Rule 6 (TGGT), 

Rule 7 (ACCA) and Rule 8 (TCCT). Additionally, DNA orders according to Table 2 can describe the function of XOR.  



 

 

 

Table 1. Binary coding rules for DNA sequences 

 A T C G 

Rule 1 00 11 10 01 

Rule 2 00 11 01 10 

Rule 3 11 00 10 01 

Rule 4 11 00 01 10 

Rule 5 10 01 00 11 

Rule 6 01 10 00 11 

Rule 7 10 01 11 00 

Rule 8 01 10 11 00 

        

Table 2. Truth table for XOR operator for DNA sequences 

XOR A T C G 

A A T C G 

T T A G C 

C C G A T 

G G C T A 

 

 

3. Proposed method 

In the present section, the phases of the suggested method are elaborated in detail. This method consists of three main phases: main 

key production, permutation and diffusion. 

 

3.1.  Key generation 

For secret key production, message-digest algorithms (MD5) are used. MD5 consists of a set of random characters (secret key). 

Then the input string is changed into a hexadecimal number with 32 characters by MD5. This 32-character number is converted 

to binary equivalent. Finally, a 128-bit strain is provided for the sender. Initial values of Tinkerbell chaotic function and seed value 

for LSFR (Eq. 3) are calculated by the following equations based on the 128-bit strain. 𝐾 = ሼ𝑘0, 𝑘1, 𝑘2, … , 𝑘31ሽ                                                                                                                                                                                         ሺ3ሻ  

Subject to: 𝑘𝑖 = ሼ𝑘𝑖,0 , 𝑘𝑖,1 , , 𝑘𝑖,2 , 𝑘𝑖,3ሽ 

Where in 𝑘𝑖,𝑗 ,  𝑖 denotes the character number and 𝑗 shows the bit number in𝑘𝑖.  In Tinkerbell chaotic map, initial values (𝑥0 

and𝑦0) are calculated as Eq.3 and Eq.4. 𝑥0 = 𝑘15,0127 + 𝑘15,1126 + ⋯ + 𝑘8,063 + ⋯ + 𝑘0,61 + 𝑘0,702128                                                                                                                                                               ሺ4ሻ 𝑦0 = 𝑘31,0…3⨁𝑘30,0…3⨁ … ⨁𝑘0,0….328                                                                                                                                                                                         ሺ5ሻ 

Where ⨁ denotes the exclusive OR in binary system. Owing to Eq. 4 and Eq. 5, both 𝑥0 and 𝑦0 belong to interval[0,1]. 

Initial seed for LFSR is calculated by Eq. 6. 

 𝐿𝐹𝑆𝑅𝑆𝑒𝑒𝑑 = ൛𝑘0,0, 𝑘2,0, 𝑘4,0, … , 𝑘30,0ൟ                                                                                                                                                                                 ሺ6ሻ 
 

3.2.  Permutation 

 

In permutation phase, bit level shift and LFSR should be used. The proposed LSFR consists of 16 registers to determine LFSR 

seed by Eq. For permutation, the Plain-image is converted to its binary equivalent (Eq. 7).  



 

 

 𝐼ሺ𝑖, 𝑗ሻ → 𝐼ሺ𝑖, 𝑘ሻ, 𝑖 ∈ [1, 𝑁], 𝑗 ∈ [1, 𝑀], 𝑘 ∈ [1, 𝑀 × 8]                                                                                                                                                             ሺ7ሻ  
 

The proposed LFSR is used to determine the number of left to right and top to down shifts by Eqs. 8 and 9.  𝐿𝑒𝑓𝑡_𝑡𝑜_𝑟𝑖𝑔ℎ𝑡 = උ𝑙𝑜𝑔2ሺ𝑀×8ሻඏ                                                                                                                                                                                                    ሺ8ሻ 
 𝑢𝑝_𝑡𝑜_𝑑𝑜𝑤𝑛 =  ሺ9ሻ                                                                                                                                                                                                                ۂ𝑙𝑜𝑔2𝑁ہ
 

First LFSR is run one clock to obtain a number in [1, 𝐿𝑒𝑓𝑡_𝑡𝑜_𝑟𝑖𝑔ℎ𝑡], then it is run one more clock to determine a number in [1, 𝑢𝑝_𝑡𝑜_𝑑𝑜𝑤𝑛]. Finally, these two numbers are employed in the first row and the first column in binary plain images. The proposed 

permutation for the first row and the first column is illustrated in Fig. 3. These steps are repeated until all rows and columns are 

met.  

 
Fig. 3. The proposed permutation 

 

3.3.  Diffusion 

In this phase, a certain number of pixels in the delivered image from permutation is encrypted. This number is calculated by Eq. 

10. ඌ12 × 𝑙𝑜𝑔2𝑁×𝑀ඐ                                                                                                                                                                                                                                ሺ10ሻ 

 

 Where M and N denote the numbers of the row and the column of the image respectivelyA combination of Tinkerbell chaotic 

function and DNA rules, shown in table 1, is implemented to encrypt a pixel. First, 𝑥0 and  𝑦0are calculated by Eq. 3 and Eq.4 

before starting with Tinkerbell function. 

Owing to Eq. 4 and Eq. 5, both 𝑥0 and 𝑦0 belong to interval[0,1]. Tinkerbell map shows totally chaotic behavior when 𝑥0 and 𝑦0 

varies in interval[−0.5, −0.2]. To do so, obtained 𝑥0 and 𝑦0 by Eq. 4 and Eq. 5 will map to the mentioned interval by using Eq. 

11.  ሼ𝑥0, 𝑦0ሽ ← −0.5 + ሼ𝑥0, 𝑦0ሽ × ൫−0.2 − ሺ−0.5ሻ൯                                                                                                                                                                     ሺ11ሻ 
According to Eq. 11, following relations are always satisfied: −1.23 < 𝑥𝑛 < 0.46 and−1.55 < 𝑦𝑛 < 0.55.   

Values 𝑥0  and 𝑦0  are employed to generate 𝑥1  and 𝑦1  as the starting points of Tinkerbell chaotic map. The values x and y 

produced by Tinkerbell function are employed to calculate the location of target pixels with Eqs. 12 and 13. 𝑋−𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 ← ൫𝑥𝑛 − ሺ−1.23ሻ൯ × ቆ 𝑁൫0.46 − ሺ−1.23ሻ൯ቇ + 1                                                                                                                            ሺ12ሻ 
𝑌_𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 ← ൫𝑦𝑛 − ሺ−1.55ሻ൯ × ቆ 𝑀൫0.55 − ሺ−1.55ሻ൯ቇ + 1                                                                                                                                          ሺ13ሻ 𝑆𝑢𝑏𝑗𝑒𝑐𝑡𝑡𝑜: 𝑌_𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛𝑀𝑂𝐷8 = 1  

In case the condition in Eq. 13 is not set, 𝑌_𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 value is reduced from the obtained value. Eight bits of image are separated 

from the locations of 𝑋_𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 and 𝑌_𝑃𝑜𝑠𝑖𝑡𝑖𝑜𝑛 and converted to DNA sequence by the obtained rule in table one. The number 

of this rule is calculated by Eq. 14. 

 

 𝐷𝑁𝐴_𝑅1 ← ඌ൫𝑥𝑛 − ሺ−1.23ሻ൯ × ൬ 8൫0.46−ሺ−1.23ሻ൯൰ඐ + 1                                                                                                                                                      ሺ14ሻ 

Then a value between 0 to 255 is produced by Eq. 15. 𝑇𝑒𝑚𝑝_𝐾𝑒𝑦 ← ൫𝑦𝑛 − ሺ−1.55ሻ൯ × ቆ 255൫0.55 − ሺ−1.55ሻ൯ቇ                                                                                                                                                  ሺ15ሻ 



 

 

This value is converted to its binary equivalent, and then to its DNA sequence equivalent by Eq. 16 and table one. 𝐷𝑁𝐴−𝑅2 ← ൫𝑦𝑛 − ሺ−1.55ሻ൯ × ቆ 8൫0.55 − ሺ−1.55ሻ൯ቇ + 1                                                                                                                                              ሺ16ሻ 
The two DNA sequences are XORed using Table 2.  The obtained value is converted to binary format using Table 1. This value 

is selected as the encrypted 8-bit value. The proposed flow chart for diffusion phase is illustrated in table one. 

The two permutation and diffusion phases continue interdependently in smaller dimensions for image (N, M). The final pixels 

encrypted in diffusion phase can be calculated by Eq. 17. 

 𝑚𝑖𝑛ሺ𝑁, 𝑀ሻ × 𝑙𝑜𝑔2𝑁×𝑀                                                                                                                                                                                                               ሺ17ሻ 
 Whole proces to diffuse a pixel is shown in Fig. 4. 

 

 
Fig. 4. The proposed diffusion 

 

4. Experimental results 

Eight 512 × 512 images and eight 256 × 256 images were examined by the proposed method to verify the results over Python 

3 on a PC with an Intel Corei7, 2.3 GHz CPU, 8 GB memory and 500 GB hard disk with a Window 8 professional operating 

system. Then MATLAB 2019a is used for the illustration of the charts. Afterwards, further experiments were carried out on the 

proposed method to evaluate its efficacy. Therefore, the results of these experiments are provided in the following sections 

illustrating entropy, correlation coefficients and histogram analyses in statistical attacks, secret key space analyses and key 

sensitivity analyses in brute force attacks, number of pixel change rates (NPCR) and unified average changing intensity (UACI) 

in distinctive attacks. 

 

4.1. Permutation test 

To test the proposed permutation method, a sample Painter image (Fig 5.a) has been going through the permutation process 

considering the diffusion phase has been eliminated and only proposing shift permutation is performed. The obtained permuted 

image is shown in Fig 5.b.  

This test has been repeated for all the images in two sizes of  256 × 256 and 512 × 512. To evaluate the quality of the proposed 

permutation, correlation coefficient of the permutated image in vertical, horizontal and diagonal direction for the original image 

(OI) and permutated image (PI) has been listed in Table 3.   

The range of correlation coefficient is between -1 to +1. Moreover, the number of adjacent pixels in a plain image is compatible 

with its gray degrees. As a result, +1 and -1 can be considered as the perfect positive and negative correlation. However, minimum 

connection between two adjacent pixels is optimum in a cipher image. Since there is no connection between two adjacent pixels, 

the perfect correlation coefficient is 0. The correlation coefficient of two neighboring pixels is calculated by Eq. 18. 𝑟𝑥𝑦 = ȁ𝑐𝑜𝑣ሺ𝑥, 𝑦ሻȁξ𝐷ሺ𝑥ሻ × ξ𝐷ሺ𝑦ሻ                                                                                                                                                                                                             ሺ18ሻ 
 In which 𝑥 and 𝑦 are the gray levels of two adjacent pixels. Eq. 18 can be additionally determined by employing Eqs. 19, 20 and 

21 in which 𝐸ሺ𝑥ሻ and 𝐸ሺ𝑦ሻ are the means of 𝑥 and 𝑦 variables and 𝐷ሺ𝑥ሻ  and 𝐷ሺ𝑦ሻ are respective variances. 𝑐𝑜𝑣ሺ𝑥, 𝑦ሻ = 1𝑁 ሺ𝑥𝑖 − 𝐸ሺ𝑥ሻሻሺ𝑦𝑖 − 𝐸ሺ𝑦ሻሻ𝑁
𝑖=1                                                                                                                                                                             ሺ19ሻ 



 

 

𝐸ሺ𝑥ሻ = 1𝑁  𝑥𝑖𝑁
𝑖=1                                                                                                                                                                                                                              ሺ20ሻ 

𝐷ሺ𝑥ሻ = 1𝑁 ሺ𝑥𝑖 − 𝐸ሺ𝑥ሻሻ2𝑁
𝑖=1                                                                                                                                                                                                          ሺ21ሻ 

The obtained correlation coefficients have been listed in Table 3 that demonstrate the reasonable performance of the proposed 

permutation.  

 

(a) 

 

(b) 

Fig. 5. a) Painter image,  b) permutated image 

 

Table 3. Correlation coefficients of original image (OI) and permutated image (PI) 

 

 

 

Lena Cameraman Peppers Tree Baboon Airplane Painter Boat 

256 × 256 

Vertical 
OI 0.9776 0.9702 0.9538 0.9720 0.9779 0.9718 0.9666 0.9637 

PI 0.0186 0.0185 0.0208 0.0173 0.0216 0.0184 0.0198 0.0275 

Horizontal 
OI 0.9795 0.9615 0.9695 0.9635 0.9615 0.9792 0.9615 0.9682 

PI 0.0238 0.0176 0.0251 0.0157 0.0192 0.0193 0.0116 0.0192 

Diagonal 
OI 0.9641 0.9589 0.9629 0.9591 0.9641 0.9641 0.9641 0.9641 

PI 0.0199 0.0086 0.0164 0.0155 0.0081 0.0142 0.0120 0.0154 

           

512 × 512 

Vertical 
OI 0.9776 0.9702 0.9538 0.9720 0.9779 0.9718 0.9666 0.9637 

PI 0.0086 0.0089 0.0148 0.0120 0.0127 0.0107 0.0172 0.0111 

Horizontal 
OI 0.9795 0.9615 0.9695 0.9635 0.9615 0.9792 0.9615 0.9682 

PI 0.0238 0.0114 0.0143 0.0211 0.0122 0.0119 0.0130 0.0162 

Diagonal 
OI 0.9641 0.9589 0.9629 0.9591 0.9641 0.9641 0.9641 0.9641 

PI 0.0199 0.0081 0.0076 0.0189 0.0091 0.0094 0.0138 0.0081 

 

 



 

 

4.2. The proposed method performance 

The performance of proposed method is evaluated in three stages, and the obtained results are illustrated in Fig. 6. Fig. 6a is related 

to Peppers image with dimensions of 256 × 256. Figs. 6b, 6c and 6d are, respectively, the encrypted images after implementing 

25%, 50% and 100% of the proposed method.  

 
Fig. 6. a) original image, b), c), d) the encrypted images after implementing 25%, 50% and 100% of the proposed method. 

4.3. Entropy 

The entropy of the image can manifest the pixel gray level distribution via the image histogram. The optimum 

entropy is 8, showing the even distribution of the image gray level. Eq. 22 is used to determine the entropy. 

𝐻ሺ𝑠ሻ =  𝑃ሺ𝑠𝑖ሻ 𝑙𝑜𝑔2 1𝑃ሺ𝑠𝑖ሻ2𝑀−1
𝑖=0                                                                                                                                                                                                     ሺ22ሻ 

In which 𝑃ሺ𝑠𝑖ሻ is the occurrence probability of 𝑠𝑖. The entropy of the cipher images in Table 4 validates the accuracy of 

suggested method. 

4.4. Statistical attacks 

Statistical attacks are composed of correlation coefficient analysis in horizontal, vertical, and diagonal directions along with 

histogram analysis. In a robust encryption method, the correlation of adjacent pixels should remain minimum. Furthermore, 

histogram analysis demonstrates the distribution of gray level pixels which should be unvarying. 

4.4.1. Correlation coefficient analysis 

The correlation coefficient has been calculated based on Eq.18 as explained before. Moreover, horizontal, vertical, and diagonal 

correlation coefficients for 8000 pairs of neighboring pixels of cipher images based upon Eq. 18 are shown in Table 5. 



 

 

Table 4. The entropy of cipher-images

 Lena Cameraman Peppers Tree Baboon Airplane Painter Boat 

256 × 256 7.9990 7.9982 7.9987 7.9988 7.9986 7.9979 7.9981 7.9986 512 × 512 7.9994 7.9991 7.9993 7.9990 7.9992 7.9994 7.9989 7.9993 

 

Table 5. Correlation coefficients of cipher-images 

 

 Lena Cameraman Peppers Tree Baboon Airplane Painter Boat 

256 × 256 

Vertical 0.0059 0.0131 0.0041 0.0032 0.0036 0.0041 0.0056 0.0024 

Horizontal 0.0037 0.0095 0.0158 0.0033 0.0076 0.0101 0.0014 0.0051 

Diagonal 0.0014 0.0021 0.0075 0.0009 0.0019 0.0064 0.0011 0.0012 

 

512 × 512 

Vertical 0.0016 0.0025 0.0019 0.0062 0.0029 0.0007 0.0009 0.0023 

Horizontal 0.0019 0.0021 0.0019 0.0015 0.0034 0.0016 0.0007 0.0036 

Diagonal 0.0008 0.0020 0.0007 0.0012 0.0018 0.0010 0.0006 0.0009 

The correlation of adjacent pixels in Lena’s plain and cipher images are depicted in figure 7 vertically, horizontally and diagonally, 

based on 8000 matches of adjacent pixels. This figure also confirms the almost ideal correlation coefficient of the cipher image 

during the implemention of the proposed encryption method. The cipher image correlation and Lena’s plain image correlation can 

be seen on the first and second rows of Fig. 7, respectively. 

   

   

 

Fig. 7. Correlation plot of two neighboring pixels in different direction before (first row) and after (second row) encryption 



 

 

4.4.2. Histogram analysis 

 

An initial image has uneven histogram distribution while a robust encrypted image has uniform histogram distribution. The 

histograms of pepper image ( 256 × 256  and    512 × 512 )  before and after plain image encryption by proposed method are 

depicted in Fig.8. Therefore, it can be concluded that the proposed encryption method is robust enough in statistical attacks. 

 

  

  

 

Fig. 8. From left to right in each row: Histogram of plain-image, Histogram of cipher-image 

 

4.5. Brute-force Attack 

Secret key sensitivity and the size of the secret key space are evaluated in order to elude brute-force attacks.  

 

4.5.1. Key sensitivity analysis  

The proposed method has an acceptable key sensitivity analysis results, and a trivial difference in the original image changes the 

cipher image. A 128-bit secret key is employed for the encryption of the baboon image (Fig. 9a, 9b, and 9c). Then the encryption 

continues, and a zero bit changes to one. Fig. 9d verifies the sensitivity of the proposed method to any trivial variation of the 

original key. The secret key analysis results of all the test images can be seen in table 6. 

 
 

4.5.2. Secret key space analysis 

In the proposed method, a 32 hexadecimal number produced by MD5 changes to a 128-bit key. This key space can tolerate brute-

force attacks with 2128
value. 



 

 

 
(a) (b) 

 
(c) 

 
(d) 

 

Fig. 9. a) Baboon's  image    b) Cipher-image with 128-bit secret key   c) Cipher-image with the same key as Fig. 9b with alteration 

1 bit   d) difference between Figs. 9b and 9c 

 

Table 6. Differences between two cipher-images when a 1-bit change is applied to the secret key 

  Lena Cameraman Peppers Tree Baboon Airplane Painter Boat 

256 × 256 99.58 % 99.64 % 99.51 % 99.62 % 99.50 % 99.52 % 99.65 % 99.65 % 512 × 512 99.66 % 99.69 % 99.62 % 99.74 % 99.61 % 99.57 % 99.46 % 99.65 % 

 

 

4.6. Differential Attack  

An important criterion to evaluate the success rate of the encryption method is differential attack. The main aim of differential 

attack is to assess whether a minor alteration in the plain image can create a significantly notable variation in the cipher-image or 

not. 

Therefore, unified average changing intensity (UACI) and number of pixels change rate (NPCR) are utilized for determining 

distinctive attacks as in Eq. 23 and Eq. 24 [3]: 



 

 

𝑁𝑃𝐶𝑅 = σ σ 𝐷ሺ𝑖, 𝑗ሻ𝑁𝑗=1𝑀𝑖=1 𝑀 × 𝑁 × 100%                                                                                                                                                                                          ሺ23ሻ 
 𝑈𝐴𝐶𝐼 = σ σ ȁ𝐶1ሺ𝑖, 𝑗ሻ − 𝐶2ሺ𝑖, 𝑗ሻȁ𝑁𝑗=1𝑀𝑖=1 255 × 𝑀 × 𝑁 × 100%                                                                                                                                                                     ሺ24ሻ 
     

In which 𝐷ሺ𝑖, 𝑗ሻ is calculated as stated in Eq. 25: 

 

   𝐷ሺ𝑖, 𝑗ሻ = ൜0𝑖𝑓𝐶1ሺ𝑖, 𝑗ሻ = 𝐶2ሺ𝑖, 𝑗ሻ1𝑖𝑓𝐶1ሺ𝑖, 𝑗ሻ ≠ 𝐶2ሺ𝑖, 𝑗ሻ                                                                                                                                                                                             ሺ25ሻ                      𝐶1and 𝐶2 are two cipher images whose similar plain-images have solely one-bit difference utilizing the same original key. Table 

7 demonstrates the NPCR and UACI of 𝐶1and 𝐶2 with the suggested encryption method based on chosen test images. Table 7 

shows the sensitivity of the proposed method to minor change in plain images. 

 

 Table 7. NPCR and UACI of two cipher images (𝐶1and 𝐶2) whose corresponding plain-images have only one-bit difference 

 

 Lena Cameraman Peppers Tree Baboon Airplane Painter Boat 

NPCR 

256 × 256 0.995026 0.993752 0.994294 0.995185 0.994962 0.995274 0.993031 0.995713 

512 × 512 0.996219 0.995260 0.995116 0.996107 0.996006 0.996479 0.994920 0.995925 

 

UACI 

256 × 256 0.333398 0.337982 0.333160 0.329381 0.337618 0.334984 0.326956 0.333604 

512 × 512 0.334162 0.339058 0.338336 0.332574 0.339572 0.339007 0.336822 0.337487 

 

 

4.7. Comparaison  

The performance of this method is compared with GA-DNA [23], CA-DNA[24], BST-DNA[2] and DNA-RNA[15]. For the basis 

of their encryption is on chaotic function and DNA. The statistical results of qualitative criteria for these five methods are provided 

in Table 8.  

 

4.7.1. Statistical criteria 

 

The efficacy of the proposed method is evaluated by Lena image of 256 × 256 and Baboon image of 512 × 512. 

Table 8 confirms that the proposed method results are significantly better than the results of CA-DNA and BST-DNA methods. 

However, GA-DNA and the proposed method have similar results because of their genetic algorithm, an iterative evolutionary 

process with prolonged performance duration which makes them unapplicable to immediate applications. On the contrary, the 

obtained time for the proposed method is almost acceptable. 

 

4.7.2. Quality measure 

In this section, an image of a Boat with dimensions of 256 × 256 and an image of a plane with dimensions of 512 × 512 are 

employed to compare qualitative criteria of the proposed method with four methods of GA-DNA[23] ،CA-DNA[24] ،BST-

DNA ]2[،DNA-RNA[15]. The main qualitative criteria considered are Mean square error (MSE)[25] ,Peak signal-to-noise ratio 

(PSNR)[25] ، Normalized Absolute error (NAE)[26]  ،Structural content (SC)[26]  ،Root Mean Square Error(RMSE). 



 

 

 

 

Table 8. Comparison of the proposed method and the related works  

  Entropy Correlation Coefficient NPCR UACI Time  

   Vertical Horizontal Diagonal    

 

 256 × 256 

GA-DNA[23] 7.9990 0.0049 0.0051 0.0015 0.993808 0.336974 16931 

CA-DNA[24] 7.9973 0.0107 0.0119 0.0044 0.989195 0.326002 450 

BST-DNA[2] 7.9981 0.0029 0.0093 0.0021 0.993826 0.335714 941 

DNA-RNA[15] 7.9983 0.0068 0.0082 0.0037 0.992403 0.332836 953 

Proposed method 7.9986 0.0036 0.0076 0.0019 0.994962 0.337618 819 

         

 

 512 × 512 

GA-DNA[23] 7.9994 0.0011 0.0022 0.0007 0.996485 0.335218 67195 

CA-DNA[24] 7.9991 0.0039 0.0025 0.0013 0.993557 0.329485 1827 

BST-DNA[2] 7.9989 0.0012 0.0031 0.0011 0.995209 0.340083 3792 

DNA-RNA[15] 7.9991 0.0028 0.0023 0.0017 0.993862 0.327291 3837 

Proposed method 7.9994 0.0016 0.0019 0.0008 0.996219 0.334162 3266 

 

 

The mean squared error (MSE) of an estimator calculates the average of the squares of the errors— the average squared difference 

between the calculated values and the actual value (Eq. 26). Corrupting noise affects PSNR representation. PSNR describes the 

ratio amongst the corrupting noise and strength of signal (Eq. 27). NAE, normalized absolute error, is calculated by Eq. 28. The 

similarity between two images can be assessed based on structural content (SC) (Eq. 29). Moreover, this measurement is based on 

the correlation of neighboring pixels of an image.  A high rate of SC, an indicator of the quality of an image indicates the poor 

quality of the picture. RMSE represents “Root Mean Square Error”, evaluating the “square root of mean of the square of all the 

errors” (Eq. 30). It is employed regularly for great wide span in numerical forecasts. 

𝑀𝑆𝐸 = 1𝑀 × 𝑁  [𝑂ሺ𝑥, 𝑦ሻ − 𝐸ሺ𝑥, 𝑦ሻ]2𝑁
𝑋=1

𝑀
𝑦=1                                                                                                                                                                 ሺ26ሻ 

𝑃𝑁𝑆𝑅 = 10 × 𝑙𝑜𝑔10 𝑀𝐴𝑋12ξ𝑀𝑆𝐸                                                                                                                                                                                                 ሺ27ሻ 

𝑁𝐴𝐸 = σ σ [𝑂ሺ𝑥, 𝑦ሻ − 𝐸ሺ𝑥, 𝑦ሻ]𝑁𝑋=1𝑀𝑦=1σ σ ȁ𝑂ሺ𝑥, 𝑦ሻȁ𝑁𝑋=1𝑀𝑦=1                                                                                                                                                                          ሺ28ሻ 

𝑆𝐶 = σ σ [𝑂ሺ𝑥, 𝑦ሻ]2𝑁𝑋=1𝑀𝑦=1σ σ [𝐸ሺ𝑥, 𝑦ሻ]2𝑁𝑋=1𝑀𝑦=1                                                                                                                                                                                               ሺ29ሻ 

https://en.wikipedia.org/wiki/Estimator
https://en.wikipedia.org/wiki/Expected_value
https://en.wikipedia.org/wiki/Error_(statistics)


 

 

𝑅𝑀𝑆𝐸 = √σ σ [𝑂ሺ𝑥, 𝑦ሻ − 𝐸ሺ𝑥, 𝑦ሻ]2𝑁𝑋=1𝑀𝑦=1 𝑀 × 𝑁                                                                                                                                                                   ሺ30ሻ 

Where O(x, y)is the original image, E(x, y) is the encrypted image having dimension (M, N). The highest valued figure of Mean 

Square Error can be considered as the better starting rate.  

All the obtained result for above indexes are listed in Table 9. These results are also another demonstration of superiority of the 

proposed method.  

Table 9. Quality measure to compare the proposed method with state-of-art methods 

  MSE PSNR NAE SC RMSE 

 

 256 × 256 

GA-DNA[23] 21160 4.8756 126.12 1.1192 103.71 

CA-DNA[24] 21039 4.9006 125.95 1.2139 98.42 

BST-DNA[2] 20481 5.0173 122.41 1.1581 100.63 

DNA-RNA[15] 19726 5.1804 121.04 1.2057 99.48 

Proposed method 21804 4.7454 127.83 1.0395 103.55 

       

 

 512 × 512 

GA-DNA[23] 21648 4.7766 127.22 1.0291 104.26 

CA-DNA[24] 21391 4.8285 126.79 1.0538 100.51 

BST-DNA[2] 21007 4.9072 124.87 1.1087 101.10 

DNA-RNA[15] 20188 5.0799 123.73 1.1525 100.23 

Proposed method 21606 4.7851 127.30 1.0228 103.90 

 

 

5. Conclusion  

This article proposed a quick and safe method for image encryption. This method employed a combination of LSFR and bit-level 

shift in permutation phase and a combination of DNA and Tinkerbell in diffusion phase. The main reason for high security of the 

proposed method is the combination of LSFR, DNA and Tinkerbell chaotic function. However, there are two reasons for the 

respectable speed of the proposed method: first, synchronized permutation and diffusion phases; second the encryption of half of 

image pixels. The obtained results in section four confirmed high resistance of the proposed method against the prevailing attacks. 
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