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Abstract

Recently steganalysis methods based on convolutional neural networks (CNN) have achieved great

improvement. However, detection against adaptive steganographic algorithms with low embedding rates has

still been a challenging task. To deal with this problem, we propose a CNN steganalysis model employing the

joint domain detection mechanism and nonlinear detection mechanism. For the joint domain detection

mechanism, we use not only the high-pass filters from the SRM for spatial residuals, but also the patterns from

the DCTR for frequency steganographic impacts. For the nonlinear detection mechanism, we enlarge

steganographic effects by nonlinearly transforming the extracted steganographic residual information. In

addition, we innovatively put forward a model learning method based on the high learning ability of a model.

That is, we use lower embedding rate image datasets to train a model and higher embedding rate image

datasets to test the model, which effectively improves sensitivity to steganographic traces. Compared with the

existing steganalysis models such as SRM+EC, Ye-Net, Xu-Net, Yedroudj-Net and Zhu-Net, the detection

accuracy of our model is about 4%∼6% higher than that of the best Zhu-Net model.

Keywords: Image steganalysis; Convolutional neural networks; Feature learning; Joint domain; Nonlinear
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Introduction 1

Steganalysis [1] and information hiding are restricted 2

and promoted mutually [2], [3]. And there is a more 3

hopeful prospect to carry out the steganalysis work. 4

Image steganography is a technique that hides se- 5

cret messages in images. In the frequency domain, the 6

image is converted to frequency domain by discrete co- 7

sine transform (DCT) [4], discrete wavelet transform 8
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(DWT) [5] and so on. Then the secret messages are em-9

bedded in the transformation coefficients. The popu-10

lar algorithms are J-UNIWARD [6], nsF5 [7], UED [8],11

UERD [9]. In the spatial domain, the steganography12

algorithm is characterized by directly changing the13

pixels. The typical algorithms are the least signifi-14

cant bit (LSB) [10, 11], LSB matching [12], pixel-15

value differencing (PVD) [13]. The above algorithms16

can be regarded as the non-adaptive steganography al-17

gorithms. The adaptive steganography algorithms has18

been proved to have better performance. Currently19

popular adaptive algorithms are edge adaptive im-20

age steganography (EA) [14], HUGO [15], HILL [16],21

MiPOD [17], S-UNIWARD [6]. Now the security of22

steganography algorithms keeps on increasing [18],23

[19], [20], so the detection encounters more challenges.24

The traditional steganographic analysis is mainly25

based on the manual feature extraction including26

gray level co-occurence matrix (GLCM) [21], Local27

Binary Patterns [22] and so on. The Spatial Rich28

Model (SRM) [23] is one of the most successful spatial29

steganographic detection algorithm. For a long time,30

scholars propose lots of steganographic analysis algo-31

rithms with SRM’s ideas, so there is no major stegano-32

graphic analysis achievements.33

With the development of Graphics Processing Unit34

(GPU) parallel computing and deep learning, scholars35

hold a view that learning characteristics from the data36

itself can be more effective and gradually achieve it. In37

2014, Tan and Li [24] proposed the first steganalysis38

model that applied deep learning techniques. In 2015,39

Qian et al. [25] proposed the first convolutional neu-40

ral network model using supervised learning methods.41

In 2016, Xu et al. [26] proposed a CNN model simi-42

lar to Qian’s model. The difference was that they used 43

an absolute value layer (ABS) and a 1x1 convolution 44

kernel. At this time, Qian et al. [27] proposed to use 45

the idea of transfer learning to improve the feature 46

learning. The above models were all implemented in 47

the spatial domain. In 2017, there were many stegano- 48

graphic analysis achievements in the frequency do- 49

main. Zeng et al. [28, 29] proposed a JPEG-based 50

steganographic analysis model. Xu et al. [30], inspired 51

by ResNet, proposed a new CNN model consisting of 52

20 convolutional layers with BN. Ye et al. [31] pro- 53

posed a spatial domain CNN model. And they added 54

a truncated linear unit (TLU) activation function to 55

the preprocessing layer. The main trend in 2017 was 56

to optimize the convolutional neural network archi- 57

tecture through ResNet [32], and draw on the fea- 58

ture extraction method of SRM. In 2018, Yedroudj et 59

al. [33] proposed a spatial domain CNN model con- 60

sisting of five convolutional layers. In addition to the 61

traditional image datasets BOSSBass [34], they added 62

the BOWS2 [35] image datasets. Tsang et al. [36] im- 63

proved Ye’s network model, which made the model 64

perform steganalysis on high-resolution images. Zhang 65

et al. [37] proposed a new CNN model, and they used 66

the depth separable convolution network and spatial 67

pyramid pooling (SPP) to obtain the channel correla- 68

tion and adapt to different sizes of images. 69

The nonlinear characteristic of SRM has the per- 70

fect theoretical research achievement, but it has not 71

been applied. The research shows that the combination 72

of spatial and frequency domain information can be 73

more conducive to detect spatial steganographic fea- 74

ture, but this idea has not been applied. Previous stud- 75

ies have shown that different embedding rate steganog- 76
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raphy operations have similar influence modes of im-77

age neighboring pixel correlation, but this idea has not78

been used by most people.79

In this paper, we propose a novel spatial domain ste-80

ganalysis model called Wang-Net. It has the following81

characteristics:82

(1) We firstly apply the joint domain detection mech-83

anism, which can effectively improve the detection per-84

formance.85

(2) We firstly apply the nonlinear feature detection86

mechanism, and extracts the nonlinear features by per-87

forming MinMax nonlinear operations on the residual88

information.89

(3) We propose and apply a novel model transfer90

learning method, that is, we use low embedding rate91

images to train high learning ability model, and use92

high embedding rate images to verify and test.93

The rest of this article is organized as follows. In Sec-94

tion 2, we introduce the SRM in the spatial domain95

and the DCTR in the frequency domain. In Section96

3, we propose our CNN model. Our simulational re-97

sults and analysis are in Section 4. Finally, we made a98

summary in Section 5.99

Preliminaries100

We mainly extract feature information through HPFs101

from SRM and DCT patterns from DCTR. The con-102

tents of SRM and DCTR are as follows.103

SRM104

We can see the feature extraction method of SRM ste-105

ganalysis in Fig. 1. Firstly, the residual map submodels106

are obtained by the high-pass filter, then the fourth-107

order co-occurrence matrix of each residual map sub-108

model is extracted by quantization, rounding and trun-109

cation. Finally, the elements of these co-occurrence 110

matrices are rearranged to form the steganalysis fea- 111

ture vector. 112

Scholars have designed a variety of HPFs in SRM,

and they use them to generate the residual map sub-

model, which is as follows:

Rmn = pred(Nmn)− cImn (1)

Where c is called the residual order, m and n repre- 113

sent the pixel coordinates, Nmn is the adjacent pixel 114

of Imn, and pred(Nmn) is the predictor of cImn. Gen- 115

erally, the number of pixels in Nmn is equal to c. 116

The residuals mainly include first-order, second- 117

order, third-order, SQUARE, EDGE3x3 and EDGE5x5 118

six types, and each type of residuals is divided into lin- 119

ear filtering residuals and nonlinear filtering residuals. 120

The typical residuals and high-pass filters can be seen 121

in Table 1, Eq.(2), Eq.(3), Eq.(4). The residuals in the 122

horizontal, vertical, diagonal, and anti-angular direc- 123

tions are denoted as Rh,Rv,Rd,Rm. 124

Rmin
ij = min(Rh

ij , R
v
ij , R

d
ij , R

m
ij ),

Rmax
ij = max(Rh

ij , R
v
ij , R

d
ij , R

m
ij )

(2)
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(4)

For the linear residual, Table 1 has given the calcu-

lation method of the first-order, second-order, third-

order linear residuals. It is not difficult to find that the

linear residuals of SQUARE, EDGE3x3 and EDGE5x5

only use more directional neighborhood pixels in the

calculation. The SQUARE, EDGE3x3 and EDGE5x5

high-pass filters are shown in Eq.(3) and Eq.(4). In

fact, the linear residual calculation method can be con-

verted to the convolution operation:

R = I ∗K = (Rij) = (
∑

r,c

x
r,c
i,jk

r,c) (5)

Where i, j are the pixel coordinates, and r, c are the125

index of the kernel.126

As shown in Eq.(2), the nonlinear residual can be127

obtained by finding the maximum or minimum of some128

linear filtering residuals. As shown in Table 1, we take129

the first-order linear residual as the residual prototype,130

there are totally eight first-order linear residuals:131

Rij ={yi,j+1 − yij , yi+1,j+1 − yij , yi+1,j−1 − yij ,

yi,j+1 − yij , yi,j−1 − yij , yi−1,j+1 − yij ,

yi−1,j − yij , yi−1,j−1 − yij}

(6)

Then the first-order nonlinear residual is:

Rmin
ij = min{Rij} (7)

Rmax
ij = max{Rij} (8)

The nonlinear residuals combine the statistical char- 132

acteristics of the same kind of linear residuals, which 133

fully reflect the adjacent pixels correlation changes 134

in image caused by the steganography, and have ex- 135

tremely high application value. 136

DCTR 137

In the frequency domain, the discrete cosine transform 138

Residual (DCTR) [38] is a general steganographic de- 139

tection algorithm. The steps of its feature processing 140

are as follows: 141

(1) Obtain 64 8x8 DCT bases patterns by calcula- 142

tion, then obtain feature maps by convoluting the de- 143

compressed JPEG image with the DCT basis patterns. 144

(2) Obtain the sub-feature maps by quantifying and 145

truncating the raw feature maps. 146

(3) Compress the sub-feature maps as a 8000 dimen- 147

sional feature vector. 148

In the above steps, the DCT basic patterns are 8x8

matrices,B(i,j) = (B
(i,j)
mn ),

0≤m,n≤7, and B
(i,j)
mn is calculated as follows:

B(i,j)
mn =

uiuj

4
cos

πi(2m+ 1)

16
cos

πj(2n+ 1)

16
(9)

Where u0 = 1√
2
,uk = 1 for k > 0. 149

DCT is defined as the convolution operation of the

image and 64 DCT basic patterns B(i,j). In order to

better understand DCT, we set the length and width

of all images to a multiple of 8. Given a grayscale image

I ∈ RM×N of size M ×N (M , N is a multiple of 8):

U(I) = {U (i,j)|0 ≤ i, j ≤ 7} (10)
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U i,j = I ∗Bi,j (11)

Where U (i,j) ∈ R(M−7)×(N−7), ∗ denotes a non-150

padded convolution operation.151

Method152

As shown in Fig. 2, our network model applies the153

joint domain and nonlinear detection mechanism. In154

the process of feature extraction, we simulate the SRM155

feature extraction method in the spatial domain and156

the DCTR feature extraction method in the frequency157

domain, and increase the extraction method of nonlin-158

ear residual features. we design nine different convolu-159

tion layers. We also design the fully connected layer as160

the tenth layer for steganographic detection.161

Nonlinear detection and joint domain detection162

mechanism in preprocessing layer163

We apply the joint domain detection mechanism, that164

is, now our feature extraction method combines the165

advantages of spatial and frequency domain feature ex-166

traction methods. And the image spatial residual fea-167

ture is obtained by SRM HPFs, the image frequency168

domain feature information is obtained by DCT pat-169

terns. At the same time, based on the more compre-170

hensive characteristics of nonlinear residual statistical171

features, we apply the nonlinear detection mechanism.172

First, we compare the proposed nonlinear detec-173

tion mechanism with the commonly used spatial lin-174

ear detection method. We use six types of SRM HPFs175

including the first-order, second-order, third-order,176

SQUARE, EDGE3x3, and EDGE5x5, whose amounts177

of high-pass filters are 8, 4, 8, 2, 4, and 4, respec-178

tively. And we obtain 30 linear residual feature maps179

through 30 high-pass filters. SQUARE is divided into 180

SQUARE3x3 and SQUARE5x5, and SQUARE3x3 181

and EDGE3x3 belong to the same category in essence. 182

So there are two nonlinear residual feature maps 183

in SQUARE3x3 and EDGE3x3. There are also two 184

nonlinear residual feature maps in SQUARE5x5 and 185

EDGE5x5. And we obtain a total of 10 nonlinear resid- 186

ual feature maps by statistics. We did the steganaly- 187

sis simulations on the single linear residual feature net 188

(Linear Kernel-Net) and nonlinear residual feature net 189

(Non-linear Kernel-Net). 190

According to Table 2, we know that the accuracy 191

of Non-linear Kernel-Net is about 2%∼6% lower than 192

that of Linear Kernel-Net in the simulations. We be- 193

lieve that our nonlinear residual features roughly cal- 194

culate the maximum and minimum values of each type 195

of linear residual features, and do not consider the 196

distribution characteristics of residual feature values. 197

Therefore, the adjacent pixel correlation changes in the 198

image caused by steganography are not comprehen- 199

sively reflected, that is, the advantage of the nonlinear 200

residual feature is not fully utilized. However, the ac- 201

curacy of Non-linear Kernel-Net is higher than that of 202

CNN Steganography Analysis Network Ye-Net, indi- 203

cating that Non-linear Kernel-Net still has good com- 204

petition and can enhance the feature representation. 205

Therefore, we add linear and nonlinear residual fea- 206

tures to our network named All Kernel-Net. 207

According to the information in Table 3, All Kernel- 208

Net has better steganographic analysis performance 209

than Linear Kernel-Net and Non-linear Kernel-Net. 210

In the WOW and S-UNIWARD steganography algo- 211

rithms with the embedding rate of 0.2, the stegano- 212

graphic analysis accuracy of All Kernel-Net is about 213
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0.3%∼%6 higher than that of Linear Kernel-Net and214

Non-linear Kernel-Net, and All Kernel-Net has no sig-215

nificant effect. Compared with the high embedding216

rate steganographic analysis accuracy, we know that217

this situation is mainly caused by too little embedded218

secret information. And All Kernel-Net combine the219

advantages of linear and nonlinear residual features,220

and has great steganalysis effect.221

Based on All Kernel-Net, we apply the idea of joint222

domain detection and simulate the feature extraction223

method DCTR in the frequency domain, and we add224

it to the network.225

According to the domain knowledge, small convo-

lution kernels can effectively reduce the parameters

scale, besides, matrix operations can take full advan-

tage of the parallel computing of GPU. Therefore, we

use a matrix with the channel number of 94 and the

size of 5x5 instead of 94 convolution kernels, and ini-

tialize the matrix directly with DCT Patterns and

HPFs. At this point, the calculation formula for the

new DCT patterns is modified as follows:

B(i,j)
mn =

uiuj

5
cos

πi(2m+ 1)

10
cos

πj(2n+ 1)

10
(12)

Where u0 = 1,uk =
√
2 for k > 0, 0 ≤ m,n ≤ 4,226

0 ≤ i, j ≤ 7.227

In this way, we add the matrix initialized by DCT228

Patterns and HPFs to the preprocessing layer. This229

network is called Wang-Net that combines the advan-230

tages of linear and nonlinear feature extraction in the231

spatial and frequency domains. We did the steganaly-232

sis simulation. According to the results, after combin-233

ing the advantages of frequency domain feature extrac-234

tion, Wang-Net’s steganographic analysis accuracy for235

WOW and S-UNIWARD is about 2%∼3% higher than236

All Kernel-Net. It strongly shows that the steganogra- 237

phy effect of Wang-Net has been greatly improved. 238

Therefore, our network model finally applies the joint 239

domain and nonlinear detection mechanism to simu- 240

late the extraction of spatial domain, frequency do- 241

main, linear and nonlinear steganographic features. 242

Detailed design in network architecture 243

Our network receives an image of size 256x256 and 244

outputs two types of labels. The CNN has a number 245

of layers, including a pre-processing layer, eight convo- 246

lutional layers for feature extraction, and a fully con- 247

nected layer for result classification. In the preprocess- 248

ing layer, we use a convolution kernel with the channel 249

number of 94 and the size of 5x5, which is initialized 250

by the SRM filters and DCT Patterns. 251

In the feature extraction process, 3x3 convolution 252

kernels are used in layers 2, 3, 4, 8, and 9, and 5x5 253

convolution kernels are used in layers 5, 6, and 7. In 254

each convolutional layer, we add BN, ReLU and TLU 255

nonlinear activation functions. And we also add aver- 256

age pooling to the 4, 5 and 6 convolutional layers. 257

Experiments 258

The environments 259

In the simulation, we applied two well-known con- 260

tent adaptive steganography algorithms to evalu- 261

ate the performance of the CNN models, which are 262

WOW and S-UNIWARD. We use the Matlab code of 263

these steganographic algorithms to implement image 264

steganography. As proposed in other steganalysis pa- 265

pers, we use a randomly embedded key when applying 266

the steganography algorithm, which is also in line with 267

the actual steganography situation. 268
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Datasets269

The datasets used in the simulations is the BOSS-270

Base 1.01. BOSSBase 1.01 contains 10,000 512x512271

grayscale cover images, which have different texture272

features and are widely used in steganalysis. Due to273

the limitations of GPU computing resources, in the274

simulation, we scale the images of BOSSBase 1.01 to275

256x256 (using ‘imresize()’ in matlab, the function pa-276

rameter remains the default configuration).277

In the simulation, we use the steganography algo-278

rithm and cover images to generate 10,000 correspond-279

ing stego images. We find that the model is too com-280

plex and has strong learning ability. In order to prevent281

overfitting, we need to allocate as lots of datasets as282

possible for training. Therefore, the data ratio of train-283

ing datasets, verification datasets and test datasets is284

8:1:1.285

Implementation details286

We apply the AdaDelta [39] to train the network287

model, which accelerates the convergence of the model.288

Due to GPU memory limitations, we set the mini-289

batch size to 16. We use an exponential decay method290

with a decay rate of 0.95, a decay step of 2000, and291

an initial learning rate of 0.4. We also use Xavier [40]292

to initialize the weights and biases in all convolution293

layers.294

Results and discussions295

In this section, we compare the performance of Wang-296

Net and existing spatial domain steganalysis models,297

such as SRM+EC, Xu-Net, Ye-Net, Yedroudj-Net, and298

Zhu-Net. Then we use the idea of transfer learning to299

give full play to the model’s migration ability.300

We compare the detection performance of Wang- 301

Net and other steganalysis algorithms. The results are 302

shown in the Table 4. 303

According to the results, Wang-Net performance is 304

better than SRM+EC, Xu-Net, Ye-Net, and Yedroudj- 305

Net, but the detection accuracy is about 2%∼3% lower 306

than that of Zhu-Net. 307

Our model has the strong learning ability. Inspired 308

by the idea of transfer learning, we propose a novel mi- 309

gration learning method, that is, we use the datasets 310

with lower embedding rates for training and use the 311

datasets with higher embedding rates for verification 312

and testing. We compare the performance of the net- 313

works again. 314

According to the results in Table 5, after using our 315

new training mode, the performance of Wang-Net has 316

been greatly improved and has surpassed that of Zhu- 317

Net. Now our CNN model has the best steganalysis 318

detection performance. 319

CONCLUSION 320

In the field of steganalysis, it is of great significance 321

for applying the CNN. In this paper, we propose a 322

CNN steganalysis model with three great advantages. 323

In the first place, we pioneer the joint domain detec- 324

tion mechanism, and simulate the manual feature ex- 325

traction method in the spatial and frequency domain 326

to solve the spatial steganographic analysis problem. 327

Furthermore, we creatively apply the nonlinear fea- 328

ture detection mechanism to the network. The nonlin- 329

ear features are obtained by nonlinear transformation 330

of the linear residual features, which synthesizes the 331

characteristics and more fully reflects the change of 332

the adjacent pixel correlation caused by the steganog- 333
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raphy. What’s more, we apply a novel model migra-334

tion learning method. According to the characteris-335

tics of high learning ability of Wang-Net, we propose a336

model migration learning method, which uses low em-337

bedding rate images for training and high embedding338

rate images for testing. The learning method makes339

our model fully adapt to the distribution character-340

istics of embedded information. A large number of341

simulations have proved that our model has the best342

steganographic analysis detection performance. How-343

ever, the nonlinear feature extraction method of our344

model is too rough. And our model is not suitable for345

steganalysis of color image. These issues will be ad-346

dressed in further research.347
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Table 1 First-order, second-order, third-order linear residuals in the horizontal direction.

Residual Type HPF Linear Residual

First-order (1, -1) Rh
ij = yi,j+1 − yij

Second-order (1, -2, 1) Rh
ij = yi,j−1 − 2yij + yi,j+1

Third-order (1, -3, 3, -1) Rh
ij = yi,j−1 − 3yij + 3yi,j+1 − yi,j+2

Table 2 THE PERFORMANCE OF Linear Kernel-Net, Non-linear Kernel-Net AND Ye-Net ON RESAMPLED IMAGES. THE

INVOLVED NETWORKS ARE TRAINED AND TESTED ON BOSSBase.

Algorithms Linear Kernel-Net Non-linear Kernel-Net Ye-Net

WOW(0.2bpp) 0.710181 0.697077 0.669

WOW(0.4bpp) 0.818548 0.788306 0.768

S-UNIWARD(0.2bpp) 0.661290 0.608871 0.600

S-UNIWARD(0.4bpp) 0.765625 0.733871 0.688

Table 3 THE PERFORMANCE OF Linear Kernel-Net, Non-linear Kernel-Net AND All Kernel-Net ON RESAMPLED IMAGES.

THE INVOLVED NETWORKS ARE TRAINED AND TESTED ON BOSSBase.

Algorithms Linear Kernel-Net Non-linear Kernel-Net All Kernel-Net

WOW(0.2bpp) 0.710181 0.697077 0.713710

WOW(0.4bpp) 0.818548 0.788306 0.844254

S-UNIWARD(0.2bpp) 0.661290 0.608871 0.668851

S-UNIWARD(0.4bpp) 0.765625 0.733871 0.791835

Table 4 THE PERFORMANCE OF Wang-Net AND OTHER STEGANALYSIS MODELS ON RESAMPLED IMAGES. THE

INVOLVED NETWORKS ARE TRAINED AND TESTED ON BOSSBase.

Algorithms
WOW

(0.2bpp)

WOW

(0.4bpp)

S-UNIWARD

(0.2bpp)

S-UNIWARD

(0.4bpp)

SRM+EC 0.635 0.745 0.634 0.753

Xu-Net 0.676 0.793 0.609 0.728

Ye-Net 0.669 0.768 0.600 0.688

Yedroudj-Net 0.722 0.859 0.633 0.772

Zhu-Net 0.766 0.882 0.719 0.847

Wang-Net 0.748992 0.859879 0.691028 0.818548

Table 5 THE PERFORMANCE OF Wang-Net AND Yedroudj-Net AND Zhu-Net ON RESAMPLED IMAGES. THE INVOLVED

NETWORKS ARE TRAINED AND TESTED ON BOSSBase.

Algorithms Payload Yedroudj-Net Zhu-Net Wang-Net

WOW

0.2 0.722 0.766 0.811996

0.3 - - 0.887601

0.4 0.859 0.882 0.919859

S-UNIWARD

0.2 0.633 0.719 0.777218

0.3 - - 0.815020

0.4 0.772 0.847 0.888105
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Figure 1 The feature extraction process of SRM steganalysis.

Figure 2 Integrated structure of the network.
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