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Yebo Gu1*, Zhilu Wu1†, Zhendong Yin 1

and Bowen Huang2

Abstract

Artificial noise(AN) is a core technique in physical layer security field which has been widely studied.AN
reduces the channel capacity of eavesdroppers without affecting the channel capacity of the communicator so
that AN can increase secrecy capacity.Secrecy capacity is defined as channel capacity of the communicator
minus channel capacity of eavesdroppers.The AN is prohibited from affecting the channel capacity of the legal
receiving channel. This condition brings good performance to AN as well as limitations.Recently, the secrecy
capacity optimization artificial noise (SCO-AN) is proposed to increase the secrecy capacity more
effectively.SCO-AN can reduce the channel capacity of the communicator to a small extent while greatly
reducing the channel capacity of the eavesdropper. So, SCO-AN can further expand the secrecy capacity on
the basis of AN. Due to the limitation of transmit power, SCO-AN cannot be added indefinitely, so it is an
important issue to increase the secrecy capacity as much as possible under a certain power limit.In this paper,
a secrecy capacity function with SCO-AN added under certain power constraints is established.Because this
function is non-convex, the traditional convex optimization algorithm cannot be applied. A sequence quadratic
program(SQP) is adopted to solve this power allocation problem.Simulation results show that SQP can
effectively improve the secrecy capacity under a certain power limit.

Keywords: physical layer security; artificial noise; secrecy capacity optimization artificial noise; power
allocation

1 Introduction
Information technology has developed rapidly in

recent years. As people demand higher information
transmission speeds, more requirements have been put
forward for the secure transmission of information.
The information encryption technology is used to re-
alize the secure transmission of information for a long
time. Due to the limitation of computing speed, the
encrypted information is difficult to decipher.With the
development of computer technology, the deciphering
of information has become more and more simple. In
theory, as long as the computer’s calculation speed
is fast enough, there is no encrypt information that
cannot be deciphered. So traditional information en-
cryption techniques have encountered limitations. The
emergence of physical layer security technology has
proposed new methods for solving information secu-
rity problems.

*Correspondence: felton20@163.com
1School of Electronics and Information Engineering, Harbin Institute of

Technology , Xidazhi street, 150001 harbin, China

Full list of author information is available at the end of the article
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The physical layer security technology is funda-
mentally different from the information encryption
technology. The physical layer security technology is
mainly based on the randomness of the transmission
channel. The use of coding and modulation technology
to realize the secure transmission of information is an
important research content for the realization of wire-
less network security in the next generation of com-
munications. Beamforming and artificial noise are the
main technologies for achieving physical layer security.
Beamforming is mainly used to encode the transmitted
information to ”point” the receiver to reduce the in-
formation received by eavesdroppers. Artificial noise is
to add a signal in the eavesdropper’s channel that has
no effect on the transmission channel so that the signal
received by the eavesdropper is disturbed. In the phys-
ical layer security technology, the capacity is usually
used to judge the quality of the physical layer technol-
ogy. In the AN and beamforming technology, secrecy
capacity refers to the difference between the channel
capacity of the legitimate receiver and the channel ca-
pacity of the eavesdropper.
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The research on the secrecy capacity of eavesdrop-
ping channel is the basis of the research on the phys-
ical layer security technology, and also the guidance
of the research on the physical layer information secu-
rity mechanism. If the secrecy capacity is greater than
zero, it means that part of the information cannot be
received by the eavesdropper which means part of the
information can not be ”deciphered”. In summary, one
of the goals of the physical layer security technology is
to maximize the secrecy capacity.
The study of physical layer security originated from

Shannon. In his paper, unconditional confidential
transmission is proposed, which is also the ultimate
goal of physical layer security technology research
[1]. After shannon, Wyner first researched the secure
transmission of information from the perspective of
information theory. Wyner defines the communication
model with the eavesdropping channel, and secrecy ca-
pacity was also first proposed in his paper [2]. Csiszer
and Korner continue to study the physical layer se-
curity technology on the basis of wyner, in paper [3],
a broadcast channel model with confidential messages
is proposed to extend Wyner’s work. For a long time
in the past, the physical layer security technology has
not been concerned. Until the application of Multiple-
Input Multiple-Out-put(MIMO) technology, physical
layer security technology has developed rapidly. In
particular, the proposal of artificial noise technology
makes the physical layer security technology easier to
apply to MIMO technology [4]. AN technology adds
a signal the transmitted signal which is orthogonal to
the legitimate channel. The additional signal does not
affect the capacity of legitimate channel, but it will
reduce the channel capacity of the eavesdropper and
increase the secrecy capacity of the wireless communi-
cation system.
On the basis of AN technology, scholars have done

a lot of outstanding work. The optimal power alloca-
tion for artificial noise and achievable rates in MIMO-
OFDM wiretap communication system are proposed
in [5]. In [6] and [7], The artificial noise and interference
alignment technology are creatively merged together,
and artificial noise with interference alignment char-
acteristics is proposed, which expands the application
field of artificial noise. In [8], the upper limit of the
secrecy capacity of artificial noise wireless communi-
cation systems subject to transmit power is proposed.
AN technology has excellent performance. Because

AN is orthogonal to legitimate channel so that the le-
gal channel is not affected. There is no need to add
any additional signal processing device to the receiver.
At the same time, the eavesdropper’s channel capacity
is reduced effectively. We assume that the channel ca-
pacity of the legitimate channel is A and the channel

capacity of the eavesdropper is B. The principle of AN
is to reduce B so that the difference between A and B
becomes larger while keeping A unchanged.
In our previous work [9], the secrecy capacity opti-

mization artificial noise(SCO-AN) is proposed. SCO-
AN adds an additional signal-global artificial noise
(GAN) to the signal based on AN. The role of GAN
is to reduce the small part of A and reduce the B by
a large amount. So the difference between A and B is
enlarged. SCO-AN is a tool to convert the noise immu-
nity of communication systems into secrecy capacity.
When we transmit important information, we can use
the anti-noise ability encoding technology to send con-
fidential information, and at the same time add GAN
to the channel to interfere with the eavesdropper as
much as possible to achieve confidential transmission.
Limited by the transmit power of the antenna sys-

tem, it is an important issue to maximize the secrecy
capacity with limited power. Therefore, we study the
power allocation problem of SCO-AN in this paper.
Because the Hessian matrix of the SCO-AN power allo-
cation function is not positive definite, SCO-AN power
allocation function is a non-convex function. The max-
imum value of the SCO-AN power allocation function
can not be obtained by gradient descent method. In
this paper, an iterative method is used to find the ex-
treme value of the power allocation function within a
certain range. The main contributes of this paper are
summarized as follows:

• In this paper, in order to use the limited transmis-
sion power to maximize the secrecy capacity, the
power allocation problem of SCO-AN is described
for the first time, and the optimization conditions
of the power allocation function are strictly lim-
ited to ensure that the optimization results meet
the realistic constraints.

• Based on [9], the design of SCO-AN has been
changed. SCO-AN and AN have a common ba-
sis. This greatly simplifies the calculation of the
power allocation algorithm and improves the op-
eration efficiency of the algorithm.

• Due to the numerous and complicated constraints,
it is difficult for traditional iterative algorithms to
guarantee the validity of the calculation. So in this
paper, an iterative algorithm is used to optimize
the objective function of SCO-AN. Simulation re-
sults prove that this iterative algorithm is very
effective.

Paper structure is as follows: In section 2, the ar-
tificial noise and analyzed its technical principles are
introduced briefly. In the third section, we introduced
the secrecy capacity optimization artificial noise and
briefly analyzed its advantages over artificial noise.
The power problem of SCO-AN is explained in detail.
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The model of SCO-AN power allocation is first pro-
posed, and its convergence is also analyzed in detail.
At the same time, the SQP algorithm is explained in
section 3. we introduced the algorithm flow of SCO-AN
using SQP algorithm. Simulation results are shown in
section 4, and conclusions are drawn in section 5.

2 Method

2.1 system model

Figure 1 the wireless communication model with
eavesdropper

In this section, we introduce AN and SCO-AN tech-
nology in detail.
Fig.1 shows a wireless communication system model

with information sender, legitimate receiver and eaves-
droppers. In this model, Alice(A) is the sender of the
signal, Bob(B) is the legitimate receiver of signal, and
Eve(E) is the eavesdropper who taps signal. Here we
assume that A has NA transmitting antennas, B has
NB receiving antennas, and eavesdropper E has NE

receiving antennas. H is the channel state informa-
tion(CSI) of legitimate channel(A to B), G is CSI of
eavesdropper channel(Alice to Eve). Channel estima-
tion is usually performed to obtain channel state in-
formation by inserting pilots into the transmitted sig-
nal.As shown in FIG. 1, for the convenience of dis-
cussion, a feedback channel is set between A and B.
A can obtain the channel state information H from B
accurately without delay. At the same time, we also
assume that G can be accurately obtained by A with-
out delay. Ht and Gt are the CSI of H and G at time t.
The element hi,j(gi,j) in H(or G) represnts the chan-
nel gain between the ith transmitter antenna and the
jth receiver(eavesdropper) antenna. xt ∈ C

NA repre-
sents the signal sent by Alice at time slot t, yt ∈ C

NB

represents the signal received by Bob at time slot
t,zt ∈ C

NE represents the signal received by Eve at
time slot t,respectively, so that

zt = Htxt + nt, (1)

yt = Gtxt + et, (2)

Where nt and et are independent and identically dis-
tributed(i.i.d) additive white Gaussian noise(AWGN)
with variance of σ2

n and σ2
e . The block fading is

assumed to exist so that each element in Ht and
Gt ,Ht ∈ C

NA×NB ,Gt ∈ C
NA×NE .hi,j gi,j are inde-

pendent complex constants. hi,j and gi,j are assumed
to be independent complex constants. For convenience
of discussion, the channel estimation of Ht and Gt is

assumed to be error-free.The maximum transmitting
power is assumed to be P0 , E[x†txt] ≤ P0 .
The secrecy capacity of the communication model

with eavesdroppers is[3]:

SecrecyCapacity = log(1+
|Htxt|2
σ2
n

)− log(1+
|Gtxt|2
σ2
e

),

(3)

Secrecy capacity of the MIMO communication system
is the difference between capacity of H and capacity of
G.

2.2 the artificial noise
Since AN(wt) is orthogonal to H(Htwt = 0), AN

does not affect Bob’s reception of information. For Eve,
AN is a noise that will reduce Eve’s channel capacity.
So Alice sends AN wt ∈ C

NA while sending the normal
signal st so that

xt = wt + st, (4)

wt is artificial noise which designed to put in the
null space of Ht so that Htwt=0. Zt is an standard
orthonormal basis for Ht and vt satisfies wt = Ztvt

and Z†
tZt = I, vt is a complex random variables with

variance of σ2
t . So the signals received by Bob and Eve

are:

zt = Htxt + nt

= Htwt +Htst + nt,

= Htst + nt,

(5)

yt = Gtst +Gtwt + et, (6)

yt is the signal received by Eve and zt is the signal
received by Bob. Because wt is in the null space of
Ht, artificial noise has no effect on Bob, while Eve
is affected by AN when receiving information due to
extra artificial noise in the received signals.
In [4], the transmitted signal is designed to be

st = ptut where ut is the information signal and pt
obeys the independent Gaussian distribution. pt is de-
signed to satisfy the following conditions a)Htpt 6=
1,b)‖pt‖=1.
So the lower bound of secrecy capacity after adding

artificial noise is :

SecrecyCapacityt ≥ Ca
sec = I(Z;U)− I(Y ;U)

= log(1 +
|Htpt|

2σ2

u

σ2
n

)− log(1 +
|Gtpt|

2σ2

u

E|Gtwt|
2+σ2

e

),
(7)

where E|Gtwt|2 = (GtZtZ
†
tG

†
t)σ

2
t .
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Notation: A† denotes the conjugate transpose of ma-
trix A. CM×N represents the space of complex M ×N
matrices.E(·) represents the expectations.

2.3 the secrecy capacity optimization

artificial noise
One of the goals of physical layer security is to in-

crease the secrecy capacity of the communication sys-
tem as much as possible. In a communication system
with eavesdroppers, since the channel capacity of a
legitimate receiver cannot be increased, only the chan-
nel capacity of the eavesdropper can be reduced. The
essence of artificial noise is to reduce the capacity of
eavesdroppers while maintaining the legitimate chan-
nel capacity. Inspired by AN, we added an additional
artificial noise to the wireless communication system-
the secrecy capacity optimization artificial noise (SCO-
AN). SCO-AN reduces the legal channel capacity on
the basis of AN while the capacity of eavesdropping
channels is greatly reduced to increase the system’s
secrecy capacity.

With the development of communication technol-
ogy and the emergence of new channel coding technol-
ogy, the anti-noise performance of wireless communi-
cation systems has been greatly improved, which pro-
vides suitable conditions for the application of SCO-
AN technology. SCO-AN can greatly increase the se-
crecy capacity of the system while increasing the noise
of the system slightly.

SCO-AN consists of artificial noise and global ar-
tificial noise(GAN). Alice sends SCO-AN (wg) while
sending the normal signal

xt = wg + st, (8)

Where st represents the signal sent by Alice and wg ∈
C

NA consists of GAN and artificial noise:

wg = wt +wm, (9)

wm ∈ C
NA represents GAN which improves the se-

crecy capacity of the system and wt ∈ C
NA represents

the artificial noise. To facilitate calculations, we as-
sume that wm = Ztvm and Zt is a standard orthonor-
mal basis for Ht which is described in second section.
vm is designed to be i.i.d complex random variables
with variance σ2

m. So the messages received by the Al-
ice and Bob are :

zt = Htst +Htwg+nt, (10)

yt = Gtst +Gtwg + et, (11)

Because of Htwt=0, so

zt = Htst +Htwg+nt=Htst +Htwt+wm+nt

= Htst +Htwt+Htwm+nt

= Htst +Htwm+nt,

(12)

yt = Gtst +Gtwg + et
= Gtst +Gt(wt +wm) + et
= Gtst +Gtwt +Gtwm + et

(13)

So the lower bound of secrecy capacity after adding
SCO-AN is:

Secrecys ≥ Cseca = I(Z;U)− I(Y ;U)

= log(1 +
|Htpt|

2σ2

u

σ2
n+E|Htwm|2

)− log(1 +
|Gtpt|

2σ2

u

E|Gtwt|2+E|Gtwm|2+σ2
e
),

(14)

where E|Htwm|2 = (HtZtZ
†
tH

†
t)σ

2
m,

E|Gtwt|2 = (GtZtZ
†
tG

†
t)σ

2
t ,E|Gtwm|2 = (GtZtZ

†
tG

†
t)σ

2
m.

From the previous discussion, it is obvious that Ht,
Gt, pt and Zt are known. So GtZtZ

†
tG

†
t , |Htpt|2 ,

|Gtpt|2 and HtZtZ
†
tH

†
t are constants that can be cal-

culated. We assume that |Htpt|2 = Ht
p,|Gtpt|2 =

Gt
p,HtZtZ

†
tH

†
t = Ht

z and GtZtZ
†
tG

†
t = Gt

z. H
t
p , Gt

p ,
Ht

z and Gt
p are constants. In order to express the gain

of the SCO-AN to the system conveniently, Ct repre-
sents the change in the secrecy capacity of the sys-
tem after adding the SCO-AN. We subtract (7) from
(14), so the increments of secrecy capacity after adding
SCO-AN is:

Ct = log2(1 +
Ht

pσ
2

u

Ht
zσ

2
m+σ2

n
)− log2(1 +

Gt
pσ

2

u

Gt
z(σ

2
m+σ2

t )+σ2
e

)

−[(log2(1 +
Ht

pσ
2

u

σ2
n

)− log2(1 +
Gt

pσ
2

u

Gt
zσ

2

t+σ2
e

)],

(15)

To ensure that SCO-AN is valid, Ct should be greater
than zero. In (15), Ct is a non-convex function about
σ2
m, so the extreme values of Ct can be obtained within

a certain range, which is analyzed in detail in the
paper [9]. In other words, SCO-AN can be added to
the communication system without limit theoretically.
However, it is impossible because the unlimited addi-
tion of noise will reduce the communication quality of
the system and even cause communication failure, so
we can only Add SCO-AN within the range allowed by
the system’s noise immunity.

3 Power allocation problem of SCO-AN
The transmission power of wireless communication

systems is limited. It is very important to get the max-
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imum secrecy capacity under the limited transmission
power.

We assume the power per transmission is P. Since
‖pt‖=1 and Zt are standard orthonormal basis for Ht,
So

σ2
m + σ2

t + σ2
u ≤ P, (16)

we assume that x denotes σ2
u, y denotes σ2

m and z

denotes σ2
t and the initial state of x, y, z before power

allocation is x0, y0,z0. The secrery capacity that only
adds AN without power allocation is P0. So

log2(1 +
Ht

px0

σ2
n

)− log2(1 +
Gt

px0

Gt
zz0 + σ2

e

) = P0 (17)

So the power distribution problem of SCO-AN is
written as:

min log2(1 +
Gt

px

Gt
z(p−x)+e

)− log2(1 +
Ht

px

Ht
zy+n

)

s.t log2(1 +
Gt

px

Gt
zz+e

)− log2(1 +
Ht

px

Ht
zy+n

)

−log2(1 +
Ht

px

n
) + log2(1 +

Gt
px

Gt
z(p−x)+e

) > 0

log2(1 +
Ht

px

n
)− log2(1 +

Gt
px

Gt
zz+e

) > P0

x+ y + z ≤ P

x > 0
y > 0
z > 0

(18)

In (18), condition log2(1+
Ht

px

n
)− log2(1+

Gt
px

Gt
zz+e

) >

P0 is added when setting the limit function. Bacause
the role of the original framework should not be re-
duced in the optimization of a large range, so the se-
crecy capacity of AN should not be reduced.

The hessian matrix of the objective function is non-
positive definite, so the extremum of the objective
function can not be obtained by the method of par-
tial derivative. An sequence quadratic program(SQP)
is adopted to optimize power allocation to maximize
system secrecy capacity. The basic idea of SQP is: at
each iterative step, a quadratic programming subprob-
lem is solved to establish a descent direction to reduce
the value function to obtain compensation, and these
steps are repeated until the original problem solution
is obtained.

The Lagrange function of (18) is:

L(x, y, z, µ, λ) = f(x, y, z)− µ1h1(x, y, z)
−

∑

j=1,2,3,4,5

λjgj(x, y, z), (19)

where

f(x, y, z) = log2(1 +
Gt

px

Gt
z(p−x)+e

)− log2(1 +
Ht

px

Ht
zy+n

)

g1(x, y, z) = log2(1 +
Gt

px

Gt
zz+e

)− log2(1 +
Ht

px

Ht
zy+n

)

−log2(1 +
Ht

px

n
) + log2(1 +

Gt
px

Gt
z(p−x)+e

)

g2(x, y, z) = log2(1 +
Ht

px

n
)− log2(1 +

Gt
px

Gt
zz+e

)− P0

g3(x, y, z) = x

g4(x, y, z) = y

g5(x, y, z) = z

h1(x, y, z) = x+ y + z − P

(20)

µ and λ are Lagrange multiplier. To optimize the above
problems, the following conditions must be satisfied:

∂L
∂X

∣

∣

x=x∗
= 0 (a)

λj 6= 0, (b)
ut ≥ 0, (c)
utgt(x∗) = 0, (d)
hi(x∗) = 0 i = 1 (e)
gj(x∗) = 0 j = 1, 2, 3, 4, 5 (f)

(21)

(21) are Karush–Kuhn–Tucker conditions(KKT con-
ditions), (a) is a necessary condition when the extreme
value of Lagrange function is taken, (b) is Lagrange
coefficient constraint, (c) is inequality constraint case,
and (d) is complementary Relaxation conditions, (e)
and (f) are the original constraints.
For general problems, the KKT condition is a neces-

sary condition for a set of solutions to be the optimal
solution. When the original problem is a convex prob-
lem, the KKT condition is a sufficient condition as
well.
Regarding condition (c), We construct the L(x, λ, µ)

function, we hope L(x, λ, µ) ≤ f(x). In L(x, λ, µ), µ is
0, so λ is less than or equal to 0, and the coefficient 0
must be satisfied, which is the condition (c) as well.
Regarding condition (d), the minimum value of

L(x, λ, µ)must be the minimum value of the three for-
mula terms, and the minimum value of the third term
is when the value is equal to 0.
A quadratic polynomial is used to approximate

f(x, y, z), the quadratic polynomial is expanded into
a positive definite quadratic form, so the following
quadratic programming subproblem is obtained:

min 1
2d

TBtd+∇f(xt, yt, zt)T d
s.t h(xt, yt, zt) +Aε

td = 0
g(xt, yt, zt) +AΓ

t d ≥ 0,
(22)

where Aε
t = ∇h(xt, yt, zt),AΓ

t = ∇g(xt, yt, zt),Bt is
a positive definite matrix, dt is optimal solution of
quadratic programming subproblems.



Gu et al. Page 6 of 9

Theorem 3.1 A KKT point x∗ of the optimization
constraint problem and its corresponding Lagrangian
multiplier vectorλ∗, µ∗ ≥ 0. Assuming at x, the follow-
ing conditions hold:
(1)Effectively constrained jacobi matrix is row full

rank.
(2)The strict complementary relaxation condition

holds, that is, gi(x
∗) ≥ 0, λ∗i ≥ 0, gi(x

∗)λ∗i =
0, gi(x

∗) + λ∗i > 0.
(3)A sufficient second-order optimality condition

holds, that is, for any vector d 6= 0 that satisfies
A(x∗)d = 0, The following conditions are true:

dTB(x∗, µ∗, λ∗)d > 0
where B(x, µ, λ) is a positive definite matrix, If

(xt, µt, λt) is sufficiently close to (x∗, µ∗, λ∗), the
quadratic programming sub-problem (22) has a local
minimum point d∗. The corresponding effective con-
straint index set is the same as the effective constraint
index set of the original problem at x∗.

Using Karush-Kuhn-Tucker Conditions, (21)is equiv-
alent to:

H1(d, µ, λ) = Bt−(Aε
t )

Tµ−(AΓ
t )

Tλ+∇f(xt, yt, zt),
(23)

H2(d, µ, λ) = h(xt, yt, zt) + (Aε
t )

T d, (24)

λ ≥ 0,
g(xt, yt, zt) +AΓ

t d ≥ 0,
λ[g(xt, yt, zt) +AΓ

t d] = 0,
(25)

Note that formula (19) is a linear complementarity
problem, we define smooth FB-function:

ϕ(ε, a, b) = a+ b−
√

a2 + b2 + 2ε2, (26)

where ε > 0 is a smooth parameter, and

Φ(ε, d, λ) = (ϕ1(ε, d, λ), ϕ2(ε, d, λ)...ϕm(ε, d, λ))T ,

(27)

in (26),

ϕi(ε, d, λ) = λi + [gi(xt) + (AΓ
t )id]

−
√

λ2i + [gi(xt) + (AΓ
t )id]

2
+ 2ε2,

(28)

Where (AΓ
t )i is the i-th row of AΓ

t . (21) and (22) are
equivalent to

H(z) := H(ε, d, µ, λ) =









ε

H1(d, µ, λ)
H2(d, µ, λ)
Φ(ε, d, λ)









= 0, (29)

the Jacobian matrix of (Hz) is

H ′(z) =









1 0 0 0

0 Bt −(Aε
t )

T −(AΓ
t )

H

0 Aε
t 0 0

ν D2(z)A
Γ
t 0 D1(z)









,

(30)

where ν = ∇εΦ(ε, d, λ) = (ν1, ν2, ..., νm)T and

νi = − 2ε
√

λ2i + [gi(xt) + (AΓ
t )id]

2
+ 2ε2

, (31)

D1(z) = diag(a1(z), a2(z), ..., am(z)),
D2(z) = diag(b1(z), b2(z), ..., bm(z)),

(32)

,where

ai(z) = 1− λi√
λ2

i
+[gi(xt)+(AΓ

t )id]
2+2ε2

,

bi(z) = 1− gi(xt)+(AΓ

t )id√
λ2

i
+[gi(xt)+(AΓ

t )id]
2+2ε2

,
(33)

here,we make γ ∈ (0, 1) and a non-negative functions
ψ(z) is

ψ(z) = γ ‖H(z)‖min{1, ‖H(z)‖}, (34)

The full SQP is as follows:

Algorithm 1 SQP

step0:set β=0.5 ,σ=0.2,ε=1 × 10−6,the initial vector d0 =
(1, 1, 1)T,µ0 = 0,λ0 = (0, 0, 0)T ,z0 = (ε0, d0, µ0, λ0),z0 =
(ε0, 0, 0, 0),i = 0
step1:if ‖H(zi)‖ ≤ 0,stop iteration, else,ψi = ψ(zi),ψi is shown
in (34),H(zi) is shown in (29).
step2: Solve the following equations:
H(zi) + H′(zi)∆zi = ψz0,then get the solution of the
equations:∆zi = (∆εi,∆di,∆µi,∆λi)
step3:Let m be the smallest non-negative integer m that satisfies
the following inequality:
H(zi + βm∆zi) ≤ [1 − σ(1 − γε0)βm)] ‖H(zi)‖.where αi =
ρmi , zi+1 = zi + αi∆zi
step4:i = i+ 1,go to step1

4 Results and Discussion

4.1 simulation environment
In the simulation experiment, the number of trans-

mitting antennas is set to two(NA=2), the number
of receiving antennas is set to two(NB=2), and the
number of antennas of the eavesdropper is set to
two(NE=2). Channels H and G are Rayleigh fading
channels, and the transmitted signals are completely
random. The transmit power is 10(P=10).
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4.2 simulation results
Fig.2 shows the secrecy capacity of SCO-AN in (14)

and (18) with different Signal-to-noise ratio(SNR) .
The abscissa represents the SNR, the SNR ranges from
-10 to +20, and the ordinate represents the secrecy ca-
pacity. Simulation experiments on the same communi-
cation model containing eavesdroppers. In the simula-
tion , Ht and Gt are unchanged. σ2

n, σ
2
e are adjusted

according to different SNR. σ2
m , σ2

t and σ2
u is adjusted

in power allocation. From the Fig.2 we see that under
the same SNR, the secrecy capacity of SCO-AN after
power allocation is always greater than that without
power allocation. At the same time, the secrecy ca-
pacity of the SCO-AN after power allocation is always
greater than the secrecy capacity without power allo-
cation is increased with the increase of SNR.
Fig.3 shows the secrecy capacity of SCO-AN in (14)

and (18) with different channnels. The abscissa repre-
sents the serial number of the simulation experiment,
that is, the abscissa of 1 represents the first experi-
ment, and the abscissa of 2 represents the second ex-
periment, etc. The ordinate represents the value of
the secrecy capacity. The simulation experiment ran-
domly simulated 10 different channel models contain-
ing eavesdroppers. In Fig.3, we see that after power al-
location, the secrecycapacity of SCO-AN is increased
in each experiment. This fully illustrates the effective-
ness of SQP.
Fig.4 shows mean of the secrecy capacity with dif-

ferent channnel models obtained after 100 simulations.
The abscissa in Fig.4 represents the interval where the
experiment number is located. For example, abscissa 1
represents the first to tenth experiments, and abscissa
2 represents the eleventh to twentieth experiments,etc.
The ordinate represents the interval Mean value of se-
crecy capacity of SCO-AN obtained from internal sim-
ulation. The channel model with eavesdroppers in each
experiment is completely random. From the figure we
can see that after the power allocation algorithm, the
mean of secrecy capacity are increased.
Fig.5 shows sum of the secrecy capacity with differ-

ent channnel models obtained after 100 simulations.
The abscissa in Fig.5 represents the interval in which
the experiment number is located. For example, ab-
scissa 1 represents the first to tenth experiments, ab-
scissa 2 represents the first to twentieth simulation ex-
periments, and the ordinate represents the sum of the
secrecy capacity of the SCO-AN obtained from the
simulation experiment.It can be seen in Fig. 5 that
the total secrecy capacity of the SCO-AN after power
allocation is greater than that before power allocation.
In Table 1, (x,y,z) represents original coordinates,

(x’,y’,z’) represents coordinates after SQP processing,
andrepresents improved by SQP. From Table 1, we see

that has improved to a certain extent after entering
the SQP for power allocation, and (x,y,z) is within a
limited range, which indicates that SQP is a very ef-
fective power allocation algorithm.It should be noted
that in Table 1, after some experiments, the sum of
the transmission power after power allocation is less
than ten. Although the secrecy capacity of SCO-AN
becomes larger, the sum of powers less than ten indi-
cates that the transmission power is not fully utilized,
and The SQP algorithm has converged . It is a good
research content to use the extra power to increase the
secrecy capacity in the future.

5 Conclusion
It is the research focus of the physical layer security

technology to maximize the secrecy capacity under the
limited transmission power. In this paper, the power
allocation technology of Secrecy Capacity Optimiza-
tion artificial noise is studied.Because the objective
function of power allocation is non-convex, the tra-
ditional convex optimization algorithm cannot effec-
tively solve the power allocation problem of SCO-AN.
Therefore, in this paper, the sequence quadratic pro-
gram method is adopted to solve the SCO-AN. The
power allocation problem of AN has been proved by
simulation experiments that SQP can effectively im-
prove the secrecy capacity of SCO-AN under a cer-
tain power limit. Due to the limitation of the SQP
algorithm itself, it is only possible to find the maxi-
mum value of the SCO-AN secrecy capacity within a
certain range .This result is obviously not the best.
Finding the maximum value of SCO-AN’s secrecy ca-
pacity under certain power constraints is still a chal-
lenge. Related studies have used statistical methods to
determine the maximum value of AN’s secrecy capac-
ity under certain power constraints using the physical
conditions of multi-antenna transmission. In the future
research, we will continue to study the possibility of us-
ing statistical methods to find the maximum value of
the secrecy capacity of SCO-AN under a certain power
limit. Table 1 shows that SQP did not fully utilize the
transmit power when performing power allocation, and
using redundant transmit power to further increase the
secrecy capacity of SCO-AN is also our future research
content.

6 Abbreviations
List of Abbreviations

AN Artificial Noise
SCO-AN Secrecy Capacity Optimization Artificial Noise
GAN Global Artificial Noise
MIMO Multiple-Input Multiple-Output
SQP Sequence Quadratic Program
CSI Channel State Information
KKT Karush–Kuhn–Tucker
SNR Signal-to-Noise Ratio
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Figures

Figure 2 Secrecy capacity in (14) and (18) versus different
SNR

Figure 3 Secrecy capacity in (14) and (18) versus different
channel models

Figure 4 The mean of secrecy capacity in (14) and (18)
obtained after 100 simulations

Figure 5 The sum of secrecy capacity in (14) and (18)
obtained after 100 simulations

Tables

Table 1 The coordinates and secrecy capacity before and after
the SQP.

(x,y,z) (x’,y’,z’) before after
(2,4,4) (1.8246 3.9107 3.8930) 0.0595 0.0733
(2,2,6) (1.7771 1.7749 5.9320) 0.0509 0.0523
(3,1,6) (2.8638 0.4580 5.9795) 0.0456 0.0549
(5,3,2) (4.2260 1.6668 1.6631) 0.3684 0.5057
(3,2,5) (2.1938 1.1219 3.7771) 0.0770 0.2444
(3,4,3) (2.6635 3.3499 0.4547) 0.0670 0.0787
(5,1,8) (0.9993 0.9993 8.0000) 0.0025 0.0153
(2,3,5) (1.7184 2.8065 4.8242) 0.4797 0.6225
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Figure 1

The wireless communication model with eavesdropper



Figure 2

Secrecy capacity in (14) and (18) versus different SNR



Figure 3

Secrecy capacity in (14) and (18) versus different channel models

Figure 4

The mean of secrecy capacity in (14) and (18) obtained after 100 simulations



Figure 5

The sum of secrecy capacity in (14) and (18) obtained after 100 simulations


