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Abstract
Recently, Internet of things (IoT) devices have been widely implemented and technologically advanced in manufacturing
settings to monitor, collect, exchange, analyze, and deliver data. However, this transition has increased the risk of
cyberattacks, exponentially. Subsequently, developing effective intrusion detection systems based on deep learning
algorithms has proven to become a reliable intelligence tool to protect Industrial IoT devices against cyber threats. This
paper presents the implementation of two different classi�cations and detection utilizing the Long Short-Term Memory
(LSTM) architecture to address cyber-security concerns on three benchmark Industrial IoT datasets (BoT-IoT, UNSW-NB15,
and TON-IoT) which take advantage of various deep learning algorithms. An overall analysis of the performance of the
proposed models is provided. Augmenting the LSTM with Convolutional Neural Network (CNN) and Fully Convolutional
Neural Network (FCN) achieves state-of-the-art performance in detecting cybersecurity threats.

1. Introduction
The continuous integration of cyber-physical systems (CPS) into the internet has led to a boom in smart IoT devices and
the emergence of various applications of Industry 4.0 [1],[2] such as smart manufacturing. A smart manufacturing system
is heavily made up of complex networks of large-scale CPS that are safety-critical and rely on networked and distributed
control architectures [3]. The decreasing cost of sensors and advanced single board computers combined with better
access to high bandwidth wireless networks (currently in its �fth generation - 5G) have encouraged the proliferation of the
Internet of things (IoT) systems into manufacturing systems [4]. However, those who choose to reap the bene�ts of IoT
systems have to also face the ever-growing threat of exposure to attacks. Thus, the security of IoT systems has become a
very critical issue for individuals and businesses. IoT systems have been targeted by malicious third parties and the trend
has been increasing exponentially in numbers and growing in complexity and diversity after the emergence of Mirai in
2016 [5]. It has been reported that during the years 2013-2017, not a single month has gone by without news about
sensitive user information data being exposed on the web due to an online breach to a certain enterprise [6]. According to
the Industrial Control Systems Monito Newsletter issued by the U.S. Department of Homeland Security, it is estimated that
one-third of these cyber-attacks target the manufacturing sector making manufacturing systems at the heart of such
attacks [7],[8]. Moreover, based to the National Institute of Standards and Technology (NIST) - part of the U.S. Department
of Commerce -, these attacks via cyberspace, target an enterprise's use of cyberspace to disrupt, disable, destroy, or
maliciously controlling a computing environment/infrastructure; or destroy the integrity of the data or steal controlled
information [9]. To address the increased risks and challenges of the growing number and potential of cyber-attacks,
realistic protection and investigation countermeasures such as network intrusion detection and network forensic systems
need to be developed effectively [10],[11]. Although, several research have been done to solve and decrease the risk of
cyber-attacks with different machine learning models and algorithems [10],[11], it is necessary to implement novel and
e�cient methods to keep protections updated. In this paper, for the �rst time, we propose and compare the use of two
novel models, reliable, and effective data analytics algorithms for time-series classi�cation on three different and unique
datasets. The �rst approach is Long Short Term Memory Fully Convolutional Network (LSTM-FCN) and the second
approach is Convolutional Neural Network with Long Short Term Memory (CNN-LSTM). The results of the current study
show how such approaches can be utilized to enhance the deterrence level of malicious attacks in industrial IoT devices. 

2. Background
The last three decades have been marked by a signi�cant increase in available data and computing power. Nowadays,
data analytics is at the forefront of the war against cyber-attacks. Cybersecurity experts have been utilizing data analytics
not only to improve the cybersecurity monitoring levels over their network streams but also to increase real-time detection
of threat patterns and to conduct surveillance of real-time network streams [12],[13],[14]. Both supervised learning and
unsupervised learning techniques in data analytics have been used in the detection process of malicious attacks [12],[15].
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One of the special features of Neural Networks (NN) is that they can be used in both supervised and unsupervised learning
processes. Neural Networks were inspired by the way the human brain works. NN is composed of different data layers
which makes them the best-suited algorithms to be used in different Arti�cial Intelligence (AI) and Machine Learning (ML)
applications.

Recurrent Neural Networks (RNNs) propagate data forward and also backward from later processing stages to earlier
stages (networks with cyclic data �ows that can be used for applications in natural language processing and speech
recognition) [16]. RNN was used to achieve a true positive rate of 98.3% at a false positive rate of 0.1% in detecting
malware [17]. In another recently published paper, Shibahara et al. [18] used RNN to detect malware based on network
behavior with high precision. Also, Loukas et al. [19] have used RNN on a Vehicle's Real-time data [19] to develop a
mathematical model to detect cyber-physical intrusion for vehicles using a Deep Learning (DL) approach. Despite many
advantages, one problem with RNN is that it can only memorize part of the time series which results in lower accuracy
when dealing with long sequences (vanishing information problem). To solve this problem, the RNN architecture is
combined with Long Short Term Memory (LSTM) [20]. An RNN-LSTM approach has been used in intrusion detection
systems to detect botnet activity within consumer IoT devices and networks [21],[22].

LSTM [20] refers to neural networks that are capable of learning order dependence in sequence prediction and able to
remember a lot of previous information using Back Propagation (BP) or previous neuron signals and include it in the
current processing. LSTM can be leveraged with various other architectures of NN. The most noticeable application for
such network builds is seen in text prediction, machine translation, speech recognition, and more [16]. LSTM suggests an
improvement to the RNN model by replacing the hidden layer nodes with three gates structure (forgetting, input, output)
that acts on memory cells through the Sigmoid function. These memory cells are responsible for trading-off information
by storing, recording, and updating past data [24].

Convolutional Neural Network (CNN) uses a feed-forward topology to propagate signals, CNN is more often used in
classi�cation and computer vision recognition tasks [16]. Kim et al [26] used KDD CUP 1999 and CSE-CIC-IDS2018 data
sets to develop a CNN model to detect denial of service category intrusion attacks, early results showed a high accuracy
detection that ranged between 89% − 99%. CNN was also used by Wang et al [27], McLaughlin et al [28], and Gibert [29] to
detect malware. The latter evaluated their technique using a Microsoft Malware Classi�cation Challenge dataset and
managed to outperform other methods in terms of accuracy and classi�cation time. Wang et al [27] proposed a malware
tra�c classi�cation method using a convolutional neural network by taking tra�c data like images and then presented his
method as a new taxonomy of tra�c classi�cation from an arti�cial intelligence perspective. In a unique study, Yu et al.
[30] suggested a neural network architecture that combines CNN with autoencoders to evaluate network intrusion
detection models. Also, Kolosnjaji et al. [31] proposed neural network architecture that consisted of CNN combined with
RNN to better detect malware from a VirusShare dataset showing that this newly developed architecture was able to
achieve an average precision of 85.6%. The same approach was also utilized by [32],[33] to detect domain generating
algorithms codes that provide malware with new demands on the �y to prevent their servers from being detected and
�agged. In conclusion, CNN is a DL network architecture that learns directly from data without the necessity of manual
feature extraction. It is worth noting that CNN can also be very effective for classifying time series, and signal data.

A Fully Convolutional Neural Network (FCN) is a CNN without fully connected layers [34]. A major advantage of using FCN
models is that it does not require heavy preprocessing or feature engineering since their’ neuron layers are not dense (fully
connected) [35]. FCN has been used [36] to detect fake �ngerprints and it was shown that FCN provides high detection
accuracy in addition to less processing times and fewer memory requirements compared to other NN. In this paper, LSTM
will be combined with FCN and CNN to show how these two models can be used to accurately detect cyber security
threats with three different datasets. LSTM gives any NN model the ability to almost seamlessly model problems with
multiple input features.
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3. Preprocessing Of Datasets
Network Intrusion Detection Systems (NIDS) based on DL algorithms have proven to be a reliable network protection tool
against cyber-attacks [37]. In this paper, we applied state-of-the-art DL algorithms on three benchmark NIDS datasets
known as UNSW-NB15, BoT-IoT, and ToN-IoT. These three different datasets were released by The Cyber Range Lab of the
Australian Centre for Cyber Security (ACCS) in the years 2015, 2018, and 2020, respectively.

3.1 Preprocessing of the Bot-IoT Dataset
The Bot-IoT dataset [11] contains roughly 73 million records (instances). The BoT-IoT dataset was created by the Cyber
Range Lab of UNSW Canberra. The process involved designing a realistic network environment that incorporated a
combination of normal and botnet tra�c. For better handling of the dataset, only 5% of the original set was extracted
using MySQL queries. The extracted 5%, is comprised of 4 �les of approximately 1.07 GB total size, and about 3 million
records, [38],[39],[40],[41],[42]. The dataset includes a range of attack categories as shown in Table 1.

Table 1
List of Attacks in the Bot-IoT Dataset [37].

Attack Type De�nition Counts

Denial-of-Service
(DoS)

A type of attack is a malicious attempt to over�ow the internet
tra�c of an IoT device or its’ surrounding infrastructure
(sensors). The attack leaves the IoT device unavailable making it
inaccessible to its intended users

56833 counts of recorded
attacks

Distributed Denial-
of-Service (DDoS)

A type of attack similar to a DoS attack but uses multiple attack
resources (computers) to �ood a targeted IoT device

56844 counts of recorded
attacks

Operating System
Scan (OS Scan) also
known as
Reconnaissance or
Prope

A type of in�ltration attack that uses Nmap tool to scan the
operating system of the targeted IoT device to capture network
vulnerabilities [43]

470655 count of recorded
attacks

Keylogging (Theft) A type of information theft in which an attacker compromises a
remote host for an IoT device to record the administrator's
keystrokes, potentially stealing sensitive information [44],[45]

Both Keylogging and
Data Ex�ltration (theft
attacks) had a count of
1909 recorded attacks

Data Ex�ltration
(Theft)

A type of information theft in which an attacker compromises an
IoT device to gain unauthorized access to data to transfer it on a
remote attacking machine [44],[45]

Both Keylogging and
Data Ex�ltration (theft
attacks) had a count of
1909 recorded attacks

Benign (No attack) Just normal unmalicious �ow of data tra�c 13859 counts of no
attacks

This data set contains 45 explanatory features and one binary response feature (attack or benign), only 16 of the 45
features were used as input to our models. In all conducted deep learning models and for all used datasets, feature
selection was employed when the algorithm itself extracts the important features.

Furthermore, an upsampling technique [46],[47] was used to overcome the heavily imbalanced binary response feature.
The feature contained only 13859 minority counts of benign compared to a whapping 586241 majority counts of attack.
Upsampling procedure prevents the model from being biased toward the majority label. The existing data points
corresponding to the outvoted labels were randomly selected and duplicated into the training dataset.

Since input numerical features have different units which means that they have different scales, the SKlearn Standard
Scaler was utilized to standardize numerical features by subtracting the mean and then scaling to unit variance by
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dividing all the values by the standard deviation [48].

DL models require all features to be numeric. For categorical features where no ordinal relationship is in existence, the
integer encoding (assigning an integer to each category) can be misleading to the model and results in poor performance
or unexpected results (predictions halfway between categories) as it allows the model to assume a natural ordering
between categories. In this case, a one-hot encoding can be applied to the categorical representation [49].

3.2 Preprocessing of the UNSW-NB15 Dataset
The UNSW-NB15 dataset was created by capturing 100 GB of the raw tra�c data packets using the IXIA PerfectStorm tool
at the Cyber Range Lab of UNSW Canberra. It was created by generating a hybrid of real modern normal activities and
synthetic contemporary attack behaviors [50],[51],[52],[53],[37]. Table 2 shows a list of all the attacks that were generated.

Table 2
List of Attacks in the UNSW-NB15 Dataset [37]

Attack Type De�nition Counts

DoS An attack that aims to prevent access or availability to data by overloading a
computer system's resources with tra�c

5051 counts of
recorded attacks

Fuzzers An attack that aims to discover security vulnerabilities in a system. Then
cause it to crash by sending large amounts of random data

19463 counts of
recorded attacks

Cross-Site Script
(XSS) or Analysis

An attack that targets web applications or end-users through ports, emails,
and scripts

1995 counts of
recorded attacks

Backdoor An attack that bypasses security mechanisms by replying to speci�c
constructed client applications

1782 counts of
recorded attacks

Exploits An attack that executes a sequence of commands to control the behavior of
a host to exploit a vulnerability

24736 counts of
recorded attacks

Generic An attack that targets cryptography 5570 counts of
recorded attacks

Reconnaissance A type of in�ltration attack that uses Nmap tool to scan the operating
system of the targeted IoT device to capture network vulnerabilities [43]

12291 counts of
recorded attacks

Shellcode A malware attack 1365 counts of
recorded attacks

Worms An attack that replicates itself to spread to other computers 153 counts of
recorded attacks

Benign (No
attack)

Just normal unmalicious �ow of data tra�c 550712 counts
of no attacks

This data set contains 48 explanatory features and one binary response feature (attack or benign), only 42 of the 48
features were used as input to our models. Similar to the previous dataset, One-Hot Encoder was used to encode
categorical features [49].

Since our input features contained a signi�cant amount of outliers, the SKlearn Robust Scaler was used to scale the
features and make them robust to outliers. This can be achieved by calculating the median and the interquartile range
(IQR). The values of each feature then have their median subtracted and are divided by their IQR [54].

3.3 Preprocessing of the TON-IoT Network Dataset
This is one of the newly generated datasets in an Industry 4.0 environment. The dataset can be used to evaluate the
�delity and e�ciency of different cybersecurity applications based on various DL algorithms [55],[56],[57]. The datasets
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were collected from a realistic and large-scale network designed at the Cyber Range and IoT Labs of UNSW Canberra [58],
[59],[60],[61],[62]. Table 3 shows a list of all the attacks that were generated.

Table 3
List of Attacks in the TON_IoT Network Dataset [37].

Attack Type De�nition Counts

DoS An attack that aims to prevent access or availability to data by overloading a
computer system's resources with tra�c

17717 counts of
recorded attacks

Backdoor An attack that bypasses security mechanisms by replying to speci�c
constructed client applications

17247 counts of
recorded attacks

DDoS A type of attack similar to a DoS attack but uses multiple attack resources
(computers) to �ood a targeted IoT device

326345 counts of
recorded attacks

Reconnaissance A type of in�ltration attack that uses Nmap tool to scan the operating system
of the targeted IoT device to capture network vulnerabilities [43]

21467 counts of
recorded attacks

Injection An attack that injects untrusted SQL and Codes to alter the course of
execution

468539 counts of
recorded attacks

Man in the
Middle (MITM)

An attack that intercepts tra�c and communications between the victim and
the host with which the victim is trying to communicate

1295 counts of
recorded attacks

Password An attack that aims at recovering or retrieving passwords 156299 counts of
recorded attacks

Ransomware An attack that takes control over the victim’s �les or devices then asks for
compensation in exchange for bringing it back to normal

142 counts of
recorded attacks

XSS An attack that targets web applications or end-users through ports, emails,
and scripts

99944 counts of
recorded attacks

Benign (No
attack)

Just normal unmalicious �ow of data tra�c 270279 counts of
no attacks

This data set contains 45 explanatory features and one binary response feature (attack or benign), only 20 of the 45
features were used as input to our models. Similar to the UNSW-NB15 dataset, One-Hot Encoder was used to encode
categorical features [49] and

SKlearn Robust Scaler was used to scale the features and make them robust to outliers [54].

Table 4 shows a summary of the datasets' characteristics and the preprocessing techniques that were used on them. Note
that the benign to attack ratio for the BoT-IoT dataset is imbalanced and thus upsampling was used on it.

Table 4. Summary of the characteristics of the datasets and the deployed preprocessing techniques
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  BoT-IoT UNSW-NB15 TON-IoT

Balanced data   ✓ ✓

Upsampling used   ✓    

Outliers being overrepresented   ✓ ✓

Feature Scaling ✓ ✓ ✓

Robust Scalar used   ✓ ✓

Standard Scaler used ✓    

Use of One-Hot Encoding ✓ ✓ ✓

Released Year 2018 2015 2020

Total #of features 46 49 46

Benign to attack ratio 0.2 to 10 7.61 to 1 2.41 to 10

4. Results And Analysis
Two main architectures were proposed to generate our four different models on the three different datasets, CNN-LSTM
(Fig. 1) and LSTM-FCN (Fig. 2). The proposed CNN-LSTM architecture uses a one-dimensional convolutional hidden layer
that operates over a 1D sequence with 3 �lters (collection of kernels that are utilized to store values learned during the
training process) and a kernel size of 32. The convolutional hidden layer is accompanied by batch normalization to
normalize its input by applying a transformation that maintains the mean output close to 0 and the output standard
deviation close to 1. The hidden layer is used for feature extraction. An activation function is used in the hidden layers of a
neural network to allow the model to learn more complex functions. In our architecture, we used Recti�ed Linear Activation
(ReLU) to enhance the results of the training. The ReLU is Followed by then a MaxPooling1D layer whose job is to reduce
the learning time by �ltering the input (output of the previous layer) to the most salient new output. A dropout layer was
introduced to avoid over�tting, a common issue in LSTM models. The introduced dropout layer had a probability value of
0.2 at which outputs of the layer are dropped out. The output of the dropout layer is then passed into the LSTM block. The
LSTM block comprises a single hidden layer made up of 8 LSTM units, and an output layer used to make a prediction.
The LSTM block is followed by a Dense layer (a Dense layer receives input from all neurons of the previous LSTM output
layer) to produce one output value for the sigmoid activation function. The input values for the sigmoid function belong to
the set of all real numbers, and its output values have a range of (0, 1) a binary outcome that represents (benign, attack).
As part of the optimization of the algorithm, a Binary Cross-Entropy loss function was used to estimate the loss of the
proposed architecture on each iteration so that the weights can be updated to reduce the loss on the next iteration [63],
[64],[65],[66],[67],[68].

LSTM-FCN augments the fast classi�cation performance of temporal convolutional layers with the precise classi�cation
of LSTM Neural Networks [69]. Temporal convolutions have proven to be an effective learning model for time series
classi�cation problems [35]. The proposed LSTM-FCN has a similar architecture to the proposed CNN-LSTM architecture
but instead, it utilizes a GlobalAveragePooling1D layer to retain much information about the “less important” outputs [65].
The layers then concatenate to one Dense �nal layer with a Sigmoid activation function.

Both models have utilized Adam Optimization Algorithm [70] with a steady learning rate of 0.03 (the proportion that
weights are updated throughout the 3 epochs of the proposed architecture). The 0.03 is a mid-range value that allows for
steady learning. There was no need to optimize the hyperparameters (�nding the optimal number of LSTM cells) due to
the almost 0% misclassi�cation rate of the proposed models. The default weight initializer that was used in the proposed
architecture is GlorotUniform or Xavier Uniform. Since k-fold cross-validation (CV) is not commonly used in DL, here it is
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introduced on each model to investigate if it produces different results by preventing over�tting. Moreover, the k value is
chosen as 5 which is very common in the �eld of ML [71],[72]. The models have utilized the Strati�edKFold [73] to ensure
that each fold of the dataset has the same proportion of observations (balanced) with the response feature. In the case
where k-fold CV was not introduced, the train_test_split function from Scikit-learn [74] was utilized to split data into 80%
for training and 20% for testing. A summary of the accuracy and loss results for all applied models for all datasets are
listed in Table 5.

Table 5
Accuracy and Loss values for all datasets.

Dataset

Method

BoT-IoT UNSW-NB15 TON-IoT

Accuracy Loss Accuracy Loss Accuracy Loss

CNN-LSTM 99.99% 0.0016 99.99% 0.0001 98% 0.05

LSTM-FCN 100% 0.0068 100% 0.0054 90% 0.36

CNN-LSTM 5-folds CV 99.99% 0.0020 99.99% 0.0001 95% 0.25

LSTM-FCN 5-folds CV 100% 0.0015 100% 0.0002 85% 0.59

Accuracy describes just what percentage of test data are classi�ed correctly. In any of these models, there is a binary
classi�cation of Attack or Benign. When accuracy is 99.99%, it means that out of 10000 rows of data, the model can
correctly classify 9999 rows. Table 5 shows that very high accuracy levels (≈ 99.99%) were achieved for the BoT-IoT and
UNSW-NB15 datasets. However, this was not the case for the TON-IoT dataset where accuracy levels ranged from
85%-98%. It also reveals that using 5-folds CV has decreased the accuracy of the models used on the TON-IoT dataset.
The proposed LSTM-FCN models have shown slightly better performance than the proposed CNN-LSTM models in
detecting attacks using the BoT-IoT and the UNSW-NB15 datasets (100% vs 99.99%) while the CNN-LSTM signi�cantly
performed better in detecting attacks compared to the LSTM-FCN using the TON-IoT dataset (98% vs 90% and 95% vs
85%).

The models use probabilities to predict binary class Attacks or Benign between 1 and 0. So if the probability of Attack is
0.6, then the probability of Benign is 0.4. In this case, the outcome is classi�ed as an Attack. The loss will be the sum of
the difference between the predicted probability of the real class of the test outcome and 1. Table 5 shows that very low
loss values were achieved for the BoT-IoT and UNSW-NB15 datasets. At the same time, using 5-folds CV reduced the loss
values for the FCN-LSTM from 0.0068 to 0.0015 and 0.0054 to 0.0002 for the BoT-IoT and UNSW-NB15 datasets
respectively. However, this was not the case for the TON-IoT dataset where loss values increased when 5-folds CV was
implemented.

The Area Under the Receiver Operating Characteristics (AUROC) is a performance measurement for classi�cation models.
The AUROC tells us what is the model probability of separating between different classes, Attack or Benign in this case.
The AUROC is a probability that measures the performance of a binary classi�er averaged across all possible decision
thresholds. When the AUROC value is 1, it indicates that the model has an ideal capacity to distinguish between Attack or
Benign. When the AUROC value is 0, it indicates that the model is reciprocating the classes. In other words, predicting a
Benign class as an Attack class and vice versa. And when the AUROC value is 0.5, it indicates that the model is incapable
of distinguishing between Attack or Benign. Table 6 shows a summary of AUROC values for all proposed models on the
three datasets.
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Table 6
Summary of AUROC values from different models.

Model

Dataset

CNN-
LSTM

LSTM-
FCN

CNN-LSTM 5-folds CV LSTM-FCN 5-folds CV

1 2 3 4 5 1 2 3 4 5

BoT-IoT 1.00 1.00 0.500 0.500 0.500 0.500 0.500 0.998 0.976 0.987 0.993 0.998

UNSW-
NB15

1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

TON-
IoT

0.993 0.868 0.887 0.997 0.999 0.583 0.999 0.543 0.892 0.891 0.807 0.660

All models showed ideal capacity (AUROC = 1.00) for predicting Attack or Benign classes for the UNSW-NB15 dataset. As
for the BoT-IoT dataset, the CNN-LSTM and LSTM-FCN models showed high capacity (AUROC = 1.00) for predicting Attack
or Benign classes. The CNN-LSTM 5-folds CV had an AUROC = 0.5 which indicates that this model can be incapable of
distinguishing between Attack or Benign. The LSTM-FCN 5-folds CV had an AUROC value larger than 0.992 which means
that this model is almost capable of predicting Attack or Benign classes.

The TON-IoT dataset showed a slightly different case than the �rst two datasets, with AUROC values that were 0.993 and
0.868 for the CNN-LSTM and LSTM-FCN models respectively indicating that they are near capable of predicting Attack or
Benign classes. The 5-folds CV for both CNN-LSTM and LSTM-FCN models showed AUROC values that ranged between
0.543 and 0.999. Figure 3 demonstrates accuracy, precision, and recall results by CNN-LSTM and LSTM-FCN models for
all datasets.

Conclusions
In the current paper, novel deep learning models for attack classi�cation and detection were proposed utilizing Industrial
IoT datasets (BoT-IoT, UNSW-NB15, and TON-IoT). The results have shown a state of the art performance in identifying,
classifying, and detecting cybersecurity threats. The evaluation process has employed accuracy and AUROC values as
performance metrics to show the effectiveness of the proposed models on the three benchmark datasets. The results
have shown that deep learning algorithms are capable of accurately detecting and classifying the attacks in more than
99.9% percent of the instances in two of the three datasets employed. Future researchers can explore the usage of
attention mechanisms to improve time series classi�cation with the Attention LSTM block. The future endeavor can also
focus on studying whether having a similar or different set of features across various datasets can affect the
performance of the NIDS via DL algorithms.
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Figure 1

“Proposed CNN-LSTM architecture”
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Figure 2

“Proposed LSTM-FCN architecture”
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Figure 3

“CNN-LSTM vs LSTM-FCN evaluation metrics results for all datasets dataset (Top: BoT-IoT, Center: UNSW-NB15, and
Bottom: TON-IoT)”


