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Abstract: Chaotic systems are widely used in image encryption due to their sensitivity to initial 

values. and many image encryption algorithms based on chaotic systems have been studied in the 

past few years. In order to obtain a simpler encryption algorithm, this work firstly proposes a new 

two-dimensional discrete hyperchaotic map, which has a large chaotic interval and Lyapunov 

exponent, and then uses the map to generate two chaotic sequences, and use these sequences to 

generate three S-boxes, and combine them in pairs, and finally twelve S-boxes are obtained. Then, 

the elements of the plaintext image are grouped, each group of pixels is summed, and then modular 

operations are used to specify specific S-boxes. Next, each set of elements is bitwise XOR with the 

corresponding S-box. Finally, the cipher image is obtained by scrambling using chaotic signal. 

Experiments show that compared with some other encryption algorithms, the proposed S-box based 

encryption method has higher security, and it resists to common attack. 

Key Words: S-box; Hyperchaotic system; Image encryption; Chaos 

 

1 Introduction 

With the development of society, each of us is in the era of information explosion, 

and our privacy is becoming more and more transparent. Digital information is widely 
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used around us, such as communication, image and so on. Compared with text 

information, image information is more intuitive and interactive. In image transmission, 

if image information is not processed, there may be a risk of privacy disclosure. 

Since the emergence of “chaos” as a new scientific term in 1975, chaotic dynamics 

has been vigorously developed and studied [1-5]. Chaos is widely used in cryptography 

and related fields because of its nonlinearity, pseudo-randomness and sensitivity to 

initial values. To obtain better encryption effect, researchers began to improve the 

traditional continuous chaotic map and discrete chaotic map and apply them to 

encryption [6-15], Although the continuous chaotic map has high complexity, the 

efficiency of generating chaotic sequences is low. On the contrary, the discrete chaotic 

map has low complexity but high efficiency, so it is more suitable to apply the discrete 

chaotic map to encryption. Amine et al. used an improved one-dimensional discrete 

chaotic map for encryption [14]. To improve the problem that the existing chaotic map 

does not have complex dynamic performance, Gao et al. introduced a new two-

dimensional hyperchaotic map in image encryption [15]. Of course, high-dimensional 

discrete chaotic systems are also widely studied due to their higher complexity and 

better unpredictability [16-19]. However, two-dimensional discrete chaotic systems are 

more used due to their simple form and strong anti-degeneration ability. At present, 

many discrete two-dimensional chaotic systems have been proposed [20-26]. Hua et al. 

proposed a two-dimensional (2D) modular chaotic system that can improve the chaotic 

complexity of any two-dimensional chaotic map [20]. He et al. presented a 2D 

spatiotemporal chaotic system which mixed linear–nonlinear and used it for image 

encryption [21]. Huang et al. designed a new 2D chaotic using two existing 1D chaotic 

maps map and use it for image encryption [22]. Hua et al. designed a two-dimensional 

chaotic system with continuous and wide chaotic range and designed a color image 

encryption algorithm based on this system [23]. Ahmad et al. proposed an improved 2D 

hyperchaotic system and used it for S-box generation [24]. Qi et al. proposed a 2D-

TSCC chaotic system and used it for image protection [25]. Ma et al. proposed a two-

dimensional chaotic system with a simple algebraic form and analyzed its chaotic 
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properties [26]. However, most of the existing two-dimensional chaotic maps still have 

the problem of narrow chaotic interval. To obtain a larger chaotic interval and ensure 

encryption efficiency, this paper presents a new two-dimensional hyper-chaotic map, 

which has a larger chaotic interval than most existing two-dimensional chaotic systems, 

and can be better used to design cryptographic algorithms.  

To enhance the security of the encryption algorithm, this paper introduces S-box 

for XOR in the encryption process. S-box is usually the only nonlinear part of block 

cipher algorithm. Recently, there are more and more research on S-box [27-34]. At the 

same time, researchers found that the combination of chaotic system and S-box in 

image encryption can enhance the security of the algorithm [35-41]. To overcome the 

singularity of fixed S-boxes and make the encryption process more flexible, the concept 

of dynamic S-boxes is proposed. Wang et al. developed an image encryption scheme 

based on dynamic S-box [42]. Zhu et al. designed dynamic S-boxes by using the 

combination of chaotic mapping and adaptive function [43]. Devaraj et al. proposed an 

image encryption scheme based on improved standard mapping and dynamic S-boxes 

[44]. Liu et al. proposed an encryption algorithm based on hyperchaotic system and 

dynamic S-box [45]. However, these algorithms are often very complex, increasing the 

runtime of the algorithm. Therefore, this work constructs a simple and flexible 

encryption algorithm under the premise of security and efficiency. Different from most 

studies, this paper combines S-boxes to generate more S-boxes, which saves running 

time, and innovatively uses the S-box dynamically for the XOR step, making the 

algorithm more flexible and better resistant to noise attacks.  

The main contributions of this paper are: 

1). This paper presents a new two-dimensional discrete hyperchaotic system with 

a wider chaotic region, much larger Lyapunov exponents and more complex behavior.  

2). We generate many new S-boxes using fixed S-box, which has higher security 

compared with a single S-box. 

3). A novel image encryption algorithm combining the new chaotic system and 

dynamic S-box is proposed, which has higher security compared with the image 
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encryption methods based on fixed S-box. 

This work is organized as follows: Sec.2 introduces the proposed two-dimensional 

hyperchaotic map and its dynamic characteristic; The constructed S-box is presented in 

Sec.3; Sec.4 describes the encryption algorithm; Simulation results and security 

analysis are showed in Sec.5; Sec.6 summarizes the full text and puts forward the 

direction of future work. 

 

2 Dynamical system analysis 

This section introduces the proposed two-dimensional hyperchaotic map and its 

chaotic characteristics. 

2.1 Hénon map 

     The Hénon map is presented as follows [46]:  
2
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2.2 The new hyperchaotic map 

      The proposed hyperchaotic map is:  
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where [100 200]r ，  and 0, 0n nx y  .  

2.3 Phase diagram 

Figure 1 gives a partial phase diagram for the parameter r from 100 to 200. From 

Fig.1, we can see that the attractor trajectory of the new two-dimensional hyperchaotic 

system is evenly distributed in the whole phase space when r ranges from 100 to 200. 

Therefore, the new system has good chaotic characteristics. 
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Fig. 1 Phase diagram of the new hyperchaotic mapping 

2.4 Bifurcation diagram 

The bifurcation phenomenon of chaotic map is one part of the symbols of chaos. 

By depicting the bifurcation diagram, we can intuitively observe the relevant 

information of chaos. The bifurcation diagram of Hénon map and the bifurcation 

diagram of new two-dimensional hyperchaotic map are shown in Fig. 2. From the 

Figs.2(a-d), we can infer that the new system has a larger chaotic interval than Hénon 

map. 

   

   (a) Bifurcation of x for Hénon map                    (b) Bifurcations of  y for Hénon map 
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       (c) Bifurcation of x for new map                    (d) Bifurcation of y for new map 

Fig.2 Bifurcation diagram 

2.5 Largest Lyapunov Exponent 

Lyapunov exponent describes the average change rate of orbit dispersion or 

convergence caused by the change of two slightly different initial values with time in 

the phase space generated by time series [47].  The two LEs of two-dimensional chaotic 

system at initial state 
0x  is defined as 

1
lim ln ( ),i i n
n n

 
→

=    1,2i = .                                        (3) 

Where ( )i n    is the i  -th eigenvalue of matrix 
n  , 

0 1 1( ) ( ) ( )n nJ x J x J x − =  , 

and ( )jJ x  is the Jacobin matrix of the chaotic system at observation time j . The map 

is chaotic when one Lyapunov exponent is greater than 0 ; If both Lyapunov exponents 

are greater than 0 , the map is hyperchaotic [48]. The Lyapunov exponent of Hénon 

map and the new two-dimensional chaotic map are shown in Fig. 3. From Fig. 3, only 

one Lyapunov exponent of Hénon mapping is greater than 0 , while the two Lyapunov 

exponents of the new two-dimensional chaotic system are greater than 0 , indicating 

that the new two-dimensional chaotic system has better chaotic characteristics. 
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    (a) Lyapunov exponent of Hénon map                 (b) Lyapunov exponent of new map 

Fig. 3 Lyapunov exponent graph of chaotic map 

2.6 NIST SP800-22 test 

In this paper, SP800-22 standard is adopted to test the performance of the pseudo 

random sequence. which includes 15 major items.  Each binary sequence test metric 

gives a test result of P-value,  set a threshold 0.1 = , If P-value is greater than  , the 

random reliability of the test sequence is 1 − , The sequence passed the random test 

of the index; on the contrary, it indicates that it has not passed the test [49]. 

As can be seen from the results in Table 1, the pseudo random sequences generated 

by new system passed these tests, which indicates that our pseudo-random sequence 

has a good pseudo-random performance. 

Table 1 NIST SP800-22 test results 

Test Item 
P-value 

Results 
x Sequences y Sequences 

Approximate Entropy 0.576277 0.662228 Pass 

Block Frequency 0.734371 0.814645 Pass 

Cumulative Sums 0.759852 0.700063 Pass 

FFT 0.854380 0.633482 Pass 

Frequency 0.810330 0.953960 Pass 

Linear Complexity 0.585907 0.875504 Pass 

Longest Runs 0.790455 0.606152 Pass 

Non-Overlapping Template 0.760042 0.791087 Pass 

Overlapping Template 0.881497 0.802512 Pass 

Random Excursions  0.724547 0.349166 Pass 

Random Excursions Variant 0.911365 0.602256 Pass 

Rank 0.862457 0.850852 Pass 

Runs 0.438912 0.503020 Pass 

Serial 0.885780 0.712745 Pass 

Universal 0.774689 0.971905 Pass 
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3 S-box structure and performance analysis 

S-box is the sole nonlinear structure of AES. S-box mainly plays a role of 

confusion and diffusion in the cryptography system. This work presents a new 

hyperchaotic system in Sec.2 used to generate chaotic sequences, which are used to 

scramble the number 0 255−  without repetition, and then the number is rearranged into 

a 16 16 matrix. The above steps are repeated to obtain three different S-boxes, which 

are compounded in pairs to obtain nine S-boxes. For space reasons, we chose one of the 

S-boxes (
10S ) as the box for subsequent performance analysis. Table 2 shows the 

obtained 
10S  . Table 3 shows the S-box lookup table where ( )aS   represents 

aS  

replacement of  . 

Table 2   The proposed S-box 

102 13 85 202 46 97 179 168 3 173 159 63 174 158 239 148 

135 4 190 236 82 196 94 137 1 31 30 192 17 127 112 103 

21 199 215 52 153 194 90 60 50 171 220 72 128 57 44 216 

241 229 184 126 201 105 98 150 188 109 235 40 172 183 139 222 

162 76 244 154 133 8 255 93 91 14 24 114 79 106 157 213 

54 16 175 254 88 115 217 228 99 234 246 160 237 227 177 23 

166 185 96 43 51 75 197 242 149 38 104 37 113 147 225 117 

118 187 231 191 95 67 180 73 59 78 121 124 69 156 250 204 

49 203 221 81 83 205 143 11 233 86 7 92 155 26 131 74 

253 14 35 163 165 195 68 186 152 226 240 134 101 130 64 193 

142 5 10 19 33 22 15 145 100 48 207 62 251 12 42 200 

120 84 208 56 125 80 53 232 206 223 61 122 9 252 140 243 

6 210 66 41 28 123 211 176 29 39 71 209 167 2 178 164 

138 224 219 238 47 70 249 248 161 20 189 170 245 0 107 144 

151 198 119 141 18 129 55 89 110 181 218 182 136 58 36 27 

77 45 87 108 25 34 169 247 116 32 146 212 132 230 111 65 
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Table 3 S-box lookup table 

1 1S
 

4 1 1S S
 

7 2 1S S
 

10 3 1S S
 

2 2S
 

5 1 2S S
 

8 2 2S S
 

11 3 2S S
 

3 3S
 

6 1 3S S
 

9 2 3S S
 

12 3 3S S
 

 

3.1 Bijectivity 

Adamas and Tavares proposed the conclusion that f  is bijective if the sum of the 

linear operations of the Boolean functions 
if  of the components of the S-box of n n  

is 12n−  [50]. 

1

1

( ) 2
n

n

i i

i

wt a f
−

=

= ，                          (4) 

where {0,1}ia   and ( 1,2 )ia i n=   are not both 0  , ( )wt   is the Hamming weight. 

According to the S-box construction method, the S-box constructed in this paper is 

bijective. 

3.2 Nonlinearity 

Nonlinearity is a measure of the ability of cryptographic function to resist linear 

attack. The ability of a function to resist linear attack is proportional to its nonlinearity 

[51]. The nonlinearity of the n-bit Boolean function ( )f x  is defined as follows: 

2

1

( )

1
2 max ( )

2 n

n

f f
F

N S


−


= − ，                  (5) 

where ( ) ( )fS   is the Walsh cycle spectrum of ( )f x . The results obtained by calculating 

the nonlinearity of 
10S  are shown in Table 4. It can be seen that the proposed S-box has 

high nonlinearity. 
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Table 4 Nonlinearity of the proposed S-box 

Methods 1 2 3 4 5 6 7 8 Mean 

The Proposed 106 108 104 104 104 106 106 104 105.25 

 

3.3 Strict Avalanche Criterion (SAC) 

Webster and Tavares presented a strict avalanche criterion combining 

completeness and avalanche effect. The strict avalanche criterion is when you change 

one input to a Boolean function, half of the output values will change, that is, the 

probable change of each output bit is 0.5 . The independent matrix is used to obtain the 

SAC value of the S-box [52]. If an S-box satisfies SAC, each element of the 

independent matrix is close to 0.5 . Table 5 shows the independent matrix of the newly 

constructed S-box. As we can see from Table 5, each element has a value close to 0.5 .  

Table 5 The independence matrix of the proposed S-box 

 1 2 3 4 5 6 7 8 

00000001 0.53125 0.57812 0.54687 0.48437 0.56250 0.51562 0.53125 0.46875 

00000010 0.46875 0.51562 0.51562 0.48437 0.46875 0.43750 0.53125 0.59375 

00000100 0.43750 0.45312 0.54687 0.35937 0.48437 0.48437 0.48437 0.54687 

00001000 0.48437 0.45312 0.48437 0.56250 0.48437 0.46875 0.56250 0.5 

00010000 0.42187 0.56250 0.42187 0.54687 0.5 0.56250 0.48437 0.53125 

00100000 0.46875 0.51562 0.53125 0.46875 0.53125 0.53125 0.51562 0.54687 

01000000 0.54687 0.48437 0.51562 0.5 0.54687 0.5 0.46875 0.51562 

10000000 0.51562 0.56250 0.5 0.48437 0.57812 0.56250 0.48437 0.51562 

 

3.4 Output Bits Independence Criterion (BIC) 

Adamas and Tavares designed a method to measure the independence between 

output bits [53]. There are two Boolean functions that output bits in the S-box: ( )jf x

and ( )kf x .If ( ) ( )j kf x f x   is highly nonlinear and meets as strict an avalanche 

criterion as possible, the correlation coefficient of the output bit pairs may approach 0 
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when any input bit is inverted. Table 6 shows BIC-nonlinearity of the proposed S-box. 

Table 7 shows BIC-SAC of the proposed S-box. 

Table 6 BIC-nonlinearity of the proposed S-box 

0 106 110 104 100 102 106 102 

106 0 104 106 106 106 100 104 

110 104 0 108 98 104 96 102 

104 106 108 0 100 100 96 102 

100 106 98 100 0 106 102 102 

102 106 104 100 106 0 104 102 

106 100 96 96 102 104 0 98 

102 104 102 102 102 102 98 0 

 

Table 7 BIC-SAC of the proposed S-box 

0 0.54148 0.51757 0.49804 0.50390 0.49023 0.53710 0.47851 

0.52148 0 0.51757 0.50000 0.48632 0.50781 0.49309 0.50000 

0.51757 0.51757 0 0.52148 0.53125 0.49804 0.52343 0.48242 

0.49804 0.50000 0.52148 0 0.50585 0.50195 0.52148 0.49023 

0.50390 0.48632 0.53125 0.50585 0 0.49023 0.50585 0.49023 

0.49023 0.50781 0.49804 0.50195 0.49023 0 0.47565 0.48632 

0.53710 0.49609 0.52343 0.52148 0.50585 0.47656 0 0.52539 

0.47851 0.50000 0.48242 0.49414 0.49023 0.48632 0.52539 0 

 

3.5 Difference approximation Probability (DP) 

The difference approximation probability fDP  represents the XOR distribution of 

the input and output of the Boolean function [54]. Given an input difference x , the 

highest probability that the output is y .The smaller fDP  is, the more resistant it is to 

differential attacks. The maximum value of S-box DP proposed in this paper is 0.0390. 

3.6 Linear approximation Probability (LP) 

The probability of linear approximation is that when two masks x  and y  are 
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arbitrarily selected, perform mask x  operation on all possible values of the input value 

x  and mask y  operation on the output value ( )S x  of the corresponding S-box. the 

maximum number of the same result obtained after the operation of the input value and 

the output mask is the maximum linear approximation [55]. 

The smaller LP  is, the more resistant it is to linear attacks. The maximum value 

of S-box LP  constructed in this paper is 0.1328. 

3.7 Comparison with other S-boxes 

Table 8 shows the comparison between the indexes of the proposed S-box and 

other methods. It can be obtained from Table 8 that the S-box constructed is better and 

has strong encryption characteristics than some other methods, which is conducive to 

the subsequent research on encryption algorithms. 

Table 8 Performance comparison of S-boxes 

S-boxes Nonlinearity SAC BIC-SAC BIC-NL DP LP 

Method Avg. Avg. Avg. Avg. Max. Max. 

Ref. [36] 103.25 0.5151 0.4864 103.07 0.1718 0.1562 

Ref. [37] 103 0.5039 0.5010 100.35 0.5 0.1484 

Ref. [38] 104.75 0.5041 0.5050 104 0.0390 0.1406 

Ref. [42] 104 0.5026 0.5033 103.214 — 0.1328 

Ref. [44] 105.25 0.5037 0.4994 102.64 — — 

The Proposed 105.25 0.5070 0.5039 102.72 0.0390 0.1328 

 

4. Dynamical chaotic S-boxes encryption algorithm 

This section introduces the proposed encryption algorithm, as shown in Fig. 4. 

Then, we present the novel image cryptosystem, which is summarized as follows: 

Step 1: Inputting the picture P, remember that the size of the picture is M N , 

and convert the picture into the sequence I  of  length M N ; 

Step 2: Using the hash function SHA-512 from sequence I to get 0y . Pick any 

real number 0x R , r [100,200]  to get chaotic sequences.   
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Step 3: Discarding the value of the first 1000 iterations and iterate the y  sequence 

for M N  times to obtain the sequence 1y . Sorting it from smallest to largest to obtain 

 , and obtain the position sequence A according to the position of   in 1y ; 

Step 4: The structure of S-boxes 

(1) Discarding the value of the first 1000 iterations and iterate the x  sequence for 

16 16  times to get the sequence 1x ; 

(2) Discarding the value of the previous 6000 iterations and iterate the y  sequence 

for 16 16  times to get the sequence 2y ; 

(3) Discarding the value of the previous 6000 iterations and iterate the x  sequence 

for 16 16  times to get the sequence 2x ; 

(4) Using sort function to get index set 1 2 3( 1), ( 2), ( 2),k sort x k sort y k sort x= = =  

Mark 0: 255D = , then we calculate 

1 1

2 2

3 3

( ),

( ),

( ).

S D K

S D K

S D K

=
 =
 =

 

to get three S-boxes; 

Step 5: Compound the above S-boxes according to the method in Sec.3 to get 

twelve S-boxes; 

Step 6: Calculating 
256

M N 
=  to get  , and further calculate 

( ) mod( ( (256 ( 1) 1: 256 )),12) 1B i sum I i i=  − +  + ， 

where 1,2i = ，Sequence B is obtained, that is, a different S-box is selected for 

each 256 elements of sequence I ; As shown in Fig. 5; 

Step 7: All the selected S-boxes are transformed into one-dimensional sequences 

of length 16 16 , and the sequence S  with length M N  is connected at one time. 

According to the S-box selected by I , calculate 1 ( , )P bitxor I S= to get the sequence 

1P ; 
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Step 8: Scrambling sequence 1P  with A  in Step 3 to get 2P ; 

Step 9: Sequence 2P  is transformed into the matrix of M N  to obtain the cipher 

image 2C . 

 

 

Fig. 4 Overall encryption process 

 

Fig. 5 Select S-box according to the picture 

5 Simulation results and security analysis 

In this section, the performance of gray image is analyzed, and the proposed 

encryption algorithm is compared with the results of recent research algorithms on 

image encryption.  

5.1 Gray image encryption simulation 

The algorithm is used to encrypt images with different resolutions. Figs. 6-8 show 

the encryption and decryption results. It shows that the proposed algorithm can encrypt 

and decrypt the images effectively. 
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 (a) Original image                        (b) Cipher image                    (c) Decrypted image 

Fig. 6 Results of encryption and decryption by Lena (256×256) 

   

(a) Original image                        (b) Cipher image                    (c) Decrypted image 

Fig. 7 Results of encryption and decryption by Couple (512×512) 

   

(a) Original image                        (b) Cipher image                    (c) Decrypted image 

Fig. 8 Results of encryption and decryption by Male (1024×1024) 

5.2 Key space 

Our encryption key includes 
0 0, ,x y r  and sequence B, where 

0x and 
0y  are all real 

numbers, r  is the real number of [100,200] , the element in B is an integer from 1 to 

12, and the length of B depends upon the size of the plaintext image. Since the computer 

precision is 1410− , our key space should be greater than or equal to: 

14 14 2 256 1023 10010 10 100 12 2 2     ，           （6） 
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Obviously, the proposed encryption algorithm can defend against brute force 

attacks. Table 9 compares the key space of our algorithm with other algorithms. It’s 

clear that our key space is large enough to against brute-force attack. 

Table 9 Compares the key space with other algorithms 

Cryptosystem Our method Ref.[37] Ref.[38] Ref.[39] 

Key space 21023 10126 2255 2283 

5.3 Key sensitivity 

A marvelous encryption algorithm must be key sensitive, that is, the plaintext 

image cannot be correctly solved after a small perturbation of the key. Figure 9 shows 

the decryption image after the perturbation of the key, which shows that the new 

encryption algorithm is sensitive to the key. 

   

(a) Original image                        (b) Cipher image                    (c) Decrypted image 

Fig. 9 Decryption result of disturbed key 

 

5.4 Differential attack 

Number of Pixels Change Rate (NPCR) and Unified Average Changing Intensity 

(UACI) are used to analyze the influence of small changes in plaintext on the ciphertext 

[56]. The ideal value for NPCR is99.61%, the closer you are to the ideal value, the 

more sensitive the ciphertext you are to the change of plaintext. The ideal value for 

UACI is  33.46%, the closer you are to the ideal value, the more resistant you are to 

differential attacks. Assuming that the two ciphertext images are 
1 2,C C , corresponding 

to the plaintext images with only one pixel difference, then calculate 
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1 1

1
( , ) 100%,

M N

i j

NPCR D i j
M N = =

= 
                            （7） 

1 2

1 1

( , ) ( , )1
100%,

255

M N

i j

C i j C i j
UACI

M N = =

−
= 

          （8） 

where ,M N  are the number of rows and columns of the image. Table 10 shows that 

the NPCR value and UACI values are all close to stand value. As can be seen from this 

table, the algorithm presented can resist the selective plaintext attack and differential 

attack. Table 11 compares the NPCR and UACI obtained by this algorithm with other 

literatures. It indicated that our algorithm can effectively resist different attacks. 

Table 10 NPCR and UACI for different images 

Images NPCR UACI 

Lena(256×256) 0.9961 0.3346 

Clock(256×256) 0.9959 0.3345 

Airport(256×256) 0.9963 0.3347 

Pepper(256×256) 0.9960 0.3347 

Tank(512×512) 0.9958 0.3345 

APC(512×512) 0.9959 0.3343 

Couple(512×512) 0.9959 0.3343 

Male(1024×X1024) 0.9961 0.3342 

Airplane(1024×1024) 0.9961 0.3348 

Airport(1024×1024) 0.9961 0.3344 

 

Table 11 Comparison with other algorithms for NPCR and UACI 

Lena(256×256) Our 
method 

Ref.[38] Ref.[40] Ref.[41] Ref.[42] AES[41] 

NPCR 0.9961 0.9967 0.9961 0.9964 0.9959 0.0778 

UACI 0.3336 0.3349 0.3340 0.3347 0.3345 0.0093 

5.5 Histogram analysis 

The histogram reflects the gray level statistics of all pixels in the image. The more 

evenly the histogram of the encrypted graph is distributed, the more difficult it is for an 



18 

 

attacker to obtain valid information from the encrypted image, that is, the more resistant 

it is to ciphertext only attack. The histogram of images with different resolutions and 

their encryption images are shown in Fig.10, which indicate that the distribution of our 

histogram of the encrypted images are uniform. 

Fig. 11 shows that the spatial pixel value distribution of images with different 

resolutions and their encrypted images. It can be seen that all pixels of the encryption 

images are evenly distributed between 0 and 255. 

 

(a) Encryption and decryption for histogram of Lena (256×256) 

 

(b)  Encryption and decryption for histogram of APC (512×512) 

 

(c) Encryption and decryption for histogram of Male (1024×1024) 

Fig. 10 Histogram of images with different resolutions and their encryption image 
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(a) Encryption and decryption for the spatial distribution of Lena(256×256) 

    

(b) Encryption and decryption for the spatial distribution of APC(512×512) 

    

(c) Encryption and decryption for the spatial distribution of Male(1024×1024) 

Fig. 11 Distribution of pixel values of images with different resolutions and their encryption 

images in space 

5.6 Correlation Analysis of Adjacent Pixels 

Encryption algorithms can resist statistical analysis attacks only when the 

correlation between adjacent pixels of ciphertext images should be as low as possible. 

The smaller the correlation coefficient of the image is, the weaker the correlation of the 

image is. In other words, the correlation coefficient should be close to 0, which means 

the safer the image is [57]. Fig. 12 shows the pixel correlation analysis of Lena. It can 

be obtained from Fig.12 that each direction of ordinary image has strong correlation, 

but each direction of encrypted image has a weak correlation. Table 12 shows the 

correlation coefficients of encrypted images with different resolutions. Table 13 shows 

the comparison of correlation coefficients of different methods. We can conclude that 

the weak correlation of each direction of the encryption images obtained by this 

algorithm are better than other algorithms. 
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(a) Correlation of original Lena graph                            (b) Correlation of Lena encryption graph 

Fig. 12 Pixel correlation analysis of Lena 

 

Table 12 Correlation coefficients of encrypted images with different resolutions 

Images 
Plain-image Cipher-image 

Horizontal Vertical Diagonal Horizonta
l Vertical Diagonal 

Lena(256×256) 0.9488 0.9250 0.8917 0.0004 0.0003 -0.0022 

Clock(256×256) 0.9743 0.9601 0.9403 0.0008 -0.0004 0.0076 

Airport(256×256) 0.9018 0.9433 0.8537 -0.0003 -0.0011 0.0004 

Pepper(256×256) 0.9657 0.9525 0.9342 -0.0008 0.0028 0.0006 

Tank(512×512) 0.9326 0.9485 0.9066 0.0005 0.0039 0.0006 

APC(512×512) 0.9308 0.9535 0.9193 0.0009 0.0094 0.0007 

Couple(512×512) 0.8950 0.9415 0.8285 0.0001 0.0003 0.0021 

Male(1024×1024) 0.9816 0.9790 0.9669 -0.0074 0.0009 -0.0003 

Airplane(1024×1024) 0.9494 0.9656 0.9448 0.0004 0.0094 0.0029 

Airport(1024×1024) 0.9032 0.9118 0.8657 -0.0024 0.0041 0.0007 

 

Table 13 Comparison of correlation coefficients of different methods 

 Our method Ref. [35] Ref. [39] Ref. [40] Ref. [41] AES [41] 
Horizontal 0.0004 0.0141 0.0045 0.0013 0.0027 0.2724 

Vertical 0.0003 0.0107 0.0018 -0.0015 0.0012 0.2681 

Diagonal -0.0022 0.0097 -0.0058 0.0098 0.0003 0.0765 

 

5.7 Information entropy 

Information entropy, which reflects the randomness of pixel gray value in the 

encrypted image, has a theoretical value of 8. If the information source is expressed as 
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s , the information entropy ( )H s  is calculated as follows [58]. 
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( ) ( ) log .

( )

L

i

i i

H s P s
P s=

=                                         （9） 

Table 14 shows the information entropy of the encrypted images obtained by using 

our encryption. It can be concluded from Table 14 that the information entropy of 

encrypted images with different resolutions are close to the theoretical value 8. Table 

15 shows the information entropy comparison between the encryption algorithm in 

Sec.4 and other encryption algorithms. Certain generalizations can be derived from the 

data in Table 15, like the information entropy obtained by the encryption algorithm 

proposed in Sec.4 is closer to the theoretical value, and the gray value of the encrypted 

image pixel appears more random. 

Table 14 Information entropy of encrypted images with different resolutions 

Images Size Information entropy 

Lena 256×256 7.9977 

Clock 256×256 7.9976 

Airport 256×256 7.9977 

Pepper 256×256 7.9976 

Tank 512×512 7.9994 

APC 512×X512 7.9994 

Couple 512×512 7.9994 

Male 1024×1024 7.9998 

Airplane 1024×1024 7.9998 

Airport 1024×1024 7.9998 

Table 15 Comparison of information entropy 

Image Size 
Our 

method 
Ref.[13] Ref.[32] Ref.[35] Ref.[38] Ref.[41] AES[41] 

Lena 256×256 7.9977 7.9971 7.9957 7.9972 7.9973 7.9974 7.8693 

 

5.8 Robustness Analysis 

A good encryption algorithm, even if the ciphertext image information is partially 

missing, should also be able to obtain part of the image information through decryption, 
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that is, it should have anti-shear ability and anti-noise ability. Fig. 13 shows the 

decryption situation in the absence of ciphertext. Through observation that the proposed 

encryption algorithm can effectively resist image clipping. Fig. 14 shows that the 

decryption results under Gaussian noise attack. From these figures, the decrypted image 

restores the important information of the original image, which can be inferred that the 

proposed algorithm has excellent robustness. 

   

(a) 15% cut                   (b)30% cut                 (c) 50% cut 

   

(d) Cut 15% decryption                 (e) Cut 30% decryption              (f) Cut 50% decryption 

Fig. 13 Decryption under different degrees of ciphertext loss 

   

(a) 0.001 noise attack                    (b) 0.01 noise attack                (c) 0.1 noise attack 
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        (d) 0.001 decryption                  (e) 0.01 decryption                   (f) 0.1 decryption 

Fig. 14 Decryption of encrypted graph under different noise attacks 

6 Conclusions 

      This paper presents a new two-dimensional discrete hyperchaotic map, which has  

a wider chaotic region and two larger Lyapunov exponents compared with Hénon map.  

Next, we use it to generate many S-boxes. Then they are dynamically applied to image 

encryption. Simulation experiments prove that our encryption algorithm based on 

dynamic S-box is effective, and compared with some cryptosystems, it has better 

performance, and can resist some common attacks. Although the encryption algorithm 

has not been mathematically proven, we will investigate it in the future. 
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