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Abstract
The advent of the Internet of Things (IoT) is one of the most dynamic and exciting developments in
information and communications technology. On one hand, the outbreak of IoT helps to ease the daily
life of end users. On the other hand, the transmission of large amounts of private information transmitted
through a network brings serious security and privacy concerns. The limited availability of resources like
computing resources, memory, and power resources remain major challenges for implementing security
in IoT. In this paper, we propose a highly secure lightweight authentication and data transmission scheme
for smart IoT devices that acts as a countermeasure against various security vulnerabilities of the IoT
environment and also meets the resource requirements of the IoT. The scheme uses Silicon Physical
Unclonable Function (PUF) technology to uniquely identify each edge node in the IoT. We rely on the Long
Range Wide Area Network (LoRaWAN) for secure data transmission. All the methods in the proposed
scheme are based on symmetric and lightweight cryptographic techniques which helps to reduce the
comput- ing power and energy requirement of the scheme. The proposed scheme is shown to be secure
against various well-known attacks. Moreover, the proposed scheme achieves signi�cantly lower energy
consumption (57% to 86%), storage cost (42% to 61%), communication cost (53% to 73%) and
computational cost (57% to 86%) as compared to other existing schemes.

1 Introduction
Internet of Things (IoT) refers to a network of devices connected through the internet that helps to collect
data, analyze its content, and take necessary actions based on the analyzed data, without any human
interaction. The trend towards the usage of IoT applications in our daily life is increasing drastically. As
per the statistics, it is expected that by 2025, 75 billion devices will make use of Internet connectivity [1].
The application of IoT ranges from smart environments (home and city) to e-health and transportation
systems.

The information collected by the IoT devices mostly includes the personal habitual data, medical data of
a patient, tra�c related information, etc. This information is transmitted over a public channel for further
processing and to take necessary actions. In the absence of a security setup, the collected data can be
easily acquired and modi�ed by the adversaries. An adversary can easily �nd the identity of a legal
source of information that is being sent over the public channel. Using this identity it can masquerade as
an authorized source to provide false information and thereby malfunction the IoT system. Moreover, an
adversary can initiate various attacks like impersonation attack, modi�cation attack, masquerade attack,
replay attack, eavesdropping attack, etc., in the absence of security schemes over a public
communication channel in IoT environments [6], [24].

Many works were proposed to secure communication in IoT [12], [21], [26], [19], [4], [22]. But existing
schemes use heavy operations like Elliptic- Curve Cryptography (ECC), bilinear pairing, modular
exponentiation, which are generally the most computationally expensive cryptographic operations.
Therefore, such kinds of schemes are not suitable for resource constrained environments like IoT. Thus, it
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becomes essential to design security schemes which should provide protection against possible attacks,
and also meet the resource requirements of IoT environments. In this paper, we propose an e�cient,
secure two-party based authentication and data transmission scheme which achieves signi�cantly lower
energy consumption, low storage cost, low communication cost and computational cost as compared to
other existing schemes.The main contributions of the paper are as follows:

Development of a generic lightweight authentication and data transmission framework that
addresses the security issues related with smart IoT devices and also meets the resource
requirements of IoT environments. This scheme can be easily adaptable to various IoT environments
like Smart Homes, Smart Grid, Smart Cities, etc.

We present lightweight authentication and data transmission schemes for the

IoT devices involved in the above framework. The proposed schemes use the uniqueness of PUF
technology to uniquely identify each IoT device in the proposed framework. The scheme encourages the
usage of LoRaWAN for secure data transmission, which helps to develop a separate communication
channel for the framework.

Security and performance analyses conducted using simulation-based experiments reveal that our
proposed scheme outperforms state-of-the-art approaches. Our scheme achieves signi�cantly lower
energy consumption (57% to 86%), storage cost (42% to 61%), communication cost (53% to 73%)
and computational cost (57% to 86%) as compared to other existing schemes.

The rest of this paper is organized as follows. Section 2 discusses a short review on related works.
Section 3 covers the preliminaries required for the scheme. The proposed system model is described in
Section 5. The security analysis of the proposed scheme is detailed in Section 6. Section 8 analyses the
performance of the scheme. Finally, we conclude the paper in Section 9.

2 Related Works
There exists various research works which individually address the security issues related to data in the
IoT environment. Garg and Dave [11] proposed usage of a middleware architecture to protect the IoT
device data. It acts as an intermediate between the IoT nodes and wireless sensor network. Registration
of the device, identi�cation and management of databases are also resided within the responsibility of
this middleware. It performs both encryption and decryption, which in turn reduces the workload of IoT
nodes. Privacy and security of data are also ensured by the same. However, we cannot completely trust
the middleware architecture scheme. If the middleware itself is vulnerable, it may lead to the failure of the
entire IoT system. In [9], the authors proposed OAuth 2.0 protocol based security scheme for smart
homes. A third party is used to authenticate the devices. This scheme helps the ser- vice provider to
reduce the burden of storing databases of users. The proposed scheme gives protection against replay
and impersonation attacks. However, their scheme is found vulnerable to eavesdropping.
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To increase the farming productivity, a secured smart greenhouse system is proposed by Mathana et al.
in [18]. They employed Extended Tiny Encryption Algorithm (XTEA) to provide data security. XTEA is a 64-
bit block Feistel cipher with 128-bit key. This scheme involves 64 rounds that include complex
computations and is still vulnerable to attacks. Fan et al. in [10] designed a secure and e�cient
authentication and data sharing scheme using the private blockchain technology for sharing the private
and con�dential data securely for IoT-enabled applications. Their scheme resists different known attacks
such as user impersonation attack, replay attack, DoS attack resilience, man-in- the-middle attack, etc.
However, this scheme involves complex computational steps due to the use of ECC-based signature
approach and causes high storage overhead to the end nodes. Sadhukhan et al. in [23] also proposed a
secure and privacy preserving authentication scheme for smart-grid communication based on ECC. Their
scheme is able to achieve anonymous mutual authentications between any two entities in the system
model and also able to provide data integrity, end-to-end security, and contextual privacy. However in their
scheme, computational cost is very high at the edge node due to complex mathematical operations.

While designing security mechanisms for resisting various attacks on IoT systems, researchers should
also need to consider the resource constrained nature of such IoT platforms. None of the works
discussed above contemplate the resource constraint environment of IoT. In our work, we attempt to
develop a generic lightweight IoT framework which not only meets the security goals but also considers
the resource requirements of IoT. Moreover, our proposed framework can be easily adaptable to diverse
IoT environments such as Smart Homes, Smart Cities, Smart Grid, E-Health applications, etc.

3 Preliminaries
In this section, we describe a few background technologies used in the proposed system.

3.1 Physically Unclonable Functions (PUF) Circuit
As a recent trend, Physically Unclonable Functions (PUFs) have come out as a Digital �ngerprint for
electronic devices [3], [27], [16]. A PUF is a platform- unique function which produces an output response
when an input challenge is supplied [17]. The output of the PUF circuit is determined by the behavior of a
complex, unclonable physical system. In this paper, we used to attach a PUF circuit board to each edge
node. The unique output of the PUF circuit board is used to create an authentication parameter of each
edge node. This unique authentication parameter helps to verify the source of the messages during
transmission. By verifying the source of the message, the chance of providing false information can be
traced. Moreover, the masquerade attack can be prevented. The highlighted functionality of PUF is that it
cannot be cloned either physically or mathematically. Therefore, an adversary is not able to produce the
unique output of a PUF circuit board either physically or mathematically.

3.2 Long Range Wide Area Network (LoRaWAN)
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LoRaWAN is a networking protocol which connects battery operated ‘things’ wirelessly in a wide
communication coverage with less power dissipation. It contains the mechanisms for optimizing data
rates, airtime and energy con- sumption in the network [2]. LoRaWAN covers a longer communication
range up to 10 km on the ground. It provides bi-directional communication, end-to- end security, mobility
and localization services. It uses Advanced Encryption Standard (AES) which is a modern encryption
scheme to guarantee the end-to- end security [8]. LoRa follows star topology. In LoRa networks, end
nodes are directly connected to the LoRa server. This signi�cantly simpli�es the network design, allowing
for higher scalability and greater controllability. LoRa has a relatively faster pace in technological
development and commercialization [20]. Due to these highlighting features, we use LoRaWAN as the
potential candidate for communication in IoT instead of existing networks such as Bluetooth, WiFi,
ZigBee, 2G/3G/4G cellular networks, and WAVE DSRC.

4 System Model
The proposed system model consists of a service provider, various smart edge nodes and IoT users. The
service provider and various smart edge nodes are seamlessly connected through a LoRaWAN which is a
secure low power wide area network. Fig. 1 depicts the block diagram of this system model. Detailed
descriptions of each entity of this model are given below.

A Service Provider (SP), which provides the smart IoT environment. It is a trusted centralized entity. It
comprises a processor, database, LoRa receiver module and a graphical user interface for users. The
main functions of SP are edge node registration and authentication. It also offers a user- friendly
Graphical User Interface (GUI) for IoT users to interact with the edge nodes. SP is assumed to be
always secure and online.

Edge Nodes (EN) collect information as per the functionality of the devices

(e.g. Vital signs(Body temperature, pulse rate, respiration rate, blood pressure, etc.) of the human body,
Temperature, humidity, ventilation, lighting etc. in Smart homes, Acceleration, accident detection , lane
change assistance in Vehicular networks etc.) Each edge node consists of a LoRa transmitter module, a
device controller, a sensing device and a PUF circuit board. Every edge node is assumed to be a tamper-
proof device. Thus, physically compromising these devices is infeasible.

Users who deploy and use an IoT Environment. Each IoT user can interact and access the edge
nodes through the GUI of the SP.

3.1 Problem De�nition
Design and develop a secure lightweight authentication and data transmission scheme for smart IoT
devices which meets not only resource requirements of the IoT environment but also the following
security goals.
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Message source authentication - In data transmission, the message recipient should be sure that a
message is indeed from the legitimate node.

Message integrity - To provide surety regarding the transmitted data between the SP and EN has not
been tampered by any third party.

 

Data con�dentiality - The data communicated within the IoT environments should not be read or
accessed by any third party.

Various attacks resistance - The authentication and data transmission

scheme for IoT should be able to withstand a variety of network attacks such as replay attacks,
impersonation attack, masquerade attack, modi�cation attack, and eavesdropping attacks.

5 Proposed Lightweight Authentication And Data Transmission
Scheme
In this section, we present a novel secure, lightweight authentication and data transmission scheme for
smart IoT devices to resist various security attacks. The proposed scheme is divided into two phases:
Edge node registration and basic setup phase, and Message transmission and authentication phase.

5.1 Edge node registration and basic setup
Edge nodes are designed for ful�lling speci�c purposes such as temperature monitoring, humidity
monitoring, smoke alarms, etc. They are said to be ’smart’ in nature and consist of a microcontroller, a
PUF circuit board, a LoRa transmitter module and a sensor device. The registration of an edge node
makes it legitimate. Fig. 2 depicts the edge node registration process with the service provider.

1. To register with SP, an edge node (say, ENi) �rst selects the following parameters: (i) An unique edge
node identi�er (IDi), (ii) An authentication key (Keyi) which is the unique identi�er from the PUF circuit
board, (iii) A random number (qi), and (iv) Time stamp of registration (TSi). To build a relationship
between these selected parameters, ENithen it computes two intermediate registration parameters
Piand Qi, which are computed as Pi= h(IDi∥ Keyi) ⊕ qi, and Qias Qi= h(Keyi⊕ TSi). Next, ENicomputes
Ri= h(Pi⊕ Qi) where, Riis the registration parameter that ENistores itself for further authentication
purposes with SP. Finally, ENisends its registration request message {IDi, TSi, Ri} to SP. Generally, the
sizes of IDi, Ri, and TSiare 5, 32, and 2 bytes, respectively.

2. On receiving the registration request of ENi, SP con�rmsT Si by computing ∆T ≤ T1 −TSi, where T1 is
the current time, TSi is the received time stamp in the registration request and ∆T is the expected
latency of the message. If ∆T holds, then SP calculates Ci, the authentication parameter for ENi as Ci
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= h(IDi ⊕ Ri ⊕ IDSP ), where IDSP is the identi�cation number of SP. Otherwise, SP discards the
registration request of ENi. Then, SP stores {IDi, Ci} in its database, and sends {IDSP } back to ENi as a
token for further authentication requests.

5.2 Message transmission and authentication
Each edge node should perform the following procedure (as shown in Fig. 3) before sending the collected
data to the SP in a cipher form.

The edge node (ENi) who wants to send the data to SP �rst computes the following messages. ENi

calculates �rst message M1 using the stored registration parameter (Ri), its identi�cation number
(IDi) and the identi�cation number of SP (IDSP ) as M1 = h(IDi⊕Ri⊕IDSP ). It then combines M1 with
current timestamp (T2) and generates second message M2 as M2 = h(M1 ∥ T2). Next, ENi computes
third message M3 by incorporat-ing the collected data (say, Data) with M2 and T2, as M3 = M2 ⊕T2 ⊕
Data. To build a relation between the collected data and the identi�cation num-ber of the edge node,
ENi computes fourth message M4 along with T2 as M4 = h(Data ∥ T2 ∥ IDi). Finally, ENi sends its data
message, represented as {IDi, M3, M4, T2} to SP in cipher form using the LoRa module.

SP veri�es authenticity of the received data message from ENi before accepting it. It initially veri�es
the freshness of the received data message by comparing the difference in time between the
received time and the time stamp attached in the received data message. That is, ∆T ≤ T3 − T2,
where T3 is the current time. If this comparison holds, then SP calculates the authenticity of the
received data message. Otherwise, SP discards the received data message. To check the authenticity
of the received data message, SP calculates M2

′ as M2
′ = h(Ci ∥ T2).

Here, Ci is the authentication param-eter of ENi stored in the database of SP during ENi’s registration.

Next, SP retrieves Data′, the data in the data message as Data′ = M3 ⊕M2
′ ⊕T2, and calculates M4

′ as M4
′

= h(Data′ ∥ T2 ∥ IDi). Finally, SP displays the received data in its GUI only when M4 = M4 holds. If the above
condition does not hold, SP discards the received data.

6 Security Analysis
The following security analysis is performed on the proposed scheme to show its strength towards
various known attacks.

1. Masquerade Attack: Assume that an adversary A tries to use a fake identity to gain unauthorized
access through legitimate access identi�cation, that is, adversary ‘A’ creates a fake data message
with a fake identi�cation number as {IDA, MA, MA, TA}. SP discards the received data message of A
because it fails to �nd authentication parameters corresponding to IDA. SP has the authentication
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parameter (Ci) for each authorized edge node in its database. Thus it discards the received data
message from further processes.

2. Replay Attack: Since the registration request as well as the data message is equipped with the
timestamps TSi and T2, SP can validate the timestamp to verify the freshness of the message. Thus
our scheme is resistant to replay attacks.

3. Impersonation Attack: To impersonate as a valid edge node (ENi), an adversary should have an
access to Ri, the registration parameter of ENi. An adversary is not able to guess/calculate Ri, which
is a unique number to each edge node (ENi) as it is calculated using Keyi, IDi and random number, qi.
The value of Keyi is a unique 24 bytes response generated in the PUF circuit board which cannot be
produced either physically or mathematically by an adversary. Thus a third party is not able to
calculate Ri and also the value of Ri of each edge node is stored securely in the device itself. The
device is assumed to be tamper-proof. Hence, our scheme resists impersonation attacks.

4. Modi�cation Attack: Given the nature of “Diffusion, or avalanche effect of one-way hash function
H(·),” it is impractical to modify a single bit in the data message or in the registration request. Also, if
an adversary tries to modify any bit in the data message during the data transmission, he/she
cannot pass the M4 ′ =? M4 test. This is because the hash of the modi�ed message becomes entirely
different from the hash computed for the original message. Thus, our scheme is able to give
protection from modi�cation attacks.

5. Eavesdropping: The proposed scheme uses LoRaWAN communication protocol for secure data
communication. LoRaWAN uses Advanced Encryption

Table 1
Security attack resistance comparison

  Aman et al.
[4]

Das et al.
[7]

Kumar et al.
[15]

Chuang and Lee
[5]

Proposed

Impersonation
Attacks

x ✓ ✓ x ✓

Modi�cation Attack ✓ ✓ x ✓ ✓

Masquerade attack ✓ x x x ✓

Replay Attack ✓ ✓ ✓ ✓ ✓

Eavesdropping x x x x ✓

*✓: Prevents the attack, x: Does not prevent the attack.

Standard (AES), a modern encryption scheme to encrypt the data before transmission, as an inbuilt
encryption standard to guarantee end-to-end security. Since the messages transmitted in the scheme are
not in plain text format the adversaries are not able to read data exchanged between two parties in the
scheme.
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Table 1 shows the comparative study of security attack resistance to the various known attacks of our
proposed scheme with four recent IoT authentica- tion schemes [4], [7], [15], [5]. It manifests that our
scheme is able to provide resistance from the known attacks such as Impersonation Attack, Modi�ca-
tion Attack, Masquerade Attack, Replay Attack, Eavesdropping as compared to state-of-the-art schemes.
Now, we analyze other security goals (as de�ned in Section 4.1) achieved by our proposed scheme.

1. Message Source Authentication: Whenever the data messages arrive at SP, the authenticity of the
message is checked by SP using our proposed lightweight authentication scheme. In this
authentication scheme, SP uses authentication parameter Ci to check the authenticity of the received
data messages. The parameter Ci is unique to each edge node as it is calcu- lated using the
attributes such as identi�cation number of SP (IDSP ), identi�cation number of edge node (IDi) and
registration parameter (Ri). Additionally, the value of Ri is also unique to each edge node as it is
calcu- lated using a unique 24 bytes response generated in the PUF circuit board, indeed giving
uniqueness to the value of Ci. Thus, the authenticity of the source of message is uniquely veri�ed by
SP.

2. Message Integrity: The integrity of the received data message is checked by the SP using the M4 ′ =?

M4 test. Even if an adversary is able to modify a single bit in the transmitted message, he/she cannot
pass the speci�ed test. This is because the hash of the modi�ed message is entirely different from
the hash computed for the original message. Thus, we are able to preserve the integrity of the
transferred messages in our scheme.

3. Data Con�dentiality: In our scheme, all the transmitted messages are converted into cipher form
before the transmission using the LoRa mod- ule. LoRa module encompasses inbuilt encryption
standards to guarantee end-to-end security. Hence, an adversary is not able to sniff/access the
transmitted message. It is always safe from third party access.

7 Implementation
In this section, we discuss experimental implementation of the proposed scheme. An experimental IoT
environment is set up to monitor the room tem- perature, which consists of edge node as well as service
provider circuitries. The wiring diagram of the edge node circuitry of this experimental frame- work is
shown in Fig. 4. The edge node in the experimental IoT environment consists of an LM35 temperature
sensor, Arduino UNO board and a LoRa SX1278 transmitter module. LM35 temperature sensor is used to
measure the room temperature. It senses the room temperature in the range of−55°C to 150°C. Data
output pin of the LM35 temperature sensor is connected to the analog pin of the Arduino UNO, which acts
as the device controller of the edge node. A MAX32520FTHR microcontroller connected to the Arduino
UNO board acts as a PUF circuit board. MAX32520FTHR microcontroller incorporates Maxim’s patented
ChipDNA™ PUF technology. We connect MAX32520FTHR Microcontroller to the Arduino UNO through
UART (Universal Asynchronous Receiver/Transmitter) communication. The 433MHz LoRa SX1278 Long
Range RF Wireless transmitter module connected with the Arduino UNO is used to transmit the collected
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data from the sensor to the service provider. Figure 5 depicts the con�gured edge node circuitry of the
experimental framework.

The service provider (SP) circuitry consists of an Arduino UNO board attached with a 433MHz LoRa
SX1278 receiver module. Its wiring diagram is depicted in Fig. 6. The SP circuitry connected to a laptop
with operating system Debian 10 acts as the Service Provider (SP) of the proposed scheme. The LoRa
module attached with an Arduino board helps to receive data messages from the edge nodes. The
received data messages are processed and analyzed in the service provider. An user can monitor or
access the edges nodes using the Graphical User Interface (GUI) provided by the SP. Figure 7 depicts the
con�gured service provider circuitry for the experiment.

As an initial phase, we register the con�gured edge node with the service provider. To register with the
service provider, we calculate the registration parameter R1 for the edge node EN1. R1 is calculated using
the identi�cation number (ID1), Key (Key1) and a random number (q1). Here, we use Key1 as the unique 24
bytes identi�er generated from the MAX32520FTHR Micro- controller. When SP gets a new entry for the
edge node EN1, SP calculates the authentication parameter C1 for the EN1, and stores ID1 as well as C1 of
EN1 in its database.

 

After the registration with the service provider, we placed the entire edge node circuit in the room and
powered it with the 12V charger. We have pre- upload the source code to wirelessly transmit temperature
sensor data using the LoRa SX1278 module in the Arduino UNO board. When the edge node gets powered
up, it starts sending data to the service provider using the LoRa SX1278 transmitter module. The SP
circuitry placed in the main hall of the house receives the data from the LoRa transmitter module. The SP
is able to identify the source of the received message through the procedure followed in Section 5. After
veri�cation of the source of the data message, SP displays the received data in its GUI. To verify the
correctness of the system, we deploy an attacker edge node circuit in the room.

 
We wired up an attacker edge node (ENA) and started sending the data using the fake identi�cation IDA.
The SP is able to identify the malicious node since it fails to �nd the authentication parameter
corresponding to IDA and discards the data message from the malicious node.

8 Performance Analysis
The success rate of every design approach of security mainly depends on its adaptability to the resource
constrained environment of IoT. In this view, 
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Table 2
Performance comparison with existing IoT schemes

Schemes Communication

Cost (bytes)

Computational

Cost (ms)

Energy

(mJ)

Aman et al. [4] 40 0.16961 0.0474

Das et al. [7] 152 0.16961 0.0474

Kumar et al. [15] 172 0.29076 0.0813

Chuang and Lee [5] 261 0.50883 0.1424

Proposed 71 0.07269 0.0203

performance of the proposed scheme is evaluated based on various measures like computational cost,
communication cost, storage cost and energy con- sumption. Besides, we compare our proposed scheme
with existing lightweight IoT authentication protocols ([4], [7], [15], [5]) based on these performance
measures. Table 2 depicts this comparative study.

8.1 Computational Cost
The computational cost is normally calculated as the cumulative execution time of operations performed
by the edge node during the creation of the �nal data message for the transmission. In the proposed and
related schemes, distinct cryptographic operations have practiced i.e., one-way hash operation (h()),
concatenation (∥), and bitwise XOR ⊕). The schemes under consider-ation have practiced distinct
cryptographic operations such as one-way hash operation (h()), concatenation (∥), and bitwise XOR ⊕).
We execute cryp-tographic functions (h(), ∥, and ⊕) on an embedded device set up for the experimental
implementation as discussed above. After executing these func-tions (1000 times), we note down their
average execution time. The average execution time for a one-way hash operation (Th()) is computed as
0.02423 ms. On the other hand, average execution times for concatenation (T∥) and bitwise XOR
operations (T⊕) are recorded as almost zero. Thus, we have considered only Th() for the calculation of
computational cost. It may be noted that our proposed scheme needs only 3 one-way hash operations,
whereas other exist-ing schemes in [4], [7], [15] and [5] require 7, 7, 12, and 21 hash operations,
respectively. The resulting computational costs (in ms) of these schemes are listed in Table 2 for
comparison.

8.2 Communication Cost
The communication cost of a scheme is typically calculated by considering the total size of transmitted
messages in the communication phase. The message transferred during the secure authentication phase
of our scheme is {IDi, M3, M4, T2}. We have used SHA-256 bit hash digest (M3/M4) which consumes only
32 bytes (256 bits) for better security in the long term. The other parameters used during transmission are
identity number (IDi) and a time-stamp (T2) that consume 5 and 2 bytes, respectively.
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Therefore, the cost of message transfer is calculated as: 5 + 32 + 32 + 2 = 71 bytes.

On the contrary, techniques proposed in [4] costs 40 bytes for the message transmission, [7] requires 152
and [15] requires 172 bytes for the message transmission. [5] requires 8 (one-way hash) + 1 (identity) = 
261 bytes in the data transmission (refer, Table 2).

8.3 Storage Cost
The cost of storage is determined as the total size of memory required to save parameters into an edge
node. The proposed scheme saves a registration parameter (Ri) which is of 32 bytes, and the
identi�cation number of the service provider (IDSP ) that costs 5 bytes of memory. Therefore, total storage
cost of the proposed scheme is 32 + 5 = 37 bytes. In comparison, the authentication scheme presented in
[4] requires 96 bytes for its storage. The authentication approach in [25], which uses RFID tags, requires
84 bytes for its storage. The scheme proposed in [15] involves elliptic curve cryptographic parameters
that requires 64 bytes of memory. Under review, our proposed scheme exhibits extremely low storage
requirements even after the incorporation of various security mechanisms.

8.4 Energy Consumption
Each edge node spends some amount of energy to complete its computational steps. The energy
consumption of an edge node (measured in millijoule (mJ)) is calculated as EC = TCT * C where, EC is the
total amount of energy consumed, TCT denotes total computational cost, and C is the maximum pro-
cessing power of an Arduino Uno board [13]. By assuming the minimum input voltage for the Arduino
board as 7V, and it consumes 40 mA DC current per I/O pin, power consumption of the Arduino Uno board
is estimated as C = 7 V * 40 mA = 0.28 W. Thus, energy consumption of our scheme is estimated as 0.02
mJ (0.07269 * 0.28).

As a conclusion, it may be observed from the Table 2 that our scheme achieves signi�cantly lower energy
consumption (57–86%), storage cost (42–61%), communication cost (53–73%) and computational cost
(57–86%) as compared to existing approaches. It may also be noted that even though the scheme
proposed by Aman et al. [4] takes lower computation overhead, they exhibit signi�cantly lower
performance (57%) on computation cost and energy consumption when compared with our approach.

9 Conclusion
We have proposed a secure lightweight authentication and data transmission scheme for smart IoT
devices that addresses the security issues as well as the resource requirements of IoT environments. The
proposed scheme is able to resist various attacks such as Impersonation Attack, Modi�cation
Attack,Masquerade Attack, Replay Attack and Eavesdropping. The scheme supports Silicon Physical
Unclonable Function (PUF) and LoRa technology. The simulation-based experiments reveal that our
scheme achieves signi�cantly lower energy consumption (57–86%), storage cost (42–61%),
communication cost (53%to 73%) and computational cost (57–86%) as compared to state-of-the-art
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approaches. As a future extension, we endeavor to apply this lightweight authentication and data
transmission framework to securely exchange information on Vehicular Ad-Hoc Networks (VANETs).
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Figure 1

Proposed System Model
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Figure 2

Edge Node Registration process
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Figure 3

Proposed message transmission and authentication scheme.
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Figure 4

Wiring Diagram of Edge Node Circuitry
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Figure 5

Edge Node Circuitry
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Figure 6

Wiring Diagram of Service Provider Circuitry
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Figure 7

Service Provider Circuitry


