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Abstract Due to the evolution of cyberattacks, the

need to deploy modern cybersecurity learning environ-
ments is constantly increasing. Furthermore, the secu-

rity challenges of the digital era are inevitably con-
nected to the human factor, which urges personnel to
become familiar with state-of-the-art security software

for mitigating and detecting cyberattacks. Cybersecu-

rity learning environments include, among others, vir-

tual labs, Cyber Ranges and Capture the Flag (CTF)

challenges, providing interactive digital learning envi-

ronments for trainees to engage in complex cybersecu-
rity scenarios. However, scenario design is not always
governed by specific design principles, and the learning

outcomes of the cybersecurity exercises are not always

clearly defined. In this paper, a cybersecurity educa-

tional framework was used to guide the design of cyber-

security scenarios and a Cyber Range to host the sce-
narios was developed as a proof-of-concept. This work
suggests that educators could use the proposed design
methodology to design cybersecurity learning environ-

ments, including, but not limited to, Cyber Ranges.

Keywords NICE Framework · Cyber Ranges · Blue
Teams · CSIRT · CTF

1 Introduction

Cyber threats today are constantly evolving and in-

creasing in numbers, while there is a clear need to ad-

dress the skill shortage in cybersecurity [39]. According

to the 2015 (ISC)² Global Information Security Work-
force Study, 1.8 million cybersecurity jobs will exist

worldwide in 2022, highlighting the skills gap and the

ae-mail: skaragiannis@ionio.gr
be-mail: emagos@ionio.gr

growing demand for jobs [31]. A recent study [34] also
stresses the importance of defining the skills that the
recruits should have in cybersecurity. The high number

of certifications that exist nowadays do not necessar-

ily cover the skills shortage [34,18], while there is also

a lack of cybersecurity topics in higher education [5].

The importance of education and training to deal with

cyber threats and incidents was also highlighted in [34],
as well as the impact of applying new technologies for
operational and technical improvement.

The resolution of the cybersecurity skills shortage

remains a challenge, considering that cybersecurity is

a multidimensional area that is often difficult to cover

substantially [35,67]. The typical skills that the cyber-

security workforce needs to maintain have been defined,

among others, by the US National Institute of Stan-
dards and Technology (NIST). NIST published the Na-
tional Initiative for Cybersecurity Education (NICE)
[60,67], which aims to provide a systematic structure

for cybersecurity education and learning and has been

widely considered successful in creating a vast body

of knowledge that defines cybersecurity concepts and

practices applied by field professionals [77]. The first
version of NICE [62] was published in April 2013, fol-
lowing major updates [65] in August 2017 and in 2019
[65,35].

To develop the analytical, problem-solving and tech-
nical skills needed in the modern cybersecurity work-

force, it is important to design and deploy realistic
digital environments that involve trainees in practical
exercises [35,49,95,57,95]. Such environments include

Capture the Flag (CTF) challenges, and virtual labs

[100,89,94,10]. To this end, there are numerous open-

access approaches [89], including Hack the Box [41],

TryHackMe [84], and Vulnhub [92]. The European Union

Agency for Cybersecurity (ENISA) [26] has also pub-



2

lished a large set of online training materials and virtual

labs. Finally, many universities and companies develop

Cyber Ranges or create their own cybersecurity exer-

cises for both hiring and skill evaluation. Cyber Ranges

are complex digital environments that can host business

and procedural operations, together with the deploy-

ment of physical and digital assets [7,95], thus high-

lighting realistic cybersecurity scenarios.

Even if cybersecurity learning environments are on

the rise, most approaches do not provide scenarios with

specific learning goals and outcomes, while they also

do not always follow a structured design and/or educa-

tional methodology [35], thus not adequately addressing

the skills shortage problem related to teaching technical

capabilities and concepts of cybersecurity.

1.1 Contributions

In this paper, a methodology for designing cybersecu-

rity scenarios having in mind learning goals and out-

comes, is proposed. As a point of reference, a specific cy-

bersecurity educational framework was selected (NICE

framework, proposed by NIST), to design a NICE-by-

design Cyber Range. More specifically, the scenarios

were developed using NICE to support the design pro-
cess with the framework taxonomy that consists of ca-
pability indicators, namely Knowledge, Skills, Abilities,
and Tasks (KSAT). The proposed design methodology

uses the framework’s building blocks to document, eval-

uate, and improve the design and architecture of the

NICE-by-design Cyber Range.

To the best of the authors’ knowledge, no other

research has presented a consistent design methodol-

ogy, using an educational framework, to develop cyber-

security scenarios. Instructors could use the proposed

methodology and the results of this research to assist

their design and create cybersecurity learning environ-

ments with specific learning outcomes.

1.2 Related Work

Recently, courses and training material were developed

based on identified roles and skills to be trained in Cy-

ber Ranges [28]. In terms of an educational framework

in cybersecurity, Jones et al. [46] focused their research

on helping educators and infusing the NICE framework

into the cybersecurity curriculum. The authors asked

44 cybersecurity professionals at Black Hat USA 2016

and DEF CON 24 to identify the cybersecurity needs

of professionals according to the NICE framework.

Nestler et al. [59] also used the KSAT taxonomy

from NICE as a consultation mechanism to build their

scenarios. González-Manzano et al. [35] analysed 35 cy-

bersecurity online courses that fit the NICE framework
and verified the importance of using the NICE frame-
work to create more specialized curricula. They address

limitations and challenges of the framework regarding

the KSAT taxonomy in terms of whether the capability

indicators can be adequately addressed in course curric-

ula and the overall alignment of educational programs.

Research has also been conducted on the investigation

of differences between educational frameworks [32,37].

A complete scenario design plays a very important

role in the development of realistic exercises [100]. Con-

sistent storytelling elements and the relationship of ex-

ercises have been identified in the past to improve the

learning outcomes [81]. In relation to scenario design

and Cyber Ranges, Yamin et al. [99] proposed an ini-

tial taxonomy to classify Cyber Ranges; they indicated

that a Cyber Range scenario should include the follow-
ing: (i) the purpose of the scenario, (ii) the topology and
the environment where the scenario takes place, (iii) a

basic storyline that the trainees follow, (iv) the type of

environment (static or dynamic), (v) the domain and

the main topic, and (vi) the tools that will be used. In

terms of the existing Cyber Ranges, Chouliaras et al.

[16] provided a systematic survey of 10 Cyber Ranges.
Other approaches propose Cyber Ranges as the main
teaching tool to create realistic cybersecurity learning

environments [55].

Several researchers have addressed the problem of

developing evaluation methods for Cyber Ranges [69,
4] using the NIST Technical Guide to Information Se-
curity and Testing Assessment as a reference [76]. The
suitability of Cyber Ranges for cross-disciplinary train-

ing was noted in [76], as well as the didactic princi-

ples that should be taken into account when designing

a Cyber Range. Similarly, other works used the NICE

framework as an evaluation method for their labs. For
example, Dawson et al. [23] evaluated their exercises
by matching them to Tasks (T). Others [50] examined
whether NICE can be used as a baseline to create ques-

tionnaires that measure the level of knowledge improve-

ment. The benefits of using the NICE framework as

a detailed and extensive list of expected learning out-

comes have also been mentioned in [36]. In another work
[74], the NICE framework was analysed, and a model
was proposed to design a cybersecurity degree program,

highlighting the potential inconsistencies of the frame-

work.

In addition to academic research, several notable

initiatives have been proposed, including the NICE Chal-

lenge Project (NCP) developed by NIST and the US

National Security Agency (NSA) [63]. Such approaches

consist of real-world cybersecurity challenges within vir-



3

tualized business environments. Furthermore, educational

institutes, such as San Bernardino California State Uni-

versity, map their exercises to the NICE framework,

aiming to provide a better training and workforce ex-

perience for their students [30]. Cyberbit [20] has also

developed a cybersecurity training and simulation plat-

form for enterprises and organizations to train Security

Operations Center (SOC) teams. Finally, the Univer-
sity of Virginia developed a Cyber Range, matching
their existing courses to the NICE framework [87].

Cybersecurity learning environments, including Cy-
ber Ranges, do not always maintain realistic scenarios
and do not include a robust design methodology that
can be related to educational frameworks. The afore-

mentioned approaches attempt to address this issue;

however, a structured and detailed methodology has

not yet been provided to use frameworks, such as NICE,

to design and deploy cybersecurity learning environ-
ments.

1.3 Structure

The rest of this paper is structured as follows. In Sec-

tion 2, information on the educational frameworks and

details of the NICE framework is provided. In Section

3 the methodology of this research paper is outlined

and while Section 4 proposes the design and deploy-

ment steps for a NICE-by-design Cyber Range. Section

5 concludes the paper.

2 Background - The Educational Framework

The NICE framework [62] establishes a common lex-

icon that covers cybersecurity requirements in a com-

plete manner. Depending on the target audience, NICE

could be useful for employers, current and future cyber-

security workers, academic advisors, and staffing spe-

cialists. In addition, the framework supports training
and certification, education, and technology providers.
Therefore, it could be used as a reference to connect

the large number of cybersecurity topics in an effort

to meet the learning needs and address the challenges

of modern cybersecurity. The framework has been con-

tinuously updated over the past 10 years, allowing the

community to submit updates and changes. In its latest

versions [64], a methodology was provided for using the

framework, as well as information for better defining

the building blocks.

Other approaches include the Joint Task Force on

Cybersecurity Education, which released the Cyberse-

curity Curriculum in 2017 (CSEC2017) [9,10], the NSA

and the Department of Homeland Security (DHS), which

released guidelines to designate the National Center of

Academic Excellence in Cyber Defence (CAE-CD) [33,
53,32]. These frameworks share similarities and differ-
ences. For example, NICE appears to be a move towards

workforce training, NSA CAE-CD is more focused on

technical skills, while CSEC2017 emphasizes academic

excellence by extensively presenting the knowledge ar-

eas related to cybersecurity[42]. Although these initia-

tives deal with the skill shortage in cybersecurity, frame-

works other than NICE have not been widely used or

adequately evaluated. The limited access and engage-

ment of the workforce in technical and realistic scenar-

ios remains an issue.
The NICE framework aims to establish a robust

approach and an ecosystem for cybersecurity educa-

tion, training, and workforce development. It currently

maintains 4 building blocks, namely Workforce Cate-

gories, Specialty Areas, Work Roles as well as a set of

capability indicators i.e., Knowledge, Skills, Abilities

and Tasks (KSAT), a taxonomy which was revised in
the later version of the framework to Knowledge, Skills

and Tasks (KST) [64,65]. However, many organizations
still use the KSA and KSAT taxonomy. The building
blocks of the NICE framework and its connection are
presented in Figure 1.

Fig. 1 Structure of the NICE Framework.

The NICE framework includes sevenWorkforce Cat-
egories, which consist of 33 Specialty Areas overall and

describe 52 Work Roles. The KSATs are matched to
the Work Roles in a modular way, and multiple KSATs
could be involved in many Work Roles.

NICE Building Block 01 - Workforce Category

High-level grouping of cybersecurity functionalities and

operations, including the following sevenWorkforce Cat-

egories: (i) “Analyse (AN)”, (ii) “Collect and Oper-

ate (CO)”, (iii) “Investigate (IN)”, (iv) “Operate and

Maintain (OM)”, (v) “Oversee and Govern (OV)”, (vi)
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“Protect and Defend (PR)”, (vii) “Security Provision

(SP)”. The Categories are well-defined and provide a

first overview of the possible scopes of each cybersecu-

rity learning environment to be designed. Every Cate-

gory consists of a set of (typically more than 2) Spe-

cialty Areas that concretize it. It is expected that cat-

egories and Specialty Areas might share similarities.

NICE Building Block 02 - Specialty Areas Spe-

cialty Areas are subcategories that specialize in a spe-

cific learning topic, roughly corresponding to the areas

of work involved in each of the categories. For example,

the Specialty Areas “Cyber Investigation” and “Digital

Forensics” are included in the “Investigate” category.
Specialty Areas are very important, since their detailed
information contributes to a more thorough definition

of the learning goals.

NICE Building Block 03 - Work Roles Every

Work Role is a distinct set of work responsibilities re-
lated to a specific Specialty Area. For example, the roles
“Forensics Analyst” and “Cyber Defence Forensics An-

alyst” specialize the “Digital Forensics” Specialty Area.

Each role can be further elaborated by defining the spe-

cific knowledge, skills, abilities, and tasks needed to ful-

fil it, as exemplified by the KSAT capability indicators

below.

NICE Building Block 04 - KSAT Taxonomy &

Capability Indicators The capability indicators or

the KSAT taxonomy is the core building block of the

NICE framework. The taxonomy has recently been re-

vised from KSAT to TKS, by merging Skills with Abil-

ities together. However, the KSAT taxonomy has been

widely adopted until now. Therefore, in this research
paper, the KSAT taxonomy has been considered. The
taxonomy consists of the following capability indica-

tors:

i. Knowledge (K), which is a body of information
necessary to perform a specific function, for exam-

ple, the knowledge of computer networking concepts

and protocols, and network security methodologies

(K0001), which are considered as necessary to per-

form vulnerability assessments and network diag-

nostics, a fundamental Knowledge concept that re-

lates to the Work Role of “Cyber Defence Analyst -
PR-CDA-001”. This capability indicator reflects the
knowledge gain as an outcome of the practice. Some

capabilities are important for other Work Roles and

Specialty Areas across the various Workforce Cate-

gories. By selecting a subset of Knowledge (K) capa-

bilities, the relevant Specialty Areas and associated

Work Roles can be covered. Knowledge (K) includes

a level of abstraction and is more generic than Skills

(S), Abilities (A), or Tasks (T), usually including
fundamental learning topics.

ii. Skills (S), which is an observable competence to

perform a learned using knowledge and focus on the
action of the learner. For example, a person might
have or acquire the skill of identifying, capturing,
containing, and reporting malware (S0003) or the

skill of developing and deploying signatures (S0020).

iii. Ability (A), defined as innate traits or talents such

as problem-solving or the application of knowledge

to something generic and performed under normal

conditions. The NICE framework initially defined

Abilities separate from Skills to characterize the per-

son’s ability to perform tasks that bypass the lim-

itations of a specific task and apply the knowledge

in a broader scope. Abilities sometimes overlap with

Skills (S). In a later version of the NICE framework

[65], this capability indicator was merged with Skills

(S) and, as mentioned by the authors: ”Skill and

Ability statements from the previous version have

been refactored for simplicity into Skill statements”.
Therefore, the latest version of the NICE framework
includes the capability indicators Tasks, Knowledge,
and Skills (TKS). At the time of this research, this

update had not yet been published. For example, an

ability could be to analyse malware (A0010), or to

identify basic common coding flaws at a high level

(A0036).
iv. Tasks (T), which is a specific defined piece of work

that fulfils part of a specific work role in a Specialty

Area; for example, applying secure code documen-

tation (T0014), or developing content for cyber de-

fence tools (T0020). Therefore, Tasks are specific

objectives that must be completed to cover a Work

Role.

Finally, it should be noted that the NICE framework

recently introduced the concept of Competencies [64],
a mechanism for organizations to assess participants,

although these concepts are not yet fully adopted by the

community and therefore not examined in this paper.

3 Proposed Methodology

Any cybersecurity learning environment, which is de-

signed based on an educational framework, typically
matches the principles of constructivism learning the-
ory [70,24] and challenge-based learning (CBL) [15].

Constructivism is based on the idea that learners are ac-

tive participants during the learning process and that

knowledge is constructed based on their experiences.

Other researchers have effectively used the learning the-
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ory of constructivism in cybersecurity [72]. CBL is an

innovative teaching-learning process geared to improve

skills using real-world challenges that are more complex

than regular classroom exercises.

A typical learning environment should allow learn-

ers to construct their knowledge rather than passively

learning the information provided. Therefore, a collab-

orative digital environment can provide a sufficient di-
rect match between the above theories and approaches
[24], and expand from cognitive constructivism to social

constructivism.

Select an educational
framework as a point

of reference for
learning outcomes

Define the learning
scope and specific

outcomes (in terms of
topics and related

capabilities) to drive the
design of the learning

environment.

Chose
a Framework

Define the Learning
Goals

Design the scenarios
according to the

selected learning goals
and choose suitable
tools/equipment to

deploy  them.

Scenario Design
and Deployment

Assess the coverage
of learning outcomes

in relation to the
taxonomy

Evaluation

Step IIStep I Step III Step IV

Fig. 2 Steps of the methodological design and development
of a cybersecurity learning environment.

Social constructivism [24,52] was taken into account,

as it is important within cybersecurity teams to main-

tain the collaborative nature of learning. The lack of

structure that approaches that derive from construc-

tivism could have [8] was addressed in this research us-

ing CBL and a specific educational framework to cre-

ate a robust structure. The 4-step methodology process

that has been followed is shown in Figure 2 and is de-

scribed in detail below.

Step I – Choose a Framework The choice of a cy-
bersecurity educational framework is governed primar-

ily by the ability to apply it to the curriculum and learn-

ing needs. An educational framework is initially chosen

to be used as a reference point for learning goals and

the related skill set that needs to be developed. It is

important to identify the core building blocks of each

educational framework and to investigate whether it fits
their needs.

There are various choices among cybersecurity edu-

cational frameworks, including: (i) CIISec [17], (ii) Cy-
BOK [21], (iii) CAE-Cyber defence (CAE-CD) [11], (iv)
the Cybersecurity Curriculum 2017 by Joint Task Force
(JTF) [47], and (v) the European Cybersecurity Skills

Framework (ECSF) [27] published as a draft version in

April 2022.

Initially and before selecting a framework, the frame-

work should be investigated to understand the proposed

taxonomy, which usually consists of large categories,

namely Knowledge Topics, Profile Categories, or Work-

force Categories. These large categories consist of a

modular combination of smaller blocks that define the

learning topics. Some frameworks define the learning

topics as Knowledge Units, or (as the NICE framework

does) as KSATs, or similar. In this research, the NICE

framework is used as a point of reference that consists

of Workforce Categories, Specialty Areas, Work Roles,

and the related capability indicators (KSATs).

Step II – Define the Learning Goals In this step,

the learning outcomes of the Cybersecurity Learning

Environment are defined at a high and/or low level,

depending on the information and taxonomies provided

by the educational frameworks.

– Define at a high level, the main scope and spe-
cific topics that need to be covered, are defined. To

instantiate the high-level definition of learning goals

in this paper, a set of Workforce Categories and

Specialty Areas within the NICE framework were

selected. More specifically, the “Protect and Defend

(PR)” was chosen to define the learning scope of
the Cyber Range category. On the one hand, the
Specialty Areas of this category namely, “Cyber De-

fence Analysis”, “Cyber Defence Infrastructure Re-

port”, and “Vulnerability Assessment and Manage-

ment” were chosen to exemplify the chosen category,

while the coverage of two additional Specialty Areas

from the category “Operate and Maintain (OM)”
was also investigated, namely “Systems Administra-
tion”, and“Network Services”.

– Define at a low level, the specific capabilities that

need to be developed after the cybersecurity exer-
cise are defined. A set of Work Roles was selected

that exemplify the above Specialty Areas in a rep-

resentative way, as well as a set of related capabil-

ity indicators (KSATs) that fulfil them, in order to

guide the design of the scenarios in the next step.

Step III – Scenario Design and Deployment

This step refers to two action points. The first refers

to the design of the scenario(s) that fulfil the learning

goals in a bottom-up fashion, i.e., satisfying as many
low level capabilities (e.g., KSATs) as possible from
Step II, within the targeted learning scope (e.g., Work-

force Categories) and topics (e.g., Specialty Areas). The

second action point refers to defining and deploying the

topology of the Cybersecurity Learning Environment

by identifying the needed software components and cy-

bersecurity tools that should be included in the exer-

cises, according to the scenario(s).

In the case of the NICE framework, the specific

learning goals are reflected by the capability indicators
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Table 1 Matching taxonomy.

NICE Description

WKFC Cat-
egory

General category that each of the scenarios
relates.

Work Role
Name

The specific Work Role that is addressed
from each scenario.

Work Role
ID

Corresponding ID of the Work Role.

Specialty
Area

Specialty Areas covered by the scenario.

Tasks Tasks which are presented during the lab
exercise to be performed by the partici-
pants.

Knowledge Knowledge fields which are presented by
the lab.

Skills Skills acquired by the participants during
the lab exercise.

Abilities Abilities the participant can procure by
performing the specific lab exercise.

Prerequisites Potential KSATs that might be required
to better understand the scenario.

(KSAT), which describe the specific learning activities

to be completed, the fulfilment of which can result in

a complete Work Role or/and can cover a complete

Specialty Area. In this research, capability indicators

from other Work Roles were also investigated to be in-

cluded in the design. For each scenario, a justification
for the matching with the KSAT taxonomy to identify
the learning outcomes of each designed scenario is pre-

sented in Section 4.3, having Table 1 as a reference.

Step IV - Evaluation The evaluation of the cyberse-

curity learning environment helps to determine whether
the designed scenarios meet the learning goals. In this
step, the scenarios developed were evaluated in terms

of KSAT coverage and to identify whether the scenarios

fulfilled the selected work roles. In addition, the num-

ber of scenarios related to specific workforce categories

were also identified. If needed, the information from this

step is collected as feedback to reset the methodology

Step III and redesign or update the scenarios. The eval-

uation can also be used to identify missing points from

the developed scenarios and provide potential updates

or extensions accordingly.

4 The NICE-by-design Cyber Range:

Cybersecurity Scenarios focused on SOC and

Blue Teams

In this section, the proposed methodology to design and

develop a NICE-by-design as a proof-of-concept is pre-

sented.

4.1 Execution of Methodology Step I: Choose a

Framework

It seems there is no such thing as best practice to choose

an educational framework, but it is important for the

selected framework to apply to the designer’s mindset

and cover the learning goals. Most frameworks (Section

2) share common principles, as they consist of knowl-

edge areas that include various knowledge units [47].

The naming of concept taxonomies is different across

the frameworks, but the main idea is the same. The

NICE framework was selected as a point of reference

for designing the Cyber Range, due to its structured

taxonomy, along with its high maturity and descrip-

tive details. Another factor was that the framework has

been largely accepted by previous research [33,42], as
being more balanced between the coverage of technical
and non-technical topics while maintaining a structured

way of representing cybersecurity topics.

4.2 Execution of Methodology Step II: Define the

Learning Goals

Revisiting Section 3, the learning outcomes consist, at
a high level, of establishing the scope and selecting

specific topics that the cybersecurity exercises should
cover, such as NIST’s Categories and Specialty Areas;
at a lower level, selecting the specific capabilities that

will need to be developed, such as the NIST’s Work

Roles and KSAT indicators that fulfil them. To apply

this step using the NICE framework as a point of ref-

erence, the Cyber Range was decided to be strongly

related to Blue Teams, defensive actions and the re-
sponsibilities usually maintained by Security Operation
Centers (SOC). As a result, the learning goals for the

Cyber Range should be related to the protection, de-

fence, operation, and maintenance of information sys-

tems. Therefore, according to the NICE framework, the

following Workforce Categories were selected: (i) “Pro-

tect and Defend (PR)” and (ii) “Operate and Maintain

(OM)”.

According to the chosen Workforce Categories de-

scribed in the previous step, all the Specialty Areas

were selected from the category of“Protect and Defend

(PR)” which is the learning category that this Cyber

Range focus, while two additional Specialty Areas from

the category “Operate and Maintain (OM)” were con-

sidered important to assist the learning goals, since fun-

damental information should also be provided in terms

of system and network administration for trainees to

fully understand the topics. Regarding the work roles,

starting with the Specialty Area “Cyber Defence Anal-

ysis”. and, at a lower level, the Work Role “Cyber De-
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fence Analyst - PR-CDA-001” the relevant KSAT indi-

cators were identified, highlighted, and enlisted in order

to apply them to the scenario design.

Even if the “Cyber Defence Analysis” is the most
appropriate Specialty Area according to the learning

goals, it was decided that the Cyber Range should also

involve: (i) “Cyber Defence Infrastructure Support”,

(ii) “Vulnerability Assessment and Management”, (iii)

“Systems Administration”, and (iv) “Network Services”.

At a lower level, the Work Roles that were consid-
ered as important to include from the selected Spe-
cialty Areas should be: (i) “Cyber Defence Infrastruc-

ture Support Specialist”, (ii) “Vulnerability Assessment

Analyst” and, supplementary, (iii) “System Adminis-

trator”, and (iv) “Network Operations Specialist”.

The developed scenarios typically also relate to other

Work Roles mostly in terms of the KSA, since the Tasks

(T) should involve specific action points for the trainees.

For each work role, the related low-level KSAT indica-

tors that were selected are depicted in Table 2. As the

NICE-by-design selection of learning goals should be

considered as a top-down approach, in the following ta-

bles more details are provided about the Specialty Ar-

eas in order to justify the selection of the capabilities.

Specialty Area 01 - Cyber defence Analysis This

area is the main focus of the Cyber Range. It includes
the use of defensive mechanisms and collection of in-
formation from a variety of sources to identify, analyse,
and report security events. The extracted events are re-

trieved from information systems and the network. The

relevant KSATs that accompany this Specialty Area are

presented in Table 2.

The table represents the main goal that will guide

the scenario design. However, the additional and sup-

plementary Specialty Areas with their additional KSAT

are showed in the following subsections. Most of the

KSATs are already covered by the Specialty Area 01 -

Cyber defence Analysis; however, the additional KSATs
will provide a more complete experience.

Specialty Area 02 - Cyber defence Infrastruc-

ture Support The learning topics involve the use of
data retrieved by a variety of cyber defence tools to

analyse events that occur within their environments for
the purposes of mitigating threats, including IDS logs,
firewalls and network traffic logs. The additional ca-

pabilities (KSAT) that will be supplementary to the

scenario design are presented in Table 3. The KSAT

that were already mentioned to the previous Specialty

Areas were discarded. Therefore, in Table 3, only the

additional KSATs are showed.

Table 2 Category: Protect and Defend (PR); Specialty Area
01 - Cyber Defence Analysis (CDA).

Category: Protect and Defend (PR)

Specialty Area 01 Relevant Work Role

Cyber defence Analysis
(CDA)

Cyber defence Analyst
(PR-CDA-001)

Knowledge (K): Computer networks; Risk management;
Regulations, laws and principles related to security and
privacy; Access control mechanisms; Vulnerability assess-
ment tools; Computer algorithms, databases and encryp-
tion; Incident handling and intrusion detection; Network
traffic analysis; Operating systems; Cyber threats and ad-
versarial tactics; System, network hardening, and security
testing

Skills (S): Intrusion detection; Security design; Incident
handling; Collect data from cyber defence resources; Vul-
nerability management; Interpret network signatures; Se-
curity controls based on regulations

Abilities (A): Malware analysis and vulnerability scan-
ning; apply security and privacy policies; apply host and
network-based intrusion detection and interpret related in-
formation

Tasks (T): Analyse network traffic; Enable security to re-
duce risks change configurations and document incidents;
Event correlation; Identify malicious activities; Validate
intrusion detection systems and network signatures; As-
sess adequate access controls

Table 3 Category: Protect and Defend (PR); Specialty Area
02 - Cyber defence Infrastructure Support (INF).

Category: Protect and Defend (PR)

Specialty Area 02 Relevant Work Role

Cyber defence Infrastruc-
ture Support (INF)

Cyber defence Infrastruc-
ture Support Specialist
(PR-INF-001)

Knowledge (K): Data and backup recovery; Packet-level
analysis and web filtering; System, host and network hard-
ening

Skills (S): Apply host and network controls; Secure net-
work communications; Malware protection; System, host
and network hardening

Abilities (A): Fully covered by the previous Specialty
Area

Tasks (T): Update network signatures; Cyber defence
hardware and related security controls

An initial comment is that the first Specialty Area
namely, Cyber defence Analysis (CDA) covers most of

the Knowledge (K) capabilities of this Specialty Area.

This also applies to Skills (S) and Abilities (A), while

the Tasks (T) do not fell into this observation.

Specialty Area 03 - Vulnerability Assessment and

Management This area is usually considered as an

entry point of engagement for beginner-level trainees.
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It involves the vulnerability checking for potential de-

viations from acceptable security configurations. This

area also includes the testing, implementation, deploy-

ment, maintenance, and administration of the software

with regard to the vulnerabilities.

Table 4 Category: Protect and Defend (PR); Specialty Area
03 - Vulnerability Assessment and Management (VAM).

Category: Protect and Defend (PR)

Specialty Area 03 Relevant Work Role

Vulnerability Assessment
and Management (VAM)

Vulnerability Assessment
Analyst (PR-VAM-001)

Knowledge (K): Application vulnerabilities; Program-
ming language structures, cryptology, and diagnostic tools;
Ethical hacking; System administration

Skills (S): Vulnerability scan, network analysis and threat
environment; Penetration test, social engineering and
mimicking of threat behaviours; Review past logs

Abilities (A): Security issues and vulnerabilities; Pro-
gramming language structures; Threat environment

Tasks (T): Compliance and penetration testing; Deploy
cyber defence audit toolkit; Audit reports; Risk manage-
ment and mitigation actions

According to Table 4, the Vulnerability Assessment

and Management (VAM), is also covered partially by
the aforementioned Specialty Areas, but again the Tasks
(T) are not instantly covered by the other Work Roles.

This shows that some indicators are more discrete than

the other capability indicators, and that they are not

distributed among other Specialty Areas.

Specialty Area 04 - Systems Administration This
area is considered supplementary to the above, to al-

low the Cyber Range to provide fundamental infor-
mation on the administration of the system and the
network. This includes the installation, configuration,

troubleshooting, and maintenance of server configura-

tion and the configuration of firewalls.

It is considered that the Specialty Area “Cyber de-

fence Analysis (CDA)” will partially cover some ca-

pability indicators that are included also to the Sys-

tem Administration. However, capabilities such as vir-

tualization techniques, diagnostic tools and to extract

performance metrics are better cover by the Specialty

Area of “Systems Administration (ADM)”. Other capa-

bilities which already covered from the aforementioned

Specialty areas are K0001-K0006 which regard funda-
mental knowledge on computer networking, risk man-
agement and knowledge on vulnerabilities.

Table 5, shows that half of the indicators of Knowl-

edge (K) were covered, while the Skills (S), Abilities

Table 5 Category: Operate and Maintain (OM); Specialty
Area 04 - Systems Administration (ADM).

Category: Operate and Maintain (OM)

Specialty Area 04 Relevant Work Role

Systems Administration
(ADM)

System Administrator
(OM-ADM-001)

Knowledge (K): Local and wide area networking; Per-
formance metrics; Server/ client operating systems and
system administration; Hardware maintenance; File sys-
tems; Virtualization techniques; Access Controls; Diagnos-
tic tools; Integration principles

Skills (S): Software configuration and of protection
tools; Connection diagnosis; Active directories; Virtual-
ization; Server maintenance, administration and manage-
ment; System upgrades

Abilities (A): Ticketing system, incidents and collabora-
tion; Develop, update and maintain organizational goals
and procedures; Operate network tools; Security control
assessments

Tasks (T): Functional tests; System administration,
group policies and access controls; System recovery, avail-
ability and optimization

(A), and Tasks (T) are not covered by the Specialty

Areas of the other category. This validates that this

Specialty Area should be indeed in a different category.

However, the Knowledge (K) indicator is covered suf-

ficiently, meaning that this is a more generic body of

information that could be covered from other Specialty

Areas as well.

Table 6 Category: Operate and Maintain (OM); Specialty
Area 05 - Network Services (NET).

Category: Operate and Maintain (OM)

Specialty Area 05 Relevant Work Role

Network Services (NET) Network Operations Spe-
cialist (OM-NET-001)

Knowledge (K): Network communication protocols, me-
dia and hardware; Remote access and server administra-
tion; Data management controls

Skills (S): Traffic Analysis; Routing schemas and sub-
nets; Network security practices; Configuration of network
protection tools

Abilities (A): Network equipment; Network commands;
Communication standards; Network flows monitoring

Tasks (T): Network hardware configuration; Network di-
agnostics; Integration and management of new devices;
Patch network vulnerabilities

Specialty Area 05 - Network Services Similar to

the previous area, this area refers to the management

of networks and firewalls, along with the configurations

on other network devices to ensure security.
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This Specialty Area refers to the planning, imple-

mentation, and operation of network services or sys-
tems and the deployment of hardware and virtual en-
vironments. Regarding this Specialty Area, the KSAT

coverage is investigated in details. Again, as presented

in Table 6, the KSATs are not adequately covered by

the other Specialty Areas, meaning that this Specialty

Area and Work Role differentiate.

4.3 Execution of Methodology Step III: Scenario

Design and Deployment

Initially, from the analysis in Section 4.2, it is con-

cluded that the Specialty Area “Cyber defence Analyst

- PR-CDA-001”, also relates to additional capability

indicators from other Specialty Areas or even different

Workforce categories. Many over lapses occur along the

investigated Specialty Areas and, therefore covering a

Specialty Area, partially covers other Specialty areas as

well. This means that the developed scenarios could be

designed in a way to cover more Specialty Areas. How-

ever, in the scenario design, the focus is on the Specialty

Area “Cyber defence Analyst - PR-CDA-001”, but the
relation to other Specialty Areas is also investigated.

4.3.1 Designing the scenarios

Having completed the selection of learning goals, it is

now time to proceed with the design of the scenarios.

For each selected Specialty Area, the assigned Work

Roles and the capability indicators (KSAT) were anal-

ysed to verify their applicability and thus design the

scenarios accordingly. For each scenario, the correspond-

ing tables presented in this subsection give the match-

ing of the scenario to the NICE Framework.

The investigation and definition of learning goals,

in Section 4.2, provides a list of capability indicators

(KSAT) that will guide the scenario design. According

to this list of capability indicators, the scenario design

will adequately cover the selected capabilities. It was

considered important not to involve all the capabilities

together in one large scenario, but to gradually intro-

duce the capabilities. Therefore, not only was the de-

sign guided by the capabilities, a ranking according to

the difficulty was also considered since some capabil-

ities might require prerequisites and understanding of
fundamental learning topics.

Cyber Range Scenario 01 (SOC01) - Network

Configuration and Analysis. This scenario involves

the configuration of a network switch, trunk ports, and
the definition of the various network groups in a Virtual
Local Area Network (VLAN). In addition, an introduc-

tion was created regarding definition details about net

flows and how they can be forwarded to a SIEM for

further analysis. Within the scenario (Table 7), secu-
rity events are collected and configurations related to
changes in operation are made, such as checking the

port status of the network or monitoring administrative

and network activity. Furthermore, the VLAN Trunk-

ing Protocol (VTP) and VLAN management provide

user management and log files with respect to authen-

tication. Possible deployment: Physical or Virtual

Network to perform the necessary configurations.

Table 7 Scenario 01 (SOC01) - Network Configuration and
Analysis.

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR), Operate and
Maintain (OM).

Specialty
Area

Cybersecurity defence Analysis (CDA),
Cybersecurity defence Infrastructure Sup-
port (INF), Network Services (NET).

Work Role
Name

Cyber defence Analyst, Network Opera-
tions Specialist.

Work Role
ID

PR-CDA-001, OM-NET-001.

Tasks Network topology analysis and under-
standing of data flows (T0291).

Knowledge Network security, traffic analysis, security
policies and design of secure network ar-
chitectures (K0001, K0033, K0059, K0060,
K0061, K0075, K0098, K0112, K0113,
K0157, K0179, K0221, K0300, K0318,
K0332).

Skills Identification and control of conditions
that may affect network security (S0027,
S0036).

Abilities -
Prerequisites -
Potential
Extra Cov-
erage

Network architecture and software vulner-
abilities (K0011, K0029, K0255, K0296,
K0516, K0555).

Cyber Range Scenario 02 (SOC02) – Uni-

fied Threat Management (UTM). UTM refers to

the multiple security features or services that are de-

ployed as a single device within the network. Using

UTM, the network is protected by antivirus, content

filtering, email, and Web filtering, among others. The

scenario (Table 8) is focused on the firewall configu-
ration and understanding the differences between net-
work protection, intrusion prevention, and sandboxing.
Possible deployment: A firewall with enabled ser-

vices such as port & traffic filtering, IPS/IDS, Anti-Bot,
Anti-Virus, Threat Emulation, Monitoring, Quality OF
Service (QOS).

Cyber Range Scenarios 03 and 04 (SOC03,

SOC04) - Domain Controller. In this scenario (Ta-

ble 9) a domain is created, so that participants learn
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Table 8 Scenario 02 (SOC02) – Unified Threat Management
(UTM).

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA),
Cybersecurity defence Infrastructure Sup-
port (INF).

Work Role
Name

Cyber defence Analyst, Cyber defence In-
frastructure Support Specialist.

Work Role
ID

PR-CDA-001, PR-INF-001.

Tasks Identify and analyse intrusion alerts,
vulnerabilities, malware (T0023, T0088,
T0259, T0260, T0290, T0295, T0297,
T0310).

Knowledge Network security & topology, OSI model,
intrusion detection-prevention systems
and Firewalls (K0001, K0005, K0013,
K0046, K0049, K0058, K0059, K0060,
K0061, K0070, K0075 K0098, K0104,
K0106, K0110, K0112, K0113, K0157,
K0160, K0161, K0179, K0191, K0221,
K0300, K0318, K0324, K0332, K0624).

Skills Analyse network vulnerabilities and intru-
sions (S0020, S0025, S0027, S0036, S0078,
S0096, S0156).

Abilities Analyse malware and proceed to network
intrusion detection (A0010, A0128).

Prerequisites -
Potential
Extra Cov-
erage

Application, technology, network and file
vulnerabilities, IT architecture, malware
detection (K0009, K0100, K0115, K0187,
K0189, K0314, K0326, K0392, K0471,
K0481, K0488).

user management and proceed with the configuration

of security policies and security groups. Security groups

are vital to maintain appropriate access rights to sensi-

tive data. Possible deployment: Domain controllers

installed on server hosts with active directories enabled.

Cyber Range Scenario 05 (SOC05) – Web

Application Firewall (WAF). WAF protects web

applications by enabling the filtering and monitoring

of HTTP traffic. Potential cyberattacks targeting web

applications could include cross-site forgery, cross-site

scripting (XSS), file inclusion, and SQL injection, among

others. When a WAF is deployed, a shield of protec-
tion is placed between the web application and the In-
ternet. In this scenario (Table 10) the differences be-

tween Signature-Based Detections and Pattern-Based

Attacks are explained and demonstrated. Possible de-

ployment: A web server should be configured with logs

enabled to check security logs to monitor the above cy-

berattacks.

Cyber Range Scenarios 06 and 07 (SOC06,

SOC07) – Web Server. The Internet Information

Server (IIS) installation is deployed, providing the best

Table 9 Scenarios 03 and 04 (SOC03, SOC04) – Domain
Controller.

NICE Matching to the Scenario

WKFC
Category

Operate and Maintain (OM).

Specialty
Area

Systems Administration (ADM).

Work Role
Name

System Administrator.

Work Role
ID

OM-ADM-001.

Tasks -
Knowledge Understand authentication methods, secu-

rity policies, shielding the systems of the
organization, network protocols, protocols
and vulnerability management used in
Windows systems (K0005, K0007, K0019,
K0059, K0060, K0070, K0106, K0157,
K0167, K0192, K0332).

Skills -
Abilities Ability to apply cybersecurity and privacy

principles to organizational requirements
(A0123)

Prerequisites -
Potential
Extra Cov-
erage

System, network and OS hardening, secu-
rity policies, network tools (K0077, K0158,
K0205, A0055, A0058).

Table 10 Scenario 05 (SOC05) – Web Application Firewall
(WAF).

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA),
Cybersecurity defence Infrastructure Sup-
port (INF).

Work Role
Name

Cyber defence Analyst, Cyber defence In-
frastructure Support Specialist.

Work Role
ID

PR-CDA-001, PR-INF-001.

Tasks Identify and analyse vulnerabilities and
how to exploit them in web applications
(T0088, T0259, T0260).

Knowledge Cyberattacks on web applications and
ways to address them (K0001, K0005,
K0013, K0049, K0058, K0059, K0060,
K0061, K0070, K0075, K0098, K0106,
K0110, K0112, K0157, K0160, K0161,
K0192, K0318, K0624).

Skills Understand the functionality of a security
system to deal with attacks on web appli-
cations (S0027, S0036, S0078).

Abilities -
Prerequisites -
Potential
Extra Cov-
erage

Exploits and network threats, packet
analysis (K0115, K0129, K0326, K0612,
S0046).

practices in the configuration methods of the services.

Maintaining security hardening on the IIS involves cer-

tain configuration steps beyond the default settings.
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Some best practices are relevant to the security en-

hancements of the cookies and to blocking or preventing

non-HTTPS connections. Fixing the IIS cryptography

settings is also an important task. This scenario (Ta-

ble 11) provides hands-on experience in setting up the

IIS Web Server and understanding the security hard-

ening methods of the web services enabled. Possible

deployment: A Web server that has IIS enabled.

Table 11 Scenarios 06 and 07 (SOC06, SOC07) – Web
Server.

NICE Matching to the Scenario

WKFC
Category

Operate and Maintain (OM).

Specialty
Area

Systems Administration (ADM).

Work Role
Name

System Administrator.

Work Role
ID

OM-ADM-001.

Tasks -
Knowledge Security hardening of the systems of the

organization. Understand protocols, net-
work ports and vulnerability management
(K0005, K0059, K0060, K0070, K0106,
K0167, K0192).

Skills -
Abilities -
Prerequisites -
Potential
Extra Cov-
erage

System, network and OS hardening tech-
niques, server and client OS, web services
and network tools (K0077, K0105, K0205,
K0398, A0055, A0058).

Cyber Range Scenarios 08 and 09 (SOC08,

SOC09) – File Server. The scenarios (Table 12) present
the configuration of security privileges that are assigned

to shared folders. Auditing and monitoring of access

rights are applied, along with methods that can help

detect potential data leakage or ransomware infections.

This involves monitoring active directories for signs of

compromise using a solid event log system. Many cyber-
security incidents could be detected in the early stages
of a cyberattack if log-monitoring is configured cor-

rectly. Nine categories of events and audit policies are

provided in MS Windows. Possible deployment: A

deployment of a file server to configure and verify ac-

cess rights.

Cyber Range Scenarios 10 and 11 (SOC10,

SOC11) – Database Server. All SQL Server ver-

sions support server-level audits to extract log files and

events. For example, C2 Audit SQL server audit logs

are stored in the default data directory of the SQL ser-

vice. These scenarios (Table 13) provide hands-on expe-

rience in SQL databases, introducing attack types such

as SQL injection and response actions by enabling au-

Table 12 Scenarios 08 and 09 (SOC08, SOC09) – File
Server.

NICE Matching to the Scenario

WKFC
Category

Operate and Maintain (OM).

Specialty
Area

Systems Administration (ADM).

Work Role
Name

System Administrator.

Work Role
ID

OM-ADM-001.

Tasks -
Knowledge Secure the systems of the organization, un-

derstand network protocols, execute vul-
nerability management (K0005, K0059,
K0060, K0070, K0106, K0167, K0192).

Skills -
Abilities -
Prerequisites -
Potential
Extra Cov-
erage

System, network and OS hardening, net-
work services (K0077, K0205, A0055,
A0058).

diting and log generation. The log file viewer is used to

examine the retrieved log files Possible deployment:

SQL Server to be deployed on the infrastructure with

logs enabled.

Table 13 Scenarios 10 and 11 (SOC10, SOC11) – Database
Server.

NICE Matching to the Scenario

WKFC
Category

Operate and Maintain (OM).

Specialty
Area

Systems Administration (ADM).

Work Role
Name

System Administrator.

Work Role
ID

OM-ADM-001.

Tasks -
Knowledge Security features on database systems,

secure systems of the organization, un-
derstand network protocols, vulnerabil-
ity management (K0005, K0024, K0059,
K0060, K0070, K0106, K0167, K0192).

Skills -
Abilities -
Prerequisites -
Potential
Extra Cov-
erage

System, network and OS hardening, query
languages and network tools (K0069,
K0205, A0055, A0058).

Cyber Range Scenario 12 (SOC12) – Email

Service. The importance of cloud-based email is the

ability to audit logs as a useful tool to monitor and de-

tect potential cyber threats. Integration with Threat In-

telligence and SIEM is also shown. During the scenario

(Table 14), the SMTP protocol is analysed and exam-
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ples related to phishing incidents are demonstrated. In

each case, trainees are invited to enable audit logs be-

fore configuring integration with a SIEM. As a result,

the trainees become familiar with cloud-based email

services and the log files that the mail service can gen-

erate. Email cloud services provides a centralized audit

logging service that can easily assist trainees in engag-

ing in this important topic. Possible deployment: A
cloud-based service to configure and enable audit logs

while checking other configuration options for security.

Table 14 Scenario 12 (SOC12) – Email Service.

NICE Matching to the Scenario

WKFC
Category

Operate and Maintain (OM).

Specialty
Area

Systems Administration (ADM).

Work Role
Name

System Administrator.

Work Role
ID

OM-ADM-001.

Tasks -
Knowledge Understand modern and emerging infor-

mation technology and cybersecurity tech-
nologies (K0059).

Skills -
Abilities -
Prerequisites -
Potential
Extra Cov-
erage

Cookie management, webmail, attack
methods and exploitation tools (K0131,
K0362, K0536).

Cyber Range Scenario 13 (SOC13) – Email

Gateway. Email security gateways are designed to de-
tect and block a wide variety of threats, including mal-

ware, spam emails, and phishing attempts. Various de-
fending mechanisms relevant to email communications
are included. In this scenario (Table 15), a dashboard

is created using Harmony Email and Collaboration [38]

to monitor the identified threats and improve enterprise

security. Possible deployment: A Virtual Image to

host the Checkpoint Harmony Cloud Service, config-

ured to interact with the hosted email service.

Cyber Range Scenario 14 (SOC14) – Honey-

pots. This scenario (Table 16) focuses on the config-

uration and use of a security mechanism that creates

a virtual trap to lure potential cyberattacks. T-Pot is

used mainly, while TRAPX - Deception Grid [83] was

also deployed as an alternative to provide additional

functionalities. Possible deployment: A Virtual Im-

age with honeypot should be installed. By default, it is

good practice not to deploy other services on the spe-

cific virtual image other than the honeypot, except if

there is a specific need or security plan.

Table 15 Scenario 13 (SOC13) – Email Gateway.

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA),
Cybersecurity defence Infrastructure Sup-
port (INF).

Work Role
Name

Cyber defence Analyst, Cyber defence In-
frastructure Support Specialist.

Work Role
ID

PR-CDA-001, PR-INF-001.

Tasks Analyse potential vulnerabilities (T0088,
T0259, T0260).

Knowledge Understand the latest technologies for
protecting organizations from attacks on
the cloud infrastructure (K0001, K0013,
K0049, K0059, K0060, K0061, K0075,
K0098, K0106, K0110, K0112, K0116,
K0157, K0318).

Skills Engage into services related to the mail
gateway and how the security systems af-
fect the organization (S0027, S0036).

Abilities -
Prerequisites -
Potential
Extra Cov-
erage

-

Table 16 Scenario 14 (SOC14) – Honeypots/ Deception
Traps.

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA).

Work Role
Name

Cyber defence Analyst, Cyber defence In-
frastructure Support Specialist.

Work Role
ID

PR-CDA-001.

Tasks Detect, analyse and mitigate threats be-
fore it affects the infrastructure (T0088,
T0259).

Knowledge Detection and analysis of cyber threats
before infecting the organization (K0001,
K0013, K0040, K0046, K0049, K0059,
K0060, K0061, K0070, K0075, K0098,
K0106, K0110, K0112, K0160, K0161,
K0192, K0318).

Skills Engage into security systems or software
tools that the organizations use (S0027,
S0036).

Abilities -
Prerequisites -
Potential
Extra Cov-
erage

-

Cyber Range Scenario 15 (SOC15 – Security

Information and Event Management (SIEM). The

SIEM collects log data generated from multiple sources.
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The scenario in Table 17 presents how to aggregate the

logs and enable threat detection by generating alerts.

This scenario can be integrated with other scenarios,

namely SOC06-10, by retrieving logs from the domain,

file, web, and database server. Possible deployment:

A Virtual Image with a SIEM installed should be de-
ployed and configured to retrieve logs from the services

that will be monitored.

Table 17 Scenario 15 (SOC15) – Security Information and
Event Management (SIEM).

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA).

Work Role
Name

Cyber defence Analyst.

Work Role
ID

PR-CDA-001.

Tasks Collect and analyse security logs from var-
ious sources, create security alerts (T0023,
T0088, T0155, T0164, T0166, T0187,
T0198, T0214, T0258, T0259, T0260,
T0290, T0291, T0293, T0294, T0295,
T0297, T0299, T0310, T0332, T0469,
T0470, T0504).

Knowledge OS, malware analysis and threat detection
using security logs (K0001, K0013, K0040,
K0046, K0058, K0059, K0060, K0061,
K0070, K0075, K0098, K0106, K0107,
K0110, K0142, K0143, K0160, K0161,
K0177, K0192, K0301, K0318, K0332).

Skills Security incident recognition by log corre-
lation (S0027, S0036, S0063, S0078).

Abilities Manage source data (A0066).
Prerequisites -
Potential
Extra Cov-
erage

IT architecture, event correlation, hack-
ing methods, root cause analysis, vulnera-
bility and threat analysis (K0100, K0145,
K0310, K0343, K0493, K0612, S0092,
A0001).

Scenario 16 (SOC16) – Vulnerability Assess-

ment and Packet Capturing. This scenario (Ta-

ble 18) provides fundamental knowledge of the most

common software tools and techniques used by attack-

ers. The scenario focuses on recognizing and categoriz-

ing the types of vulnerabilities with associated attacks

(S0078, S0167). Furthermore, package capture analy-

sis is presented as an offensive method (S0057, S0156),

along with knowledge of hacking methodologies (K0119).

Possible deployment: Laptop or virtual image with

a pre-installed Linux distribution that includes a cyber-

security offensive toolkit.

Table 18 Scenario 16 (SOC16) – SOC16 Vulnerability As-
sessment and Packet Capturing.

NICE Matching to the Scenario

WKFC
Category

Protect and Defend (PR).

Specialty
Area

Cybersecurity defence Analysis (CDA).

Work Role
Name

Cyber defence Analyst, Vulnerability As-
sessment Analyst.

Work Role
ID

PR-CDA-001, PR-VAM-001.

Tasks Use Kali Linux, identify and apply secu-
rity countermeasures (T0295).

Knowledge Understand attack methods and famil-
iarize with Unix (K0005, K0013, K0059,
K0060, K0070, K0106, K0110, K0111,
K0116, K0160, K0161, K0177, K0192,
K0290, K0300, K0301, K0318, K0332,
K0339, K0342, K0624).

Skills Vulnerability enumeration and network
traffic monitoring (S0057, S0078, S0156,
S0167).

Abilities Recognize new attack techniques and how
the system vulnerabilities can be exploited
(A0015, A0159).

Prerequisites -
Potential
Extra Cov-
erage

Hacking methods, obfuscation, webmail,
file-type abuse, malware detection and
network vulnerabilities (K0009, K0115,
K0119, K0129, K0131, K0187, K0189,
K0234, K0296, K0310, K0314, K0362,
K0392, K0480, K0481, K0493, K0536,
A0055, A0107).

4.3.2 Architecture and Deployment

Taking into account the scenario design of the previ-

ous substep, the hardware and software needed for de-

ployment are defined. The overall architecture of the

Cyber Range is shown in Figure 3. The Cyber Range

was deployed on two dedicated HP ProLiant servers,

while VMWare ESXi 6.5 was installed on both servers

as the Hypervisor. RAID1 configuration was applied to

the hard drives to ensure the continuity and sustain-

ability of the approach, minimizing the potential issues

caused by hardware defections. This setup can be ap-

plied to other systems since it maintains portability and

compatibility features.

The equipment types used (Table 19) included the
following: (i) “Hardware”; a physical appliance for the

specific scenario, (ii) “Virtual Appliance”; the scenario
is deployed on VMWare ESXi 6.5 Servers as a Virtual

Image, and (iii) “Cloud Services”; Software as a Service

(SaaS) from the corresponding vendor (e.g., MS Office

365). The second column of the table provides informa-

tion on the purpose and role of the deployed services

and the version of the operating system of the deployed

services. In the third column of the table, the scenarios
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Fig. 3 Topology of the NICE-by-design Cyber Range fo-
cused on SOC and blue teams.

in which the equipment has been used are shown. The

complete list of the services and hardware deployed,

with respect to the technologies and purpose of use, is

provided in Table 19.

Table 19 Components of topology and implementation.

Equipment
Type

Deployment Option Relevant
Scenarios

Hardware Network Switch: Cisco 2960 SOC01
AttackVM: Kali Linux [48] All Scenarios
Unified Threat Manage-
ment: Checkpoint

SOC02

Virtual
Appli-
ance

Web Application Firewall:
Apache Mod Security [58]

SOC05-07

Domain Controllers: MS
Server 2016 (x2)

SOC03, 04

Internet Information Server
(IIS) – Web Server (x2),
File Servers: MS Server
2012 (x2)

SOC06-09

Database Servers: MS SQL
Server 2012 (x2)

SOC10, 11

Mail Gateway: MS Server
2008 R2 (x2)

SOC13

Email Security Appliance:
Cisco ESA

SOC12

Honeypot: T-Pot [82] SOC14
Security Information
and Event Management
(SIEM): IBM QRadar [71]

SOC15

Cloud
Services

Cloud-based Email Service:
MS Office 365

SOC12

For developing the Cyber Range, the following hard-

ware and software/ services were used:

– AttackVM (KALI Linux): An external virtual
machine was used to execute the attacks. KALI Linux

is one of the most popular Linux distributions for
offensive security. This VM can be used as the main
endpoint for the trainees (Related Scenario(s): Most
of the scenarios).

– Network Switch (Cisco 2960): A hardware net-

work switch offers a more immersive experience for
SOC Analysts and a precise replication of a realis-

tic environment. Towards a more cost-effective plan,
the physical switch could be replaced by a virtual
switch (VSwitch) on the ESXi, though some func-

tional limitations might emerge (Related Scenario(s):

SOC01).

– UTM: Unified Threat Management (Check-

point UTM 2200): Check Point UTM 2200 com-

bines networking technologies with high performance

multicore capabilities to enable security features in

small office (Related Scenario(s): SOC02).

– Virtualization (VMWare ESXi):VMWare ESXi

is a virtualization technology that maintains flexi-

bility and portability features. The ability to use the

virtual images efficiently to roll back and retrieve a

snapshot of the deployed systems is crucial (Related

Scenario(s): All scenarios).

– SIEM (IBM Qradar): Qradar is a Security Infor-

mation and Event Management (SIEM) that helps

security teams detect, prioritize, and respond to threats

across the Cyber Range (Related Scenario(s): SOC15

with possible integration with SOC06-09, SOC10,
SOC11, and SOC14).

– Honeypot (T-Pot): T-Pot is a collection of hon-

eypots brought together by T-Mobile. The main ad-

vantages of T-Pot include easy management and a

user-friendly interface (Related Scenario(s): SOC14).
– WAF - Web Application Firewall (Apache

Mod Security): Apache Mod Security is used as
the Detection Engine. It is an open-source Apache

Module that offers protection to Web Application

Attacks, relies on Pattern Matching and has a list

of rules with the corresponding Rule ID (Related

Scenario(s): SOC05-07).
– AESA - Email Security Appliance (Cisco ESA):

Cisco ESA is a solution for Email Protection, pro-

viding modules such as Anti-Spam and Anti-Virus

(Related Scenario(s): SOC12).

– Domain Controller, DB Server, File Server

and IIS Web Server Protection (MS Server

2008 R2, 2012 and 2016): This cluster of virtual
ESXi images is used to maintain the core function-

alities of the Cyber Range. The Domain Server is

deployed using MS Server 2016, the IIS Web server

is running on MS Server 2012, and the Mail Gateway

is deployed using Windows Server 2008 R2 (Related

Scenario(s): SOC03-04, SOC06-09, and SOC10-11).
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– Cloud Mail Service (MS Office 365): A lot

of companies decide to migrate from a corporate
email to a cloud service. To avoid additional cost,
the trial version of Office 365 was selected. The ap-

proach provides the opportunity for the trainees to

engage in the setup of email services. More specifi-

cally, trainees can see how administrators create new

mailboxes and what actions can be taken to mitigate
attacks from incoming emails (Related Scenario(s):
SOC12).

4.4 Execution of Methodology Step IV: Evaluation

In this subsection, the matching between the KSAT

taxonomy and the NICE-by-design Cyber Range is pre-
sented as an evaluation process. The Cyber Range con-
sisted of 16 cybersecurity scenarios that were described

in the previous subsection. For each scenario, a table

was also provided that matches it with the KSAT tax-

onomy. The matching not only extensively documents

the developed scenarios, but validates that the specific

learning goals are met. Table 20 presents the results

of the matching of the Cyber Range with the NICE

framework, which was used to design, document, and

evaluate the learning outcomes of the Cyber Range.

Table 20 Scenario coverage of the NICE-by-design Cyber
Range.

WKFC Categories from NICE Number of
Scenarios

Protect and Defend (PR) 8
Operate and Maintain (OM) 6

Specialty Areas

Cybersecurity defence Analysis (CDA) 7
Cybersecurity defence Infrastructure
Support (INF)

4

Systems Administration (ADM) 4
Vulnerability Assessment and Manage-
ment (VAM)

2

Network Services (NET) 1

Work Roles

Cyber defence Analyst (PR-CDA-001) 7
System Administrator (OM-ADM-001) 5
Cyber defence Infrastructure Support
Specialist (PR-INF-001)

4

Vulnerability Assessment Analyst (PR-
VAM-001)

1

Network Operations Specialist (OM-
NET-001)

1

The scenarios were focused on the Workforce Cate-

gories that include a) “Protect and Defend (PR)”, and

b) “Operate and Maintain (OM)”. This is expected

since the developed Cyber Range is mainly relevant to

blue teams and defensive tasks. During the matching,

issues on the definitions of the KSAT taxonomy, as well

as taxonomy concept overlaps, were identified.

Regarding the Specialty Areas, the Cybersecurity

defence Analysis (CDA) is maintained by most of the

labs, while defence Infrastructure Support (INF) is also

provided. Furthermore, System Administration (ADM)
and information related to Network Services (NET)
are highly presented in the Cyber Range. Operations

regarding the Work Role of Vulnerability Assessment

Analysts are provided in Scenario SOC16 Vulnerabil-

ity Assessment and Packet Capturing in the previous

subsection.

Table 21 Overall matching of the Cyber Range with the
NICE framework.

Work Roles Knowledge
(K)

Skills
(S)

Abilities
(A)

Tasks
(T)

PR-CDA-001 59% 77% 100% 67%
OM-ADM-001 37% 7% 22% 0%
PR-INF-001 58% 11% 100% 0%
PR-VAM-001 48% 25% 50% 0%
OM-NET-00 10% 9% 37.5% 0%

As presented in Table 21, the Work Role “Cyber de-
fence Analyst - PR-CDA-001” is sufficiently covered by

the Cyber Range. The NICE framework recommends

that specific missing KSATs to be included in order to

completely cover the specific Work Role. Most of the

concepts that were not provided in the Cyber Range

are related to non-technical concepts. This includes risk

management, security standards, regulations, privacy

principles, and reporting structure within the organi-

zations (K0002, K0003, K0004, K0044, K0065, K0168,
K0203, K0222, K0260, K0261, K0262, S0147, S0169,
S0367, S0370, T0178). Topics related to the operational
impact of cybersecurity failures, applicability of patches,

and access control must be further included (K0006,

K0007, K0056, K0074, T0475), as well as fundamental

knowledge related to databases, algorithms, encryption,

and host and network management (K0015, K0018, K0019,

K0024, K0033, K0303, K0322, T0292).

In terms of Tasks (T), more focused work is required

in order to include the concepts that are missing. For

example, the Cyber Range should be able to host threat
and vulnerability management (T0178, T0292, T0526),
malware removal (T0296), network forensics (T0043,

T0298), reporting, and risk mitigation (T0178, T0548),

among others. The aforementioned concepts are easy to

add to the Cyber Range by using a handbook and sto-

rytelling in order to extend to the business operations

and non-technical concepts. Minor work is required to
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include technical tasks that are currently missing. As a

result, this overview provides the opportunity to include

the relevant content to fulfil the Work Role require-

ments. The NICE framework provides the opportunity

to highlight any knowledge gaps and extend the Cyber

Range to meet the Work Role requirements, providing

for a more robust structure.

4.5 Discussion on the Results

The proposed methodology can be used to design cy-

bersecurity learning environments, including, but not

limited to Cyber Ranges, CTF challenges, virtual labs,

or other similar approaches. The information presented

in the methodology steps I-IV, provide the design of the
scenarios which will be executed in the Cyber Range.
Following the KSAT taxonomy and the scenario design

(Section 4.3), educational context, or guidelines should

be embedded. The NICE framework was used as point

of reference for the scenario evaluation and to validate

that the specific learning outcomes are met.

The development of the NICE-by-design Cyber Range,

proves the importance of using educational frameworks

such as NICE in the design process. More specifically,

the building blocks of the framework contributed to the

design of the scenarios and could be used as an evalu-

ation method in other cybersecurity learning environ-

ments. As a result, the scenarios could be better defined
and relate to the desired learning outcomes. In this case,
the capacity of NICE to support the design of the Cy-
ber Range was successful, and the labs were accordingly

evaluated. NICE was used as a guide to develop the 16

scenarios and match them to specific Work Roles and

capability indicators.

Cyber Ranges can provide an experiential learning

approach, inviting participants to learn by doing. The

scenarios should provide an engaging environment for

students to work their own way to subject knowledge

and critical thinking in a safe and real-world context.

Scenarios can involve multiple students to work as an

incident response team based on the principles of social

constructivism, or to involve attack and defence sce-

narios. The NICE-by-design Cyber Range provides the

opportunity to maintain a structure on the scenarios,

an issue that constructivism usually suffers from. The
Cyber Range succeeds in providing practical skills, clos-
ing the gap between academia and the industry because

of the selected commercial hardware and software. The

Cyber Range can be further updated to maintain so-

cial interactions between the participants based on the

learning theory of social constructivism, for example,

between different teams in attack-defence scenarios.

As a side-research finding, the following issues and

flaws regarding the NICE framework were identified:

1. Abstract nature of KSAT taxonomy. Many

KSAT are abstract and generic, while others are

very specific. This creates an inconsistency in the

definition of the KSAT taxonomy. For example, code

obfuscation and network obfuscation (S0092, K0493)

are different, but the NICE framework provides them

together. Therefore, a better definition of the KSAT

taxonomy is required.

2. Overlapping KSAT. The KSAT taxonomy usu-

ally contains overlaps. For instance, K0125 and K0118

relate to the chain of custody and to seize/ preserve

digital evidence, knowledge topics which are very

similar. K0014 (“Knowledge of complex data struc-
tures”) is very generic, while T0987 and T1004 (“use
continuous monitoring tools to assess risk on an on-
going basis”) or K0119 and K0310 (“knowledge of

hacking methodologies”) have the same description.

Finally, several tasks of the NICE taxonomy were

not included in the proposed Work Roles, indicat-

ing a general lack of matching of the NICE KSAT to
the Work Roles. A simplification of the NICE frame-
work is proposed, reducing the number of capability
indicators and ensuring that potential overlaps are

checked. A revision of the Specialty Areas and the

Work Roles should also be considered.
3. Better definitions and guidelines are required

to process the matching. A better clarification
on the Tasks and Abilities should be provided, and

how to use the KSAT taxonomy in general. The

NICE framework has already received feedback from

the community [44], with respect to updates and po-

tential corrections. The latest framework updates

[64,65] include a conversion of the KSAT taxon-

omy to a KST taxonomy by combining Abilities and
Skills. NIST also provided information regarding the
definition of Tasks and introduced a new concept

(Competencies).

A matter of critical importance is that researchers

should continue to contribute to the framework’s de-

velopment, performing further research on how such

frameworks can contribute to the development of cy-

bersecurity learning environments and scenarios. The

proposed methodology provided important upgrades to

the Cyber Range and assisted the design of the sce-

narios. Finally, the evaluation provides quantitative ev-

idence showing that the evaluation can be used to ex-

tract learning outcomes from cybersecurity scenarios.
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5 Conclusions

In this paper, a NICE-by-design Cyber Range was pre-

sented, based on a structured design methodology to

meet specific learning goals and outcomes. The Work-

force Categories, Specialty Areas and the Work Roles,

along with the relevant KSATs assisted the design of

the environment. The KSAT taxonomy was also used

to evaluate and improve the learning outcomes of the

scenarios developed.

The NICE framework overall succeeded in providing
a structured way to design the scenarios of the Cyber

Range to cover 2 different Workforce categories, namely

(i) “Protect and Defend (PR)” and (ii) “Operate and

Maintain (OM)”. A specific set of Work Roles were

covered (“ Cyber defence Analyst”, “Cyber defence In-

frastructure Support”, “Vulnerability Assessment An-
alyst”, “System Administrator”, and “Network Oper-
ations Specialist”) from the following Specialty Areas:

(i) “Cyber defence Analysis”, (ii) “Cyber defence In-

frastructure Report”, (iii) “Vulnerability Assessment

and Management”, (iv) “Systems Administration”, and

(v) “Network Services”. The NICE framework proved

that it can help identify missing concepts using the
KSAT taxonomy and update the scenarios to better
cover the Work Roles. Therefore, the NICE-by-design

Cyber Range can be further updated by using the NICE

framework to include more technical and non-technical

concepts. This was shown from the results of the evalu-

ation (Section 4.4), where the main Specialty Area “Cy-

ber defence Analyst” and the relevant Work Role were
sufficiently covered, but at the same time additional ca-
pability indicators from the other Specialty Areas were

also covered. However, the Tasks (T) proposed by the

NICE framework should also be included, validating the

initial assumptions that NICE can be used to upgrade

and efficiently guide the scenario design.

The proposed design methodology could be applied

to design and develop cybersecurity learning environ-

ments, in general. More specifically, it can be applied

to CTF challenges, virtual labs or Cyber Ranges. The

proposed design methodology could help educators de-

fine the learning goals and provide a structure for their
exercises. Furthermore, the results of this research could
help organizations and academic institutes align their
educational needs of their curricula with more technical

aspects of cybersecurity and in a more constructed and

systematic manner.

Along with the completion of this research, further

potential advancements in the NICE framework were

identified. Therefore, this research topic requires con-

tinuous effort since it still remains dynamic, requiring

much attention from the community. As a future mile-

stone, the proposed design methodology can be applied

to design various cybersecurity learning environments
and scenarios that extend from Cyber Ranges and in-
clude CTF challenges and virtual labs in various learn-

ing topics.
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