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LSITA: An Integrated Framework for Leveraging Security of Internet of

Things Application with Remote Patient Monitoring System

Abstract

Internet of Things (IoT) applications are growing in popularity and utility leading towards more
comforts and conveniences with diversified use cases. However, there are security concerns as
IoT technology is made up of heterogeneous devices, protocols and standards. Therefore, the
environment might have inherent security issues due to lack of an integrated security
framework. Security of internet of things applications is thus crucial for the growth of such
applications in the real world. Towards this end, we have proposed a series of security schemes
in our prior work. In this paper, we proposed an integrated framework for Leveraging Security
of Internet of Things Application (LSITA) with Remote Patient Monitoring System (RPMS)
use case. The framework is named as Integrated IoT Security Framework which is realized
with different schemes to have privacy and end to end security. The framework enables cloud
assisted authentication, secure communications among parties involved in IoT application and
an improved key sharing model for multi-user data analytics environment. Different security
schemes work together with seamless integration. Remote Patient Monitoring System is the
case study built to evaluate the proposed framework. Empirical results revealed that the
proposed framework has holistic approach to security of IoT applications. It has potential to

trigger further research in the area of IoT security.
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1. Introduction

Smart portable gadgets allow Machine-to-Machine (M2M) integration without human contact.
Internet of things is an outcome and connects computers with real-world items. Physical and
digital can coexist. lIoT-based infrastructure can build a smart dwelling, city, e-governance

system, etc.

Cloud computing enables IoT applications. Without cloud computing, IoT use cases cannot be
implemented. IoT sensors and networks generate cloud data. Cloud storage makes storing and
processing 10T data easier. This study includes cloud computing. Cloud computing reduces

geographical and temporal restrictions with scalability, availability, and elasticity.

In an IoT-integrated smart application, RFID technology tracks thousands of objects [1-4].
RFID tags help secure many smart IoT applications. They are related to data-getting hosts.
Only those who require the information should have access to it. Authentication must employ
RFID tags. RFID poses security and privacy problems. Replay and DoS attacks are hazards [5-

6].

We introduce a new RFID-based cloud-assisted authentication solution to solve security
problems. In this system, the RFID tag, reader, backend server, and ACS all function together.
Hacked RFID tags jeopardize security and privacy. RFID authentication should allow mutual
authentication, tag anonymity, availability, forward security, scalability, and secure
localization. It is important to keep RFID position information private and prevent tampering
with position-related communications. This study addresses all these issues. Here are our paper

contributions:



We built and deployed an IoT scenario using RFID-based cloud-assisted authentication for a

smart home.

A. Distributed model proves idea. The proposed technique outperforms the present ones,
according to experiments.

B. The security and privacy-protected authentication established can help future smart
home applications. The presented approach demonstrates scalability, forward security,
mutual authentication, tag anonymity, and availability as use RPM use case.

C. Secure end to end communications and data analytic in IoT application using IBM
Watson platform.

Rest of paper: Section 2 reviews loT security concerns, existing solutions, and cloud-based
authentication protocols. Describes the proposed system, including an issue description, system
model, and secure communication mechanisms. Section 3 inspiration outline to contribute this
study to develop security framework. Section 4 of the article shows a proposed methodology
for IoT leverage security framework of IoT applications with RPMS as use case. Section 5
includes experiment results and their evaluation using the latest solutions. Section 6 lists

prospective research possibilities and summarizes the findings with conclusion.

The internet has changed global information sharing. The internet of things promotes the
seamless integration of digital devices and things. It can encompass everything worldwide.
This technology is used for smart cities, residences, transportation, and agriculture [7]. IoT
affects many businesses. In healthcare, its sensor network allows for real-time health
monitoring. IoT security worries abound. Methodological, organizational, and technical.
Methodology encompasses process models, run-time protection, control priorities, and
assurance methodologies. Cyber security policies, standards, and goals for third-party
components are "Organizational" Technical issues include data flows, distributed systems,

physical limits, resource constraints, data security, and IoT design. [8].



IoT security, standards, information-centric networking, and interoperability are insufficient,
according [9]. Frameworks [10, 11] and security and privacy issues [12, 13] provide IoT
security. [14] shows that conventional RSA is too hefty for IoT devices. DH and ECDH are

lightweight and vulnerable to replay and man-in-the-middle (MITM) attacks.

Rapid development of mobile and networking technology has led to many applications and
services. These applications employ 4G LTE, Zigbee, Bluetooth, and Wi-Fi. These are popular
mobile communication technologies. Remote medical care is an example [15-16].
Governments have created health-care plans for an aging population. Wireless technology,
sensors, actuators, and the internet of things can form a whole medical network [17]. Medical

and healthcare 10T applications will benefit [18].

The medical business manages and tracks drugs using Information Technology. RFID does
this. Uniquely identifies patients, blood samples, and patient information. Effective monitoring
of elderly and children is also possible [19-23]. Therefore, improving healthcare quality is
urgent. These folks must receive healthcare without hospitalization. Mobile healthcare
services, GPS location, rural healthcare, wheelchairs, virtual controlling etc. enable remote

medical monitoring.

2. Related work
This section presents [oT, RFID-based authentication, and wireless communication

research vs IoT.

Wireless connections are crucial to implementing the internet of things, especially with
new technology. [24] researchers studied how 5G wireless communications could be used.
They expected 5G networks could handle future traffic surges. They also help integrate
access technologies. 5G wireless networks are expected to offer speed and a rich user

experience. [oT uses wireless technologies. WiMax, WiFi, 3G, 4G, 5G, ZigBee, and IPv6



[25]. Internet of things incorporates nano communications and wearable sensors with bio-
medical healthcare and other businesses [26-27]. IoT-enabled gadgets support M2M. This
purpose requires protocols and standards [28]. WiFi, Zig Bee, Z-Ware, Bluetooth,

6LoWPAN, IEEE 802.15.3a, En Ocean, Wave2M, RFID, and ONE-NET [29].

5G can capture spectrum and energy for smart applications. 5G communication technology
includes energy-harvesting CR devices, D2D networks, pico cell networks, fem to cell
networks, and macro cell networks [30]. Wide-area wireless IoT communication is
problematic. Small payloads, many devices, bursty demand, higher range, improved
energy efficiency, and decreased cost are concerns [31]. Touch and actuation
communications are possible with 5G cellular networks. IoT is wireless. WSNs are
commonly used [32]. Wireless communications economic impact on smart applications

[33]. IEEE 802.15.4, low-power WiFi, and low-energy Bluetooth link smart devices.

Smart wireless applications face challenges. LOS and connectivity issues [34]. Rapid
prototyping wireless networks can assist IoT use cases [35]. IoT applications require
energy-efficient wireless connectivity. Because wireless devices may be battery-powered,
the network is lifespan is shortened [36-38]. Smart grids for IoT require Wi-Fi, Bluetooth,
ZigBee, and 6LoWPAN [39]. Nano wireless communications will be essential for smart
applications like robots [40]. Wireless communication security includes authentication,
secrecy, integrity, authorization, and freshness [41]. Optical wireless communications use

infrared and ultraviolet bands [42]. NDN with caching is allowing 10T [43].

Multiple Original Equipment Manufacturer (OEMs) complicate 0T security. Riahi et al.
[44] systematically evaluated IoT security. Each IoT-enabled domain has security issues.
Security breaches can be caused by many factors. Insufficient security requirements and

technology fusion are examples. [45] merges block chain-based distributed ledger



solutions with IoT. IoT-related technologies include Ethereum, and IOTA is Hyper Ledger
Fabric. In user-centric IoT case studies with several linked devices, end-to-end
connectivity is crucial [46]. Data integrity, web interface, network, application, and device
threats are feasible in M2M [47]. Attacks may target different domains. loT-integrated
health care has several drawbacks, including unreliable technology, security issues with
web interfaces, insecure mobile and cloud connectivity, and a lack of privacy. Healthcare

application vulnerabilities could disclose sensitive data [48].

[49] Sensor, networking, and application layers must all have 10T security. Safe IoT
services are essential. [S0-52] document IoT application difficulties. Distributed system
development might be complicated by communication protocols, limited nodes, and
hardware heterogeneity. Model-driven development can improve 10T security [53]. This
method lacks the lightweight techniques needed for energy-constrained IoT devices. There
are several basic IoT options. Constrained Application Protocol [54] is a protocol (CoAP).
DH and ECDH minimize key exchange. They allow MITM attacks. This research

improves ECDH to meet security concerns with lightweight protocols.

This section summarizes remote patient monitoring system major contributions. [55]
proposed real-time patient monitoring. Instead of transmitting monitoring data, they
processed the heart patient's ECG signal. Using MQTT, they posted data. Reduced jitter
delay and noise signals. [56] discussed healthcare monitoring architecture. This WBAN-
based system uses [oT to monitor oxygen saturation, heart rate, and plethysmogram. The
system is performance was evaluated through case study. It improves data dissemination,
energy, and stability. IoT was utilized [57] to build a remote patient monitoring system e-
Health record system. Their technology monitors foot pressure, temperature, heart rate,
and ECG. RFID identifies and verifies people. They said patients should be monitored and

communicated with securely. IoT health monitoring system [58]. They used internet-



connected sensors and a sensor network. Smartphone applications can track patients vitals

in real time.

Advocated RFID-based IoT authentication in distributed contexts. Authentication using
hash functions. Authentication and clustering are included. This method offers mutual
authentication, great anonymity, and attack resistance. RFID-based anonymity-preserving
medical authentication was presented in [59]. RFID mutual authentication is hash-based.
Smart buildings, massive data, and a wireless 6G mobile network might provide a secure
environment, according to [60]. This system incorporates edge computing, cloud
computing, fog computing and the IoT. [61] uses blockchain to decentralize identification
and authorization. It is then added to FIWARE. [62] investigated 0T cross-layer and
security issues. Using holograms, chaos, quaternion, and Fresnel transforms, [63]
presented four-image encryption. LSTM (Long Short-Term Memory) and CNN were used
to detect COVID-19 [64]. [65] studied 10T safety issues. Combining chaotic systems with
physical unclonable functions can create a lightweight authentication scheme [66]. Man in
the Middle is a UAV attack. They offered a lightweight signature to counter the attack.
Random oracle models [67] provided a three-factor 10T security approach. [68-69] offered
a privacy-protecting identity-based IoT authentication mechanism. Nodes cannot be
physically cloned. IoT components are physically secure. Nasr Esfahani et al. developed
end-to-end privacy solutions for loT-integrated healthcare systems. The approach resisted
modification, replay, and man-in-the-middle assaults. According to the literature, IoT has
been used for remote health monitoring. RFID-based authentication systems improve [oT
security within biomedical systems. WBAN as part of an [oT integrated healthcare system

requires improved security and remote patient monitoring system.

3. Inspiration outline



A literature analysis calls for a secure, lightweight IoT platform with reusable building
blocks to speed up research. Over the framework, a prototype application conducts an
empirical study. Fig. 6 depicts hospital IoT use scenario with RPMS. This inspired the

research. Remote patient monitoring is explained.

Method 1: First, do this.

RFID cloud authentication, Multiple parties communicate via cloud-based RFID

remote authentication. ACS and backend server are involved.

There 1s communication within and between networks. Two machines on the same

network must use this protocol:

When both are on the same network, they must interact. This enables reader-server

communication.

The RFID tag is unique identifier is sent to the reader, then the reader sends the tag is
location and V2 information to a backend server. The server then checks the track
sequence number. Emergency keys are used if the track sequence number is invalid.

The server provides security credentials to the reader in Figl.

Two backend servers must register mutually to transfer network credentials. ACS can
help two networks communicate. ACS is essential for inter-network connections. A
reader must connect to an RFID tag to talk to a server. A later ACS transaction reveals
another network is underlying database server. ACS is the sole way to learn about a
remote database server. The server sends ACS credentials to the reader, who gives
them to the RFID tag. The tag connects to another network and sends data and data set

for different scenario for Number of tags/readers used in experimental result in Fig 2.



Our cloud-based remote RFID authentication solution has been simulated. Comparing

CAS, DAS, and BA Fig. 3 shows the various tag and reader options. The findings of

the experiments are recorded.

Fig. 1.
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ECDH uses lightweight, secure elliptic curves for key exchange. ECDH is lower key length delivers

the same security as RSA. ECDH and ECDH-based security methods are lightweight and

appropriate for IoT applications with low resources. ECC, part of ECDH, reduces system size. It

requires a smaller key size than RSA and offers the same protection. Reduced administrative burden.

ECDH works well for IoT applications requiring dynamic key exchange. EC adds algebraically to

calculate increments.



E-ECDH has been upgraded from ECDH. It is an elliptic curve optimization.

When comparing security methods like RSA, Diffie-Hellman, and E-E-ECDH (Proposed), the
number of bits each key size represents is compared to DES as a baseline. Our calculations show
that the suggested system is number of bits per key size beats its competitors. E-ECDH has the
highest equivalent bit count with the smallest key size. E-ECDH surpasses RSA, DH, AES, and

ECDH.

Security Analysis
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Fig. 3. Performance of security schemes in terms of equivalent number of bits in key size.

Method 3: RPM IOT use case proposed scheme
Section 4 of the RPM use case implementation provides a secure communication approach

along with privacy and efficiency with leveraging security of IoT application-RPM.

System design

Based on Section 3 is inspiration outline, this section describes a body sensor, data sender, data
receiver, and server. The doctor and patients attendant can see health notifications on their

smartphones in Fig. 4.



The Body Sensor monitors a patient’s heart rate, blood pressure, and fall risk. A patient's smart

watch links it to their body.

Data receivers receive data from body sensors and send it to a server.

The Data Receiver receives data from the Data Transmitter for server analysis. A smartphone

application will send patients and carriers test results.

Servers store, analyze, and serve data. Every data transmitter and recipient should register with

the server for security and level of privacy in Fig. 5.
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Fig. 4. System architectural overview.
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Modeling a communication systems design shows how its players interact. The
suggested approach protects all participants with lightweight mechanisms. Plan based

on Fig. 6 is below.

Two parties can begin their session after authentication. The receiver needs a session
key to compute data and update the transaction number indicates limited privacy.

Number of compromised tags measures privacy in Fig 5.

Each scheme is number of members. Observe compromised nodes privacy. N
individuals equals tags. Changed tags lose systemic influence. Quantify confidentiality

levels.

IIoT players must consider security. Energy, Bio-medical healthcare systems,
manufacturing, transportation, and government. It is crucial to develop early
consensus on IIoT security to avoid security vulnerabilities, especially as systems from

different industries interconnect and exploitation efforts are made between them.

This work is based on "Industrial Internet of Things (IIoT) Volume G1: Reference
Architecture" (IIRA, [IIC-IIRA2016]), which provides an overview of key
architecture components and how they interact. All of them must be protected, together

with the system elements that keep them safe.

This document relates to an IIRA security chapter. It delves into security-specific

topics to guarantee that security is a design priority.

Annexes cover specialized security topics. One investigates standards and compliance
in industrial internet security and covers several recommendations, norms, and laws.
Another example explains how to analyze a company is security posture and

operations using a maturity model. In the annex, you will discover a list of security



techniques and processes, along with their relevance to important security goals and
implementation requirements. This publication is titled "Industrial Internet of Things,
Volume G4: Security Framework." This program involves establishing an industry-

wide consensus on protecting IIoT systems.

IHIoT players must consider security. Energy, healthcare, manufacturing,
transportation, and government. It is crucial to develop early consensus on IloT
security to avoid security vulnerabilities, especially as systems from different

industries interconnect and exploitation efforts are made between them.

By using SVM kernel classification on gene expression data to examine discrete
genetic structures, [70] proposes an enhanced optimal genetic algorithm methodology

that might predict malaria infection and uncover new genes.

RPMS reduces hospital expenditures by monitoring patients at home. loT-based
RPMS collects and transmits patient data to remote databases. This data is easily

accessible online.

Pharmaceutical Intelligent Information System (PIIS) uses IoT for medicine
identification and prescription tracking. This approach can be used to investigate
medications for hazardous side effects, renal absorption reactions, pregnancy/breast

feeding adverse effects, and specific diseases like tuberculosis.

A home monitoring and decision support system can help clinicians remotely diagnose
and treat Parkinson is disease. This method uses an expert system to diagnose and treat

patients.

[71] describes health monitoring with the internet of things to investigate smart home

data. Remote health monitoring system increases healthcare access and reduces costs.



[72] discusses the creation of an IoT-based mobile gateway for mobile health. The

gateway sends caregivers a patient's location, heart rate, and likely diagnosis.

IoT-based health monitoring helps autistic children. A head-worn sensor collects
autistic patient’s health data. The monitoring server constantly receives these patient’s
brain data. Inconsistent data triggers a warning and email to the caregiver. In an
emergency, doctors are notified. Cloud-based patient data storage offers scalability

and effectiveness.

ECGs and other health data can be recorded with mobile devices and sensors and
securely uploaded to the cloud, where professionals can access it via an IoT-based
healthcare framework (Health IoT) [73]. [74] presents a healthcare solution called
Smart Architecture for In-Home Healthcare (SAHHC) that uses photos and facial

expressions to monitor patients and the elderly.

[75] proposes an IoT-based ICU monitoring architecture. This paper is methodology
can monitor occurrences (abnormalities) quickly and issue timely warnings. 1oT-
enabled ICUs track significant incidences better than manual and traditional Tele-ICU.

Alert creation provides more information and improves the system is benefits.

[76] suggests an IoT-based system for tracking drug use. This paper describes a
medicine and a regimen for taking it to increase its effectiveness and lower its cost.
In-home monitoring included many monitoring technologies. The monitoring system
can use sensors and a wireless module, but they must be safeguarded so health
information is not distorted. Internet of things enables device-to-device (D2D)

communication, standard messaging, and a communication protocol.



IoT open source cloud efficiently stores sensor data. Digital storage is faster and more

reliable than traditional methods in emergencies.

IoT-based patient monitoring is emphasized. IoT-based patient monitoring systems
help chronically unwell patients. This strategy entails regularly monitoring patients
and providing them control over their food and activity. This study is findings imply
that the system is model is equally as effective at changing patient’s eating habits as

sensors, guidance, and exercise instructions.

[77] IoT-based patient monitoring is proposed. Patient monitoring is linked to IoT.
The IoT is more than connected devices. A wireless sensor network can automatically
monitor and connect items. Wi-Fi networking makes data collection challenging
(sensors). This technique collects and shares patient information with clinicians. Data
collection helps increase sensor network energy efficiency and reduce data

transmission delays.

[78] suggests a comprehensive patient-monitoring system. Sensors monitor patient’s
biological behavior. The Internet of things receives biodata. ICU patients can now be
monitored in real time, improving efficiency and care. This technology could be turned

into a wearable device to monitor old (or) unable-to-care-for children.

[79] uses new technologies and the Internet of things to process a large amount of data.
This study focuses on patient’s e-health and IoT. Replicating their technique improved

patient monitoring and analysis.

[80] shows an IoT-based healthcare monitor. This study proposes an IoT platform for
health applications. The device monitors body temperature, heart rate, and blood

pressure. Doctors can monitor out-of-clinic test findings in real time.



[81] presents long and short-term memory networks for multi-label classification
based on clinical visit records (i.e., time and attention). Both systems help deal with
irregular time between therapeutic sessions, but only the second helps determine the
relative value of each visit. Based on clinical data from a Southeast Chinese hospital,
the proposed technique is superior to traditional and deep learning methods for quick

diagnosis.

4. Methodology
The proposed methodology is illustrated.
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Fig 6. An overview of Integrated Framework for Leveraging Security of Internet of Things

Application with Remote Patient Monitoring System (LSITA-RPMS)

This section details the model's design. Diagram of proposed method architecture. Patient data
will monitor by doctors and attender while abnormalities in the vital signs and provide the data
to authenticate user through cloud server to mobile application with security of Cognitive
Robotic Process Automation (CRPA). Patients hospitalized at home (or) in the hospital wear

Fig.6. is wrist sensors (Body). Sensors feed cloud servers data. The recommended architecture

includes heart rate, body temperature, blood pressure, glucose, stress, and consciousness



sensors. Sensors are wired to a microcontroller. Microcontroller and sensors can communicate

over Wi-Fi. Sensors can be utilized without limit.

"Prioritization System" is an IoT-based interface that identifies and sends sensitive data (cloud
computing). Next, it labels high-priority material. IoT-based Priority System gathers
information, builds a queue based on sensitive and non-sensitive information, and feeds it to
the microcontroller at regular intervals. Microcontrollers monitor sensor parameters to
communicate patient data to mobile gateway and application (Mobile/Tablet/PDA). Next, send
encrypted data to a mobile gateway using Bluetooth (or) Wi-Fi. Mobile gateway has two SIM
cards.

Approach outline — LSITA-RPMS:

Following are the method’s key components.

Sensors

In [6], three sensors assess patients' health. Instead of [6]'s three sensors, we utilize eight.
Sensor specs:

Heart-rate sensor.

Include temperature sensor.

An EKG.

Glucose sensor.

Stress sensor

Consciousness sensor.

Count pulses.

Accelerometers measure speed.

[6] only uses a pulse counter, accelerometer, and temperature sensor, which can cause
treatment issues. This research uses more sensors for a more precise analysis. New architecture

has more sensors and a priority system.



Sensors placed on the body to monitor patient’s health are crucial, and their priority
should be based on their condition. Stress, blood pressure, and body temperature are breast
cancer indications. Patients with rare illnesses will also benefit. The priority system allows the
mobile gateway and application (e.g. Smartphone/Tablet/PDA) to relay sensor data based on
sensitivity. The microcontroller collects heart rate and pulse count data every minute. A sensor
measures the patient's temperature every 30 seconds. Other sensors can customize behavior.
Data is provided nearby using Bluetooth and Wi-Fi. Enabling this feature reduces data loss and

improves data transfer reliability. These sections will elaborate on this issue.

5. Evaluation technique

Logistic regression is regression function is non-linear with the descriptive variables. Pro

bit models this interaction in Eq. 1. Classifications use binary variables [82]:
bi € {—1.+1}. (1)

Bernoulli B random variables may succeed. Key to a project is success is: (a). Using

conditional expectation (a), A can be defined as B's predictor in Eq.2 and 3. So, we have

E [B|A] = n(a). (2)
—gx)=In(3)x/1-x 3)

The logarithmic function is inverse is a logistic function that is chosen as (4): 1

hO (a)=1/1+exp (-0T. A) 4)
B " .'l'm.l]'l[h.u,[xllll”'f'
)= _lg{.!i—y'”].[n[l—h.-.I:r."'H }} B

Loss function is used to optimize model parameters in Eq.5.

When there are multiple data classes, software regression is used. The neural network



architecture used in this study. Feature extraction findings may result in more (or) less than
four input layer nerves. Each hidden layer has three layers and three nerves, which may
alter based on the network's responsiveness, accuracy, and speed.
Deep learning improves the algorithm. In this way, the LSTM deep neural network
algorithm creates a model. The algorithm model is fed data for each test sample.
Neuron scans represent the LSTM algorithm. Each layer is nerve cells are paired using
quadratic polynomials. This connection produces new neurons in the next layer. This
approach finds a collection of defined functions for an input data vector that can
approximate b in Eq 6.
Use A= (al.a2.a3 an) instead of f to predict b.
M samples from single-output multiple-input data pairs define the following relationships
for e: bi=f (ail.ai2.ai3......ain).1=1.2. M. (6)
It is now possible to train an LSTM neural network to predict output values in Eq. 7.
A=(ail.ai2.ai3....ain) (7
Namely: in Eq.8
bi=f(ail.ai2.ai3....ain).i=1.2....M. (8)
For this reason, we must first determine the form of deep neural network to use in

order to minimize this square discrepancy between the expected and actual output in
Eq.9: M(faxil.ai2.ai3.....ain) —bi)>—Min. (9)

Deep neural networks can represent input-output relationships using complex
polynomials. Complex polynomial in Eq. 10, 11 and 12.
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— Min. (12)
Using (13), we get the following matrix equation for each row of M data.

Xx =B, (13)
In (11), an unknown vector of quadratic polynomial coefficients in Eq. 14

x={x0.x1.x2.x3.x4.x5}. (14)

B={b1.b2.b3......ccorrrrrr. by T
Following the least squares approach to multiple regression, solving normal equations

can be done in the following manner in Eq. 15.

x=(XTXA)"1XTB (15)

Eq. (11) finds the appropriate quadratic coefficients for the complete triple M
data set. These equations make this solution error-free. Using this core, models are
developed, classified, and patients monitored.

Dataset, This study uses data from patient-connected IoT wrist sensors. [oT
devices upload data hourly. Each sample contains more than a terabyte of data each
hour. IoT devices deliver data to servers 24/7. Table 1 shows the proposed strategy is
dataset.

Table 1 compares 10 people's health in different situations and times of day.
During intensive physical exercise (or) sports, tachycardia is not a relevant factor.

Results comparison

This section discusses the model is simulation findings. [83] compares this
study is results. This section examines the algorithm is accuracy in different patient

states. In our simulation, we compare this criterion to the paper is findings. Accuracy



of the suggested model is demonstrated in the picture, where 8 sensors communicate
100 events per unit of time to the micro controller.

Fig.7 is vertical axis shows patient’s health control accuracy, while the
horizontal axis shows the medical center's response rate. The proposed model is 100%
accurate in 95% of cases. Two-, three-, and four-sensor techniques have 90-10%
accuracy. Because the offered method uses IoT and 5G, it is highly accurate. Dual-
SIM mobile phones, wireless and wired communication methods also contributed. Fig

8. compares 20 sensors to other techniques.
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Fig.7. A comparison of the suggested method is accuracy in monitoring patient health with existing

approaches utilizing eight sensors

In 95% of situations, sensors communicate and receive data to the medical center accurately and without
difficulties.

After removing all the sensors, we could assess the patient's diagnosis. Diagram of proposed method's
accuracy diagnosing patient problems.

In 70% and 30% of cases, the proposed technique accurately diagnoses a patient's serious status. To better

diagnosis and control of patient’s diseases, increase the number of patient sensors.



We compare this study's results with the original's. Here is how the suggested method compares to the

reference [72].

Figure 7 demonstrates that the 8-sensor approach has a 97.13% accuracy rate, while [72]'s method has an
89% accuracy rate. These interpretations enhance classification accuracy and patient diagnosis by 10.41%
over [72]. Table 1 compares the suggested method's accuracy, precision, and recall to [72] methods.
Table 1 demonstrates that the suggested model is 97.13% accurate at identifying important patients. The
proposed method is 10.41% better than SVM, decision tree, KNN, and Nave Bayes [72]. The suggested
method detects critical patients with 98.44% accuracy and classifying patient’s health status in the
proposed model in Fig 9 and the comparison of existing with new proposed scheme improvements in Fig
10.

Comparing the suggested technique based on LTSM deep neural network with According to the following

criteria:
Methods Accuracy%  Precision % Recall% Error
%
SVM 80.0 67 90 30.5
Decision Tree 75.64 68 89 38.08
KNN 83 64 89 32
Naive Bayes Model 84.90 75.8 86 31.5
Methods [72] 91.5 78 92 23.67
Proposed Method 98.51 99.58 99.61 9.67

Tab 1. The comparison of the proposed method based on LTSM deep neural network with that

of [72] in terms of accuracy, precision, and recall.
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Fig. 8. Results of the accuracy of sending and receiving data from sensors to the hospital in the

proposed method using 20 sensors with that of other methods
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Fig. 9. The accuracy of classifying patient’s health status in the proposed model
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Fig. 10. Comparison of classification accuracy and diagnosis accuracy of the proposed model with those

of [72]

SVM, Decision Tree, KNN, and Nave Bayes algorithms have an accuracy rate of 85.59
percent, while the proposed method improves precision by 75.39 percent. The
proposed technique identifies 90.93% of people with critical health conditions. The
suggested method represents a 48% improvement over SVM, decision tree, KNN, and

Nave Bayes.

6. Conclusion and Future work

E-ECDH solves ECDH's security flaw to protect loT-connected digital infrastructure. The
proposed scheme outperforms state-of-the-art approaches, according to empirical research.
Future 10T security improvements will address applications from different sectors. RFID-
based remote RFID authentication with untraceability, forward secrecy, and anonymity
was presented. IBM Watson IoT is connected with a healthcare application for an
empirical investigation. This study article also presents a comprehensive proposal

(LSITA-RPMS), whose implementation in fog and edge computing with the biomedical



industry is possible in the future. This proposal takes into account all fundamental security

needs to be satisfied.
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