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Abstract Healthcare data is crucial and sensitive be-
cause it contains information about a patient’s med-
ical history, treatments along with actions. This in-
formation is frequently shared among different stake-
holders of the system. As patients’ information is vital,
therefore, it must be kept accurate, up to date, secret,
and available only to those who are authorized to ac-
cess the specified information. Centralized systems are
commonly used to maintain healthcare records which
increases the security risk. Therefore, this study fo-
cuses on protecting the privacy and security of sensi-
tive healthcare documents while sharing them across
multiple healthcare participants. In this work, we pro-
posed a privacy-preserving access control framework
based on blockchain technology that uses consensus-
driven decentralized data management on top of peer-
to-peer distributed computing platforms to ensure the
privacy, security, accessibility, and integrity of health-
care data. Blockchain technology helps to protect trans-
actions from manipulation due to its irreversibility and
immutability features. Furthermore, we comprehensively
investigate the blockchain-enabled security requirements
by including patients, doctors, chemists, and pathology
labs as entities of the system that can share information
through a proper channel. We have evaluated our pro-
posed framework using Hyperledger Fabric and found
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that the developed framework reveals promising bene-
fits in security, regulation compliance, reliability, flexi-
bility, and accuracy.
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1 Introduction

Over the decade, the healthcare sector such as med-
ical institutions and insurance organizations are han-
dling patients’ records very carefully. These records are
known as Electronic Health Records (EHRs) that con-
sidered to be an extremely critical asset from privacy
and security aspects. EHRs contain very sensitive and
personal data related to a person that should be kept
secret and prevented from unauthorized access during
the system design. An EHR includes detailed medical
information about a patient such as a name, address,
unique identity (UID), medical history, medical history
of family members, medication procedures, prescribed
medications, and other related data. EHRs are shared
among various system stakeholders very conveniently to
make effective and prompt patient care decisions along
with that the shared information should be accurate,
precise, trustworthy, and comprehensive among the in-
tended recipients. However, the security and privacy of
EHRs raise several challenges because cyber-attackers
have performed several attacks on medical institutions
to steal the health records of patients in the past few
decades [7]. The personal and medical records are at
high risk due to the cost of EHRs in the black mar-
ket is approx $50 which is very much higher as com-
pared to the cost of credit card details, i.e., $0.25 [3].
Therefore, governments introduced two regulation acts,
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Health Insurance Portability and Accountability Act
(HIPAA) 1996 [2] and General Data Protection Reg-
ulation (GDPR) Act 2018 [51], to cover the numerous
guidelines on how to store, process, and secure the med-
ical data in order to prevent scams and theft in the
healthcare domain. However, the medical staff has dis-
closed the EHRs only for their financial gains although
this ratio has dropped significantly because of the new
litigations formed by governments all over the globe.
Various hackers still obtain the EHRs very conveniently
even after formulating the strict guidelines for the health-
care sector by the government. For instance, the hacker
successfully obtained significant information about staff
at Magnolia Health Corporation (MHC) using a spoofed
email from the CEO. On the other hand, the National
Health Service (NHS) was attacked and encrypted the
NHS files in 2017; as a result, all 6900 appointments
got canceled [35, 50] and there are many such exam-
ples reported in the literature for these kinds of thefts.
Moreover, the traditional medical records management
systems do not maintain the transaction logs that help
to trace the access details for patients’ EHRs in the
past. The targeting attacks not only affect the privacy
and security of the patient but also spoil the reputation
of the organization including the nation. The severity
of these attacks is that they are common and easy to
perform. The main reason behind these issues is data
insecurity and the lack of technological understanding
within the medical sector that causes some common at-
tacks including ransomware and phishing for retrieving
personal data [31]. As per GDPR guidelines, the patient
records must be handled by data controllers and should
be visible only to the respective departments after gen-
erating consent through a proper channel. The entire
system should work on the access control mechanisms
due to sensitive and confidential information stored in
the system; it strictly prevents unauthorized access to
EHRs.

Consequently, there is a need to develop a robust and
reliable way that helps to achieve data security, confi-
dentiality, availability, and integrity. That also allevi-
ates the aforementioned issues and ensures secure ac-
cess handling of EHRs over the internet. There are var-
ious popular ways adopted by healthcare institutions
like cloud-based technology, encryption techniques, and
many more to maintain the records properly and ef-
ficiently. Nowadays, blockchain is the most disruptive
technology and has great potential with acclaim in the
field of security. It is based on peer-to-peer distributed
and decentralized architecture that gives importance
to value and trust instead of an exchange of informa-
tion [4,5]. The amalgamation of blockchain complies
with the GDPR’s objective to keep data secure with

access control to all users. The cryptographic hashes
and distributed consensus mechanisms with smart con-
tracts are used to achieve data integrity and consis-
tency [21]. Several researchers believe that blockchain is
a disruptive technology and can be linked to the health-
care industry to provide desired security for healthcare
data by introducing various architechtures/frameworks
[6,20,43,47,54,55]. As a result, this work focuses on the
designing of a robust framework using blockchain tech-
nology that permits only authorized users, e.g., doctors,
path-labs, chemists, etc., to access the critical informa-
tion of a patient after acquiring permission. We have
examined the proposed framework in various possible
scenarios to validate its acceptability for healthcare ap-
plications. The main contributions of this work are sum-
marized as follows:

— The compilation of the significant requirements of
the healthcare application and assess the identified
requirements and criteria.

— Developing healthcare data management framework
using HyperLedger Fabric for the enforcement of ac-
cess control mechanisms among various participants
of the system like patients, doctors, path labs, and
chemists.

— Establishment of specific testing criteria to evaluate
the proposed framework’s suitability for the health-
care application and mention the need for further
development.

The organization of the paper is as follows: Section 2
presents the work related to our study and Section 3 de-
scribes the background of Blockchain technology. The
ideal requirements for the healthcare application are
elaborated in Section 4. Section 5 describes the pro-
posed framework with desired use-case scenarios for the
evaluation. Section 6 presents the results and discus-
sion. Finally, we conclude our work in Section 7 with
the possible extensions.

2 Related Work

This section presents the existing studies related to our
proposed work to identify the significance of blockchain
technology in healthcare applications and find out the
possible research gaps that need to be addressed. In the
literature, numerous frameworks have been proposed to
counter the security issues to protect the EHRs from
unauthorized access; these frameworks are classified as
Cloud-based [1,36] and Blockchain-based [12,42] frame-
works/architectures/solutions. Initially, cloud-based so-
lutions have been proposed to manage patient records
in the healthcare industry to minimize cost and im-
prove efficiency and security [36]. These solutions are
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Table 1 Description of 7-layer guidelines

Guideline name Descriptions

Patients’ information must be secured against a confidentiality
breach.

The healthcare application based on blockchain should sup-
port Turing Completeness Operations by keeping program-
ming feature to solve any computation problem.

Patients and Professionals should be identified /authenticate
in the healthcare application.

Interpretation of exchanged clinical data should be in some
structural format.

The application must be scalable and supports any number of
users.

The blockchain solution must be cost-effective for large num-
ber of participants.

Patients can control of granting access to their own medical

The workflow must be as per formed regulations
Should supports Turing Completeness Operation
Blockchain platform should support user identifi-
cation and authentication

Support interpretability

Scalability for large populations

Cost-effectiveness

Should be patient-centered care model

records in the blockchain-based health application.

centralized, ubiquitous, and less expensive because they
reduced the overall cost by almost 80%, and improve
the accessibility of data from anywhere at any instant
of time [1, 36, 36]. Koufi et al. proposed a cloud-based
healthcare system that provides the EHRs accessibility
to the doctors to improve the treatment process [30].
On the other hand, blockchain-based solutions offer the
most effective solutions to provide privacy and security
for EHRs. The popular existing healthcare applications
are BitHealth and MedRec [12,48]. The BitHealth ap-
plication mainly focuses on privacy and uses the con-
cept of Bitcoin for storing and protecting healthcare
data. Bitcoin application is used to make payments and
to retrieve the medical history of a patient by insurance
companies and employs Proof of Work (PoW) consen-
sus algorithms that cause it to consume more time and
energy in the network. Moreover, if the size of the net-
work is getting large and a lot of transactions are taking
place then the whole network turns out to be highly in-
efficient. On the other hand, the MedRec application
was designed by MIT to store and track EHRs records
more efficiently [38]. In this model, patients have some
degree of flexibility to restrict the professionals/doctors
to access their information at any time. This project
was based on Ethereum and uses the Proof of Stake
(PoS) consensus algorithm that makes the whole net-
work inefficient in terms of cost and power consump-
tion. Personal data of the patient will be stored off-
chain to make the network efficient but through this
way users cannot determine whether the records are
valid or invalid [32].

In Ref. [33], the authors have identified various key
aspects of blockchain technology with numerous appli-
cations that are also relevant in healthcare applications.
The authors stated that trust, consensus, immutability,
or maybe a mix of these are critical research challenges
in the blockchain. The feasibility of blockchain is one

of the most important aspects of the healthcare ap-
plications that needs to be analyzed thoroughly before
implementation. Wu et al. [54] have proposed an effi-
cient blockchain platform to manage electronic medical
records with different data formats to save network re-
sources. Zhang et al. [55] have developed 7-layers guide-
lines for the blockchain to evaluate the insight into the
healthcare application, however, they did not assign
any priority to these guidelines. Table 1 presents a de-
tailed description of the proposed guidelines. A statis-
tical analysis of HyperLedger framework has been pro-
posed to evaluate its effectiveness for developers, but
they have not mentioned any specific application [8].
Gencer et al. [19] illustrated different scenarios to eval-
uate the blockchain application in the virtual environ-
ment with mining power, fairness, consensus delay, and
time-to-win metrics; This project was known as ‘Minia-
ture World’. McSeth et al. [6] proposed a use case for
healthcare applications to preserve privacy and access
control between patients and doctors only. They have
analyzed the security of EHRs for their application on
different test-case scenarios in terms of data confiden-
tiality, privacy, and access control metrics.

Gao et al. [18] conducted a survey on the applications of
blockchain (e.g., healthcare, IoT (Internet-of-Things),
and cloud computing applications) and identified the
significant challenges during implementations. Although,
they have focused on security issues and performance
(i.e., availability and scalability), and concluded that
the performance issue is one of the major challenges
in blockchain to retrieve medical data, particularly in
emergency situations. Bodkhe et al. [9] analyzed smart
healthcare through IoT and specified numerous chal-
lenges related to transforming centralized to decentral-
ized systems, cost, scale, throughput, and network la-
tency; it required sophisticated circuitry to prevent double-
spend attacks. Kassab et al. [29] have conducted a sur-
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vey on existing blockchain-based healthcare systems to
investigate the desired quality parameters for the ap-
plication; they found that blockchain can be a sup-
plementary technology but not a replacement of the
healthcare system because that can only control a spe-
cific set of data. Zile et al. [56] believed that the adop-
tion of blockchain is not a good idea till decentraliza-
tion is required; otherwise network cost gets increased
drastically as Bitcoin is the only successful use-case of
public blockchain till now. Jianbo et al. [17] have pro-
posed an automated evaluation of blockchain-based de-
centralized networks for healthcare applications. The
other existing research projects have suggested the im-
portance of blockchain technology in healthcare appli-
cations while the evaluation of their proposed schemes
is not clear; however, they have tried to address the
existing research gaps to manage EHRs in an effective
manner [13,23,24,26,39,44,53].

From the literature, we found that most of the existing
research has focused on the sharing of EHRs between
patients and doctors; however, other entities like labo-
ratories and chemists also play an indispensable role in
automated and accurate information sharing for better
treatment of a patient. In addition, EHR contains the
personal and medical information of a patient, there-
fore, whole rights and control should be given to them
to manage their health records while granting privileges
to the intended professionals through proper channels.
In this work, we compiled the findings and shortcom-
ings of existing works to determine how to conduct the
assessment process and fill out the research gaps in the
healthcare domain using blockchain technology. There-
fore, we proposed a blockchain-based healthcare frame-
work to eliminate existing issues in an efficient way
with proper access control mechanisms. The proposed
framework grants permission to patients to share their
EHRs in a more secure way by sharing their proper con-
sent with respective doctors, path labs, chemists, etc.
Patients can also revoke their consent as per their re-
quirement and can stop the sharing of their EHRs with
any other entities of the blockchain network. Finally, we
have evaluated our proposed work with existing frame-
works based on confidentiality, security, integrity, pa-
tient—user preference, and access control metrics; we
found that our framework provides a better way to store
and share EHRs among different entities of the system.

3 Basic Terminologies

This section presents an overview of blockchain tech-
nology and existing tools for the implementation of
blockchain-based applications. A blockchain is a shared,

decentralized, and immutable ledger that records trans-
actions as blocks. The basic tools and techniques re-
quired to build a blockchain-based framework are Hy-
perLedger Composer and HyperLedger Fabric.

3.1 Blockchain Technology

The blockchain is decentralized (i.e., no centralized au-
thority to control) and distributed architecture, known
as a peer-to-peer platform, allocates tasks to a host
of nodes and works in a group to form decisions on
the behalf of the network. Each node is allowed to per-
form functions that are known as transactions and all
the validated transactions are recorded in a distributed
and immutable ledger as a block. Blockchain achieved
popularity mainly from the cryptocurrency, i.e., BIT-
COIN, in the world of finance [37]. In the blockchain, a
number of operations are being processed at every mo-
ment; each user is carrying his/her distributed ledger
to identify frauds and verify the respective transac-
tions at any point of time. The blockchain network
keeps adding new validated blocks of transactions in
the distributed ledger. All participants or nodes have
equal opportunities for accounting ledger in the net-
work and it assures a complete consensus within all
nodes in the analogous blockchain [40, 41]. Blockchain
technology forms a trust layer without having any third
party for various business transactions [20]. In the cur-
rent scenario, blockchain applications have extended
and become the backbone for different applications. In
the healthcare domain, blockchain technology plays a
vital role to build podiums for storing, evaluating, and
maintaining confidential healthcare information with a
full-proof system.

A blockchain network can be classified as public
(Permissionless), private (Permissioned), hybrid, and
federated /consortium blockchain; the suitable blockchain
network can be opted on the basis of the requirements of
the use case. The private blockchain network is central-
ized and managed by an individual/organization, while,
the public blockchain network is completely decentral-
ized and managed by multiple users/organizations. The
hybrid blockchain network combines the features of both
public and private blockchain networks, and various
users are allowed to control their data and only the
subset of the data is available in the public domain or
for a specific group of people.

— Permissioned or Private blockchain network: In this
network, a person, an organization, or a group of
organizations/people are permitted to communicate
information and keep record of transactions efficiently.
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Fig. 2 Screenshot of Composer Playground

This network add-on a privileged layer to determine
who can join the network with a unique identity and
it is known to all other users of the network [28]. Ex-
posing the identity of each user is actually reducing
the chances of fraud. In this kind of blockchain net-
work, usually Byzantine Fault Tolerance (BFT) is
used to form a consensus among participants [11].

Permissionless or public blockchain network: In this
network, identities of all users are pseudonymous or
unknown and any node can add a new block to the

distributed ledger. Bitcoin and Ethereum are per-
missionless network; Bitcoin allows any node to take
part for verification of transactions with the mining
algorithms and Proof of Work (PoW) consensus pro-
tocol is used to counter the issue of anonymity [10],
while, Ethereum allows a user to make and execute
the code and Proof of Stake (PoS) consensus proto-
col is used to counter the issue of anonymity [34].
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3.2 Tools for Implementation

This section describes the basic tools and techniques
used to build our proposed healthcare framework. Hy-
perLedger Composer and HyperLedger Fabric play a
vital role in the implementation of a blockchain-based
framework. HyperLedger Fabric is a framework that
does not allow any modification while HyperLedger Com-
poser provides a collection of tools to build a blockchain
application. So, the details of the HyperLedger Fabric
and HyperLedger Composer are provided in the subse-
quent section.

v - 2 X

@ > 4 0@ /Update )‘

DOCTOR A v

Issue New ID

ID Name Status
admin In my wallet
CHEMIST A In my wallet
CHEMIST C In my wallet
CHEMIST-B In my wallet
| DOCTOR A In Use

admin

=1

3.2.1 Hyperledger Fabric

The Permissioned blockchain is implemented with the

Hyperledger Fabric and it is also an open-source blockchain

project hosted by the Linux Foundation [25,49]. Tt is
currently one of the most popular blockchain networks
that permit concerned stakeholders to join the network
for altering the ledger or initiating transactions. The
Hyperledger Fabric Network (HFN) can be designed
with different nodes related to various organizations.
Every node has its own unique identity in the Hyper-
ledger Fabric network and it is provided by Member-
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ship Service Provider (MSP) [16, 22, 27]. The role of
the MSP is to generate the enrolment and transaction
certificates for the clients and utilizes a specific consen-
sus protocol that requires much lighter computational
power than the PoW. The Fabric has the capability to
form trusted sub-networks, called channels, and has a
smart contract functionality that enables users to exe-
cute complex transactions as per their permissions.

3.2.2 Hyperledger Composer

Hyperledger Composer is a free and open-source frame-
work for building blockchain applications which facil-
itates business network modeling, application imple-
mentation, and interaction with existing systems by
supporting the Hyperledger Fabric infrastructure and
runtime. The business network definition (BND), saved
as an archive file with extension .bna, is to be deployed
as it is ready. BND constitutes the four main files namely
model file, script file, access control file, and query file
as shown in Fig. 1.

— The model file is in-charge of laying out the net-
work’s structure and consists of three basic com-
ponents: assets, participants, and transactions. As-
sets are the network’s variables, participants are the
network’s nodes, and transactions are network func-
tions that allow interaction between the assets and
participants; Transactions are also used to keep the
network up to date (e.g., transferring an asset).

— The script file consists of transaction logics that de-
fine numerous transaction functions; the script file

is written in JavaScript. It also categorized the par-
ticipants as per access rights for further processing
of the transactions in the network to transfer assets
among participants.

— In the corporate network, the access control file spec-
ifies the scope and the role of the user that deter-
mines their participation in creating, reading, up-
dating, or deleting network items.

— The query file specifies the structure and function
of network inquiries by maintaining a ledger of all
prior transactions in the system.

The composer’s playground user interface tool is
used for configuring, testing, and deploying business
networks. The composer’s playground allows developers
to simulate business networks using assets (i.e., blockchain
commodities or services), participants (i.e., blockchain
members), and transactions (i.e., way to interact with
participants through assets). Fig. 2 and Fig. 3 exhibit
the screenshot of the proposed framework playground
that is used to simulate the application scenarios cre-
ated in this study. The define page is used to construct
the desired scenarios within the system of the system,
while the test page is used to test the system. The
screenshots of the define page and test page are shown
in Fig. 4 and Fig. 5 respectively.

4 Requirements for healthcare applications
This section presents the ideal requirement of a health-

care application that needs to be supported by an effec-
tive system. The system should support proper security
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features, regulations formed by governments to main-
tain EHRs, and validated before its deployment on the
basis of rigorous testing approaches.

4.1 Security Requirements

The data must remain confidential, accurate, and acces-
sible only to authorized users. Although it becomes dif-
ficult when multiple entities are requested to read and
modify databases at any time. Therefore, it is an impor-
tant aspect to ensure security by adhering to the proper
channel of sharing information. An efficient healthcare
application should support the following necessary fea-
tures [7,31]:

— Confidentiality: It can be achieved by ensuring that
the application is on a permissioned blockchain and
has restricted access for users to preserve data pri-
vacy. The participants have different roles and priv-
ileges to interact in the network. Furthermore, en-
cryption should be used to make sure that data dur-
ing transmission between the user and the blockchain

is secure. Confidentiality is also essential in the blockchain

because it directly counter phishing attacks and data
breaches which is the most common attack on the
healthcare industry.

— Authentication: The user authentication will be done
on the basis of a unique identifier that is assigned to
each user of the EHR system. Each user can be rec-
ognized with their identity while accessing any in-
formation within the network. In addition, different
roles and privileges are assigned to the participants
as per the system design to maintain data privacy.

— Scalability: An efficient EHR system should be scaled
depending on the number of blockchain users so that
the whole network would be capable and robust to
work seamlessly.

— Privacy and access control: It can be achieved by
the identification of each participant in the network.
Only individuals with proper authorization to ac-
cess some specific information, for instance, a doctor
can access and edit a patient’s record with the pa-
tient’s consent only. Furthermore, every interaction
between a patient and a physician will be recorded
and later can be tracked from log files.

— Data sharing: A patient has the freedom to seek
better treatment at multiple or specialized hospitals
and clinics. Therefore, the healthcare system should
facilitate the establishment of safe mechanisms for
data sharing among all the intended recipients.

— Patient control: Patients can have access to their
own records and combine their records with tagged
notes along with some other relevant information

available in their account, especially with chronic
diseases. The system should also provide complete
control over healthcare data and allow the other
users to access the records excluding the emergency
situation.

— Integration: A new system must be designed with
the amalgamation of the above-said functionalities.
In fact, blockchain-based EHR management systems
are not supposed to replace existing systems only;
rather, it is meant to integrate and deliver desired
functionalities in a more efficient way.

4.2 GDPR Regulation

The government rules out the following privacy and se-
curity regulations in the world. GDPR defines a set
of practical regulations on a variety of topics, includ-
ing healthcare worker protection, standards practices,
and health-record transfer methodologies. The GDPR
recites data subjects to the following rights [51]:

— Transparency: Personal information should be treated

legally and transparently.

— Right to be forgotten: Data subjects shall have the
right to demand the erasure of personal data con-
cerning them.

— Right to rectification: Personal information should
be accurate and up-to-date; patients have rights to
rectify the incorrect information or modify their per-
sonal data.

— Right of access: Personal data should be accessed
securely and it should be hidden from unauthorized
access; it also handles any damage or destruction of
personal information.

— Right to restrict access: Patient have right to restrict
accessing/processing of his/her personal data (e.g.,
in the case of inaccuracy).

— Right to object: A person has the right to object
to an institution processing/using his/her personal
data at any time.

— Informed Consent: Personal data should be obtained
for specific, precise, and lawful reasons with informed
permission. A patient should be able to comprehend
who has access to their information with appropri-
ate reason.

— Data portability: The individual has right to ac-

quire and reuse their data across multiple services

for their own interests (i.e., data should have a com-
mon format).

The Right to be Forgotten is one of the rights that
the healthcare industry struggles while developing a
blockchain-based application.
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Fig. 6 Flow Chart of the proposed framework for healthcare application
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Table 2 Descriptions of different tests used in proposed framework

Test ID Test Description

=
BE5©Xo ok wh—o

Receipt gets generated.

Only Patients can Create Medical Records

Participants cannot view or delete a Medical Record that does not belong to them.
Doctor/PathLab can only update Medical Records they have been given access to.

Only the Medical Record owner can grant/revoke access rights from their Medical Record.

Only the owner of the Medical Record can delete their Medical Record.
Only Patients can create Appointments with Doctors.
Only Doctor can confirm an Appointment.
Doctor/PathLab can view only the assigned patients.
Only Doctors can create Prescription and MedPresc.
Only Doctor can provide consultation to the patient.
Only patients can buy medicines from chemists.

Only patients can buy medical tests from PathLab.
Whenever patients buy medicines or medical tests, the Patient’s debt gets updated and a

4.3 Testing Approaches

We have applied various tests to evaluate the critical
components of our blockchain network ranging from se-
curity to fault tolerance. Hyperledger Composer helps
to build a blockchain application and provides three
types of tests: interactive tests, automated unit tests,
and automated system tests. The different tests are
designed based on the application requirements; each
test has its own description and objectives that de-
fine its purpose and methodology with an expected re-
sult. The success or failure of a test case can be de-
cided on the basis of the similarity between expected
and actual results. HyperLedger Composer and Hyper-
Ledger Fabric are used to run all of the tests. Inter-
active tests are also employed exclusively to focus on
the blockchain’s subtleties and details; these tests are
carried out by an individual, whereas automated tests
are carried out by pre-written scripts. Automated tests
are faster and more accurate, but manual/interactive
testing is more appropriate for the project and more
specific to the application. Human intuition is required
to analyze certain features such as participant access
control and many more as a part of the system. Despite
the longer processing time, accurate and timely findings
can be generated and it is useful to evaluate the quality
of the system in the current application. Furthermore,
to make the blockchain network versatile one needs sev-
eral scripts but it would be a time-consuming process.
In this work, we use the interactive testing strategy for
validation, verification, permissions, and evaluating the
performance of the blockchain network. Table 2 exhibits
the description of various tests used to assess the access
control and efficiency of the proposed framework.

Participants

Patient

Patient ID

Name

Personal Information
Pateint's Debt

Doctor
Doctor ID

Name

Speciality
Consultancy Fee

Pathology Lab
PathLab ID

Name

Test Name

Test Cost

Chemist
Chemist ID
Name

Medicine Name
Medicine Cost

Assets

Medical Record
Record ID

Medical History
Current Medication

Appointment
Appointment ID
Status

Description

Prescription
Prescription |D
Medicines Prescribed
Medical Test Prescribed

MedPresc
MedPresc ID
Consuming Instructions
Prescribed mg

Receipt
Receipt ID
Provider ID
ProvidedTo ID
Amount Paid

5 Proposed Framework

Transactions

Create Medical
Record

Grant Access to
Doctor

‘ Grant Access to Lab

Revoke Access From
Docor

Revoke Access from
Lab

Update Medical
Record

Confirm Appoinment

Consultation

Buy Medicine

Buy Medical Test

Fig. 7 Participants, Assets, and Transactions in Blockchain
Network

This section describes the proposed framework for se-
cure healthcare data management. Fig. 6 exhibits the
flowchart of the proposed framework that depicts the
overall working of a healthcare application that includes
various participants, i.e., patients, doctors, path labs,
and chemists, and their respective transactions. The
transactions help to update the assets within the sys-
tem.



A Blockchain-based Privacy-preserving and Access-control Framework for Electronic Health Records Management 11

Medical
Record
Asset

Wns_’

Ssef

e
Doctor  |—create:

Prescription
Asset
PathLab |—creates.

Chemist

reates.

Receipt
Asset

MedPresc
Asset

e
e S

Fig. 8 Interactions among the participants and assets along with desired operations

Issue New Identity

ID Name* DOCTOR B

Participant*
org.ehr.basic.Doctor#112

[ Allow this ID to issue new IDs ( #)

Create New

Cancel

Fig. 9 Screenshots of the UID allotment for a new blockchain user

5.1 System Design and its Implementation

The healthcare system is mainly designed from the busi-
ness perspective to highly secure medical data using
blockchain technology. Fig. 7 exhibits that the proposed
framework involved mainly three entities: Participants,
Assets, and Transactions; each entity has its own de-
scription in the network. The participants are patients,
doctors, pathology lab, and chemists. The assets are med-
ical records, appointments, prescriptions, medpresc, and
receipts. The following transactions are supported by
our proposed framework: create medical records, grant
access to doctors, grant access to labs, revoke access
from doctors, revoke access from labs, update medical

and participants with interaction in the blockchain net-
work. Relationships inside the system show how differ-
ent parties have access to a variety of transactions to
perform different operations.

5.2 Participants and their respective roles

In our proposed framework, there are four types of par-
ticipants, i.e., Patients, Doctors, Chemists, and Path-
Labs, to access the health records. Each participant
has a UID assigned by the system administrator for
their unique identification in the blockchain network.
Fig. 9 exhibits the screenshot of the UID allotment

records, confirm appointments, consultations, buy medicine, for a new blockchain user; here, we have registered a

and buy medical tests. Fig. 8 depicts the various assets

doctor as a new user with an ID name “Doctor A”
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Table 3 Participants’ roles and their respective Access Rights

Roles Access Rights

Admin Member

— Has full access to all users and system resources.
— Adds Participants to the blockchain network.
— Read, Create, Update, and Delete all participants’ information.

Doctor

— Read, Create, Update, and Delete his/her information.

— All Participants can see all doctors.

— A Doctor sees only the list of patients they are authorized to modify.
— Read, Update Medical records for which they have permission.

— Read, Create, Update Appointment.

— Read, Create, Update Prescription.

— Read, Create, Update MedPresc.

— Confirm an Appointment with the patient.

— Make Consultations for assigned patients.

Patient

— Read, Create, Update, and Delete their own participant Information.
— Read, Create and Update Medical records.

— Grant Access to Medical Records to Doctor and PathLab.

— Revoke Access to Medical records from Doctor and PathLab.

— Read all assets, i.e., Appointment, Prescription, MedPresc, Receipt.
— Create an Appointment with the Doctor.

— Buy Medicine from the Chemist.

— Buy a Medical Test from the PathLab.

PathLab

— Read, Create, Update, and Delete their own participant Information.
— All Participants can see all Labs.

— A Lab sees only a list of patients they are authorized to modify.

— Read, Update Medical records for which they have permission.

— Read Prescription.
— Read, Create Receipt.

Chemist

— Read, Create, Update, and Delete their own participant information.
— All Patients can see all Chemists.

— Read MedPresc.
— Read, Create Receipt.

and his UID assigned by the system administrator is
“org.ehr.basic.Doctor#111”. Each participant within the
system has different roles; the system administrator
grants access rights to each participant depending on
their role. The access rights are: create, read, and mod-
ify the records of the patients. The details of the afore-
mentioned participants’ roles and their respective ac-
cess rights are described in Table 3.

5.3 Operations

To achieve secure healthcare data management, our
framework facilitates several mechanisms that restrict
unauthorized access of data within the network; it also

imposes several policies to regulate the interaction through

different transactions among the participants and as-
sets. The screenshot of the supported transactions is
shown in Fig. 10. The assets are Medical records, Ap-
pointments, Prescriptions, MedPrescs, and Receipts and
are maintained using JSON files. The participants inter-
act with assets through a smart contract that also de-
fines a set of operations. These operations help in grant-
ing privileges on specified information of the healthcare
records. The smart contract supports a set of primary
functions to interact with the assets that are as follows:

— Create Medical Record: This function allows patients
to create their medical records by generating a record
ID on the blockchain network. Only Patients are
permitted to create Medical Records in the network.
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Fig. 10 Screenshots of the list

Blockchain
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Store Transactions

extension points
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<<include> IS

Create Medical
Record
Doctor A

Record

<<include>>

<<include>>

Patient A PathLab A

Buy Medicine
Create Receipt

<<include>>

Chemist A
Member A

Fig. 11 UML use case diagram for Basic Scenario

— Grant Access: This function allows patients to give
access rights to their medical records to the other
participants, i.e., Doctors and Pathology Labs. The
patient has to provide DoctorID/PathLabID and
the RecordID to give access to Medical Records.

— Update Medical Record: This function allows Pa-
tients and medical practitioners to make updates
to an already existing Medical Records.

— Revoke Access: This function allows patients to re-
voke privileges from Doctors and Pathology Labs
to access their Medical records. The patient needs
to provide DoctorID /PathLabID and RecordID to
revoke access rights.

of Transactions supported by the system

Blockchain

Create Appointment <<include>> Confirm Appointment

<<include>> EE

Doctor A

|~ Vishs Doctor

extension points
Grant Medical Record
Access

Update Medical
Record

Patient A

<<include>>

<<extend>>

Grant Medical Record Access

Fig. 12 UML use case diagram for Permissioned Scenario

— Confirm Appointment: This transaction is used to
get an Appointment by enquiring about the avail-
able appointment time of the doctor. The doctor can
confirm or decline the appointment request of a pa-
tient as per his/her schedule. The appointment asset
is stored to see the status of the appointment and
when the doctor updates the status then it shows
either “confirmed” or “declined”.

— Consultation: This function is used to record inter-
action between doctor and patient during an ap-
pointment. It allows doctors to prescribe medicines
and/or tests to the patient, in return the patient
is charged consultancy fees by the doctor. The fee
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Check Patient A's
permission

<<Extend>> -
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Z
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Delete Medical Record

Extension Points
Delete Patient B's Data
atient

Fig. 13 UML use case diagram for Purging Scenario

is updated in the patient’s debt. After successfully
implementing this transaction, the status of the ap-
pointment changes to “consulted”.

— Buying Medicine: This transaction is used to record
the purchase of medicines by patients from the as-
signed chemists. Whenever this transaction is in-
voked, the chemist provides the receipt and charges
the patient for the given medicines.

— Buying Medical Test: This transaction is used to
record medical tests conducted by a pathology lab.
Whenever this transaction is invoked, the pathology
lab provides the receipt, and a fee is charged to the
patient.

5.4 Scenario Design

We have considered the four different scenarios to anal-
yse the usefulness of the proposed framework. These
scenarios are Basic Scenario, Permissioned Scenario,
Purging Scenario, and Encryption Scenario.

5.4.1 Basic Scenario

Fig. 11 exhibits an overview of the basic scenario with
the help of a UML use case diagram. The participants
involved in this scenario are Member A, Patient A, Doc-
tor A, Chemist A, and PathLab A. We have considered

this scenario to compare alternative access control poli-
cies between a general user and a blockchain user (such
as patients, doctors, chemists, and path labs). The au-
thorized users are only able to examine/access data over
the blockchain, while everyone else/others are unaware
of any participants involved in the transactions. In addi-
tion, we use a strong hashing function and shared ledger
concept; both of them confirmed this scenario. A copy
of the transaction should be given to the participants
involved in the transaction as shown in Fig. 11. Member
A, Patient A, Doctor A, Chemist A, and PathLab A are
added as non-admin members on the blockchain. When
Patient A creates a medical record and grants access to
PathLab A then it is able to access Patient A’s medical
record. In a similar way, when Patient A buys medicines
from Chemist A, then Patient A and Chemist A will be
able to access the receipt. Meanwhile, Member A will
not be able to see the medical record or have any clue
about anyone on the blockchain because he is not a part
of the transaction initiated by Patient A.

5.4.2 Permissioned Scenario

Fig. 12 exhibits an overview of the permissioned sce-
nario with the help of a UML use case diagram. The
permissions’ range used to create, read, update, and
delete operations are tested. Patients, Doctors, Chemists,
and PathLabs all have distinct permissions based on the
situation, as given in Table 3. The purpose of this sce-
nario is to see how Fabric permissions may be used to
set up and manage authorizations and access control
for various sorts of users in the blockchain network.

5.4.83 Purging Scenario

Fig. 13 exhibits an overview of the purging scenario
with the help of a UML use case diagram. According
to this scenario, all patients should have total control
over their medical records, which includes the option
to grant/revoke access to their medical records as well
as the power to delete the records from the network.
The GDPR stipulates that a user’s right to be forgot-
ten must be respected. As shown in Fig. 13, Patient
A has granted permission to Doctor A and Doctor B
for accessing his/her medical records, but now Patient
A revokes access to his/her medical records from Doc-
tor A. In addition, Patient B is allowed to delete his
medical record from the blockchain.

5.4.4 Encryption Scenario

We use asymmetric key cryptography in this scenario.
The system administrator issues a pair of public and
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Algorithm 1 Creating and updating Medical Records

Require: A Doctor D, with their Dy,
Ensure: Updated medical record

1: procedure CREATEANDUPDATEMR(Dy, Dpkx)

The procedure of creating and updating Medical records

2

3 Py with Pprx creates MR,
4: Py — MRy (Dpgx)

5 For each user u, given access to MR,
6

if (Permission == "ALLOWED" and Role = "Doctor" or "PathLab") then

> Patient with his private key creates a medical record
> Patient Grants access to medical records using Doctor public key

> Algorithm

checks whether Access Control permission is ALLOWED or DENIED to access MR,

7: Dy ¢ Decrypt (Dprkx (MRy)) » Doctor decrypts Medical Record with his Private key

8: Dy — Update MR,(Ppix) > Doctor encrypts updated Medical Record with patient
public key

9: Py < Decrypt(Pprix (UHR,) > Patient decrypts updated Medical Record with his

Private Key
10: else if (Permission == "DENY") then

11: D, cannot view MR,
12: else

13: Nothing is happened
14: end if

15: end procedure

private keys to all the participants of the blockchain
network. We use Algorithm 1 to create new medical
records or to update/modify the existing medical records
of the patients. Table 4 exhibits the notations used in
Algorithm 1. Here, we assume that the number of par-
ticipants in the network is x, where x can be any pos-
itive integer. Algorithm 1 describes the steps involved
in the creation and updation of a medical record.

Table 4 Descriptions of different tests used in proposed
framework

Symbol Descriptions
P, Patient
D, Doctor
C. Chemist
PL, PathLab
MR, Medical Record
Ppix Patient Public Key
Pprka Patient Private Key
Dy Doctor Public Key
Dprka Doctor Private Key
UHR, Updated Health Record

6 Results and Discussion

This section presents an analytical discussion on vari-
ous executed scenarios in the blockchain environment
for healthcare application. We have validated our pro-
posed framework on different scenarios as described in

the previous section. We have developed and deployed
our prototype on a system Intel Core i5 processor with
8 GB of memory and Ubuntu OS (version 20.04.1LTS).
The prerequisites for installing Hyperledger Fabric and
Composer are Node 8.9 or higher, npm v5.x, Docker
Engine Version 17.03 or higher, Docker-Compose Ver-
sion 1.8 or higher, git 2.9.x or higher, Python 2.7.x. The
components necessary to set up the development envi-
ronment are composer-cli and other components like
composer-rest-server that helps in encryption and de-
cryption tasks. Composer Playground 0.19.20 and VS-
Code 1.51.1 are installed in order to create and execute
a business network. Finally, Hyperledger Fabric is in-
stalled to design our proposed framework for the health-
care application. Now, we discuss the evaluated results
on the basis of different performance parameters such
as privacy & security, adherence of regulations, and ac-
cesstbility and then compare our proposed framework
with the existing system/frameworks.

6.1 Privacy and Security

The proposed blockchain-based framework assures a
patient’s privacy by providing the flexibility for specify-
ing granular access control across his/her EHRs. More-
over, it considers access control mechanisms between
the users of the network by including smart contracts.
There is no way to access medical data by any entity
of the blockchain or malicious users without having ac-
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Doctar

PathLab
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ASSETS
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+ Create New Asset

This registry is empty!

To create resources in this registry click create new at the top of this page

MedicalRecord

MedPresc

Prescription

Receipt

TRANSACTIONS

All Transactions

Fig. 14 Screenshot of Doctor A has no access to Medical Records

@ Hyperledger Composer x =+

< C @ localhost:8080/test#

Submit Transaction

action e GrantAccessToDoctor

[ optional Properties

Just need quick test data? Generate Random Data

=]

v X
a > % 0O @ (update ;

Cancel

Fig. 15 Screenshot of Patient A grants medical record access to Doctor A

cess privileges. Even, doctors can only see the list of
patients, who have been granted access rights to their
medical records in the network.

Hyperledger Fabric is constructed according to access
policies that dictate access to the stores such as smart
contracts, transactions, and ledger through channels.
These channels consist of nodes in which the privacy
protection and confidentiality of medical records are de-
fined and it protects the medical records against various
security breaches like ransomware and similar kinds of
breaches. Even though, a blockchain network is decen-
tralized, does not have a single point of failure or cen-

tral repository for intruders to infiltrate and each node
has its own copy of the ledger. The notion of shared
ledger assures that data inside the system is true and
immutable at any moment. To assess the performance
of the proposed framework, we used the Hyperledger
Composer playground because the healthcare transac-
tion is recorded as a hash value in the blockchain net-
work. The analysis of the implemented prototype re-
veals that the proposed framework is tamper-resistant
against attacks.

As aforementioned, access control has been employed in
the basic scenario to limit resource usage to designated
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Fig. 16 Screenshot of Doctor A has access to the Medical Record
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Fig. 17 Screenshot of Doctor A can Update the Medical Record

roles (patients, medical practitioners, and medical insti-
tutions). A superficial degree of secrecy is maintained to
keep the personal information hidden from blockchain
members. Furthermore, the basic scenario demonstrates
two fundamental blockchain concepts, i.e., hashing and
shared ledger, to provide an appropriate level of in-
tegrity. Each transaction is hashed with SHA-2 which
assure users that the correctness and non-alteration of
the transaction. SHA-2 algorithm is more secure that
has never been breached; it is nearly hard for attackers
to change or fabricate a transaction that matches the
hash of a block in the blockchain transaction.

The permissioned scenario builds on the top of the
basic scenario by implementing multiple access rules
that ensure privacy among various blockchain partic-
ipants. The access of patients’ data in the blockchain
has drastically reduced by assigning separate permis-
sions and roles to different users to alleviate the risk of
data breaches. Fig. 14 exhibits a snapshot of the pro-
posed system which illustrates that Doctor A cannot
access any patient’s medical records without his con-
sent to access the records. Similarly, Fig. 15 exhibits a
snapshot of the proposed system in which Patient A has
granted access to Doctor A to access his/her medical
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records, and thereafter Doctor A can read and update
the medical records of Patient A as shown in Fig. 16
and Fig. 17 respectively.

In the Encryption Scenario, information is protected
from outsiders that ensures complete privacy and se-
curity of EHRs. Each block holds a hash of a transac-
tion, which will update in the future whenever an asset
gets modified. As a result, tampering with the ledger
is a computationally challenging task; it ensures that
all the assets are protected from any alteration. In ad-
dition, the rules and degrees of access control prohibit

v - = x
o > % 0@ @)

Cancel
Fig. 19 Screenshot of Patient removing Doctor ID: #111, from their Medical Record

participants from gaining access to health records with-
out the patient’s permission in the blockchain.

6.2 Adherence to regulations

The foundation of this work also complies with the
GDPR standards [31], which has been tested on the
basic and permissioned scenarios. Patients can view
their medical data as shown in Fig. 18, while patients
can restrict or remove data access rights from the Doc-
tor/PathLab as shown in Fig. 19 and a list of the suc-
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Fig. 21 Screenshot of Patient deleting his/her Medical Record

cessful transactions in the network is shown in Fig. 20.
Patients can also determine how long the Doctor /PathLab
has access rights to their medical records in the permis-
sioned scenario thereafter these rights will be revoked
automatically by the blockchain network (according to
the Right to erase policy). Although blockchain does
not permit removal or control shared data in the net-
work. Therefore, alternative access control rules are re-
quired to allow patients to give access rights to their
medical records. In accordance with the GDPR [31], the
right to access and right to restrict access ensure the
patient’s control over their medical records. Patients

RevokeAccessFromDoctor

UpdateMedicalRecord

GrantAccessToDoctor

CreateMedicalRecord

ActivateCurrentldentity

ActivateCurrentldentity

Participant
001 (Patient)

view record

111 (Doctor) view record

001 (Patient) view record

001 (Patient) view record

none view record

none view record

a > I:Ie Update D

should also be certain that unauthorized access to their
data is not permitted because the data solely belongs
to them.

The GDPR stipulates that individuals’ right to be for-
gotten which Purging Data Scenario analyzes and can
erase their own data in Composer, whereas other users
cannot delete someone’s medical records, as shown in
Fig. 21 and Fig. 22 respectively. Some blockchain ap-
plication developers advised that applications built on
Hyperledger should not store any sensitive documents
and personal data should be maintained in an off-chain
database to comply with legislation. As aforementioned,
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patients have total access control over their medical  whenever required. Prescribers utilize an easy user in-

records, therefore, deletion can be handled by denying  terface of the proposed framework to update medical

access to all other users of the blockchain network. histories through the decentralized ledger. Sometimes

healthcare practitioners can immediately lookup med-

ication histories of concern when a patient visits other

- medical facilities with proper consent from the doc-

63 Accessibility tor. These facilities do not need to collaborate with

a collection of privatized central repositories because

blockchain is decentralized in nature and can handle
all those issues very efficiently.

In the proposed framework, a patient is allowed to re-

quest an appointment from the available pool of doc-

Patients can access medical records, doctor’s prescrip-
tions, and receipts very easily from their individual ac-
counts under the proposed healthcare framework. Pa-
tients need their previous medication history frequently
or may take physical copies of their medical records
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@ Hyperledger Composer x4

€« C @ localhost:8080/test

Submit Transaction

confirmAppoint

[®] optional Properties

Just need quick test data? Generate Random Data

Fig. 24 Screenshot of Doctor A confirms the Appointment

@ Hyperledger Composer X  +

< C @ localhost:8080/test

Create New Asset

In registry: org.ehr.basic.MedPresc

[®] optional Properties

Just need quick test data? Generate Random Data

Fig. 25 Screenshot of Doctor A creating MedPresc Asset

tors in the blockchain and selected doctors have the
right to confirm or deny the appointment as per sched-
ule, as shown in Fig. 23 and Fig. 24 respectively. Sup-
pose, Doctor A confirms the appointment of patient A,
then Doctor A will create assets such as MedPresc, and
Prescription and also provide consultation to the pa-
tient, as shown in Fig. 25, Fig. 26, Fig. 27 and Fig.
28 respectively. Fig. 29 shows the scenario when Doc-
tor A provides consultation to Patient A, the status
of the appointment changes to consulted and Patient
A’s debt gets updated in the account. Similarly, the
interaction between intended Chemist’s/PathLab and

b e S

a > % 0O @ (update )

Cancel

- 2 X

~
aQ > & I:IG Update )‘

Cancel

patients get recorded to ensure accessibility for all the
participants on the blockchain and unauthorized users
are not aware about any of the user or transaction in
the network. The proposed framework also accommo-
date historical records for auditing, which keep track of
transactions made by the participants at any time and
it is also immutable for any user of the blockchain net-
work. All in all, the proposed framework provides all the
required functionalities and security to keep patients’
data safe and confidential from unauthorized access in
the blockchain networks for healthcare application.
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@ Hyperledger Composer x  + -
€ C  ® localhost:8080/test a > v O @ (update 1)
DOCTOR A
PathLab =
patient Asset registry for org.ehr.basic.Prescription + Create New Asset
ASSETS D Data
Appointment 31 | "
“$class": "org.ehr.basic.Prescription”, 7o
"prescriptionTd"
Insurance “isMedPrescribed”: true,
“prescribed”: [1,
MedicalRecord -
MedPresc ¥
I
Prescription
Receipt
TRANSACTIONS
All Transactions
Submit Tr:
Fig. 26 Screenshot of Doctor A creating Prescription Asset
@ Hyperledger Composer  x  + B
< C @ localhost:8080/test Q > w 0O GCUpdate H

Submit Transaction

consult

[ optional Properties

st eed quick et cata? Gensrate Random Daa cance

Fig. 27 Screenshot of Doctor A providing consultation to Patient A

Table 5 A comparative analysis of the proposed framework with existing blockchain-based frameworks

Models/Frameworks/ Confidential Data Security ~ Data Integrity  Patient—User Access Control
Systems Information Preference

Shen et. al. [47]
Dwivedi et. al. [14]
Rajpoot et. al. [45]
Jagadeesh et. al. [46]
Egala et. al. [15]
Wang et. al. [52]
Proposed Framework

AXKX XS X

SN X XSS
AN N N N N N N
SRUXKKN
AUX XX XXX
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Define Test

Asset registry for org.ehr.basic. Appointment

1D Data

"$class": "org.ehr.basic.Appointment",
91",

"appointmentId":

"status": "CONSULTED",
"isInsured": true,
"description": "Cataract”,
"group": "EYE",

PATIENT A v

+ Create New Asset

"assigned": "resource:org.ehr.basic.Doctor#lll",
"patient": "resource:org.ehr.basic.Patient#001",
"insuranceId": "resource:org.ehr.basic.Insurance#1l",

"consultanceFee”: 2500

Fig. 28 Screenshot of Status of Appointment changes to ” Consulted”

Define Test

Participant registry for org.ehr.basic.Patient

ID Data

"$class": "org.ehr.basic.Patient",
01"

"patientId": "eel",
"PatientMName": "Patient A",
"debt": 2500,

"disease": "EYE",

"gender” 1
"address”: "Shimla, H.P.",
"phoneNumber"”: "9891023049"

Fig. 29 Screenshot of Patient A’s debt gets updated

6.4 Comparison with existing healthcare
frameworks/systems

The proposed framework has been developed using the
Hyperledger composer by considering the aforementioned
policies that reduce the overall system overhead. To
provide a comparative analysis, we have evaluated the
existing blockchain-based healthcare systems by con-
sidering their strategies for designing security policies
[14,15,45-47,52]. Along with that we have conducted a
benchmark study to investigate the capabilities of our
framework with respect to the other existing systems
on the basis of various performance parameters such as
access control, confidential information, data integrity,
data security, and patient—user preference. Some sig-
nificant parameters are also considered to evaluate the
impact on the system performance during the analy-
sis and found that our framework is satisfying most of
the requirements that makes it more robust and reli-
able. Table 5 depicts the outcome of the proposed and
existing benchmark studies on the basis of various per-
formance parameters. From the discussion, we can con-

PATIENT A v

+ Create New Participant

clude that our proposed framework satisfies the most
of the significant quality parameters as required by the
secure healthcare data management system.

7 Conclusion and Future scope

In this work, we proposed a new access control frame-
work for the healthcare data management system using
access control mechanisms and encryption techniques.
The proposed framework is more secure, efficient, and
accessible between different participants such as pa-
tients, doctors, chemists, and pathology labs. We have
implemented this permissioned blockchain network us-
ing Hyperledger Fabric and Hyperledger composer in
a systematic manner. Using the consortium model, we
deployed smart contracts in blockchain technology to
create security policies so that patients have control
of the access rules of other stakeholders in the health-
care system. Furthermore, it offers significant potential
for ensuring the privacy, security, integrity, time effi-
ciency, and confidentiality of healthcare data, and gran-
ular access control management. The prototype pro-
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vides a blockchain-based application for healthcare data
management and fulfills certain fundamental require-
ments. In the future, firstly, we plan to make our frame-
work more user-friendly by integrating it with a rec-
ommendation system, to assign a rank to doctors and
pathology labs on the basis of their patients’ experi-
ence or satisfaction. Thereafter, the patients’ feedback
reveals to all stakeholders on the blockchain network
for effective recommendation to the patients. We can
also incorporate the policies to access EHRs in emer-
gency situations to grant access rights to doctors or
other stakeholders by the nominated members of the
patient.
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