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Abstract: 

Most of the wireless sensor networks are energy 

limited. To improve the lifetime of a network, the 

energy consumption should be reduced. Clustering is 

a proven technique that reduces energy consumption 

in WSNs. The energy can be saved by sending the 

collected information to the sink using the Cluster 

Head (CH) nodes. Fault tolerance is a crucial issue in 

WSNs, and one cluster head failure collapses the entire 

data communication. This paper presents a fault 

tolerance cluster-based routing technique. This paper 

aims to provide improved fault tolerance and data 

aggregation technique for clustered WSN using 

FTOR-ModPSO (Fault tolerance and optimal relay 

node with modified Particle Swarm Optimization). 

Here, the fault tolerance is achieved by selecting the 

backup cluster head (BKCH) for every cluster. The 

method consists of two phases. The network is 

categorized into clusters in the first phase whereas in 

the second phase, CHs and BKCHs are selected. Intra-

cluster communication happens between member and 

CH nodes. Aggregator nodes (AG) are used for inter-

cluster communication, and modified PSO identifies 

CH and AG's best relay.  The fault tolerance and 

packet delivery rate are increased with less energy 

utilization compared to other existing energy-saving 

protocols by implementing this method. 

Keywords: Fault tolerance, Backup Cluster heads, 

Inter-cluster data aggregation, Aggregator nodes, 

Energy Consumption.

1. Introduction 

A significant role is played by WSNs in the 

21st century [1]. A huge amount of 

increasingly significant applications is run by 

WSN. The deployment of lower cost, battery-

powered sensor nodes is done physically in a 

region for collecting beneficial data as well 

as transmitting it via wireless links towards 

the sink nodes. Communication is performed 

within the sensors in a direct or an indirect 

way with the sink. Controlled energy 
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resources are allotted to the nodes where the 

major issues of WSNs are represented. The 

energy is conserved, and the lifespan of the 

network is prolonged by considering the 

significant factors such as energy 

effectiveness, robust self-association, 

clustering, as well as routing protocols which 

ensure appropriate network operations. Also, 

a little imperfection is presented by WSNs 

due to the respective constrained buffering 

characteristics in addition to the computing 

sources. Fig. 1 represents the architecture of 

problem formulation in WSN. 

Fig. 1. CH failure and interruption in 

data communication. 

Direct communication by the sink node for 

longer distances [2], [3], [4], [5], [6] is 

inhibited by the constrained energy as well as 

the communicating abilities of a sensor node. 

Thus, a multihop communication model is 

followed by the transmission of information 

from the source sensor node towards the sink 

node. Establishing a new energy-balancing 

routing path where network lifespan is 

increased is the major issue in this situation. 

A quality of service (QoS) guarantee [7-11], 

[12], [13] is required by several mission-

critical and real-time implementations 

besides the increment in the lifetime of the 

network. Moreover, safety is a major 

challenge in WSNs since the neglected 

activities as well as the undependable render 

sensor nodes are exposed to attacks [3], [12-

13], [14-15]. 

The presentation of several power-saving 

approaches was made during the last decades. 

The author has begun the investigation of the 

physical layer towards the link layer as well 

as later towards the network routing layer on 

the basis of the data-accessing schemes [16]. 

Several authors have proposed various 

clustering protocols [17]. Setup phase as well 

as steady state phase are the two techniques 

obtained by separating data sensing, 

aggregation, and transmitting phases. The 

data is systematically perceived as well as 

relayed by the cluster member nodes to a CH. 

The distribution of wireless media is 

conducted among several nodes within the 

Base station  

 Cluster heads 

  Sensors 

  Failed CH 



cluster. The scheduling of the data 

aggregation is established by the CH and is 

conveyed to the overall participant nodes. A 

TDMA access method is used to implement 

the aggregation procedure. The data 

reduction is realized by the CH and the 

compression procedures for decreasing the 

size of the data as well as progressing to the 

BS is applied.  

The disadvantages of reliable and energy-

efficient multi-hop LEACH-based clustering 

protocol [26] for WSNs is the increase in the 

routing overhead because of the multi-hop 

routing method, in addition to increased re-

clustering with the increase in 

communication. The drawbacks in ant colony 

optimization (ACO)-based QoS aware 

energy balancing secure routing procedure 

[27] for WSNs are that it doesn’t require the 

repairing technique when a path fails, and 

routing overhead is increased in this 

approach because of the presence of several 

metrics in selecting a route. The recovery 

technique during a CH failure is not required 

and the overhead is increased due to the 

presence of several factors in selecting a CH 

within the energy-efficient QoS-aware 

intelligent hybrid clustered routing protocol 

[28] which are the drawbacks to this 

approach. The drawbacks in probability-

based cluster head selection and fuzzy 

multipath-routing for extending the lifespan 

of WSNs [29] are the occurrence of path 

failure by ignoring the construction of the 

routing path and the absence of a recovery 

technique when a path failure occurs. 

To address the aforementioned issues, here 

we introduce a new fault tolerance technique 

with improved data aggregation and relay 

selection technique. Two different phases 

involve in the proposed technique such as 

fault tolerance routing and fault tolerance 

clustering. By using criteria including delay 

between the number of neighbors and nodes, 

probability value, distance to BS, and 

residual energy, the selection of CHs is made 

in the first phase. In the setup phase, BKCHs 

are chosen in addition to the CHs. Two levels 

are included in the fault tolerant routing such 

as inter-cluster routing and intra-cluster 

routing. The data from the member nodes is 

aggregated by CH in intra-cluster routing. By 

using PSO functions, the efficient path 

among CHs towards the aggregator node is 

estimated in inter-cluster routing.  

The proposed mechanism provides fault 

tolerance in the following two conditions. 1. 

Fault tolerance when CH fails. 2. Fault 

tolerance when the route fails. When the CH 

fails, the data transmission occurring in the 

network is disturbed and there are huge 



chances of the data being dropped without 

reaching their estimated destination. This 

will lead to serious problems where the data 

are sensitive and need to be processed on 

time, so there must be a solution to address 

this issue. Also, data transmission can be 

disturbed by transmitting the data packets 

through inappropriate relay nodes. Our 

proposed fault tolerance mechanism 

addresses these issues using backup CHs and 

efficient relay node selection. The backup 

CHs are selected using multiple metrics like 

residual energy, distance to BS, probability 

value, delay between the nodes and number 

of neighbors. To reduce the overhead caused 

by data aggregation in every CHs, our 

method introduces a special node called 

Aggregator for data aggregation. Also, to 

manage the route failures during data 

transmission, the FTOR-ModPSO ensures 

the fair selection of relay nodes using fitness 

evaluation of the nodes.  

The contribution and advantages of the 

proposed protocol: 

 The backup CHs are selected using 

multi-level parameters such as 

distance, energy and delay between 

the nodes. 

 Data aggregation performs by the 

Aggregator nodes for every CH, so 

the overhead incurred to CHs due to 

aggregation is drastically reduced. 

 The minimized overhead optimized 

the energy utilization rate in both 

sensor nodes and their respective 

CHs. 

 The appropriate relay node selection 

mechanism ensures a reliable path 

between the communicating nodes; 

therefore, the possibility of data drops 

due to route failure is avoided. 

 This improves the overall data 

delivery rate and energy utilization in 

the sensor nodes.  

 The proposed method provides fault 

tolerance in case of CH failure and 

ensures an uninterrupted data 

transmission using backup CHs. 

 Inter-cluster data aggregation is 

improved using Aggregator nodes 

with reduced energy consumption. 

 A modified PSO algorithm selects the 

suitable relay nodes and reduces the 

communication overhead.

  Using the fault tolerance mechanism, 

the data delivery rate and energy 

utilization is improved. 

In sum, the scope of this paper is providing a 

light-weight and effective fault tolerance to 



WSNs by introducing and backing up CHs as 

fault tolerance for clustering where the data 

are aggregated by special Aggregator nodes 

which reduce the overhead at the SINK level. 

Data communication is managed by PSO and 

TDMA is used for further data scheduling 

between the nodes during data aggregation.  

The remaining part of the paper is organized 

as follows: The relevant research for the 

proposed work is explored in Section 2. The 

proposed protocol architecture, the TDMA 

schedule, modified PSO relay selection, 

routing phase (intra-cluster routing and inter-

cluster routing), redesigned CH selection 

criteria, and clustering phase have been 

described in Section 3. The proposed 

approach with experimental results discusses 

in Section 4 and finally, the proposed work 

concludes in Section 5.  

2. Literature survey 

The advantages of node energy 

heterogeneousness within WSN by the 

EEHC (energy-efficient heterogeneous 

clustered) protocol design is considered by 

Kumar et al., [18] on behalf of a tri-level 

network. A CH is selected by it depending 

upon the residual energy of sensor node via a 

probability threshold operation. EEHC is 

outperformed by means of a heterogeneous 

approach compared to LEACH with respect 

to the enhancement of the lifetime of the 

network. Moreover, an energy model is 

proposed by Sharma et al., [19] and a traffic 

& energy-aware routing (TEAR) is presented 

to refine the stability interval if assumes that 

the arbitrary initial energy includes in the 

sensor nodes. The limitations of the 

complication in the systems is prevailed by 

the variations in the origination rate of traffic.  

Dutt et al., [20], Tanwar et al., [21, and Hong 

et al., [22] have been proposed Efficient and 

Dynamic Clustering Scheme (EDCS), 

Automata-based Multilevel Heterogeneous 

Routing (LA-MHR), and Cluster-head 

Restricted Energy-Efficient Protocol 

(CREEP) methods correspondingly as a part 

of the heterogeneous clustering networks. 

The reduction of several CHs for one round 

is reduced by CREEP for improving the 

lifetime of the network using the 2-stage 

heterogeneity. The lifespan of the network is 

upgraded by the outcome of the comparison 

between the mobile and the stationary 

HWSN situations. A multilevel 

heterogeneous node model depending on 

automatic learning is introduced by LA-

MHR. The employment of an S-model 

dependent learning procedure is done by 

selecting a CH while operating LA-MHR. 

Moreover, the CHs are elected by assigning 

the cognitive radio spectrum by the BS. The 



lifespan of the network is evaluated at the end 

by considering the whole problem. 

A cluster-tree topology control based on the 

energy forecast (CTEF) was developed by 

Hong et al., [23] on behalf of network load 

balancing in addition to the savage of the 

energy when the various features such as 

PLR and link reliability are considered. The 

application of a central theorem as well as log 

normal distribution techniques is made by an 

accurate prediction of the mean energy of the 

network along with a traditional CH selection 

technique. The cluster formation in regard to 

the variation between the ideal and actual 

average residual energy is determined.  

An energy-aware QoS routing protocol 

(EQRP) clustering method is proposed by 

Faheem and Gungor [24]. The effective bird 

mating optimization (BMO) impacted this 

approach on the basis of the reliable 

framework. The reliability of the network and 

the throughput is enhanced, the excess packet 

retransmission is reduced, the packet delivery 

ratio is improved, and the end-to-end delay is 

reduced by this routing protocol. 

An intelligent modified chain model is 

presented by Mishra et al. [25]. Increasing 

the lifespan of the network is the main 

objective of this method which is obtained 

using PEGASIS with the selection of a CH 

nearer to a BS. Moreover, the transmission of 

data is done for BS via the participants of the 

overlapping chain technique.  

AI-Sodairi et al., analyzed the efficiency of 

low-energy adaptive clustering hierarchy 

(LEACH) as well as LEACH-based protocols 

within the extension of the energy-

constrained lifespan of WSNs. Energy 

consumption is reduced and balanced by 

proposing an increased LEACH clustering 

protocol named enhanced multi-hop LEACH 

which allows the enhanced packet delivery in 

addition to the lifespan of the network within 

WSNs. Moreover, the shortcoming of 

LEACH protocol is presented in this 

approach. Initially, the novel rules to select 

the CH in addition to the round time 

calculating depending upon residual energy 

is introduced in this approach. Later, the 

integration of multi-hop communication is 

done within WSN with the help of two 

operating techniques such as leveling and 

generic multi-hop routing [26].  

Rathee et al., [27] proposed a QoS-aware and 

energy-balancing secure routing (QEBSR) 

technique with the help of ACO for providing 

an additional integrated overview of WSNs 

which was the development of the enhanced 

heuristics to calculate the end-to-end delay of 



transmission in addition to the trust factor of 

nodes upon a routing path.  

Singh et al., proposed a multi-objective 

clustering scheme [28] to achieve the 

optimized consumption of energy, lifespan of 

a network, network throughput in addition to 

optimizing the delay of the network. The 

formulation of a fitness function is made for 

the heterogeneous and homogenous WSNs. 

An optimal CH is selected by using the 

fitness function for energy reduction in 

addition to the CH balancing. Depending 

upon the fitness function, the introduction of 

a novel hybrid clustered routing protocol.  

Robinson et al., proposed a novel power-

aware routing technique [29] on behalf of 

WSNs dependent on the threshold rate and 

fuzzy logic with a view to enhance the 

effectiveness of energy. The selection of CHs 

is made on the basis of the probability values 

of each node within WSN, and these are 

computed out of a single node’s residual 

energy. The mean energy of the overall 

network at the present stage is calculated by 

using the cumulative residual node energy. 

Using multi-hop communication, fuzzy 

control is used to send the collected data out 

of the CH towards sink. The three factors 

considered by fuzzy control are the node’s 

queue length, the distance between a node 

and BS, and the residual energy of the node. 

From the above literature surveys, we 

observe that there is lack of a reliable fault 

tolerance technique which can balance the 

trade-off between fault tolerance and 

efficient routing. Some of the previously used 

fault tolerance protocols performed well in 

providing efficient fault tolerance in faulty 

environments but failed to address the issue 

of efficient data communication by selecting 

the optimal relay nodes, resulting in excess 

and unwanted consumption of resources. 

Here, in this paper, we provided an efficient 

solution that takes care of this trade-off. In 

this work, the fault tolerance in case of CH 

failure is handled by the selected BKCHs and 

a modified particle swarm optimizer is used 

for efficient relay selection that chooses the 

relay nodes based on node fitness evaluation 

parameters.  

3. System model 

Problems emerge while providing fault 

tolerance-based routing because of the 

limitations that exist in WSNs. Constrained 

battery capability, undefined locations, 

abundance, and a random scattering of nodes 

are considered specific issues in designing 

the routing protocol. Here we introduce the 

FTOR-ModPSO as proposed model. Fault 



tolerance clustering and fault tolerance 

routing are the two stages in this approach. 

The selection of CHs is made in this initial 

stage based on certain factors such as residual 

energy, distance to BS, probability value, the 

delay between the nodes, and the number of 

neighbors. The selection of BKCHs is done 

along with CHs within the setup phase. Intra-

cluster routing and inter-cluster routing are 

included in the fault-tolerant routing within 

the 2nd stage. CH aggregates the data out of 

the participant nodes within the intra-cluster 

routing. Moreover, the PSO functions are 

used to determine the effective path amongst 

CHs within the inter-cluster routing. Figure 2 

represent the block diagram of proposed 

system. 

Fig. 2. Block diagram of proposed system 

3.1 Clustering phase:

Dividing the network nodes within the 

clusters and assigning a CH on behalf of 

every CH receiver is the main objective of 

this phase. The data is later combined by the 

nodes and is transmitted towards the 

destination. Distance to BS, residual energy, 

probability value, the delay between the 

nodes, and neighbors' number are the 

parameters considered in selecting a CH. 

Therefore, the selection of CH is made when 

a single node fulfills the selection parameters. 

The following equation (1) is used to 

calculate the distance among the nodes as 

well as BS: 𝐷𝑖𝑠𝑡𝑖,𝑠𝑖𝑛𝑘 =√(𝑋𝑠𝑖𝑛𝑘 − 𝑋𝑖)2 + (𝑌𝑠𝑖𝑛𝑘 − 𝑌𝑖)2     (1) 

Where 𝑋𝑠𝑖𝑛𝑘 , 𝑌𝑠𝑖𝑛𝑘 and 𝑋𝑖, 𝑌𝑖 indicate the 

locations of BS and node respectively.  

In the network area, the energy consumption 

pattern of common sensor node and cluster 

head are different. The common nodes are 

transmitting the sensed data to their own 

cluster heads through their own slots. The 

constant data length L is used for 

transmission. Therefore, the energy 

consumption of common node on 

transmitting the data is given by equation (2), 𝐸𝑛𝑒𝑟𝑔𝑦(𝑛) = 𝐿 ∗ 𝐸𝑒𝑙𝑒𝑐 + 𝐿 ∗∈𝑓𝑠∗  𝐷𝑐ℎ     (2)
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Here, L is data length, 𝐸𝑒𝑙𝑒𝑐 is the expected 

energy dissipation by the radios in transmit or 

receive mode, ∈𝑓𝑠 is the acceptable bit error 

rate based on data length L and 𝐷𝑐ℎ is the 

distance from the sensor node to its CHs

The sensor nodes’ average residual energy 

during the current round is calculated based 

on the following equation (3)  𝐸(𝑟𝑒𝑠) =  
∑ 𝐸𝑛𝑒𝑟𝑔𝑦 (𝑛)𝑁𝑁             (3)  

Where, ∑ 𝐸𝑛𝑒𝑟𝑔𝑦 (𝑛) = total energy of the 

sensor nodes and NN is the total number of 

alive nodes in the network.  

The BKCH nodes are selected based on these 

conditions: Centroid of the nodes and the 

probability value between 0 & 1. The nodes 

(other than the previously selected CH nodes) 

which satisfy these conditions are selected as 

BKCH.  

The center relevant to each cluster is 

determined in this stage. On the basis of 

distance from the centroid, Backup Cluster 

Head is selected. WSN of nodes are assumed 

by x which is divided into n clusters 

{𝑐1, 𝑐2, … . 𝑐𝑛} such that 𝑐1 ∪ 𝑐2 ∪ … . . 𝑐𝑘 = 

{𝑥1, 𝑥2, … . 𝑥𝑘} and 𝑐𝑖  ∩  𝑐𝑗 = Ω. In equation 

(4), the center of cluster groups or mean is 

assumed by 𝑐𝑛. 𝑐𝑛 =  
1𝑁 ∑ 𝑥𝑖𝑥𝑖 ∊ 𝑐𝑘                       (4)             

The minimization of total Euclidean distance 

between cluster members and backup cluster 

head is the objective function of determining 

the centroid. The minimum distance 

formulae algorithm is used in this process 

that helps to minimize the sum of distances 

from each sensor node to its cluster centroid. 

Until the sum can’t be reduced further, it 

moves sensor node between clusters. A set of 

clusters that are well-separated and compact 

as possible is resulted.  𝐼{𝑐1, 𝑐2, … . 𝑐𝑛} =  ∑ ∑ 𝐷( 𝑥𝑖 −  𝑐𝑘 )𝑥𝑖 ∊ 𝑐𝑘𝑛𝑘=1
(5) 

Where, D( 𝑥𝑖 − 𝑐𝑘 ) is the Euclidean 

distance between𝑥𝑖 𝑎𝑛𝑑 𝑐𝑘 . With this above 

equation (5), the sensor node which is the 

least distance from centroid will be allocated 

for each clusters as Backup cluster head.  

The centroid of the nodes is calculated using 

the below equation (6) 

𝐶𝑒𝑛𝑡𝑖 =  
𝐷𝑖𝑠𝑡𝑖,𝑠𝑖𝑛𝑘+ √(𝑋𝑖−𝑋𝑗)2+ (𝑌𝑖−𝑌𝑗)2𝑁

(6) 

Here 𝐷𝑖𝑠𝑡𝑖,𝑠𝑖𝑛𝑘 denotes the node i’s distance 

between the node and BS, (𝑋𝑖, 𝑌𝑖) and (𝑋𝑗, 𝑌𝑗)

are the X, Y positions of the nodes I, j, N is 

the value of total number of nodes in the 

network.  



In the first phase, the respective positions are 

detected by the nodes with the help of GPS, 

and nodes within the respective 

communication range are informed with the 

transmission of a Hello packet, including the 

individual ID and location (Xi, Yi). The 

respective neighbor’s data is stored within a 

table named as neighbors table by the nodes 

after the arrival of the 'Hello' packets from 

neighbors. Later, the data is counted and 

stores the number of the received packets 

within variable n for identifying the several 

neighbors. The respective individual 

positions are informed to the nodes with the 

help of GPS and known BS locations. 

Accordingly, the calculation of the distance 

among the BS as well as the nodes is done. 

The nodes estimate the current delay between 

the nodes by probing the links. The 

individual estimation values are sent by the 

nodes towards the respective neighbors via 

an advertisement packet to calculate such 

multiple factors. The nodes know the 

individual estimation values regarding 

individual neighbors. Therefore, the 

individual estimation values are compared by 

them with other values, and the selection of 

the CH is made when a node fulfills the 

abovementioned conditions. For BKCH 

selection, the nodes start estimating the 

centroid and the probability values in the next 

round. The nodes share these estimations 

with their non-CH neighbors and compare 

the estimations. The nodes which satisfy the 

criteria are selected as BKCH. The result of 

the CH selection & the BKCH selection will 

be updated to the sensor nodes using the 

beacon messages. The following figure 3 

represents the beacon format for eligible Ch 

and BKCH selection. 

Fig. 3. Beacon format 

3.2 Routing phase: 

Intra-cluster routing: After selecting the 

CHs and BKCHs, the next stage is routing. 

The sensor nodes must deliver the sensed 

data to BS in anyways. Usually, in clustered 

environments, the information out of the 

member nodes is aggregated by the CHs. 

This information is then forwarded to the BS.  

The traffic within the network, as well as the 

congestion, is reduced by this approach 

drastically. By taking advantage of this 

aggregation technique, in our protocol, the 

elected CHs aggregate the information from 

the member nodes using the path discovered 

by the routing protocol.  

Inter-cluster routing: In inter-cluster 

routing, the CH nodes share the aggregated 

data to the BS node for further analysis. In 

PKT TYPE CH-ID BKCH-ID 



traditional clustered environments, the CH 

node directly establishes the connection to 

the BS irrespective of the situation. Suppose 

multiple CH nodes are connected with the BS 

concurrently, the overhead of the BS is 

increased. To avoid that, we introduce 

AGGREGATOR nodes (AG), which 

aggregate the CH nodes' data and share it 

with BS. By this, the overhead in BS is 

avoided. To establish the connection and 

select the best relay nodes between AG nodes 

and CH nodes, the routing protocol's relay 

selection procedure is modified by PSO 

functions.  This PSO method calculates the 

nodes' fitness and selects the best fit relay 

node based on Particle Best (PBEST) and 

Global best (GBEST) values. The particle 

best & the global best values are updated as 

follows 

𝑃𝑏𝑒𝑠𝑡𝑖 =  {𝑃𝑖 𝑖𝑓 (𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑃𝑖) <  𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑃𝑏𝑒𝑠𝑡𝑖))𝑃𝑏𝑒𝑠𝑡𝑖 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
The global best value can be updated as 

follows 

𝐺𝑏𝑒𝑠𝑡𝑖 =  {𝑃𝑖 𝑖𝑓 (𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑃𝑖) <  𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝐺𝑏𝑒𝑠𝑡))𝐺𝑏𝑒𝑠𝑡 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
ModPSO relay selection: The PSO routing 

technique's development is done based on the 

centralized technique, and the main objective 

is presented below. The bootstrapping 

procedure is performed by every sensor node 

and AG initially, in which the exclusive IDs 

are allocated to each node by BS. Later, the 

individual IDs are broadcasted by the sensor 

nodes as well as the AGs. Every AG collects 

the overall sensor nodes' IDs and the CHs 

with the high and low communication range. 

The setup phase, in addition to the steady-

state phase, is included in the network setup. 

AG is used to set up the final route within the 

setup phase with this technique's help. The 

information regarding the respective 

succeeding hop CH is provided to the overall 

CHs during the route setup phase to AG. The 

data out of the respective member sensor 

nodes is received, aggregated, and forwarded 

towards AG by CHs within every round.  

Since our aim is fault tolerant energy efficient 

routing, the PSO’s fitness function is 

modified to choose the nodes based upon the 

fitness function in addition to residual 

energy. The modified fitness function of the 

proposed protocol is shown in equation (7),  𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑖) =  √(𝑋𝑖 − 𝑋𝑗)2 +  (𝑌𝑖 − 𝑌𝑗)2 +𝐸𝑟𝑒𝑠𝐸𝑐𝑜𝑛                             (7) 

Here, in  
𝐸𝑟𝑒𝑠𝐸𝑐𝑜𝑛, 𝐸𝑟𝑒𝑠 is the residual energy of 

the nodes, 𝐸𝑐𝑜𝑛 denotes the consumed energy 

level of the nodes. This estimation gives the 

lifetime of the node as result and it is 

considered for fitness calculation. 𝐸𝑐𝑜𝑛 Can 

be calculated based on the number of packets 



received, the energy consumed during 

receiving. It can be expressed as follows in 

equation (8) 𝐸𝑐𝑜𝑛 =  𝑁𝑃𝐿 ∗  𝐸𝑟 + 𝐸𝑇
(8) 

Here, 𝑁𝑃𝐿 represents the total number of data 

packets received at the data length of L, 𝐸𝑟 is 

the energy consumption of the sensor nodes 

due to receiving and 𝐸𝑇 denotes the energy 

consumed due to transmitting the data to the 

next hop nodes. 

Due to this modification, the relay node with 

high lifetime is selected. This improves the 

data delivery rate in long duration 

communications.  

Since our objective is to find out the optimal 

relay nodes for efficient data transmission. 

This can be possible by evaluating the fitness 

of the sensor nodes based on the distance and 

the energy availability at each sensor node. 

Therefore, it can be expressed as follows in 

equation (9) 𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒: 𝑂𝑝𝑡𝑖𝑚𝑎𝑙 𝑟𝑒𝑙𝑎𝑦 =𝑏𝑒𝑠𝑡{𝑓𝑖𝑡𝑛𝑒𝑠𝑠(𝑛) | 𝑛 ∈ 𝑁}  (9) 

Fault tolerance: If the CH of a cluster is failed 

during the steady phase then the member 

nodes select BKCH toward the BS to 

continue its operation. The failure can be 

detected by a sensor node if it does not reach 

the CH during data transmission. After that 

the member node joins a BKCH the data 

transmission resumes until the end of the 

transmission.  

3.3 Algorithm setup for FTOR-ModPSO: 

Algorithm for CH selection 

Input: 𝑑𝑖 ,𝑠𝑖𝑛𝑘= distance between the nodes and BS;  𝐸𝑟𝑒𝑠 = 

residual energy of node i 𝑑𝑒𝑖 = delay of the node i; 𝑃𝑟𝑜𝑖  = probability of node i;  

Output: cluster head list CH[i] 

## 

Step 1: For all the nodes 𝑛
Step 2: Calculate 𝑑𝑖 ,𝑠𝑖𝑛𝑘
Step 3: Calculate 𝑑𝑒𝑖
Step 4: Estimate 𝑃𝑟𝑜𝑖
Step 5: If (𝑑𝑖 ,𝑠𝑖𝑛𝑘(n) < 𝑑𝑖 ,𝑠𝑖𝑛𝑘n+1) && 𝑃𝑟𝑜𝑖(n) > 𝑃𝑟𝑜𝑖
(n+1)) 

Step 6: If (𝑑𝑒𝑛 < 𝑑𝑒𝑛+1) 

Step 7: CH[i] = n 

Step 8: Else 

Step 9: CH[i] = n+1 

Step 10: End for 

Step 11: For all the nodes 𝑛
Step 12: If n ε CH[i] 



Step 13: Informs about its CH election to other nodes 

Step 14: Else 

Step 15: Joins with the nearest CH as cluster member 

Step 16: End for 

Algorithm for BKCH selection 

Input:  𝑑𝑖 ,𝑠𝑖𝑛𝑘= distance between the nodes and BS;   𝑑𝑖 ,𝑗= distance between the nodes I and j;  𝐶𝑒𝑛𝑡𝑖  = centroid of node I; 𝑃𝑟𝑜𝑖  = probability of node i;  

Output: 

BKCH[i] = Backup cluster head list 

## 

Step 1: For all the nodes 𝑛
Step 2: Calculate 𝑑𝑖 ,𝑠𝑖𝑛𝑘
Step 3: Estimate 𝑃𝑟𝑜𝑖
Step 4: If (𝑑𝑖 ,𝑠𝑖𝑛𝑘(n) + 𝑑𝑖 ,𝑗 (n) ) < (𝑑𝑖 ,𝑠𝑖𝑛𝑘(n) + 𝑑𝑖 ,𝑗
(n+1)) 

Step 5: If (𝑃𝑟𝑜𝑖(n) > 𝑃𝑟𝑜𝑖 (n+1)) 

Step 6: CH[i] = n 

Step 7: Else 

Step 8: CH[i] = n+1 

Step 9: End for 



Fig. 4. Flowchart of CH and BKCH selection 
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Algorithm for ModPSO relay selection 

Input: 𝑃𝑖= total participating particles 𝑓𝑖 = fitness of the particles 𝐸𝑟𝑒𝑠 = residual energy; 𝐸𝑐𝑜𝑛  consumed energy; 𝐿𝑇𝑖  = 

lifetime of node I; 𝑃𝑏𝑒𝑠𝑡 = particle best of node I; 𝐺𝑏𝑒𝑠𝑡 = Global best of 

node I;  

Output: 

NR = next relay 

## 

Step 1: For all the nodes 𝑛
Step 2: Calculate 𝑓i of all particles 𝑃𝑖
Step 3: Estimate𝐸𝑟𝑒𝑠, 𝐸𝑐𝑜𝑛
Step 4: Calculate 𝑑𝑖𝑠𝑡𝑖
Step 5: Calculate 𝐿𝑇𝑖 =  

𝐸𝑟𝑒𝑠𝐸𝑐𝑜𝑛
Step 6:                𝑃𝑏𝑒𝑠𝑡 = 𝐿𝑇𝑖
Step 7:              𝐺𝑏𝑒𝑠𝑡  = {max[𝑃𝑏𝑒𝑠𝑡]}

Step 8: End 

Step 9: For all the nodes 𝑛
Step 10: If (𝐺𝑏𝑒𝑠𝑡𝑃𝑖 >  𝐺𝑏𝑒𝑠𝑡𝑃𝑖+1) 

Step 11: NR = 𝑃𝑖

Step 12: Else 

Step 13:  NR = 𝑃𝑖+1

Step 14: End for 

Fig. 5. Flowchart of Modified PSO 
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4. Results and Discussion 

For both routing failure and CH failure, fault 

tolerance is provided by the proposed 

mechanism that solely depends on a modified 

PSO algorithm to choose BKPCHs and an 

optimal CHs for fault tolerance. At the CH 

level, the aggregation of data is performed 

and aggregators utilize for reducing the 

congestion and communication overhead. In 

this section, the proposed technique of 

FTOR-ModPSO is evaluated and the 

efficiency is validated by comparing it with 

the two existing techniques such as EM-

LEACH [26], QEBSR [27], QOS-IHC [28], 

and ML-SEEP [29]. To implement these 

methods, a similar simulation environment is 

utilized. For the simulation of energy 

parameters, the NETWORK SIMULATOR-

2 is used. Different parameters like packet 

delivery ratio, overhead, throughput, energy 

consumption, and an end-to-end delay are 

analyzed based on the simulation results.  

4.1 Simulation Environment 

A square area of 1000 × 500 m is considered 

to perform the simulation in which the 

deployment of the sensors is done in a 

random way. The location of a sink node is 

within the center of a sensing area where the 

deployment of the nodes is performed 

accidentally. Table 1 demonstrates the 

network parameters. Table2 shows the 

performance comparison between different 

protocols in a 1000mx500m sensor field. 

Table1: Simulation parameters 

PARAMETER VALUE 

Application traffic  CBR 

Transmission rate 1024 bytes/ 0.5ms 

Radio range 250m 

Packet length 1024 bytes 

Routing Protocol AODV 

Simulation time 100s 

Number of sensor nodes 50 

Area length  1000 x500 

Transmission Protocol  UDP 

Initial Energy 100j 

BKPCH 4 

Clusters 4 

4.2 Graphical analysis 

Table2: A performance comparison between 

different protocols in a 1000 m x 500 m 

sensor field 

Protocol Lifetime Total Energy 

Consumption 



EM-LEACH 

[26] 

88.578 11.422 

QEBSR [27] 90.334 9.666 

QOS-IHC 

[28] 

90.902 9.098 

MLSEEP [29] 91.866 8.134 

FTOR-

ModPSO 

92.714 7.286 

Fig. 6. Analysis of Delay 

The data should be aggregated and delivered 

to the targeted receivers on time for further 

escalation. In the existing protocols, the 

absence of the fault tolerance and improper 

forwarder node selection leads to 

retransmissions often, which results in a high 

delay between the sensor nodes. The 

proposed protocol avoids unnecessary factors 

such as high hops and high data traffic that 

affect the data delivery between the nodes.  

The result shows that the proposed protocol 

has a lesser delay than previously proposed 

protocols in the given time.  Figure 6 shows 

the end-to-end delay of the overall network. 

Fig. 7. Energy Consumption 

Energy is vital for the sensor nodes for 

continuous operation. Sensor networks are 

limited energy networks. The optimized 

usage of energy gives a longer lifetime. There 

are no proper data aggregation techniques 

presented in the existing protocols that 

reduce the communication overhead, which 

increases the overall energy consumption 

ratio. Our proposed method's fault tolerance 

mechanism alleviates factors such as 

retransmission and wrong path and improves 

overall energy consumption using effective 

data aggregation techniques. The result 

proves that the energy consumption rate is 

comparatively lesser than the conventional 

protocols.  Figure 7 shows the graphical 

representation of energy consumption. 
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Fig. 8. Network Performance 

The division of clusters and the fine selection 

of CHs using multiple relevant parameters 

make CHs easily accessible by the member 

nodes. In the existing works, the unexpected 

congestion due to the sensor nodes' burst 

traffic is not addressed effectively. Thus, the 

throughput ratio is affected drastically. 

Aggregator nodes and PSO usage ensure 

seamless data delivery across the network, 

helping the proper data delivery without 

much interruption. The result proves that the 

proposed approach delivers the data more 

reliable than the previously proposed 

protocols. Figure 8 represents the network 

performance. 

Fig. 9. Routing overhead 

The amount of control packets required for 

the network operation decides the network's 

overhead, representing in figure 9. In the 

previously proposed works, the number of 

retransmissions due to link breakage and 

improper relay node selection is quite high. 

Also, the available methods to handle route 

failure require additional control packets, 

increasing the network's overhead. Frequent 

retransmission due to the network failure 

requires additional usage of control packets, 

which affects the overhead. In our proposed 

protocol, the fault tolerance mechanism 

ensures break-free communication. Also, it 

provides a backup mechanism for 

uninterrupted transmission, which reduces 

the need for additional control packets and 

reduces the overhead.  
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Fig. 10. Packet Delivery Ratio 

Selecting an uninterrupted and shortest 

routing decision improves the data delivery 

ratio, and it shows in figure 10. In the existing 

works, the data delivery rate is seriously 

affected by CH failure and link failure. There 

are no proper fault tolerance mechanisms 

available that handle the failure and avoid the 

retransmissions.  In our proposed approach, 

the data packets are transmitted through the 

globally best paths identified by the PSO 

algorithm. The result proves that the 

proposed approach provides more PDR 

results than traditional protocols.  

5. Conclusion 

It is quite complicated to provide fault 

tolerance as the energy resources of sensor 

nodes is restricted. Clustering and routing are 

the 2 phases included in the fault tolerance 

provided by this paper. The selection of CHs 

and BKPCHs is made depending upon a few 

suitable metrics within the initial phase. From 

cluster member nodes to the CH, the data is 

transmitted in the second phase. The CH 

nodes share the data to AGGREGATORs 

before sending it to BS within the inter-

cluster routing. A significant role is played by 

clustering and routing play by allotting the 

fault tolerance towards the network. It is 

shown in the simulation outcomes that this 

approach concerning end-to-end delay 

outperforms the previous approaches, 

throughput, average energy consumption, 

routing overhead, as well as packet delivery 

rate percentage. 
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