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Abstract- Email spoofing has been there since many years 

making it one of the main choices of the attackers or spammers 

who wish to gain access to some private information of victims 
to misuse it or to get some kind of financial benefit.  We all 

know that email spoofing is possible only because of the fact 

that the entire email system works on SMTP which doesn’t 
provide any mechanism to check authentication of the sender 

of the email. With the increasing research in the field of 
security many protocols have been designed to overcome the 

problem of spoofing of email address. In this paper, we try to 

find out whether email spoofing is still possible or not by the 

end of the year 2022. 
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I. INTRODUCTION 

Email has now a days become one of the most widely 
used means of communication which is quick as well as cost-

efficient [1]. With the increasing use of email, the cases of 
email spoofing have also been increasing. To prevent email 

spoofing many protocols have been developed like SPF, 
DKIM and DMARC [8]. With time, adoption of these 

protocols has also increased drastically [2][3]. Now, it is a 
mater of question whether the problem of email spoofing has 

been resolved completely or partially after the use of these 

anti-spoofing protocols [4][5]. 

In this paper, we try to find out whether as of today, 

spoofing of email is possib le or not even after the usage of 
anti-spoofing protocols by majority of the email servers and 

the domain owners. For this, we first created our own email 
server, and configured the anti-spoofing protocols on it to 

prevent email spoofing. Then, we tried various approaches to 

bypass one or more of the anti-spoofing protocols in order to 
check whether our spoofed email reaches the inbox or spam 

of the recipient user or gets rejected completely by the 

receiving email server. 

We detected top 10 email service providers and 
performed our experiment on them. The selected service 

providers for our experiment were Gmail, Outlook, Proton 

Mail, AOL Mail, Yahoo Mail, Zoho Mail, iCloud Mail, 
Rediff Mail, mail.com and Yandex Mail [6][7]. We made 

various test cases and tried to spoof emails sent to these 10 
email serv ice providers. By performing this experiment, we 

analyzed the success ratio of spoofed email on the selected 

email servers.  

II. THE EXPERIMENT 

To prevent and detect spoofing of email, many SMTP 

protocols are developed. Out of these most effective ones 

are SPF, DKIM & DMARC. For email server we used 

Modoboa version 1.17.0 installed on Ubuntu 20.04.3 LTS 

A. Scenario – 1: Spoofing with SPF, DKIM & DMARC 

from own email server 

 In this case, we selected our own email server domain as 

the sending email domain i.e., mail-server.in. The selected 
sending domain has implemented all three authentication 

protocols i.e. Sender Policy Framework (SPF), DomainKeys 
Identified Mail (DKIM) and Domain-based Message 

Authentication, Reporting and Conformance (DMARC). We 

selected prashant@mail-server.in as the spoofed sending 
email id in this case. The result of our experiment in this case 

is as follows: 

Receiving Server 

Name 

Delivery 

Location 
SPF DKIM DMARC 

Gmail Inbox Pass Pass Pass 

Outlook Spam Pass Pass Pass 

Proton Mail Inbox Pass Pass Pass 

AOL Mail Inbox Pass Pass Pass 

Yahoo! Mail Inbox Pass Pass Pass 

Zoho Mail Inbox Pass Pass Pass 

iCloud Mail Inbox Pass Pass Pass 

Rediffmail.com Inbox Pass Pass Pass 

Mail.com Inbox Pass Pass Pass 

Yandex Mail Inbox Pass Pass Pass 

Table1: Experiment results for prashant@mail-server.in 

From the above table, we can conclude that our email 

server can successfully deliver email to the inbox of all 

major email service  providers and the sent email passed all 3 

protocols successfully. Only in case of outlook.com, our 

email was sent to spam instead of inbox. 

B. Scenario – 2.1: Spoofing with SPF, DKIM & DMARC 

 In this case, we selected gmail.com as the sending email 

domain which uses all three authentication protocols SPF, 

DKIM and DMARC. We selected prashant@gmail.com as 
the spoofed sending email id in this case. The result of our 

experiment in this case is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Fail via shown 

Outlook Spam Pass Pass Fail - 

Proton Mail Inbox Pass Pass Fail warning 

AOL Mail Inbox Pass Pass Fail -  

Yahoo! Mail Inbox Pass Pass Fail -  

Zoho Mail Spam Pass Pass Fail via shown 



iCloud Mail Inbox Pass Pass Fail  - 

Rediffmail.com Inbox Pass Fail Fail warning 

Mail.com Inbox Pass Pass Fail -  

Yandex Mail Spam Pass Pass Fail -  

Table2: Experiment results for prashant@gmail.com with 

single sender email id 

From the above table we found that DMARC was failed 

in all the cases due to identified alignment issue while both 

SPF and DKIM were passed by all the email servers used in 

experiment for the spoofed email. Gmail and Zoho Mail 

shows “via” message along with the sender email id. Proton 

Mail and Rediffmail displays a  warning message to the user 

along with the email and in most cases the email is 

successfully delivered to  inbox without any kind of warning 

to the user. To further try to bypass the authentication 

protocols, we tried to send the spoofed email with multip le 

senders, the result of which is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook Spam Pass Pass Fail - 

Proton Mail Inbox Pass Pass Pass warning 

AOL Mail Inbox Pass Pass Fail - 

Yahoo! Mail Inbox Pass Pass Fail - 

Zoho Mail Spam Pass Pass Fail via shown 

iCloud Mail Inbox Pass Pass Fail - 

Rediffmail.com Inbox Pass Fail Fail warning 

Mail.com Not delivered 

Yandex Mail Spam Pass Pass Fail - 

Table3: Experiment results for prashant@gmail.com with 

multiple sender email id 

From this table, we can see that by using multiple sender 

ids we were able to pass all three protocols in  case of Gmail 

and Proton Mail which was not possible with single sender 

id. Even no “via” message was shown in case of Gmail for 

the spoofed email with multiple sender email ids which was 

displayed in case of spoofed email with single sender email 

id. Also, in case of mail.com the email was completely 

rejected and not delivered to the recipient user when 

multiple sender email ids were used. 

C. Scenario – 2.2: Spoofing with SPF, DKIM & DMARC 

 In this case, we selected outlook.com as the sending 
email domain which uses all authentication protocols SPF, 

DKIM and DMARC. We selected prashant@outlook.com 
as the spoofed sending email id in this case. The result  of our 

experiment in this case is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Fail via shown 

Outlook spam Pass Pass Fail - 

Proton Mail Inbox Pass Pass Fail warning 

AOL Mail Inbox Pass Pass Fail - 

Yahoo! Mail Inbox Pass Pass Fail - 

Zoho Mail Spam Pass Pass Fail via shown 

iCloud Mail Inbox Pass Pass Fail - 

Rediffmail.com Inbox Pass Fail Fail - 

Mail.com Inbox Pass Pass Fail - 

Yandex Mail Spam Pass Pass Fail - 

Table4: Experiment results for prashant@outlook.com with 

single sender email id\ 

From the above table, we can see that DMARC was 

failed in all the cases due to identified alignment issue while 

both SPF and DKIM were passed by all the email servers 

used in experiment for the spoofed email. Gmail and Zoho 

Mail shows “v ia” message along with the sender email id 

and Proton Mail displays a  warning message to the user 

along with the email and in majority of the cases the email is 

successfully delivered to  inbox without any kind of warning 

to the user.  

To further try to bypass the authentication protocols, we 

tried to send the spoofed email with multiple senders, the 

result of which is as follows: 

Receiving  
Server Name 

Delivery 
Location 

SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook spam Pass Pass Fail - 

Proton Mail Inbox Pass Pass Pass warning 

AOL Mail Inbox Pass Pass Fail - 

Yahoo! Mail Inbox Pass Pass Fail - 

Zoho Mail Spam Pass Pass Fail via shown 

iCloud Mail Inbox Pass Pass Fail - 

Rediffmail.com Inbox Pass Pass Fail - 

Mail.com Not delivered 

Yandex Mail Spam Pass Pass Fail - 

Table5: Experiment results for prashant@outlook.com with 

multiple sender email id 

From this table, we can see that by using multiple sender 

ids we were able to pass all three protocols in  case of Gmail 

and Proton Mail which was not possible with single sender 

id. Unlike the case with single  sender email id, even no 

“via” message was shown in case of Gmail for the spoofed 

email with multip le sender email ids. Also, in  case of 

Mail.com the email was completely rejected and not 

delivered to the recipient user when multiple sender email 

ids were used. 

D. Scenario – 3: Spoofing with only DKIM 

 In this case, we selected msubaroda.ac.in as the sending 

email domain which uses only DKIM protocol. We selected 
prashant@msubaroda.ac.in as the spoofed sending email 

id in this case. The result of our experiment in this case is as 

follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass none via shown 

Outlook Spam Pass Pass none - 

Proton Mail Inbox Pass Pass none - 

AOL Mail Inbox Pass Pass none - 

Yahoo! Mail Inbox Pass Pass none - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Spam Pass Pass none - 

Rediffmail.com Inbox Pass Fail none - 

Mail.com Inbox Pass Pass none - 

Yandex Mail Spam Pass Pass none - 

Table6: Experiment results for prashant@msubaroda.ac.in 

with single sender email id having only DKIM record 

From the above table, we can see that result of DMARC 

is shown as “none” as the selected domain has not published 

DMARC record. It is to be noted that in all the cases SFP 

was passed even though the selected domain has not 



published any SPF record. Also, Gmail and Zoho Mail 

shows “via” message along with the sender email id. 

To further try to bypass the authentication protocols, we 

tried to send the spoofed email with multiple senders, the 

result of which is shown in Table7. From this table, we can 

see that by using multiple sender ids we were able to pass all 

three protocols in  case of Gmail and Proton Mail which was 

not possible with single sender id. Also  “via” message was 

shown in case of Zoho Mail and warning was shown only in 

Proton Mail. 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook Spam Pass Pass none - 

Proton Mail Inbox Pass Pass Pass warning 

AOL Mail Inbox Pass Pass none - 

Yahoo! Mail Inbox Pass Pass none - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Spam Pass Pass none - 

Rediffmail.com Inbox Pass Pass none - 

Mail.com Not delivered 

Yandex Mail Inbox Pass Pass none - 

Table7: Experiment results for prashant@msubaroda.ac.in 

with multiple sender email id having only DKIM record 

E. Scenario – 4: Spoofing with only SPF 

 In this case, we selected orthocarehospital.in as the 

sending email domain and we published only SPF records 

for this domain for the purpose of our experiment. We 
selected prashant@orthocarehospital.in as the spoofed 

sending email id  in  this case. The result of our experiment in 

this case is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass none via shown 

Outlook Inbox Pass Pass none  - 

Proton Mail Inbox Pass Pass none  - 

AOL Mail Inbox Pass Pass none  - 

Yahoo! Mail Inbox Pass Pass none  - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Inbox Pass Pass none  - 

Rediffmail.com Inbox Pass Pass none  - 

Mail.com Inbox Pass Pass Pass  - 

Yandex Mail Spam Pass Pass none  - 

Table8: Experiment results for 
prashant@orthocarehospital.in with single sender email id 

having only SPF record 

From the above table, we can see that result of DMARC 

is shown as “none” as the selected domain has not published 

DMARC record. It is to be noted that in all the cases both 

SFP and DKIM were passed even though the selected 

domain has only published its own SPF record and all the 

email were delivered to the inbox except Yandex Mail 

which delivered the spoofed email in spam folder. Also, 

Gmail and Zoho Mail shows “via” message along with the 

sender email id  except which warning was shown in none of 

the selected email servers. The results for multiple sender 

ids in spoofed email are shown in table 9. From this table, 

we can see that by using multiple sender ids we were able to 

pass all three protocols in case of Gmail and iCloud Mail 

which was not possible with single sender id. The “via” 
message was shown only in case of Zoho Mail and email 

was delivered to spam folder for AOL Mail, Yahoo Mail, 

iCloud Mail and Yandex Mail. For the rest, all the email 

were successfully delivered  to the inbox of the recipient 

user. 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook Inbox Pass Pass none - 

Proton Mail Inbox Pass Pass none - 

AOL Mail Spam Pass Pass none - 

Yahoo! Mail Spam Pass Pass none - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Spam Pass Pass Pass - 

Rediffmail.com Inbox Pass Pass none - 

Mail.com Not delivered 

Yandex Mail Spam Pass Pass none - 

Table9: Experiment results for 

prashant@orthocarehospital.in with multiple sender email id 

with only SPF record 

F. Scenario – 5: Spoofing with SPF and DKIM 

 In this case, we selected orthocarehospital.in as the 

sending email domain and published both SPF and DKIM 
records in the DNS for this domain. Then, we selected 

prashant@orthocarehospital.in as the spoofed sending 
email id for this case. The result of our experiment for this 

case is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass none via shown 

Outlook Inbox Pass Pass none  - 

Proton Mail Inbox Pass Pass none  - 

AOL Mail Inbox Pass Pass none  - 

Yahoo! Mail Inbox Pass Pass none  - 

Zoho Mail Inbox Pass Pass none  - 

iCloud Mail Inbox Pass Pass none  - 

Rediffmail.com Inbox Pass Pass none  - 

Mail.com Inbox Pass Pass Pass  - 

Yandex Mail Spam Pass Pass none  - 

Table10: Experiment results for 

prashant@orthocarehospital.in with single sender email id 

having SPF and DKIM records 

From the above table, we can see that result of DMARC 

is shown as “none” as the selected domain has not published 

DMARC record. It is to be noted that in all the cases both 

SFP and DKIM were passed even though the selected 

domain has published its own SPF and DKIM records and 

all the email were delivered to the inbox except for Yandex 

Mail where the email was delivered in the spam folder. 

Also, only  Gmail shows “v ia” message along with the 

sender email id rest all others just delivers the spoofed email 

without any kind of warning to the end user. Then we 

performed the same experiment by sending multiple sender 

ids in spoofed email whose resu lts can be seen in Table 11. 

From this table, we can see that by using multiple sender ids 

we were able to pass all three protocols in case of Gmail, 

Proton Mail and iCloud Mail which was not possible with 

single sender id. Also “via” message was shown only in 

case of Zoho Mail and email was delivered  to spam folder 

only for AOL mail and Yandex mail, for rest  all the email 

was successfully delivered to the inbox of the recipient user. 

 

 



Receiving  
Server Name 

Delivery 
Location 

SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook Inbox Pass Pass none - 

Proton Mail Inbox Pass Pass Pass - 

AOL Mail Spam Pass Pass none - 

Yahoo! Mail Inbox Pass Pass Pass - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Inbox Pass Pass Pass - 

Rediffmail.com Inbox Pass Pass none - 

Mail.com Not delivered 

Yandex Mail Spam Pass Pass none - 

Table11: Experiment results for 
prashant@orthocarehospital.in with multiple sender email id 

having only SPF and DKIM records 

G. Scenario – 6: Spoofing with no authentication 

 In this case, we selected gujarattourism.com as the 
sending email domain which uses none of the authentication 

protocols. We selected prashant@gujarattourism.com as 
the spoofed sending email id in this case. The result of our 

experiment in this case is as follows: 

Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass none via shown 

Outlook Spam Pass Pass none -  

Proton Mail Inbox Pass Pass none  - 

AOL Mail Inbox Pass Pass none  - 

Yahoo! Mail Inbox Pass Pass none  - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Inbox Pass Pass none  - 

Rediffmail.com Inbox Pass Fail none  - 

Mail.com Inbox Pass Pass none  - 

Yandex Mail Spam Pass Pass none   

Table12: Experiment results for 

prashant@gujarattourism.com with single sender email id 

From the above table, we can see that result of DMARC 

is shown as “none” as the selected domain has not published 

DMARC record. It is to be noted that in all the cases both 

SFP and DKIM were passed even though the selected 

domain has not published its own SPF and DKIM records 

and all the emails were delivered to the inbox except for 

Yandex Mail and Outlook. Also, only Gmail and Zoho Mail 

shows “via” message along with the sender email id. 

 
Receiving  

Server Name 

Delivery 

Location 
SPF DKIM   DMARC Remarks 

Gmail Inbox Pass Pass Pass - 

Outlook Inbox Pass Pass none - 

Proton Mail Inbox Pass Pass Pass - 

AOL Mail Spam Pass Pass none - 

Yahoo! Mail Inbox Pass Pass Pass - 

Zoho Mail Inbox Pass Pass none via shown 

iCloud Mail Inbox Pass Pass Pass - 

Rediffmail.com Inbox Pass Pass none - 

Mail.com Not delivered 

Yandex Mail Spam Pass Pass none - 

Table13: Experiment results for 

prashant@orthocarehospital.in with multiple sender email id  

Then, we performed the same experiment by sending 

multiple sender ids in spoofed email whose resu lts are 

displayed in Table 13. From this table, we can see that by 

using multip le sender ids we were able to pass all three 

protocols in  case of Gmail, Proton Mail and iCloud Mail 

which was not possible with single sender id. Also “via” 
message was shown only in case of Zoho Mail and email 

was delivered to spam folder only for AOL Mail and 

Yandex Mail, for rest all, the email was successfully 

delivered to the inbox of the recipient user. Also, the email 

was completely rejected by Mail.com server, when multiple 

sender email ids were used in the spoofed email. 

III. THE CONCLUSION 

With our experiment we conclude that in present scenario 

the only options for preventing spoofing of email are 
authentication protocols namely SPF, DKIM and DMARC 

which are not sufficient enough to prevent email spoofing 
completely. Also, with experiment we found that there are 

some ways like sending spoofed email with multiple sender 
email ids, by which we may bypass all the three 

authentication protocols SPF, DKIM & DMARC and make 

way for the spoofed email to the inbox of the recipient user 
instead of marking the email as spam or rejecting the email 

all together.  

Identifier alignment used in DMARC is helpful in 

marking the email as DMARC fail but, the liberal DMARC 
policy of allowing the email even in case of failure of 

DMARC many times leads the email to the inbox of the user 

which might be dangerous for the recipient. Some of the 
email service providers like Gmail and Zoho Mail shows a 

“via” message along with the sender email id which is quite 
helpful in detecting the source of the email and warn the user 

for possibility of spoofing. Also, in few cases, only Proton 
Mail and Rediffmail displayed a warning message to the user 

so as to warn him of possibility of spoofing of email, while 

rest others displayed no warning to the user regarding 
possibility of spoofing. We suggest need of some additional 

security measures to ensure prevention of email spoofing 

which is still possible by some tweaks by the attackers. 
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