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Abstract：Network security is subject to malicious attacks from multiple sources, and intrusion 8 

detection systems (IDS) play a key role in maintaining network security. During the training of 9 

intrusion detection models, the detection results generally have relatively large false detection rates 10 

due to the shortage of training data caused by data imbalance. To address the existing sample 11 

imbalance problem, this paper proposed a network intrusion detection algorithm based on enhanced 12 

random forest and Synthetic Minority Over-Sampling Technique (SMOTE) algorithm. Firstly, the 13 

method used a hybrid algorithm combining the K-means clustering algorithm with the SMOTE 14 

sampling algorithm to increase the number of minor samples and thus achieved a balanced data set, 15 

by which the sample features of minor samples could be learned more effectively. Secondly, 16 

preliminary prediction result was obtained by using enhanced random forest, and then the similarity 17 

matrix of network attacks was used to correct the prediction results of voting processing by the 18 

analysis of the type of network attacks. In this paper, the performance was tested using the NSL-19 

KDD dataset with a classification accuracy of 99.72% on the training set and 78.47% on the test set. 20 

Compared with other related papers, our method has some improvement in the classification 21 

accuracy of detection.  22 

Keywords: Network intrusion detection, data imbalance, SMOTE algorithm, Enhanced random 23 

forest, similarity, NSL-KDD  24 

1 Introduction 25 
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In this era of information explosion, the Internet has occupied a very important position in 26 

people's lives, it has enriched people's cultural lifestyle and changed the mode of our production and 27 

behavior. However, at some level, it also brings network security problems, network intrusion is 28 

more and more frequent, accompanied by the characteristics of large scale, high frequency, and 29 

many types. Network security issues are gradually becoming an important topic of concern for 30 

researchers, and the main responsibility of network intrusion detection systems is to detect and 31 

resolve threat attacks, which is an important way to defend against malicious threats to the network 32 

[1]. As a means to effectively circumvent intrusions, network intrusion detection has very strict 33 

requirements in terms of detection accuracy. In order to improve the accuracy of detection, many 34 

researchers have used optimization tools such as machine learning, feature selection [2]. It also 35 

includes the least-squares technique, kernel function methods, neural networks, population 36 

optimization algorithms. These optimization tools continue to improve the accuracy of intrusion 37 

detection. However, too much research currently overstays at the level of overall accuracy, and there 38 

is certain neglect for the detection of smaller-scale data. The imbalance of the data causes the 39 

detection model to have a high false alarm rate and a low detection rate for smaller-scale network 40 

attacks, so there is still a lot of research significance and room for improvement in the detection 41 

effect of minority class samples. 42 

It is notable that using decision forests with poor decision performance, which negatively 43 

affects the final voting results and model predictions. In order to solve this problem, this paper 44 

proposed an intrusion network detection model based on enhanced random forest and SMOTE 45 

algorithm. In the first stage of data preprocessing, the SMOTE technique was employed to analyze 46 

the minority class samples and manually synthesize new samples based on the minority class 47 
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samples to add to the dataset, and it was further improved by using K-means to make the sample 48 

dataset more convergent to the cluster center. The decision tree with good classification performance 49 

in the random forest model was calculated and selected for similarity calculation in the second stage. 50 

Before generating a new random forest model, we analyzed the types of network attacks and 51 

corrected the prediction results of voting processing through reasonable use of the similarity matrix 52 

of network attacks. Finally, the enhanced random forest model was trained on the processed NSL-53 

KDD dataset in this paper, and the detection effect achieved the desired results. 54 

The remainder of this paper is organized as follows: In second part presents the related work. 55 

The third part presents the framework of the method and the relevant methodological mathematical 56 

definitions. The fourth part describes the evaluation criteria for the model and the analysis of the 57 

experimental results. The fifth part concludes the whole paper. 58 

2 Related work 59 

An intrusion detection system is an important research area of network security, attracting 60 

numerous researchers to improve and optimize the technology, a good detection system needs to 61 

have efficient and stable characteristics. At present, many researchers mainly implement detection 62 

research by using machine learning algorithms on the public dataset NSL-KDD to improve the 63 

detection of malicious network activities by intrusion detection systems in this way.  64 

The development of intrusion detection systems needs to be traced back to 1986 when the 65 

research group of Dorothy E. Denning et al. successfully implemented the first intrusion detection 66 

model, and subsequent research had focused on feature extraction, classifier optimization, and data 67 

pre-processing [3]. Among them, the widely used classification algorithms mainly included Support 68 

Vector Machine (SVM), Random Forest (RF), K-Nearest Neighbors (K-NN), and other 69 

classification algorithms.  70 
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Zhao et al. implemented the improvement and parameter optimization of the support vector 71 

machine algorithm by analyzing the traditional detection system, where the parameter optimization 72 

was achieved through the use of the particle swarm optimization (PSO) algorithm and the 73 

combination of the SVM algorithm and the hybrid kernel function [4]. 74 

 S.J. Horng et al. tried to optimize the feature selection and their proposed detection model by 75 

combining hierarchical clustering algorithm with SVM thus achieving the classification detection 76 

function [5].  77 

So that the detection model could be further optimized for detection accuracy and false alarm 78 

rate, numerous researchers had optimized the feature selection through research. Among them, 79 

Sumaiya et al. combined multi-class support vector machines with chi-square feature selection. And 80 

through a series of test experiments, the results showed that the bonding method could achieve some 81 

improvements compared with other studies [6]. Peng et al. tried to optimize the data type for the net 82 

attack by combining the Mini Batch -means combined with Principal Component Analysis (PCA) 83 

through the analysis of the clustering algorithm [7].  84 

RM et al. tried to use the random forest and weighted K-means classifiers simultaneously 85 

through the analysis of the classification algorithm, and this new hybrid algorithm was tested on the 86 

KDDcup99 dataset to evaluate the model performance with good improvement results [8].  87 

The classification optimization algorithms proposed by many scholars prompt us to try to 88 

further optimize the random forest classification algorithm to achieve the detection and 89 

classification of malicious attacks on the Internet. However, too many studies had focused on the 90 

overall detection accuracy and false alarm rate metrics, but they had neglected the imbalance 91 

between training data types, and the proportional differences between data samples had been 92 
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constantly affecting the detection performance, which led to a decrease in detection accuracy and 93 

an increase in false alarm rate for fewer types of samples.  94 

For this problem of data imbalance, many researchers had tried to solve this kind of problem 95 

from the data itself by processing the proportion of training data types, mainly including over-96 

sampling, and under-sampling methods [9].  97 

OFek et al. tried to achieve a fast clustering method by combining under-sampling techniques 98 

with clustering algorithms by analyzing the original clustering algorithms [10]. Based on this, the 99 

training results were weighted, and the algorithm achieved good results with certain applicability 100 

and effectiveness in processing the binary classification problem of the dataset. 101 

By analyzing the reinforcement learning algorithm and data imbalance, Ma Xiang-Yu et al. 102 

used the ability of reinforcement learning auto-learning ability combined with SMOTE algorithm 103 

to further optimize the data environment, they finally proposed the anomaly-detection framework 104 

[11]. 105 

Also, Yan et al. tried and implemented a mean SMOTE (M-SMOTE) algorithm through their 106 

research on SMOTE algorithm and verified the effectiveness of the algorithm in the classification 107 

process of unbalanced network data [12]. In general, although many studies focus on the 108 

optimization of outstanding machine learning algorithms and focus too much on the overall training 109 

metrics of the dataset, and the optimization methods used mainly include feature selection, data pre-110 

processing, and classifier optimization, we can still make appropriate improvements in this area to 111 

obtain improved detection results. 112 

3 The proposed intrusion detection model  113 
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 114 

Fig. 1 The Architecture of model 115 

The intrusion detection model involved in this paper selected machine learning algorithms such 116 

as random forest, which were commonly used in related studies. The performance of the classifier 117 

was improved by optimizing the random forest algorithm for similarity and combining it with data 118 

imbalance processing techniques. The overall architecture of the intrusion detection model is shown 119 

in Figure 1, which mainly includes the following processes： 120 

(1) The analysis of the NSL-KDD dataset revealed the imbalance in the 121 

samples of the network attack type dataset. This imbalance resulted in 122 

higher false detection rates and lower accuracy for the detection of smaller-123 

scale samples. Therefore, this paper proposed a   combination sampling 124 

method by combining the K-means algorithm with the SMOTE algorithm. 125 

This approach could reduce the number of outlier samples, enriched the 126 

attribute features of the minority samples, and increased the sampling 127 

number of the minority samples to build a more balanced sample data of the 128 

network environment.  129 
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(2) To further reduce the computational overhead time and increase the 130 

performance of the detection, it was necessary to convert the non-numerical 131 

features in the original dataset digitally, and then convert the values to a 132 

specific range by normalization. This allowed normalization of the dataset 133 

and feature selection by information gain to filter out unnecessary features. 134 

(3) The classification model was trained by feeding the normalized processed 135 

dataset into the enhanced random forest algorithm. The whole process was 136 

explained in detail as follows, the traditional random forest model was 137 

initially constructed, and then the constructed model was evaluated based 138 

on the area under curve (AUC) index for the performance of the decision 139 

tree. The decision tree with the more outstanding performance was selected 140 

by the above-mentioned approach. Then, the decision trees with high 141 

similarity were filtered by calculating the similarity between them, and 142 

finally, the decision trees with low similarity and high performance were 143 

formed into an enhanced random forest model, and the activity similarity 144 

matrix was generated in order to determine the results of subsequent 145 

activities. 146 

(4) In the next section, correction and optimization of detection results were 147 

performed by calculating the similarity relationship between sample types 148 

of network attack data. The process started with a preliminary determination 149 

of the cybersecurity attack dataset by enhanced random forest and 150 

determined the type of attack by majority voting. In the next step, this paper 151 
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made accuracy judgments based on the key features, and if the judgment 152 

results indicated that the activity type was not reasonable, the results would 153 

be corrected based on the attack type similarity matrix. 154 

(5) A classification model with relatively good performance would be obtained 155 

after the enhanced random forest training, and the results would be 156 

evaluated by conducting performance tests on the NSL-KDD dataset. 157 

3.1 Construction of balanced data set based on k-means clustering algorithm and smote 158 

sampling technique 159 

There are a large number of normal type samples in the network attack data set, while the 160 

number of abnormal samples is relatively small, which will interfere with the classification 161 

performance in the process of detection model training. Such problems will result in a classification 162 

model that performs well in terms of accuracy for majority classes of samples, but the accuracy of 163 

the minority classes may not be satisfactory, and the generalization ability of the overall 164 

classification model is relatively weak. Among the many sampling algorithms, in order to maintain 165 

the diversity of the training sample and preserve the inherent characteristics of the sampled samples. 166 

Therefore, the SMOTE algorithm technique is used for the over-sampling of minority class samples 167 

in this paper. By analyzing the minority samples, multiple minority samples are manually processed 168 

to generate new samples and added to the original dataset. This approach allows optimizing the 169 

network environment sample and minimizing the overfitting problem of the model. The main idea 170 

of the algorithm can be explained in detail as follows: 171 

(1) For every sample x   from the minority class sample, based on the 172 

Euclidean distance as the reference standard, the distance from this sample 173 

to other samples of the same type is calculated. The k  nearest neighbors 174 
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of this sample are obtained by the above operation. 175 

(2) By analyzing the number of samples in advance, a more reasonable over-176 

sampling rate N  is determined. Based on the determined parameter N , 177 

the random selection operation of the number of samples from the k  178 

nearest neighbors obtained above is denoted as 
n

x . 179 

(3) For the random nearest neighbor sample 
n

x  obtained by operation (2), the 180 

new sample points are constructed by performing the operation shown in 181 

equation (1) with the initial sample points in turn.  182 

 (0,1)
new n

x x rand x x     (1) 183 

The SMOTE algorithm technique achieved some effect and has some improvement on the 184 

overfitting problem. Based on the traditional SMOTE algorithm, a series of improved algorithms 185 

had been proposed and achieved better performance, including AE-SMOTE, SMOTE-ENN [13], 186 

and so on. However, the analysis of the network security dataset revealed that the SMOTE algorithm 187 

still had certain problems in dealing with imbalance problems, such as the handling of outlier values. 188 

For this type of problem, related studies dealt with it by excluding such values a priori or do not 189 

engaging in consideration of outlier values, for example, this type of value was not handled in 190 

Borderline-SMOTE [14]. Therefore, in this paper, the interference of outlier points to the sample 191 

generation process would be reduced by combining the K-means clustering algorithm with SMOTE, 192 

and the detailed steps of the improved SMOTE algorithm are shown as follows: 193 

(1) The data of the minority samples are analyzed and the number of clustered 194 

sample centers T  is determined, and then the target samples are selected 195 

by K-means clustering based on this value. 196 
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(2) For the target sample determined in the above step, a random sample is 197 

selected and the k  nearest neighbors of this sample in the target sample 198 

are calculated. 199 

(3) The samples are also selected from the k  nearest neighbors based on the 200 

pre-analyzed data and set over-sampling rate N . The mean value between 201 

all samples is calculated and then a new sample is generated between that 202 

value and the neighboring samples following the steps shown in equation 203 

(2). 204 

 
mean

1

new mean

1

(0,1)

k

i
i

i i

x x
k

x rax xnd x


 

   
 (2) 205 

The overall flow of the improved sampling processing algorithm is shown in Figure 2, and the 206 

figure is demonstrated using the binary classification problem. First, the number of outlier samples 207 

was minimized as much as possible by clustering through K-means, and then the obtained outlier 208 

samples were used in an optimized way for the subsequent new sample production process. And 209 

then, the mean sample of the neighboring points was calculated and an attempt was made to use it 210 

as the center of the later sample clustering with the nearest neighbor sample to generate the newborn 211 

sample. The attribute characteristics of the new samples obtained in this way would be richer and 212 

the number of outliers would be relatively reduced compared with the traditional way, which was 213 

more beneficial for the training of the random forest classifier later. The overall process of this 214 

sampling is shown in Figure 2. 215 
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 216 

Fig. 2 Sampling processing 217 

3.2 IDS based on enhanced random forest 218 

The random forest algorithm has relatively high detection accuracy compared to other 219 

classification algorithms and the algorithm is more tolerant of noisy samples, which results in 220 

numerous theoretical and experimental studies focusing on the use of these algorithms. As a 221 

combinatorial classifier algorithm, by learning the basic idea of the Bagging algorithm to obtain 222 

N   Bootstrap training samples with a put-back sampling of the original data set, the disguised 223 

augmentation of the samples used for training can be achieved. This approach effectively reduces 224 

the probability of overfitting. The data set obtained by the above operation is fed into a decision tree 225 

model for training and the final model is combined to generate a forest classification model. The 226 

model is predicting the results mainly by majority voting. The overall flow of the random forest is 227 

shown in Figure 3.    228 

 229 

Fig. 3 Random forest classifier 230 
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However, there is still much room for improvement in the traditional random forest model. It 231 

includes improvements in the classification ability of each decision tree in the forest, further 232 

optimization of the correlation between decision trees in the combined forest model, and 233 

optimization of the voting method adopted in the process of conducting the result determination. A 234 

relatively good combinatorial model needs to have the following characteristics, good decision-235 

making ability within classifiers, and a small correlation between classifiers. This paper would like 236 

to optimize the random forest from the following aspects. First, the classifiers with excellent 237 

decision performance were selected by the area under curve (AUC) index, then the inter-tree 238 

optimization was performed by calculating the similarity between the decision trees, and finally, the 239 

result correction process was performed by determining the similarity between the network attack 240 

results. 241 

The horizontal and vertical axes of the Receiver operating characteristic (ROC) curve depict 242 

the proportion of predicted types that are consistent with positive samples and actual types, 243 

respectively. The value of the area under the curve (AUC) is the area between the ROC curve and 244 

the coordinate axis. It serves as the corresponding probability value, and it can indicate the 245 

superiority of the classifier performance by comparing the high or low value of this value, which is 246 

the reason that it is a criterion for internal performance optimization. Besides, the structural 247 

similarity between classifiers could be further calculated based on the calculation of classifier nodes 248 

and branches. Based on this, the structural similarity between classifiers was further calculated, 249 

which could be roughly classified as similar (more than 80%) or dissimilar (less than 40%) by setting 250 

a certain threshold value as the judgment criterion. After the similarity comparison by the above 251 

steps, the values were transformed into matrix form and the secondary optimization process was 252 
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carried out according to the difference in classification and the level of AUC, and the classifiers 253 

with strong individual classification ability and low similarity were selected to form a classification 254 

model by combining them. 255 

The details of the enhanced random forest model involved in this paper were explained as 256 

shown below: 257 

(1) Analyzing and using the Bagging algorithm, the original network security 258 

samples were selected and grouped randomly, the number of in of bag (IOB) 259 

samples for each group was W , and the obtained sample order set was as 260 

follows: 261 

  1 2, , ,
W

IOB IOB IOB  (3) 262 

(2) Based on the above-obtained training sample set (3), the corresponding 263 

optimal splitting attributes and candidate attributes were selected by random 264 

attribute selection and Gini index. After N rounds of model training, the 265 

corresponding classification model was finally obtained. By calculating and 266 

ranking the AUC values, the set of classification models with excellent 267 

classification performance was selected. 268 

(3) The acquired classification models were optimized based on the similarity, 269 

and the classifiers with high similarity and poor classification performance 270 

were emptied. The computational approach taken in this paper focused on 271 

the calculation and application of structural similarity, and this class of 272 

methods learned and borrowed from Bakirli's [15] multi-tree inter-273 

similarity optimization method. By analyzing and utilizing the decision tree 274 
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storage structure form, the classifier was transformed and decomposed into 275 

the corresponding rule set and candidate rule set. The similarity276 

1, 2c c
similarity   between multiple trees was derived by comparing split 277 

nodes among them and generating the similarity matrix Matrix . The set 278 

of classifiers (4) with high similarity and poor overall performance was 279 

selected by setting the corresponding thresholds: 280 

  1 2, , ,
Q

classifier classifier classifier  (4) 281 

(4) Based on the classification combinations obtained by the above operation, 282 

the results were determined. The traditional rules for determining to vote in 283 

the classification model were based on the majority voting principle as 284 

shown in (5): 285 

 
1

( ) arg max ( )
Q

T
Q

i

F classifi Txerx
 

                    (5) 286 

In (5)  F X denotes the combined classification model after the optimal selection shown 287 

above.   ClassifierQ x  denotes the Q  single classifiers in the combined classification model, 288 

and T  denotes the label classification result. 289 

In this paper, the results of the voting session were processed with corrections. Certain criteria 290 

needed to be established because the detection accuracy of the classification model was not 291 

completely accurate, and if there was a misclassification during the detection process, the method 292 

could be used to correct the detection results. Therefore, some activity rules needed to be pre-defined. 293 

The voting result  F X  was obtained after the majority voting of the result by the combined 294 

classifier, the result of this determination was within a reasonable range if the attribute 295 

characteristics of the type were within the predefined activity rules. If the attribute characteristics 296 
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of the activity did not match the set activity rules, it was necessary to calculate the similarity 297 

relationship between the decision results to generate the SimMatrix . Finally, a relatively more 298 

reasonable decision could be chosen based on the probability value SimMatrix  obtained. This 299 

operation focused on the following components: 300 

i. The setting of activity rules.  301 

ii. Generation of the activity similarity matrix. 302 

 303 

3.2.1 Setting of activity rules 304 

Through the analysis of the NSL-KDD dataset samples, more critical features and candidate 305 

features were found, which could be used as the basis for setting the corresponding activity rules. 306 

The number of attribute features of NSL-KDD was relatively large to 41, and the attack type labels 307 

were roughly divided into two categories, including normal and anomaly. The anomaly data types 308 

could be divided into 4 major categories, including Denial of Service attacks (DOS), Probe, Users 309 

to Root attacks (U2R), and Remote to Local attacks (R2L). 310 

In order to reduce the computational overhead time and reduce the false detection rate when 311 

analyzing and processing data of larger size and dimensionality, similar studies included 312 

optimization methods commonly used in Mohammadi [16], Selvakumar [17], and Staudemeyer [18], 313 

such as feature compression. After extensive experimental research by analyzing and processing the 314 

entire KDDcup99 dataset, Staudemeyer massively compressed the attribute features to 11, including 315 

duration, service, and other types. And based on this, by combining the decision tree classification 316 

method with correlation, the extracted features compressed the scale more efficiently compared to 317 

the previous ones. 318 

On this basis, the inherent features of the dataset were selected through information gain. The 319 
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attributes selected for the active rule setting included service, src_bytes, dst_bytes, hot, 320 

num_file_creations, dst_host_srv_count, dst_host _same_src_port_rate and so on.  321 

After experimental comparison, it could be seen that the effect of service was relatively better, 322 

specifically, the set of service attributes of U2R included tftp_u, ftp_data, gopher, pm_dump. The 323 

set of attributes of R2L included telnet, ftp_data, ftp, other, http, imap4, login. The set of service 324 

attributes for the rest of the data samples contained R2L. 325 

Therefore, the following rules were established for the event. If the service attribute of the 326 

detection target was a subset of the set corresponding to R2L and did not belong to the data set 327 

corresponding to U2R, the set 
ser

T of result types was determined to be R2L, probe, DOS, Normal. 328 

If the service attribute of the detection target was not a subset to which R2L belongs, the set 
ser

T  329 

of network attack types was distributed in the probe, DOS, Normal. The specific explanation of the 330 

activity set where the process judgment was located is shown in (6): 331 

 
[ ( )][ ]

( ) ( )

max ( )

ser

sclassifer x j
j

er

F x F x T
T

AcCorr F x T

  
 (6) 332 

where  F x is obtained by majority voting, x is the intrusion behavior characteristic, and 333 

ser
T is the set of types obtained by the activity rule. 334 

If the result  F x  obtained by the combined classifier is in
ser

T  , the final invasion type is 335 

determined as  F x . In contrast, if the results do not match, the set of attack types in 
ser

T and336 

 F x  are calculated by similarity, and the one with the largest probability value in the set 
ser

T of 337 

types is selected as the final classification result. 338 

3.2.2 Generation of the activity similarity matrix 339 

For the analysis of the intrusion detection data samples, it was clear that the network malicious 340 

attack types had certain similar property operations between them, such as DOS, U2R, PROBE, 341 
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R2L, and other attack types, which could lead to the reduction of Src_byte, dst_bytes byte values. 342 

U2R and R2L type attacks could be detected by hot, num_failed_logins feature behavior and 343 

malicious interactions had a strong correlation in time. Therefore, the analysis of the correlation 344 

between attack types could be performed in advance, and in this way, the correction operation of 345 

the random forest determination results was achieved. A large number of experiments for intrusion 346 

type detection were conducted in this paper, and on this basis, comparisons were made with the real 347 

type to generate the corresponding activity matrix in Figure 4.  348 

 349 

Fig. 4 Matrix of attack type similarity 350 

The corresponding target relationship probability values were obtained by the operations shown 351 

below: 352 

,

1

ime[ ][ ]

[a][ ]
a b n

r

s
t a b

time r

im






 (7) 353 

In (7), 
1

[a][ ]
n

r

time r

  denotes the total number of attack types determined as a  after pre-354 

experimental processing, and ime[ ][ ]t a b denotes the proportion of attack types determined as 355 

b among the attack types determined as a  obtained above. 356 

 357 
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 358 

 359 

4 Results and discussion 360 

This section provided a detailed description of the experimentally relevant data set and the 361 

preprocessing process, followed by a brief description of the evaluation metrics used in this paper, 362 

and finally, some comparative analysis of the experimental results was described. This paper used 363 

Python for code implementation. The experimental environment was configured as follows: 364 

processor Intel Core i5-10400, 16G memory device, and operating system Win10 Professional 64-365 

bit. 366 

4.1 Data set description 367 

Through the analysis of the experimental datasets used in similar studies, and the one that is 368 

better known in the field of intrusion detection and has obvious disadvantages is the KDDcup99 369 

dataset. The main problem in this dataset is that the training data of the system, which consists of 370 

up to 75% redundant data, tends to be somewhat misleading to the classifier. This allows the 371 

classifier to focus on records with more frequent occurrences and to learn relatively less from 372 

minority classes of data including R2L, U2R, which has a great impact on the model detection effect 373 

and making the classification results have a more obvious bias. Considering the above factors, this 374 

paper tries to adopt a NSL-KDD dataset optimized for frequent records in the KDD dataset. As 375 

shown in the table, the overall data types of the NSL-KDD dataset can be broadly classified into 376 

two categories, including normal and anomaly. The exception types in the data set can be subdivided 377 

into four major categories and many subtypes, including DOS, Probe, U2R, and R2L. Table 1 shows 378 

the distribution of the specific type composition of the dataset. 379 

 380 

 381 
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 382 

Table 1 Attack Type Distribution 383 

Attack 

Type 

Class Subclass 

Normal normal normal 

anomaly Probe ipsweep, mscan, nmap, portsweep, saint, satan 

DOS apache2,back,land,mailbomb,neptune,pod,processtable,smurf, teardrop, 

udpstorm 

U2R buffer_overflow,httptunnel,loadmodule,perl,ps,rootkit,sqlattack, xterm 

R2L ftp_write,guess_passwd,imap,multihop,named,phf,sendmail,snmpgetatta

ck,snmpguess,spy,warezclient,warezmaster,worm,xlock,xsnoop 

 384 

Fig. 5 Overall NSL-KDD data statistics 385 

The data imbalance problem that exists in the NSL-KDD dataset is shown in Figure 5. The 386 

proportion of normal type samples in the overall data sample dominates, but those types of sample 387 

data such as Probe, R2L, and U2R, which are more frequent in real attack activities, are slightly 388 

under-represented in the overall data set. 389 

4.2 Data preprocessing 390 

In order to further reduce the computational overhead time and ensure the processing of 391 

important attribute information, it was necessary to numerically transform the attributes that were 392 

not directly available in the original dataset and perform data normalization operations on the key 393 

data. The number of attribute features in the original dataset was up to 41, mainly including basic 394 

features such as duration, content features such as hot, and time and host-based network traffic 395 

statistics such as count, dst_host_count. Among them, preprocessing operations focused on the 396 

Normal Dos Probe U2R R2L Total

Test 9711 7458 2421 200 2754 125973

Train 67343 11656 45927 52 995 125973

0
20000
40000
60000
80000

100000
120000
140000

NSL-KDD DATASET
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processing of character-based attributes, mainly including protocol_type, service, and flag. First, 397 

numeric values were assigned to the tail column data types of each data sample, mainly including 398 

the following five types: 0 for normal type, 1 for Probe type attack, 2 for DOS type attack, 3 for 399 

U2R type attack, and 4 for R2L type attack. Then the character-based values were transformed into 400 

binary code features for easy identification and processing by one-hot encoding, for example, the 401 

protocol_type field was preprocessed to represent the TCP protocol using [1,0,0]. Finally, to prevent 402 

the performance of the model from being affected by data processing overflow problems during 403 

training due to overly large data values, a normalized processing operation for the original data was 404 

necessary and mapped it to the [0,1] interval range. 405 

 406 

 
min

 

max min

n

r r
r

r r





 (8) 407 

In (8), where 
min

r  represents the minimum value of the current attribute feature, 
max

r408 

represents the maximum value of the current attribute feature, and 
n

r  represents the value after 409 

normalization. 410 

4.3 Evaluation metrics 411 

In order to get a comprehensive understanding of the overall classification of the model and 412 

the performance effect of classification of fewer classes of samples. The performance evaluation 413 

metrics selected in this paper include accuracy, false positive rate (FPR), recall, which were more 414 

commonly used in similar studies, in addition to the commonly used accuracy rate. All of the above 415 

indicators were derived from the analysis and application of the basic attributes of the confusion 416 

matrix including True Positive (TP), True Negative (TN), False Positive (FP), and False Negative 417 

(FN), and the specific explanation of each indicator is shown below: 418 



  Page 21 of 29 

            
TP TN

AC
TP TN FP FN




  
 (9) 419 

  
FP

FPR
FP TN




 (10) 420 

   =Recall=
TP

DR TPR
TP FN




 (11) 421 

4.4 Experimental results on NSL-KDD 422 

The experimental process and the evaluation of experimental results were mainly divided 423 

into training and testing. The original NSL-KDD Train+ dataset was allocated in the ratio of 424 

80:20 for training and testing validation of the model, respectively. Finally, the performance of 425 

various classifiers was tested and evaluated on the NSL-KDD Test+ dataset. The test classifiers 426 

used in this paper mainly included classical machine learning classification algorithms such as 427 

SVM, RF, and KNN. The detection effect of each classifier on the categories could be clearly 428 

shown in the following figure, in which the detection accuracy of the proposed algorithm on 429 

the validation set is as high as 99.72%, which is about 2% better than other classifiers. The 430 

details of the experiments of the proposed method for binary classification on the NSL-KDD 431 

dataset are shown in detail in the following Figure 6. 432 

 433 

Fig. 6 Compression of algorithms on training set（2-class） 434 

After fine-tuning the operation on the basis of the above generated classifier, the detection 435 

effect of the model in multi-classification is shown in Table 2. Compared with other classifiers, the 436 

SVM KNN RF
OUR

METHOD

Accuracy 96.75% 98.42% 98.34% 99.72%

FPR 0.027 0.019 0.021 0.003
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proposed model in this paper shows multiple improvements in the detection rates of different attack 437 

types. In particular, the detection rate on Probe is about 1.43% higher than the SVM classification 438 

model and 1% better compared to the random forest algorithm. 439 

Table 2 Compression of algorithms on training set（5-class） 440 

Attack 

Type 

Detection Rate 

 SVM KNN RF OUR METHOD 

 Probe 98.31 99.68 98.74 99.74 

Dos  98.32 99.57 99.59 99.99 

U2R 99.96 99.88 99.91 99.92 

       R2L 96.08 99.45 93.37 99.89 

 441 

 442 

 443 

Fig. 7 Compression of algorithms on KDDTest+ 444 
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            445 

Fig. 8 Multi-class Compression of algorithms on Original dataset 446 

From the information in the above Figure 7 and Figure 8, the highest accuracy of our 447 

classification model was 78.4 when it was evaluated in the KDDTest+ dataset. Besides, it was 448 

notable that the detection effect of all types of classification models for minority samples such as 449 

U2R and R2L was slightly lower compared with other majority classes, which was due to the 450 

imbalance of data between samples during the training process leading to the training model 451 

focusing too much on the detection of majority class samples. 452 

 453 

Fig. 9 Multi-class Compression of algorithms on Sampling dataset 454 

The classification algorithms were evaluated in the NSL-KDD dataset after being processed 455 

by the sampling method proposed in this paper, and the classification results could be clearly shown 456 

in Figure 8 and Figure 9. The proposed hybrid method combining the K-means clustering method 457 

with SMOTE sampling technique, which improves the detection effect of each classifier for 458 
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 Detection Rate  SVM 48.95% 77.40% 2% 9.38%

 Detection Rate  KNN 62.21% 79.38% 4.50% 5.16%

 Detection Rate  RF 66.25% 84.77% 7% 21.37%
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minority class samples and effectively alleviates the problem of data imbalance. Therefore, the 459 

proposed method in this paper optimizes the intrusion detection dataset to a certain extent and the 460 

sampled dataset has some practical significance compared with the original dataset. 461 

Besides, we compare the proposed method with excellent research methods in order to further 462 

show the superiority of the proposed method. The comparison results obtained are described in 463 

detail in Table 3, where the data set used, the classification model, the accuracy rate, and other 464 

factors are used as aspects of the comparison. As described in the table, in terms of the overall 465 

accuracy, the enhanced random forest method used in this paper and the random forest method used 466 

in the literature [28] have higher accuracy of 99.72 and 99.4, respectively. Second, compared with 467 

the classification methods such as SVM used in the literature [33], the detection accuracy of this 468 

paper is both improved. 469 

Table 3 The comparison of proposed model with the state-of-art on the NSL-KDD 470 

Study Data Set Classifier ACC（%） 

Golrang et al. [19] NSL-KDD Random Forest 99.4 

Gao et al. [20] Incremental extreme learning 

machine (I-ELM) and Adaptive 

principal component (A-PCA) 

81.22 

Belouch et al. [21] RepTree 89.85 

Salo F et al. [22] Ensemble (SVM, IBK and 

MLP) 

98.24 

Our method Enhanced Random Forest 99.72 

 471 

5 Conclusion 472 

In this paper, we analyzed the attack types and similarities of malicious intrusion attacks in 473 

NSL-KDD dataset, and then an intrusion detection system model was proposed and discussed based 474 

on enhanced random forest and SMOTE algorithm. Firstly, the equalization of training samples was 475 

achieved by combining the K-means algorithm with the SMOTE algorithm to some extent to 476 

compensate for the under-training of smaller scale samples. Then the optimization of the similarity 477 
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between decision trees was used to further enhance the detection performance of random forest. 478 

Initial detection was obtained by enhancing random forest, and finally the results were further 479 

corrected by the similarity of intrusion attacks. This paper evaluated the enhanced random forest 480 

algorithm on the NSL-KDD data set and achieved a relatively ideal effect. In the future, our study 481 

will further optimize the model accuracy and computational overhead time through feature 482 

extraction and classifier selection. Intrusion detection systems have great research significance as 483 

an important way to defend against malicious activities, and the use of ensemble learning methods 484 

can further improve the accuracy and robustness of detection, so machine learning technology has 485 

an important role in advancing research in the field of network security. 486 
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