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Abstract
The Internet of Things (IoT) makes it possible to collect data from, and issue commands to, devices via
the internet, eliminating the need for humans in the process while increasing productivity, accuracy, and
economic value. Therefore, the integration of IoT plays a crucial role in achieving high e�ciency and
sustainability in the production of renewable energy that could be used to meet future electricity needs.
While this approach has many signi�cant bene�ts, it also opens smart renewable energy to cyber-attacks,
giving hackers a new window of opportunity to take advantage of renewable energy’s vulnerabilities. This
obviously affects the �nancial and physical functioning of smart renewable energy. This article reviews
the literature on cybersecurity threats and vulnerabilities in IoT-based smart renewable energy and cyber-
attacks on power systems. False data injection, replay, denial of service (DoS), and brute force credential
attacks have been identi�ed as the main threats to IoT based smart renewable energy. These threats
exploit IoT based smart renewable energy’s vulnerabilities such as the usage of insecure communication
protocols, poor encryption techniques, poor hash algorithms, lack of access control, lack of parameter
sanitization, and the inappropriate use of authentication alongside encryption. The �ndings of this review
will assist researchers in better understanding the issues surrounding the cybersecurity of IoT-based
smart renewable energy and the needs for grid security in light of the exponential growth in the number of
renewable energy sources connected to the grid.

1. Introduction
Global climate changes caused by human activities raise concerns about environmental preservation
because the consequences would be disastrous if no action was taken. Following these concerns,
developing renewable energy becomes important, and notably in recent years, substantial emphasis has
been placed on renewable energy consumption [1]. As traditional energy sources deplete, renewable
energy sources are expected to be the largest power generators [2]. The largest portion of renewable
energy being used today is provided by wind and solar when compared to biomass, geothermal, and any
other existing renewable energy sources. Solar radiation contributes to the generation of electricity on the
power system on both a large scale (via utility-scale installations and solar farms) and a small scale (via
rooftop installations, microgrids or nanogrids, distributed energy resources (DER), and storage systems).
Wind speed, temperature, dust, humidity and light intensity are some of the environmental elements that
affect renewable energy generation. These variables have an impact on the e�ciency of energy
conversion from renewable energy sources. Since our future generations will rely on renewable energy,
researchers must incorporate IoT to deliver reliable and economical energy [3].

IoT technologies enable operators to remotely manage and monitor equipment in real time. Furthermore,
they can automate particular system operations and give greater control to the workforce, allowing for
lower operating expenses and less reliance on fossil fuels in the energy industry [4].Traditionally, electrical
grids were built to deliver uniform electricity in a one-way �ow from the power plants to the endpoints of
consumption. Therefore, this obsolete system cannot support the variable supply of smart renewable
energy[5]. Hence, IoT enabled smart grids support the switching between renewable energy sources and
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existing power stations to ensure a continuous supply of electrical energy [6]. With this switching
capability, smart grids can handle the dynamic nature of renewable energy while providing users with an
uninterrupted electricity supply. Therefore, the integration of IoT plays a crucial role in achieving high
e�ciency and sustainability in the production of renewable energy that could be used to meet future
electricity needs.

While this method has many signi�cant bene�ts, it also opens smart renewable energy to cyber-attacks,
giving hackers a new window of opportunity to take advantage of renewable energy vulnerabilities [7].
This obviously affects the �nancial and physical functioning of the grid [8], [9]. Furthermore, due to the
growing prevalence of DER like wind and photovoltaic (PV) assets, as well as the communication and
advanced technologies they employ [10], the cyber-physical security of these smart renewable energy
assets requires urgent attention. Due to the advancements in PV system digitalization and the
proliferation of IoT devices used in PV plant communication, transmission, and data collection,
cybercriminals can [11]:

compromise a monitoring and control platform by using replay attacks to re-create the actions of a
previously running system

coordinate cyberattacks that spread across the supply chain, for example, digital parts, faulty
electronic components. Microcontrollers, digital signal processors, and intelligent application-speci�c
integrated circuits are just a few of the cutting-edge electronic components used in PV inverters.
Malicious malware hidden in these parts can compromise inverter functionality and lead to failure

damage the plant or shut it down by attacking the inventor algorithms or controller and/or the plant
supervisory system, or by getting into the inverter controller software and the unit controller and
changing them.

Hardware-level attacks, such as tampering with photovoltaic modules, wires, combiner boxes, and
inverters [12],

target the grid with the ability to dramatically affect plant operation and general safety, including
activities like manipulating energy demand and cutting the plant off from the grid. Cybercriminals
can cut off electricity from PV inverters to the grid by tripping the circuit breakers or by creating high,
low, or zero voltage levels.

The �ndings of this review will assist researchers in better understanding the issues surrounding
cyberattacks on IoT-based smart renewable energy and the needs for grid security in light of the
exponential growth in the number of renewable energy sources connected to the grid. Methodology used
for the research is presented in section 2. The research discusses previous work in Section 3., introduces
the architecture of IoT-based renewable energy in Section 4. Section 5 presents the vulnerabilities and
threats in renewable energy, and Section 6 presents the recent cyber-attacks on power systems. The
discussion and conclusion are presented in Section 7, with the emphasis on the current trends in
cybersecurity for renewable energy systems.
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2. Methodology
While conducting our studies, a systematic approach was deemed essential to ensure that all relevant
studies are identi�ed, and that high-quality evidence is included in the analysis. This involved a thorough
search process that was carefully executed, following the literature search guidelines outlined in [13], [14]
and adhering to the recommendations for the Preferred Reporting Items for Systematic Reviews
(PRISMA) as detailed in [15].

To begin with, a search was conducted in the Scopus database to identify relevant scienti�c literature.
The Scopus database was chosen for its ability to provide a systematic evaluation of the literature and
ensure comparability of documents across different research domains. English language documents
were exclusively included in the search, with no limitations on geographical distribution. However,
emphasis was placed on scrutinizing literature that was published from the year 2015 up to the present.

To perform the search query, speci�ed keyword strings were used in the title, abstract, and keywords �elds
of the documents for the relevant �elds. This helped in ensuring that the search was focused on the areas
of interest. After identifying the documents, a visual inspection was performed to eliminate any
duplicates or those that had no substantial evidence for the study objectives. This helped in removing
irrelevant documents and ensuring that the analysis was based on high-quality evidence.

After �ltering out the irrelevant documents, the remaining ones underwent both qualitative and
quantitative analysis. This rigorous process entailed an exhaustive examination of the documents to
extract pertinent information, which was then summarized and analyzed. The analysis was carried out
using appropriate statistical tools to draw meaningful conclusions.

Table. 1 outlines the conclusive keywords selection for the bibliometric analysis. The corresponding
number of documents detected in the Scopus database are showcased for each respective case.
Likewise, the graphical illustration depicted in Fig. 1 showcases the yearly distribution of the documents
discovered in relation to each respective search query case, While Fig. 2 represents the distribution of
research documents type and Fig. 3 illustrate the percentage distribution of retrieved research documents
by subject areas.

Table 1
Searched keywords string and corresponding number of documents

Search
case

Keyword string Retrieved
documents

Q1 (“cybersecurity" OR "vulnerab*") AND ("IoT" OR "smart") AND ("microgrid"
OR "nanogrid" OR "renewable")

375

Q2 ("cyber attack" OR "cyber-attack") AND ("IoT" OR "smart”) AND
("microgrid" OR "nanogrid" OR "renewable")

200

Q3 "cyber threat" AND ("IoT" OR "smart") AND ("renewable" OR "microgrid" OR
"nanogrid")

34
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Upon analyzing the data presented in Fig. 1, it becomes apparent that the number of articles and
conference papers related to the keyword string Q1 "Cybersecurity or Vulnerab*" in IoT-based Smart
Renewable Energy is signi�cantly higher than those related to the keyword string Q2 and Q3 ("Cyber-
attack or Cyber Threats”) respectively. Moreover, it can be observed that the number of published papers,
as per their yearly distribution, exhibits a similar increasing trend regardless of the keyword string utilized,
indicating a rising interest in the subject matter. The observed declining trend in the 2023 data can be
accounted for by the limitation that the data is based solely on the �rst months of the year.

By analyzing the data presented in Fig. 2, it becomes evident that the most common publication types in
this research area, for each search case, are conference papers, articles, and book chapters. However, the
relatively low quantity of review papers suggests that further attention should be given to this type of
publication, as their insights could be useful in identifying potential areas of focus and informing future
research directions.

Based on the data presented in Fig. 3, it can be observed that the highest number of published
documents are concentrated in the research areas of engineering, computer science, and energy,
respectively. Conversely, a small percentage of papers are distributed across other scienti�c disciplines.
This information was instrumental in enabling us to �lter out papers that were not relevant to our area of
interest.

3. Review On Previous Work
The authors of [16] conducted a cybersecurity analysis of a photovoltaic (PV)-based home nanogrid
deployment and exploit protocols like Domain Name Service (DNS) and Secure Shell (SSH). The paper
gives a detailed explanation of the criteria that smart microgrids must meet to make them more secure
and less vulnerable to cyberattacks. It also presented a new method for assessing cybersecurity concerns
in PV-based distributed energy resource (DER) implementations for homes, in addition to a categorization
of standards published in the scholarly literature based on their applicability to the security of smart
grids. Assessment of PV systems for residential use was the primary emphasis of the work. The research
[17] examines cybersecurity attacks on the smart microgrids' data con�dentiality, integrity, and
availability. The focus, however, was on a false data injection attack which aimed to compromise data
integrity. Authors in [18], assessed the risks and potential remedies associated with IoT-based smart grids.
They concentrated on the study and investigation of current network vulnerabilities, defenses against
attacks, and security standards that smart grids must achieve. Many challenges to the con�dentiality,
integrity, and availability of smart grids—the primary security goals—are taken into account in [19]. The
most widely used communications protocols in the realm of industrial control systems are the subject of
a qualitative cybersecurity investigation in [20]. Such protocols encompass DNP3, Modbus, TASE.2, IEC
60870-5-104, IEC 61850, IEC 60870-5-101, OPC UA, and OPC UA. The authors provide a standardized
approach based on protocol �aws for comparison.
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The authors in [21] offered a thorough analysis of the security issues plaguing IoT-based smart grids,
along with some potential approaches to those problems. The study's overarching objective was to
evaluate the repercussions of security breaches, smart grid vulnerabilities, and proposed
countermeasures. However, the study did not include renewable energy research. The paper [7] laid the
groundwork for future nanogrids to better catalog their assets, assess potential dangers, calculate
potential risks, and implement safeguards. To demonstrate the framework's use, researchers examined
the cybersecurity of a working prototype of a nanogrid that uses PV modules and load regulation. The
nano grid incorporated a blockchain-powered energy trading platform and a weather station that
broadcasts temperature and humidity data according to a prede�ned protocol. The data is utilized to
make predictions, which are then used to make suggestions for consumption and generation.
Furthermore, an expense analysis was conducted to offer a systematic evaluation of the protection
measures and determine a trade-off between the costs of establishing security measures and the
damages brought on by unauthorized breaches.

Most of the literature review focused on the cybersecurity of the smart grid and neglected the part of
renewable energy that is growing rapidly. The main objective of this research is to review cybersecurity
threats and vulnerabilities in IoT-based smart renewable energy and cyber-attacks on power systems. The
�ndings of this review will assist researchers in better understanding the issues surrounding cyberattacks
on IoT-based smart renewable energy and the needs for grid security in light of the growing number of
renewable energy sources that are linked to the grid.

4. Architecture Of Iot-based Smart Renewable Energy
IoT covers a wide variety of items equipped with sensors and actuators for data collection, processing,
and dissemination to other devices, software, and platforms. The Internet of Things (IoT) is the most
exciting new development in technology today [22]. The term "Internet of Things" (IoT) is de�ned in [23]
as a speci�c type of network that links any physical item to the Internet using a standard protocol and
gathers data in real time using a variety of information sensing devices. IoT is also de�ned as a network
of interconnected electronic devices, software, and services that enables the transmission and interaction
of data for the purposes of intelligent identi�cation, precise locating, tracking, and controlling data. The
IoT idea offers a framework that makes intelligent data exchange possible for operations including
monitoring, controlling, and communicating [24]. Through a network connection, IoT enables physical
equipment to be monitored and managed remotely [25]. This establishes real-time connectivity between
cloud-based computer systems and physical devices (like controllers, actuators, and sensors) [26]. IoT
technologies have given rise to a number of ground-breaking ideas that have changed the way numerous
industries conduct their daily business [27].

IoT-enabled sensors are used at every stage of smart renewable energy supply chain, from generation,
transmission to distribution. These resources help �rms to remotely monitor and control renewable
energy equipment in real time [28]. Smart renewable energy is the result of the bidirectional power �ow
that necessitates bidirectional information �ow between consumers and the utility, and the usage of IoT
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as a key technology. This is achieved by integration of sensors, actuators and communication
technologies in renewable energy as shown in Fig. 4.

Sensor: These devices are deployed in the �eld to collect and transmit information in real time. The
role of these sensors is to help operators remotely monitor and control energy generation,
transmission, and distribution processes.

Actuators: Actuators are devices that turn a certain kind of energy into motion. They produce a
variety of motion patterns, including oscillatory, linear, and rotational movements. To deliver useful
services in the energy industry, actuators interact with other nearby equipment.

Communication technologies: End-to-end data connections can be initiated in the environment by
connecting sensors to IoT gateways through wireless technologies. Wind and solar power plants are
typically located in di�cult-to-reach locations. Deploying IoT devices guarantees green energy
e�ciency and real-time data transmission.

Perception (the lowest), Network (the next), Middleware (the next), and Application (the highest) are the
layers engaged in controlling and monitoring renewable energy sources [29]. The perceptual layer is the
data-gathering one. It gathers data on physical parameters for use in environmental monitoring and
management. This layer can be equipped with a wide variety of sensors and other components to
accommodate a wide range of con�gurations and user needs. The network layer follows the perception
layer. Through the transport and access network, it transports data and information. Unlike transport
networks, which operate over long distances, access networks, such as Wi-Fi, ZigBee, and sensor area
networks, operate over short distances. Wired and wireless area networks both belong to transport
networks.

Middleware is responsible for bridging the gap between the network layer and the application layer; it
extracts data and transforms it into the needed format. By breaking down a large system into smaller
pieces, middleware makes it easier to manage and, therefore, more service-oriented. In the application
layer, we �nd the application platform and the cloud computing platform. Data sent from the perception
layer through the gateway is received and stored in the application layer, which then analyzes, organizes,
and performs computations on the data. As a result, the application layer is in charge of sending data
obtained from the web server about the monitored parameters to the end user via graphical
representations or reports. Figure 5 depicts the mentioned layers involved in the execution of different
functions in smart renewable energy systems.

Four layers of IoT-based architecture for RE systems were de�ned in the study [30]: the power layer, the
data acquisition layer, the communication network layer, and the application layer. The locations where
energy is produced and consumed make up the power layer. On the generation side, there are RE sources
such as wind and solar, as well as energy storage solution like batteries. The power layer also includes
buses, transformers, and loads. The energy load is consumed in places where there are buildings with a
variety of energy consumption applications, such as electric cars, machinery, lights, and other appliances.
To ensure e�cient energy use, loads are classi�ed as residential, commercial, or industrial. Moreover, the
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power system layer has several sensor nodes and measurement devices that form the data acquisition
layer when interconnected with renewable energy sources.

Information gathered by measuring devices and various sensor nodes is sent into the application layer
via the communication network layer. RE system can be controlled using information gathered from a
variety of sources, including wind power and solar panels, depending on whether you're operating off the
grid or in grid-connected mode. Table. 2 illustrates the sensors used in PV and wind renewable energy.
The control center receives data from the power layer's sensor nodes and measuring equipment through
the communication network layer. Depending on the technology employed, this layer can be broken down
into wireless (LoRa, ZigBee, cellular, WiMAX, Wi-Fi, etc.) and wired (optical �bers, Ethernet, PLCs, etc.)
solutions. Through the use of remote terminal units and intelligent electronic devices, the communication
network layer collects and transmits data from all parts of the system. In [31] they constructed an IEC
61850-compliant communication network architecture for monitoring PV power plants remotely. A variety
of services, including web servers, databases, historians, application servers, and human-machine
interfaces (HMI), are kept in the control center. Monitoring and controlling processes in real-time are two
of the primary responsibilities of the application layer. The local control center provides stores, and
processes monitoring status and data information for various services. The control center has a LAN for
communicating with other control and protection devices, including remote terminal units and IEDs.

5. Security Vulnerabilities And Threats In Iot Based Smart Renewable
Energy
The smart RE integrates two-way communication technology and computational intelligence across the
whole energy system, from the generation to the consumption endpoints. Despite the numerous bene�ts,
this method leaves renewable energy vulnerable to security threats, giving hackers a new opportunity to
take advantage of vulnerabilities in smart renewable energy. Moreover, perpetrators target smart
renewable energy since its monitoring and management rely on public solutions and Internet-based
protocols. These attacks can cause both physical and �nancial damages, which may lead to the power
system's services being disrupted. This has physical and �nancial effects on the functioning of the power
system.

A total of 23 vulnerabilities in photovoltaic systems were discovered in the study [32], and their root
causes were investigated. All of the vulnerabilities were taken from the vulnerability databases [33], [34].
These vulnerabilities include insecure communication protocols (the problems include the usage of poor
encryption techniques, poor hash algorithms, and inappropriate utilization of authentication alongside
encryption.), lack of access control, Lack of parameter sanitization, Backdoor and hard-coded accounts
(developers frequently employ hidden and backdoor accounts for testing purposes, but they forget to
delete them before a product is given to a consumer.), cross-site scripting.

The following is a list of the most well-recognized security threats that target smart IoT-based RE system,
as gathered from a survey of the relevant literature [35],[36],[37],[38],[39],[40],[41],[42],[43]:
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False Data Injection (FDI)

Once intruders can alter or manipulate the original measurements given by the sensors, a sort of
cyberattack known as a false data injection attack can be planned, impacting the control center’s
computing capacity [44], [45], [46], [47]. In this way, the adversary can tamper with the network operator's
state estimation algorithms and cause them to draw incorrect conclusions[48], [49]. It can be either cyber-
based or physical-based [50]. One of the most dangerous types of attacks on distributed energy resources
based on false data injection is energy theft[51]. The theft is the result of a falsi�ed meter reading that
provides inaccurate information.

Table 2
Sensors in PV and Wind energy system [30]

Unit Part Sensing Device

PV System PV Array power, current, module temperature, tracker

Grid Current from grid, current to grid, power to grid, power from
grid, utility voltage

Meteo mast Wind direction, wind speed, ambient air temperature,
irradiance

Wind Turbine
System

Generator Power, Voltage, Current, status, temperature

Converter Voltage, current, torque, frequency, power factor, temperature,
status

Transformer Status, temperature, voltage, current, oil level

Rotor Status, rotor speed, rotor position, pitch angle, pressure
temperature

Transmission Status, pressure, grease level, temperature, vibration, oil level

nacelle Status, wind speed, wind direction, orientation, displacement

yaw Temperature, speed, position, grease level

meteorological Humidity, temperature, pressure, wind speed, wind direction

The reading from the smart meter must be precise because it is used for billing and accounting.
Customers who aren't trustworthy could give false information to get a discount or ask for a high
payment [52]. The effects of the FDI were investigated in [53]. The overvoltage and its effects on the grid-
connected PV were brought on by the successful attack that altered sensor readings at the level of the PV
system. The authors presented the economic impact of the attack as well.

Investigation of a power system integrity compromise is presented in [54]. The article [55] presented a
scenario in which an FDI attack is carried out on PV system meter data being utilized for �fteen-minute
forecasting. As a result of the attack, the command-and-control center provided the grid with the incorrect
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operational parameters, and the research shows that the FDI could lead to catastrophic failures. To solve
this problem, research [56] suggests a novel FDI attack detection technique suitable for power grids with
a high proportion of renewable energy sources. Using multiple attack scenarios, the created framework is
tested on an IEEE 14-bus system incorporating numerous renewable energy sources. The proposed
detection method performs better in a renewable energy grid-connected setting, according to numerical
�ndings. The authors of [57] proposed a detection technique for PV grid-connected systems' voltage
sensors' measurement change. Encryption techniques have generally been shown to offer signi�cant
advantages for FDI attack prevention [58], [59], [52], [60]. Unfortunately, these approaches still have a
considerable computational cost. Hence, additional study is required to decrease lower computational
costs, as well as improve the algorithm's e�ciency, precision, and processing speed.

Man-in-the-Middle (MITM)

As part of a MITM attack, an intrusive party inserts itself into a dialogue taking place between two
communicating devices to either pose as one of the devices or eavesdrop, making it seem as if the
information is being exchanged normally [61]. Consequently, false command injections and false data
injection assaults by the attacker might endanger power system activities including load forecasting,
automatic generation management, economic dispatch, and state estimation. The Metasploit framework
is used in work [62] to conduct a man-in-the-middle cyberattack on a PV plant that is connected to the
grid. In [63], it is shown that a MITM assault on a power factor correction unit may overwhelm a
distributing feeder, resulting in the deliberate tripping of the whole feeder as well as a subsequent
blackout throughout a wide area. To show the e�cacy of this approach, an experiment was implemented
in a laboratory model utilizing commercial power equipment with varying loading situations. The study
[64] shows that a commercial PV inverter that offers auxiliary services to the grid may be the target of a
MITM attack, resulting in the deliberate collapse of the whole feeder and the subsequent blackout of a
large area. The attack's e�cacy and potential danger were exposed by its successful experimental
execution. PV inverter capability and feeder loads are only two of the many variables taken into account
to determine the overall viability of the planned attack.

Replay

Replay attacks take place when an attacker captures network tra�c and acts as the main source by
forwarding it to the target [18]. The threat actor either causes a delay in the data transfer or causes it to
be retransmitted. An attacker can impersonate the legitimate sender of data by resending it to its intended
recipient after intercepting it. The recipient of the legitimate communication is duped into thinking it was
delivered from a trusted source. The message is delivered twice, which is why it is termed a replay
assault. The cybercriminal who launches a replay attack doesn't even need to decode the message they're
resending, making it all the more dangerous. But they can still trick the recipient into thinking the
communication is genuine. Cybercriminals can gain access to otherwise inaccessible data by using
networks that have been compromised through replay attacks. Replay attacks were identi�ed as one of
the attacks on renewable energy systems by the authors [65]. One of the most popular protocols for IoT
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devices, ZigBee, is used to transmit data between devices via a network. However, the study [66]showed
that ZigBee is vulnerable to replay attacks, and the authors showcased a replay attack method that can
be executed with just an open-source KillerBee and the commercially available API-Mote. Messages sent
across ZigBee gadgets can be recovered with the help of a suggested noise-removal approach. The
HMAC-MD5 technique was proposed by [67] as a means of detecting replay attacks in the isolated smart
grid. Research [68] described a new authentication technique that combines robust cryptography with a
random key method for maximum security. The study demonstrates that it has the potential to provide
mutual anonymity, authentication, forward and reverse security, and resilience to replay attacks.

Denial of service (DoS): Routing protocols and electronic movements are the primary targets of DoS
attacks, which overload communication channels and slow down network speeds. By overwhelming the
system with extra data packets, a denial-of-service attack can effectively restrict what regular users can
do [69]. In [70], two types of denial-of-service attacks were launched against the IoT-based PV system, and
their performance was evaluated (in terms of both the time it took to launch the attacks and the
percentage of times they were successful). The distributed denial of service (DDoS) cyberattack, in
contrast, is a more severe kind of cyberattack in which several hosts attack a target simultaneously.
Threat actors prepare a cyberattack ahead of time by exploiting a vulnerability to hack several hosts
across communications networks; hackers then overwhelm the target site with all hacked hosts. In the
case of inverter-based smart energy systems, DoS can obstruct information exchange between all
devices and the control system. DDoS can be grouped into three types: volume-based [71], protocol-based
DDoS [72], and application-layer DDoS [73]. The authors in [74] analyzed the impact of DOS attack on the
PV system. Simulation of DOS on PV inverter is presented in [75]. The analysis of DOS impact against
microgrid is presented in [76], [77], [78]. Hybrid intrusion detection system was suggested by [79] as the
prevention of DOS in distributed energy resources.

Brute force credentials

The goal of this attack is to guess passwords, usernames, and encryption keys through repeated
attempts and error. Before gaining access, the hacker tries several login identities and passwords. Once
they're in, the criminal may stay in the system as long as no one notices that they aren't the real user.
During this period, they can set up back doors, spread laterally, understand the system for the purpose of
later assaults, and steal information. The optical ports of a smart meter can be accessed with brute-force
password cracking using a program like termineter[80]. As a second phase of an assault, malware may
be installed on the smart meter to steal the power.

6. Cyber-attacks On Power System.
In this section, we discussed the major cyber-attacks that have jeopardized the power industry in recent
years.

The �rst high-pro�le documented cyber-attack on the power grid occurred in Ukraine on December 23,
2015 [81]. It affected a regional electricity distribution company, and it is considered the �rst of its kind to
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be a case in point for the security and safety of the electric grid everywhere. The investigation report [82]
states that the threat actors employed remote industrial control system (ICS) client software or pre-
existing operating system-level remote administration tools through virtual private network (VPN)
connections to carry out malicious remote actions on the circuit breakers. It is thought that the
perpetrators obtained legitimate credentials in advance to make remote access administration easier. The
attack resulted in a six-hour blackout that affected over 225,000 consumers in and around Kyiv, the
capital city of Ukraine [83].

On December 17, 2016, a second cyber-attack happened in Ukraine, almost one year after the previous
attack. This time around, the actors attacked the Pivnichna electricity substation outside the capital city
of Ukraine. It subsequently caused a blackout that lasted for over an hour, and one-�fth of Kiev's power
consumption was lost due to this power outage [84]. The analysis report [85] proved that malware termed
"CRASHOVERRIDE" was used in this attack, and its framework has modules for speci�c ICS protocol
stacks; however, it also includes non-ICS-speci�c modules, such as a wiper, which deletes �les and
processes from the running system in order to launch a destructive attack on operational technology
equipment.

On March 5, 2019, a renewable energy development company based in the USA suffered a denial-of-
service attack [32]. The incident caused the grid operators to lose communication with the solar and wind
generation sites totaling 500 megawatts; it left operators blinded to the generation systems for about
twelve hours [86]. A cyber-attack paralyzed a German wind turbine operator in February 2022. They
reported that the remote monitoring and control of thousands of wind turbines had failed because of a
fault in the satellite connection to their systems [87]. The computer emergency response team of Ukraine
(CERT-AU) reported on April 12, 2022 [88], that they faced a cyberattack on the Ukrainian energy �rm. The
attackers targeted several critical infrastructure elements, including high-voltage electrical substations,
using a malicious program termed Industroyer2 (a variant of Crashoverride used in 2016). The attack was
detected and promptly mitigated before it caused greater damage; otherwise, a blackout would have
impacted approximately two million people [89]. Moreover, on October 26, 2022, one of Germany’s largest
municipal energy suppliers con�rmed on its site [90]that it had been targeted by a cyberattack. This hack
has impacted customer service availability as a result of an IT malfunction in their system. However, the
immediate reaction prevented the attack from causing greater damage; hence, the critical infrastructure
of the facility was not affected.

7. Discussion And Conclusion
Many industries have embraced the IoT in recent years to boost productivity and effectiveness. Its use is
also being optimized in the energy industry to enhance sustainability. As a result of the IoT's standardized
networks and protocols, �rms can remotely troubleshoot malfunctioning machinery, monitor their devices,
and maximize the production of renewable energy. On the other hand, "cyber security" refers to the tools,
procedures, and controls put in place to prevent harm to computerized infrastructures such as computers,
devices, networks, and stored information. Near the power plants, where renewable energy is generated,
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many systems employ sophisticated controls, digital sensors, and network designs. Each control that
may be accessed either physically or online is a potential entry point for hackers targeting renewable
energy installations. And accessibility must be managed, and data con�dentiality, integrity, and
availability must be maintained. Security solutions have been recommended in the literature:

Several power systems communication protocols, such as IEC 61968, IEC 61970, IEC 61850, IEC 60870-6,
and IEC 60870-5 series, are covered by the IEC 62351 Standard, which was created to offer security
recommendations [17]. Security measures such as intrusion detection system, digital signatures to
ensure authentication, and prevent spoo�ng and eavesdropping are all included. The research [91]
provided a detailed examination of the IEC 61850 messaging architecture and the associated
cybersecurity issues. It demonstrated how the application of IEC 6185 has grown from transmitting
electrical measurements across a single LAN to multiple LANs, WANs, and the transmission of highly
con�dential information like �nancial transactions. Each form of the IEC 61850 message was reviewed in
light of the cybersecurity suggestions made in IEC 62351 Standard. Nevertheless, the time e�ciency of
the IEC 62351-recommended security measures was investigated for power system that employ IEC
61850-based communication. Several shortcomings, including IEC 61850 time requirements, were
discovered when RSA digital signatures are employed to secure generic object-oriented substation events
(GOOSE) and Sampled Values (SV) in accordance with the IEC 62351-6 Standard [92],[93]. The authors in
[94] de�ned roles and responsibilities for PV suppliers, standards development organizations, the
government, and grid operators throughout the course of a �ve-year time frame to improve cybersecurity
for communication-enabled photovoltaic systems [94].

Password authentication systems against brute force, access control lists, and encryption mechanisms
against vulnerabilities in Message Queue Telemetry Transport (MQTT) between IoT devices in advanced
nonogrid composed by DER and weather station have been implemented in [95]. MQTT is a commonly
used protocol for Internet of Things communication [96]. Authentication techniques, message encryption,
and data integrity checks have been recommended by [97] for man-in-the-middle and false data injection
attack prevention. These precautions might, however, have a detrimental effect on the microgrid's
functioning if not taken appropriately. For example, improper encryption may have an impact on the
payload data and authentication, and an inadequate authentication process may not offer the needed
authentication for particular microgrid applications, making it easier for MITM and DoS attacks to
succeed [97]. In 2020, the United States Department of Energy (DOE) issued a Plan for Enhancing
Cybersecurity in Renewable Energy to lead cybersecurity research and development (R&D) for Energy
E�ciency and Renewable Energy (EERE) technologies [98]. However, the National Renewable Energy
Laboratory and Underwriter Laboratories (UL) identi�ed gaps in the PV industry's cybersecurity standards
[99].

Arti�cial intelligence (AI) is becoming more popular in cybersecurity because it can protect systems in real
time from cyberattacks. The most common application of arti�cial intelligence in security is intrusion
detection, which entails monitoring network activity for suspicious behavior. The rise of the Internet of
Things has sparked widespread interest in AI. The review paper [100] provided an analysis of the current
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literature on the topic of arti�cial intelligence (AI) approaches used for power grid stability, security issues,
defect detection, load forecasting, and in smart grids. The research showed that using AI could make
smart grids more resilient and reliable. Smart renewable energy can use algorithms based on machine
learning and arti�cial intelligence (ML/AI) to train systems to spot anomalies and sound alarms before
cyberattacks on renewable energy. On the other hand, Blockchains "keep a continually expanding set of
organized records, known as blocks". Cryptography links these blocks. Each block includes a
cryptographic hash of the preceding block, transaction data, and a timestamp. In other words, tampering
with even a single block in a single chain will be instantly detectable. Changes to a blockchain ought to
be made to each block in the chain. IoT devices handle vast amounts of data, which is sent in a chain
and is vulnerable to cyberattacks from hackers. In this context, blockchain technology is capable of
standardizing, securing, and validating the adoption of device data. The blockchain can do monitoring of
the sensor data collected for IoT security, prohibiting unauthorized change. With blockchain technology,
sensors may transfer data without the requirement for a trustworthy third party. Thus, adopting
blockchain technology to IoT-based smart renewable energy can enhance its security.

This article reviewed the literature on cybersecurity threats and vulnerabilities in IoT-based smart
renewable energy and cyber-attacks on power systems. False data injection, replay, denial of service
(DoS), and brute force credentials attacks have been identi�ed as the main threats to the IoT-based smart
RE, exploiting its vulnerabilities such as the usage of insecure communication protocols, poor encryption
techniques, poor hash algorithms, a lack of access control, a lack of parameter sanitization, and
inappropriate use of authentication alongside encryption. The �ndings of this review will assist
researchers in better understanding the issues surrounding cyberattacks on IoT-based smart renewable
energy and the need for the grid security in light of the exponential growth in the number of renewable
energy sources connected to the grid. Despite the considerable study discussed in this research, it is still
important to thoroughly analyze the security and vulnerabilities of a signi�cant number of IoT-based
smart RE components in light of the existence of advanced cyber threats.
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