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Abstract: In recent years, Wireless Sensor Networks (WSNs) have become a key
technology for monitoring and tracking applications in a wide application range. A
wireless sensor network (WSN) senses the environment, collects data, and sends it
to a base station (BS) for analysis. A fundamental challenge in designing WSNs is
maximizing their lifetimes, especially when energy is limited. Managing trust in the
WSN is also a difficult task because trust is used when collaboration is critical to
achieving reliable communication. As a result, this paper proposed a secure and
energy-aware data aggregation and optimal routing scheme for WSNs based on the
Quantum behaviour and Gaussian Mutation based Archimedes Optimization
Algorithm (QGAOA). The proposed system comprises three parts: cluster formation,
cluster heads (CHs) selection, and optimal routing. Initially, clusters are formed using
the Voronoi-included K-means clustering algorithm (VKMCA). Then CHs are selected,
and optimal routing is selected using QGAOA. Simulations are carried out to analyze
the performance effectiveness of the proposed system with existing related
techniques. The results revealed that the proposed system outperformed existing
techniques regarding network lifetime (NLT), energy consumption (ECP), throughput,
delay, and packet delivery rate (PDR) factors.

Keywords: Wireless Sensor Network (WSN), Base Station (BS), Cluster Head (CH),
Voronoi based K-Means (VKM), Archimedes Optimization Algorithm (AOA).

1 Introduction

The revolution in dependable, low-cost, and effectual sensor technology has advanced
several WSN-based applications. WSNs have recently evolved into one of the world's
most effective strategies [1]. WSNs are wireless network' subsets developed to gather
information about their surroundings employing sensors such as cameras,
thermometers, and speedometers [2]. Innumerable monitoring applications have been
imagined using futuristic WSN technologies [3, 4]. A WSN is made up of a BS, a sink,
and sensor nodes (SENs) [5, 6]. The nodes are widely dispersed, and their jobs are
to transmit sensed parameters to the sink node [7]. The intermediate nodes use
intuitive energy to deliver data, resulting in a higher ECP rate and accelerated network
partitioning. Also, these SNs have limited resources, such as limited memory, battery
power, and processing ability [8]. One approach for circumventing these constraints is
to employ intra-network data aggregation (DAG), which decreases the amount of data
transmitted to the BS [9].

The DAG method reduces the count of packets sent via the networks' at the data
acquisition time. The DAG process initially collects the data from the SENs to perform
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data transmission. At the time of transmission, it identifies and removes the redundant
data packets of the SENs to improve the ECP of the nodes [10, 11]. In the WSNs, the
DAG process is carried out as a clustering process that groups similar SENs in the
network to decrease the ECP and improves the lifetime [12]. Each group of SENs has
a CH leader responsible for collecting and transmitting the data from their group
members and sending it to the BS [13]. Nevertheless, CHs devour higher energy
owing to their processing, computational, and transmission capacities in DAG, which
drains the battery life and decreases the network lifetime. So, clustering and DAG are
the major research problem in WSNs [14]. Energy efficient DAG and routing was one
of the practical solutions to overcome the problem of higher ECP and lower NLT of the
SENs [15].

When performing cluster-based routing in WSNs, the CHs gather the data from
their group members and forward it to the BS via single-hop or multi-hop routing. In
the process of routing, there is a possibility of network and data attacks from intruders,
which leads to packet drops, incorrect routing, data hacking, and redundant routing
[16]. So it is necessary to develop a secure and energy-efficient DT system in WSNs
with the help of clustering and routing. Despite many routing algorithms in the
literature, the security challenges are only considered in some existing protocols.
Therefore, this paper develops a trust and energy-aware optimal routing system for
WSNs which integrates clustering, CH selection, and routing techniques towards
achieving reliable communication with fair energy load balance in WSNs. The
proposed algorithm's main advantage is increased security and performance with less
ECP. The main objectives of the proposed work include given below:

« At first, the clustering process is carried out using the VKMCA approach to
decrease the ECP of the SENs and enhance the NLT.

o The reliable and energy-efficient CHs are selected optimally using the QGAOA
algorithm. Therefore, the malicious activity of the nodes is avoided during the
CH selection, which decreases the packet drops and increases the network
security.

« To securely send the CHs collected data to the BS, trust-based optimal multi-
paths are chosen using QGAOA with multi objectives to minimize the nodes'
ECP.

The remaining paper is organized as follows: Section 2 summarizes the related
work about the existing research done in secure energy-aware routing in WSN. A clear
explanation of the proposed work is provided in section 3. Section 4 explains the
results and discussion of the developed model, and Section 5 concludes the paper
and future work.

2 Related Works

Recently, many kinds of energy-efficient CHs selection and routing techniques
have been proposed for WSNs. This section presents an in-depth survey of those
recently proposed models and their drawbacks to overcome when performing DT in
WSNSs.

M.Vasim Babu et al. [17] presented the technique of distributed autonomous
fashion with fuzzy if-then rules to perform clustering and CH selection in WSN. After



CHs collect the data from the cluster members, they transmit the packets from them
to the BS by selecting the optimal paths. An adaptive source location privacy
preservation approach based on routes was selected to perform the routing of CHs
data. The approach additionally used principal component analysis to aggregate the
data securely from the CHs to provide security to the nodes’ data. The outcomes
proved that the model performed better than the previous related schemes. Huaying
Yin et al. [18] suggested an ad-hoc on-demand distance vector protocol and multi-
path routing technique to provide energy-efficient and trust-based routing in WSN. The
framework selected optimal and secure routes for DA by considering trust, energy,
count of hops, and distance. The model demonstrated superior results by identifying
the malicious behaviour of the nodes with lower energy and higher NLT.

Akhilesh Panchal et al. [19] recommended energy aware distance-based CH
selection and routing scheme to increase the lifespan of WSN. The scheme used fuzzy
c-means clustering approach to cluster the SENs and select the CHs in the network.
The clusters and CHs selection process was based on metrics such as nodes’ energy
and distance from BS to cluster centroids. The simulation experiments confirmed that
the framework attained the best results regarding lifetime and energy compared to
other schemes under various scenarios. Richa Sharma et al. [20] presented a whale
optimization algorithm to carry out secure and energy-efficient data transformation in
WSNs. The model selected the secure SENs for DA by considering the node’s energy,
average cluster distance, counts of data packets transmitted by a node, delay, and
node density. Then the scheme forwards its collected data to the BS via the selected
CHs. The outcomes revealed that the schemes surpassed existing protocols.

Maryam Hajiee et al. [21] introduced an energy-aware trust and opportunity-
based multipath routing mechanism for WSNs. The method used multipath routes to
deliver the node's data to the BS by considering inter-cluster and intra-cluster multi-
hop communication. The routs for DT were chosen optimally based on the parameters
such as trust, energy, QoS, distance, and count of hops. The outcomes confirmed that
the presented schemes worked better than previous schemes related to trust and
energy for DT. B. Mohankumar and K. Karuppasamy [22] presented an ant colony
optimization (ACO) technique to perform secure and energy-efficient optimal DT in
WSNSs. Initially, ACO was implemented to choose the CHs for DA to increase the
network's lifespan. Then to send the information of the SENs from the chosen CHs to
the BS through the optimal paths, a hybrid genetic particle swarm optimization
technique was utilized. The technique selected the optimal paths by considering the
parameters such as processing capability, energy and bandwidth. The approach
showed a better performance compared to existing models.

Each of the previously mentioned research works has advantages in achieving
acceptable results. Nevertheless, some existing techniques do not prioritize essential
measures such as efficient resource usage, trusted routes, and ECP. Moreover, in
prior work, the CH was selected randomly, causing lower system performance; as the
number of nodes increases, the system may struggle because more energy is
consumed to handle the CH. Furthermore, while some existing systems achieved
better results than the other methods, the results revealed that they had high
computational and communication costs. The WSNs manage the confidential
information of the SENSs in hostile and unattended platforms, so it is necessary to focus
on the security components to safeguard the network of nodes from several attacks.
Some works focus on trust and energy efficient based routing for WSNs. However,



they were only suitable when the nodes had the same and balanced ECP. When
performing DT, the ECP of the nodes will vary, and the mentioned techniques are not
suitable now. In addition, the traditional optimization techniques used in the previous
models for CHs selection and routing have problems of local-optimal issues,
premature convergence and population diversity. So the solutions lead to the improper
selection of CHs and paths for DT. This decreases the performance of the network.
So to overcome such drawbacks, this paper develops a trust and energy-efficient
multipath routing system for WSNs using a novel clustering and routing mechanism
based on the QGAOA model.

3 Proposed Methodology

Providing secure routing in WSN is a difficult task, as evidenced by many research
papers that have been presented. The WSN routing protocol still has a research gap.
This paper is divided into three stages: cluster formation, CHs selection, and optimal
routing. To begin, the clustering process employs the VKMCA clustering approach,
which groups similar nodes in the network. Then, the CHs are chosen, and the best
routing path is chosen to transmit data packets using the QGAOA securely. The
QGAOA method uses the control messages of the ad hoc on-demand distance vector
(AODV) routing protocol when performing routing. Figure 1 shows the block diagram
of the proposed method.
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Figure 1: Proposed Architecture
3.1Cluster Formation

Clustering is an important method to lower the ECP and extend the lifespan of the
SENSs in the network. It entails clustering SENs and electing CHs for each cluster. The
VKM algorithm is proposed here for cluster formation, which clusters the network's
similar nodes based on their distance. K-Means is an excellent and efficient clustering
algorithm. Sensors are positioned in the sensing region to identify an activity, and the
sensed data must be transferred to the BS to acquire knowledge. Transferring sensed
data from SENs to BS may consume more energy to send and receive data, lowering
NLT. Consequently, the VKM algorithm is used in the proposed system. It is a
prototype-based method that alternates between two significant stages, allocating
observations to clusters and computing cluster centres till a stopping criterion is met.



Firstly the algorithm applied the method of Voronoi to generate a Voronoi diagram
(VD) for the network. The construction of VD is done by dividing the sensed area of
the network as subareas, each controlled by one SEN, and the subareas are called
Voronoi cells. After generating VD, the clustering process is carried out using the K-
Means clustering algorithm (KMCA), and then DT and data collection phases are
applied. This incorporation of the Voronoi method in conventional KMCA is termed
VKMCA. Doing this diminishes the network's data traffic and the distances that data
must be transmitted over, enhancing the network's lifespan. The steps included in the
VKM are described as follows:

Step 1: Assume all SENSs in the network are stationary, and the node's position in the
network is described by s and rcoordinates. Compute the distance between the nodes
using the Euclidean distance (ED) to construct a Voronoi diagram, which is given in
equation (1).

EucliDist(x, y)= \/(sx - sy)z + (tx - ty)z (1)

Where, EucliDist(x, y)represents the ED between node (x) and set of all
neighbor nodes (y). A set of distinct points (sites) in the plane, noted by z which
represents a set of points as z, z,,.....z, . Then subdivide the plane into » cells so that
each cell contains exactly one site. An arbitrary point (s,z) is in a cell corresponding to
a site z, with coordinates (s_,z.,) if and only if for allz, with f #e,1<e, f <n. That s,
the ED from (s,7)to any other site is greater than the distance from (s,7)to z, .

\/(S_Sze)2+(t_Tze)2<\/(S_Szf)z+(t_Tzf)z (2)

Step 2: Next, consider k_ initial centroid for clustering the SENs into ‘k_ ' cluster.

Step 3: Compute the distance from each node to all centroids using the ED formula
and assign it to the centroid nearest to it. By this “k_ ” initial clusters are formed.

2

NewDist(dp, cr) = ||dpu —cr, (3)

Where, |dp, —cr,| indicates the ED between a data point dp,and the cluster

centercr, .

Step 4: Re-estimate the positions of cluster centroids and check for the change in
position from the previous one.

Step 5: Go to step 3 if the position of any centroid changes. Otherwise, the clusters
are finalized, and the clustering process is completed. By this, the clustering of nodes

into ‘ k.’ number of clusters is done.

3.2Cluster Heads Selection



Once the SENs are grouped, CHs for each cluster group are selected optimally using
the QGAOA. The CHs are responsible for collecting the data from their cluster
members and transmitting the collected data to the BS. The proposed model selects
the optimal CHs by considering three parameters: the node's trust, residual energy,
and distance. The Archimedes Optimization Algorithm (AOA) is a population-based
algorithm, whereas the immersed object is assumed as the candidate. Like other Meta
heuristic-based populations, this approach starts with some amount of arbitrary values
that are distributed uniformly in a possible range. It starts its search with an initial
population of random volume, density, and acceleration, permitting it to balance
localization precision and speed. Nevertheless, even so, population diversity
significantly affects the AOA since it enables a population to have a more vital
exploration capability while also being less likely to fall into local optima. As a result,
this paper adopts QGAOA to increase the traditional AOA's diversity. The in-depth
steps of QGAOA steps are given below.

Step 1: Initialize the population of the QGAOA using equation (4):
A =1b + R, <ub, ~1b))  p=123...M (4)

—th

Where, A refers to the p™ cluster in a population of M clusters, and ub, and

lb;, represents upper and lower bound of the search space respectively. The term R

xrand
indicates the random values [0, 1]. The volume (VC ), density (DC ) and acceleration
(AC) of each cluster can be initialized as follows:

ij = erand
‘/_C‘p = er[md (5)
AC, =Ib, + R, x(ub, b))

Step 2: Select the cluster with the best fitness value ( Af,) based on the distance (D’

xdis

), energy (E,,,.), and trust (T, ), which is multiplied by 77,1, and xweight value- The

CH is selected based on the best fitness value, which is the cause of maximal energy,
minimal distance, and maximal trust.

xft 77 Exenr + /1 Dxa’ts K. Tx“lst (6)

The parameters, such as energy, distance, and trust, are divided by a
normalization factor, which is shown in equations (7) to (10).

> Energy

The sensor node's residual energy can be calculated by adding the energy
depleted while the node was in each state. The energy constraint is calculated using
the following formula:

” 1 Tien
=— 7
xenr T ( xenr)n ( )

tch n=1



Where, T, denotes the total number of CHs.

tch

» Distance

The distance between two nodes, according to the distance of CH, is known as
the node's distance. This distance must be very short in order to communicate
effectively. The distance between the »n™™CH and o™its neighboring node is
mathematically expressed as follows:

D= ﬁNM[l——(D;"” )"“} (8)

tch
Where, N, , refers the total neighboring nodes.

> Trust

The trust value is a node's degree of trust in receiving services compared to
neighbouring nodes. It should be high for the node to act as a CH. The trust factor is
formulated as follows:

. 1 T, Noucy
T =——

T D ©)

nch n=l o=l

The above equation signifies that the trust of the node is formulated as the trust
of the n™™ CH and o "its neighboring node, which is the average of the three trust
factors, namely, recent (7<), direct (7%""), and indirect trust (7). The node

Xtst xtst

linked directly to the neighbour nodes in both capacity and trustworthiness for
completing the request is named direct trust. The node relies on indirect trust for two-
hop DT, which indicates that the node should rely on neighbour nodes indirectly. In
the trusted class, the node can identify whether or not a particular node is reliable and
coherent. The recent trust is a combo of direct and indirect trust that is merged by
employing weighing factors, and it perceives the target node's recent behaviour. The
trust between the nodes “n” and “o ” computed as,

recent direct indirect
T" — Txm + Txm + Txtsl (1 O)
xtst 3

Step 3: Calculate the transfer operator (0O, ) and the density decline factor (D,,,) to
balance the local and global convergence capability of QGAOA.

o =enf 18]
qmax

b, sl t=1) [ 1]
qmax qmax

Where, the operator O, increases gradually with time till it reaches 1. The
terms gand ¢, denotes the iteration count and maximum counts of iterations.

(11)




Likewise, D, decreases with time that provides a capability to converge in already
recognized promising region.

Step 4: Exploration stage

If(0,,, <0.5), perform the exploration phase and the collision between clusters

xto

occurs. Then update the acceleration (¢ +1)by employing equation (12).

Aciﬂ _ DCmnm +VCr[mm + ACmnm (1 2)

q+1

gq+1
DC, xVC,

Where, DC,, VC,, and AC,indicates density, volume, and acceleration of

cluster p. Also, DCm, VCmm, and AC... denotes the density, volume, and
acceleration of random material.

Step 5: Exploitation stage

lf(0,, >0.5), perform exploitation phase and there is no collision between

xto

clusters have occurred. Update the acceleration for iteration (¢ +1)using the below
equation.

AC;])H _ DChest +VChest + AChest (1 3)

DCY' vt

Where, DCeq,VCoes, and AC,.. represents the best cluster density, volume,
and acceleration respectively.

Step 6: Normalize acceleration

It is necessary to normalize each particle's acceleration; this defines the step
percentage by which each particle will change. Normalized acceleration can be
expressed as follows:

— a4+l _ RZH —min (R)
AC p-Nomace = rbx — (A_c )_ min (AC ) +sb (14)

Where, rb and sb indicates the range of normalization and set to 0.9 and 0.1

respectively and Rijvgmm denotes the normalized acceleration of the p~ cluster in
the g-+1literations.

Step 7: Update position

Next, the cluster’s position (V') is updated using QB and GM. Initially, GM is
applied to enhance the algorithm’s population diversity, which is expressed as



V4@ % Ry % AC hnmace x Dy x (Ve =V )x(@(0,1)+1), if0,, <05

xrand xto

Vq+1 —
: -V )>< (0(0,1)+1), otherwise

(15)

. —q+l
Vq + F X AC;])—NormAcc X Dxdf X (h

best val

xV

x a2 x R best

xrand time

Where, «,and «,indicates a constant value equal to 2 and 6. The term &
increases with time, and it is directly proportional to O,, and &
htime =

(11). The term F,,
position.

... IS computed as
a, x0, equals to 0.3. The term D_, refers to the density factor using equation

describes the upgrade method of the cluster according to its

val

. +1, if u<0.5
= : (16)
-1, if u>05

Where, u=2xR_, ,—a, anda,anda,are used to balance the population’s

movement direction that avoids the algorithm being trapped in local optimal problem.
The term (@(0,1)+1) represents the GM function and follows the Gaussian distribution

with a variance of 1 and a mean of 0. The Gaussian distribution (GDf (V)) is expressed

as follows:
1 v —u)f
——exp| — 17
s [ = (17)

Where, o and uindicates the variance and mean. The GD function disrupts the

current population's information and aids the cluster in rapidly convergent to globally
optimal solutions. The fitness values of the current and optimal individuals in the
population are compared utilizing quantum theory. In quantum behaviour, the
algorithm's population is rotated toward a more appropriate state between two choices
employing the rotation gate. As an outcome, the amplitude of its probability increases.
The node's fitness with the shortest distance, the higher trust, and the higher energy
is chosen as CH. The diversity of the clusters is achieved, and a better fitness value
is acquired by changing the position of the cluster sets.

GDf(V)=

3.30ptimal Routing

After choosing CHs optimally, the optimal paths to send the cluster members’ data
to the BS via the CHs are selected. The routes to share the data from the CHs are
selected using the optimization model, namely QGAOA. Here, to select the best
secure paths for DT, four major parameters are considered in fitness estimation: trust,
delay, energy, and distance. The routes obtaining higher fithess (minimum delay,
minimum distance, maximum trust value, and maximum energy) in QGAOA path
estimation are considered the best paths for DT. The fitness evaluation in QGAOA for
optimal path estimation is expressed as follows.

"

Fxfir = 77 E;enr + ﬂ“ D.I\I"dis + K. Tx”lst + p' l‘:cdel (1 8)
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Where, E ,D., ,andT, represents the energy, distance, and trust factor that

is calculated using equations (7) to (10). The delay factor is noted as L_,, that is an

essential factor for forwarding data in a time constraint WSNs environment. Each
agent in the QGAOA is initialized with the probable routing path between the CHs and
the BS. When selecting an optimal path, the QGAOA uses the control messages
(CMs) of the ad hoc on-demand distance vector (AODV) routing protocol. The CMs
utilized by the QGAOA for optimal path generation are path request (PRE), path reply
(PRP), path error (PE), and hello (HLO). Initially, to find a destination node for a source
node to forward its data, the PRE packet is broadcasted. Then the next hop node
having higher fitness transforms the PRP through the reverse path. The path between
the source and destination nodes is generated optimally once the source node
receives the message from the destination node. The proposed model is presented
with the intent to avoid DDoS attacks in the networks while performing DT. So using a
trust-based and energy-efficient model in selecting both CHs and routing paths, a
secure DT of the WSNs is achieved without compromising the energy efficiency and
lifetime of the network.

4 Results and Discussion

This section analyzes the performance efficiency of the proposed trust and
energy efficient routing model (QGAOA) by comparing their results with the existing
models. The proposed framework is experimented using a MATLAB simulation tool.
The simulation parameters considered in the proposed system are as follows: the
number of nodes: 500, network area: 1500x1500m and topology: mesh. The existing
models taken for comparison are AOA, Whale Optimization Algorithm (WOA), and
Particle Swarm Optimization (PSO). The approach's performance is assessed using
metrics such as delay, throughput, ECP, PDR, and NLT. A comparative analysis is
performed in two ways here: analysis with attack scenario and analysis without attack
scenario.

4.1 Comparative analysis based on with attack scenario

Here the outcomes of the proposed and existing frameworks are compared by
considering with DDoS attack situation regarding ECP, delay, throughput, NLT, and
PDR.

Table 1: Results of the proposed and existing algorithms

Metrics Number of | Proposed AOA WOA PSO
nodes QGAOA

100 3897.25 | 402398 | 4467.92 | 5227.19
200 4312.93 | 4712.09 | 4901.84 | 5394.87
Cofsr‘fr;gpﬁi o 300 490132 | 522145 | 5510.63 | 5803.21
(jioules) 400 5292.01 5812 6031.84 | 6684.91
500 5921.91 6331.07 | 6591.32 | 7263.94

100 11.34 12.32 131 18.64

200 13.04 15.43 17.21 50.06

Delay (ms) 300 14.56 17.68 20.04 57.12




400 16.21 23.57 5514 30.87
500 18.86 2512 28.32 36.08
100 96 84 79 76
200 97 82 76 74

Thro(f,f)hp“t 300 94 80 78 72
400 96 78 74 70
500 95 74 72 66

The techniques' results in ECP, delay, and throughput are tabulated in table 1
by varying the number of SENs from 100 to 500. First, in terms of ECP, the proposed
algorithm uses less energy. The proposed QGAOA algorithm consumes 3897.25j for
100 SENs, whereas the conventional AOA, WOA, and PSO consume 4023.98;,
4467.92j, and 5227.19j, respectively. Similarly, the proposed method uses less energy
for the remaining sensor node. The proposed QGAOA then achieves the very lowest
delay compared to others in terms of delay metric. The average time it takes to route
data from the source to the target node is called routing protocol delay. The existing
AOA, WOA, and PSO have delays of 25.12ms, 28.32ms, and 36.08ms for 500 SENs,
respectively, but the proposed one has the lowest delay of 18.86ms. When the number
of SENs increases, the proposed algorithm has a lower delay than the existing
algorithms. At last, when analogizing the throughput outcomes, it was observed that
the QGAOA provides higher throughput for all counts of nodes in the network
compared to other existing frameworks. Next, the NLT and PDR metrics comparison
is graphically represented in figure 2.

Metw ork lifetime (rounds)

100 200 300 400 300

Mo of sensor nodes

B Proposed QGAOA mAQA B WOA PS0O

(@)



PDR (%)

LA

100 200 300 400 500

No of sensor nodes

B Propozed QGAOA HAOA WOA PE0O

(b)
Figure 2: NLT and PDR based comparative analysis

Figure 2 compares the proposed QGAOA algorithm to the traditional AOA, WOA,
and PSO algorithms regarding (a) NLT and (b) trust performance metrics. The optimal
algorithm is used to select an efficient CH node and an optimal route path, which are
then used to increase the NLT and energy efficiency. Figure 2 (a) shows that when
the number of SENs is 100, the existing PSO algorithm dies after the 172nd round,
whereas the proposed QGAOA has a longer NLT. Similarly, when compared to the
conventional AOA, WOA, and PSO for the remaining 200 to 500 SENSs, the proposed
one has a maximum NLT. PDR is the proportion of data packets acquired by recipients
to data packets transferred via the transmitter. It should be higher to prove that the
presented approach is efficient for performing DT with lower packet loss. The
proposed QGAOA achieves 4.79% greater PDR than AOA, 6.52% greater PDR than
WOA, and 9.31% greater PDR than PSO. Compared to existing methods, the QGAOA
achieves a high PDR of 93.87% for 100 nodes. It also attains a higher level of PDR
for all counts of nodes taken for comparison. These higher values of PDR for the
proposed system prove that the system performs efficient DT in the network with a
significantly lower amount of packet loss, which also shows that the model maintains
better security in DT. So from the results, it was revealed that the proposed QGAOA
is suitable for WSNs to perform secure and energy-efficient DT, and it prevents the
network from attack.

4.2 Comparative analysis based on without attack scenario

This comparative analysis section is done without an attack scenario for considering
the same performance metrics. This comparative analysis is given in table 2.
According to table 2, the proposed QGAOA algorithm has ECP, delay, throughput,
and NLT of 5712.32j, 20.98ms, 96.68%, 264.9 rounds, and a PDR of 94.87% for
without attack scenario, which is comparatively higher than the prevailing AOA, WOA,
and PSO methodologies.



Table 2: Comparative discussion for without attack scenario

Metrics Proposed AOA WOA PSO
QGAOA
Energy 5712.32 6231.01 6486.12 7164.12
consumption

Delay 20.98 27.12 30.65 38.12
Throughput 96.68 76.12 73.54 67.86
Network life time 264.9 221.45 199.98 177.3
PDR 94.87 90.34 88.45 84.69

5 Conclusion

The most concentrated issue in any network system is security; in the case of WSNSs,
this is a difficult task. WSN security can be achieved through proper routing. In this
paper, secure and energy-aware DAG and optimal routing for WSN use the QGAOA
optimization algorithm. The cluster formation, CHs selection, and optimal routing
stages are involved in the proposed system. The proposed QGAOA method's
performance is compared with traditional algorithms such as AOA, WOA, and PSO
based on ECP, delay, throughput, NLT, and PDR metrics for two scenarios (with attack
and without attack). In with attack scenario, the proposed system takes minimum ECP
and maximum NLT of 4865.08 and 245. Also, the proposed one performs better in the
without-attack scenario than the traditional methods. In terms of performance metrics,
the results confirm that the proposed system is more scalable and secure than the
existing schemes. In future, the work will be extended by including another advanced
optimization technique and data security framework for energy-efficient DT to prevent
the network from other kinds of attacks.

Compliance with Ethical Standards

Disclosure of potential conflicts of interest

The authors declare that they have no competing interests.
Research involving Human Participants and/or Animals

This article does not contain any studies involving Human Participants and/or Animals
performed by any of the authors.

Informed consent
Not Applicable
Availability of data and materials

Data sharing not applicable to this article as no datasets were generated or analysed
during the current study.

Funding

No funding received by any government or private concern



References

[1].Mohammed Zaid Ghawy, Gehad Abdullah Amran, Hussain AlSalman, Eissa
Ghaleb, Javed Khan, Ali A. AL-Bakhrani, Ahmed M. Alziadi, Abdulaziz Ali, and
Syed Sajid Ullah, “An Effective Wireless Sensor Network Routing Protocol Based
on Particle Swarm Optimization Algorithm”, Wireless Communications and Mobile
Computing, 2022.

[2]. Zhihao Peng, Mehdi Sajedi Jabloo, Yahya Dorostkar Navaei, Morteza Hosseini,
Rozita Jamili Oskouei, Poria Pirozmand, and Seyedsaeid Mirkamali, “An improved
energy-aware routing protocol using multiobjective particular swarm optimization
algorithm”, Wireless Communications and Mobile Computing, 2021.

[3].Deepak Mehta, and Sharad Saxena, “MCH-EOR: Multi-objective cluster head
based energy-aware optimized routing algorithm in wireless sensor networks”,
Sustainable Computing: Informatics and Systems, vol. 28, pp. 100406, 2020.

[4].Zaher Al Aghbari, Ahmed M. Khedr, Walid Osamy, Ifra Arif, and Dharma P.
Agrawal, “Routing in wireless sensor networks using optimization techniques: A
survey”, Wireless Personal Communications, vol. 111, no. 4, pp. 2407-2434, 2020.

[5]. Gomathi S, and C. Gopala Krishnan, “Malicious node detection in wireless sensor
networks using an efficient secure data aggregation protocol”, Wireless Personal
Communications, vol. 113, no. 4, pp. 1775-1790, 2020.

[6]. Tayyab Khan, Karan Singh, Mohd Hilmi Hasan, Khaleel Ahmad, G. Thippa Reddy,
Senthilkumar Mohan, and Ali Ahmadian, “ETERS: A comprehensive energy aware
trust-based efficient routing scheme for adversarial WSNs”, Future Generation
Computer Systems, vol. 125, pp. 921-943, 2021.

[7]. Elham Hasheminejad, and Hamid Barati, “A reliable tree-based data aggregation
method in wireless sensor networks”, Peer-to-Peer networking and Applications,
vol. 14, no. 2, pp. 873-887, 2021.

[8].Veena Anand, and Sudhakar Pandey, “New approach of GA-PSO-based
clustering and routing in wireless sensor networks”, International Journal of
Communication Systems, vol. 33, no. 16, pp. e4571, 2020.

[9]. Van-Trung Pham, Tu N. Nguyen, Bing-Hong Liu, and Tong Lin, “Minimizing latency
for multiple-type data aggregation in wireless sensor networks”, in IEEE Wireless
Communications and Networking Conference (WCNC), pp. 1-6, 2021.

[10]. Maryam Naghibi, and Hamid Barati, “SHSDA: secure hybrid structure data
aggregation method in wireless sensor networks”, Journal of Ambient Intelligence
and Humanized Computing, vol. 12, no. 12, pp. 10769-10788, 2021.

[11]. Neng-Chung Wang, Young-Long Chen, Yung-Fa Huang, Ching-Mu Chen, Wei-
Cheng Lin, and Chao-Yang Lee, “An Energy Aware Grid-Based Clustering Power
Efficient Data Aggregation Protocol for Wireless Sensor Networks”, Applied
Sciences, vol. 12, no. 19, pp. 9877, 2022.



[12]. Visu P, T. Suriya Praba, Nagarajan Sivakumar, R. Srinivasan, and T.
Sethukarasi, “Bio-inspired dual cluster heads optimized routing algorithm for
wireless sensor networks”, Journal of Ambient Intelligence and Humanized
Computing, vol. 12, no. 3, pp. 3753-3761, 2021.

[18]. Saranraj G., K. Selvamani, and P. Malathi, “A novel data aggregation using
multi objective based male lion optimization algorithm (DA-MOMLOA) in wireless
sensor network”, Journal of Ambient Intelligence and Humanized Computing, vol.
13, no. 12, pp. 5645-5653, 2022.

[14]. Tanzila Saba, Khalid Haseeb, lkram Ud Din, Ahmad Almogren, Ayman
Altameem, and Suliman Mohamed Fati, “EGCIR: energy-aware graph clustering
and intelligent routing using supervised system in wireless sensor networks”,
Energies, vol. 13, no. 16, pp. 4072, 2020.

[15]. Deep Kumar Bangotra, Yashwant Singh, Nagesh Kumar, Pradeep Kumar
Singh, and Adegoke Ojeniyi, “Energy-Efficient and Secure Opportunistic Routing
Protocol for WSN: Performance Analysis with Nature-Inspired Algorithms and lts
Application in Biomedical Applications”, BioMed Research International, 2022.

[16]. Tayyab Khan, Karan Singh, Mohamed Abdel-Basset, Hoang Viet Long, Satya
P. Singh, and Manisha Manjul, “A novel and comprehensive trust estimation
clustering based approach for large scale wireless sensor networks”, IEEE Access,
vol. 7, pp. 58221-58240, 2019.

[17]. M. Vasim Babu, Jafar A. Alzubi, Ramesh Sekaran, Rizwan Patan, Manikandan
Ramachandran, and Deepak Gupta, “An improved IDAF-FIT clustering based
ASLPP-RR routing with secure data aggregation in wireless sensor network”,
Mobile Networks and Applications, vol. 26, no. 3, pp. 1059-1067, 2021.

[18]. Huaying Yin, Hongmei Yang, and Saeid Shahmoradi, “EATMR: an energy-
aware trust algorithm based the AODV protocol and multi-path routing approach in
wireless sensor networks”, Telecommunication Systems, vol. 81, no. 1, pp. 1-19,
2022.

[19]. Akhilesh Panchal, and Rajat Kumar Singh, “Eadcr: energy aware distance
based cluster head selection and routing protocol for wireless sensor networks”,
Journal of Circuits, Systems and Computers, vol. 30, no. 04, pp. 2150063, 2021.

[20]. Richa Sharma, Vasudha Vashisht, and Umang Singh, “WOATCA: A secure and
energy aware scheme based on whale optimization in clustered wireless sensor
networks”, IET Communications, vol. 14, no. 8, pp. 1199-1208, 2020.

[21]. Maryam Hajiee, Mehdi Fartash, and Naiseh Osati Eraghi, “An energy-aware
trust and opportunity based routing algorithm in wireless sensor networks using
multipath routes technique”, Neural Processing Letters, vol. 53, no. 4, pp. 2829-
2852, 2021.

[22]. Mohankumar B., and K. Karuppasamy, “Network lifetime improved optimal
routing in wireless sensor network environment”, Wireless Personal
Communications, vol. 117, no. 4, pp. 3449-3468, 2021.



