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Abstract
Wireless Sensor Networks (WSNs) have become a popular solution for monitoring and controlling
industrial processes. However, these networks are vulnerable to security threats, such as eavesdropping,
data tampering, node compromise, and denial of service attacks. To address these challenges, we
propose a Robust Secure Communication (RISC) protocol that provides secure and reliable
communication for industrial WSNs. In this article, we present the results of our experimental simulations
and sensitivity analysis of the RISC protocol, which demonstrate its effectiveness in terms of
performance and security. We also compare the RISC protocol with other state-of-the-art security
protocols and discuss the strengths and limitations of each approach. Our findings highlight the
robustness of the RISC protocol and its effectiveness in securing industrial WSNs against different types
of security threats.

Introduction
Wireless sensor networks (WSNs) are rapidly gaining popularity in various industrial applications due to
their flexibility, low cost, and ability to monitor various environmental parameters in real-time [1].
Industrial WSNs are employed in diverse sectors such as manufacturing, energy, agriculture, and
transportation to enhance productivity, reduce operational costs, and improve overall system efficiency
[2]. However, the increasing adoption of WSNs in critical industrial processes has raised concerns
regarding the security and reliability of these networks.

The inherent vulnerabilities of WSNs, such as resource-constrained sensor nodes, wireless
communication channels, and decentralized architecture, make them susceptible to various security
threats, including eavesdropping, data tampering, node compromise, and denial of service (DoS) attacks
[3]. These threats can significantly impact the performance, safety, and reliability of industrial WSNs,
leading to potential system failures, data losses, and unauthorized access to sensitive information [4].
Consequently, ensuring secure and reliable communication in industrial WSNs is essential for
maintaining the integrity and confidentiality of transmitted data and preventing potential security
breaches.

Several security protocols have been proposed in the literature to address the security challenges in
WSNs, such as the Lightweight Security Protocol (LSP) [5], the Secure Data Aggregation Protocol (SDAP)
[6], and the Energy-Efficient Secure Protocol (EESP) [7]. These protocols focus on different aspects of
WSN security, including data encryption, authentication, and key management. However, they often fail to
consider the unique security requirements and resource constraints of industrial WSNs, leading to
suboptimal performance in real-world applications [8].

In this paper, we propose a novel secure communication protocol for WSNs in industrial environments,
called Robust Industrial Secure Communication (RISC) protocol. The RISC protocol aims to provide a
comprehensive security solution for industrial WSNs by addressing the critical security objectives of



Page 3/31

confidentiality, integrity, authenticity, and availability. The protocol incorporates various cryptographic
techniques, such as symmetric encryption, digital signatures, and adaptive key management schemes, to
ensure secure communication while minimizing resource consumption. Furthermore, the RISC protocol is
designed to be scalable and adaptable to different industrial WSN scenarios, making it suitable for a wide
range of applications.

To evaluate the performance of the RISC protocol, we implement and test the proposed scheme in a real
industrial environment and compare its performance with state-of-the-art security protocols, including
LSP, SDAP, and EESP. Our experimental results demonstrate that the RISC protocol effectively addresses
the security challenges of industrial WSNs while maintaining efficient communication and resource
utilization.

Additionally, the RISC protocol exhibits superior resilience to various attacks and adapts to changing
network conditions, ensuring the continuous operation of industrial WSNs. The RISC protocol's design
considers the unique challenges associated with industrial WSNs, such as the need for real-time
communication, fault tolerance, and compatibility with existing industrial standards and protocols [9].
Additionally, the RISC protocol addresses the energy-efficiency concerns of WSNs by incorporating
energy-aware routing and data aggregation techniques to prolong the network's lifetime and reduce the
overall energy consumption.

Through the development of the RISC protocol, we aim to provide a comprehensive and robust security
solution for industrial WSNs, addressing the critical security objectives of confidentiality, integrity,
authenticity, and availability. By incorporating various cryptographic techniques, adaptive key
management schemes, and energy-efficient routing and data aggregation mechanisms, the RISC protocol
ensures secure communication while minimizing resource consumption. Furthermore, by comparing the
RISC protocol's performance with state-of-the-art security protocols in a real industrial environment, we
demonstrate its effectiveness in addressing the unique security challenges and requirements of industrial
WSNs. This work contributes to the ongoing efforts to develop secure and reliable communication
protocols for industrial WSNs, paving the way for the wider adoption of these networks in various critical
applications and fostering the growth of the Industrial Internet of Things (IIoT).

In this paper, we have proposed the Robust Industrial Secure Communication (RISC) protocol, a novel and
comprehensive security solution tailored specifically for wireless sensor networks (WSNs) in industrial
environments. The RISC protocol addresses the unique security requirements and resource constraints of
industrial WSNs, providing a robust and efficient mechanism for ensuring the confidentiality, integrity,
authenticity, and availability of transmitted data. The main contributions and novelty of the RISC protocol
are as follows:

1. Adaptive Security Mechanisms: The RISC protocol introduces adaptive security mechanisms that
dynamically adjust the security level according to the varying security requirements and resource
constraints of the industrial WSNs. This adaptability allows the RISC protocol to provide an optimal
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balance between security and resource consumption, ensuring secure communication without
significantly degrading network performance.

2. Energy-Efficient Cryptographic Techniques: The RISC protocol incorporates lightweight cryptographic
techniques, such as symmetric encryption and digital signatures, that are specifically designed for
resource-constrained sensor nodes. These energy-efficient cryptographic methods minimize the
computational overhead and energy consumption associated with data encryption and
authentication, prolonging the network's lifetime and reducing overall energy costs.

3. Scalable and Flexible Key Management: The RISC protocol features a scalable and flexible key
management scheme that facilitates secure key distribution and updates in large-scale industrial
WSNs. This key management scheme is designed to be resilient against node compromise and
provides efficient mechanisms for key revocation and recovery, ensuring the network's security even
in the presence of compromised nodes.

4. Resilience to Common Attacks: The RISC protocol is designed to withstand various security threats,
such as eavesdropping, data tampering, node compromise, and denial of service (DoS) attacks.
Through its robust security features and adaptive mechanisms, the RISC protocol ensures the
continuous operation of industrial WSNs, maintaining data integrity and confidentiality despite the
presence of potential attackers.

5. Compatibility with Industrial Standards and Protocols: The RISC protocol is designed to be
compatible with existing industrial standards and communication protocols, facilitating its seamless
integration into existing industrial WSN infrastructures. This compatibility ensures that the RISC
protocol can be readily adopted in various industrial sectors without requiring significant
modifications to the underlying communication systems.

6. Comprehensive Performance Evaluation: We have conducted an extensive performance evaluation
of the RISC protocol in a real industrial environment, comparing its performance with state-of-the-art
security protocols such as the Lightweight Security Protocol (LSP), the Secure Data Aggregation
Protocol (SDAP), and the Energy-Efficient Secure Protocol (EESP). The experimental results
demonstrate the effectiveness of the RISC protocol in addressing the security challenges of
industrial WSNs while maintaining efficient communication and resource utilization.

The RISC protocol's novel features and contributions make it a promising security solution for industrial
WSNs, offering a robust and efficient means of ensuring secure communication in a wide range of
applications. Its adaptability, resilience, and compatibility with existing industrial systems make the RISC
protocol a valuable addition to the ongoing efforts to enhance the security and reliability of the Industrial
Internet of Things (IIoT).

The remainder of this paper is organized as follows: Section 2 presents a brief review of related work on
security protocols for WSNs, highlighting their strengths and limitations in the context of industrial
applications. Section 3 describes the design and implementation of the RISC protocol, including its main
components, security features, and adaptability to different industrial WSN scenarios. Section 4 presents
the experimental setup, performance evaluation, and comparison with existing security protocols. This
section also discusses the resilience of the RISC protocol against various attacks and its adaptability to
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changing network conditions. Finally, Section 5 concludes the paper and discusses future work, outlining
potential directions for enhancing the RISC protocol's performance and applicability in a broader range of
industrial WSNs.

Literatures Review
The Lightweight Security Protocol (LSP) uses public-key cryptography to secure sensor network
communication, reducing energy consumption by 60% compared to traditional public-key-based security
protocols[10]. However, the LSP has limited scalability.

The Secure Data Aggregation Protocol (SDAP) uses concealed data aggregation to ensure confidentiality
during the aggregation process, reducing communication overhead by 30% [11]. However, it does not
address other security aspects such as authentication and integrity.

The Energy-Efficient Secure Protocol (EESP) provides confidentiality, data authentication, and data
freshness in resource-constrained sensor networks, reducing energy consumption by 40% compared to
traditional security protocols [12]. However, it lacks proper key management.

SecLEACH, a security-enhanced version of the LEACH protocol [13], improves network lifetime by 20%
while providing data confidentiality and integrity. However, its single cluster head reliance may not suit
large-scale industrial WSNs.

This survey highlights the limitations of existing security protocols in addressing industrial WSNs'
specific security requirements [14], emphasizing the need for tailored security solutions for industrial
environments.

This article proposes a cross-layer security framework for industrial WSNs [15], which integrates
cryptographic techniques at the physical, link, and network layers. However, the framework does not
address key management issues.

This study presents a formal analysis of existing security protocols for WSNs, identifying several design
flaws and vulnerabilities [16]. The findings highlight the need for rigorous verification of security
protocols.

This article presents a secure routing protocol for WSNs that uses trust-based mechanisms to mitigate
insider attacks [17]. However, the proposed protocol is not specifically designed for industrial WSNs and
lacks comprehensive security features.

This article proposes a key management scheme based on random key pre-distribution, improving the
security of sensor networks against node compromise [18]. However, the scheme's scalability in large-
scale industrial WSNs is not addressed.
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This study proposes a lightweight authentication and key agreement protocol for WSNs, reducing the
communication overhead and energy consumption[19]. However, the protocol may not suit the specific
requirements of industrial WSNs.

This article presents a distributed intrusion detection system for WSNs, which detects and mitigates
various attacks [20]. However, the system is not specifically designed for industrial WSNs and may not
meet their unique security requirements.

This study proposes an energy-efficient and scalable key management scheme for WSNs using a
hierarchical clustering approach [21]. However, the scheme's applicability to industrial WSNs and its
ability to address all security aspects are not fully explored.

This article presents a trust-based access control mechanism for WSNs, which improves network
resilience against insider attacks [22]. However, the proposed mechanism is not specifically tailored for
industrial WSNs and lacks comprehensive security features.

This study proposes a secure data aggregation protocol for WSNs based on homomorphic encryption
[22], ensuring data confidentiality and integrity during the aggregation process. However, the protocol's
performance in resource-constrained industrial WSNs is not addressed.

This article presents a lightweight cryptographic library for WSNs [23], which provides a set of
cryptographic primitives optimized for resource-constrained devices. While the library offers useful tools,
it does not constitute a complete security solution for industrial WSNs.

Methodology
In this methodology section, we aim to provide a detailed and systematic description of the design and
implementation of the Robust Industrial Secure Communication (RISC) protocol for wireless sensor
networks in industrial environments. The main objective of the RISC protocol is to ensure secure and
reliable communication while addressing the critical security objectives of confidentiality, integrity,
authenticity, and availability. To achieve this, the RISC protocol incorporates various cryptographic
techniques and security mechanisms tailored to the unique requirements and resource constraints of
industrial WSNs.

The methodology section is structured as follows: First, we present the network model and assumptions
used as the foundation for designing the RISC protocol. This includes the network topology, node types,
and communication patterns specific to industrial WSNs. Next, we delve into the cryptographic
techniques employed by the RISC protocol, such as symmetric encryption, digital signatures, and
adaptive key management schemes, to ensure the desired security properties. We then provide a
comprehensive description of the RISC protocol's design, detailing its key components and operations,
including initial setup, secure communication, key establishment, and key revocation. Finally, we analyze
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the security properties of the RISC protocol, discussing how it addresses various threats and ensures
secure communication in industrial WSNs.

Table 1
Main Components and Features of the RISC Protocol.

Component Description

Network Model Describes the network topology, node types, and communication patterns in the
industrial WSN.

Symmetric
Encryption

Ensures data confidentiality by encrypting the data transmitted between sensor
nodes.

Digital Signatures Provides data integrity and authenticity by verifying the source and content of
the received messages.

Adaptive Key
Management

Establishes, maintains, and revokes cryptographic keys for secure
communication between sensor nodes.

Initial Setup Sets up the network, initializes sensor nodes, and establishes secure
communication channels.

Secure
Communication

Describes the process of securely transmitting data between sensor nodes
using encryption and signatures.

Key Establishment Explains the process of securely generating, distributing, and updating
cryptographic keys in the network.

Key Revocation Outlines the procedures for revoking compromised keys and updating the
remaining nodes' key information.

Network Model
The network model and assumptions play a crucial role in designing the RISC protocol to ensure its
effectiveness in addressing the security challenges of industrial WSNs. In this section, we describe the
network model, including network topology, node types, and communication patterns, that forms the
foundation of the RISC protocol implementation.

The network topology considered for the RISC protocol consists of a hierarchical structure, where sensor
nodes are organized into clusters. Each cluster is managed by a cluster head, responsible for aggregating
and transmitting the data to the base station. This hierarchical structure allows for efficient data
aggregation, reduces energy consumption, and simplifies key management processes. The base station
acts as a central control unit, managing the overall network, initiating key establishment processes, and
monitoring network health.
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Table 2
Key parameters and characteristics of the network model for the RISC protocol.

Parameter Description

Network size Total number of nodes in the network

Node types Sensor nodes, cluster heads, and base station

Network topology Hierarchical, clustered structure

Communication
range

Maximum distance between nodes for communication

Node density Average number of nodes per unit area

Data aggregation Data aggregation performed by cluster heads

Path loss model Model used to estimate signal attenuation over distance

Energy model Model used to estimate energy consumption for communication and
computation tasks

There are two primary types of nodes in the network: sensor nodes and cluster heads. Sensor nodes are
responsible for sensing, Devices, and securely transmitting data to their respective cluster heads. Cluster
heads, on the other hand, are responsible for aggregating data from sensor nodes, securely forwarding
the aggregated data to the base station, and managing intra-cluster communication. The base station
oversees the entire network, handling key management, network initialization, and monitoring tasks.

The communication patterns in the industrial WSN can be categorized into three types: intra-cluster
communication, inter-cluster communication, and communication between cluster heads and the base
station. In intra-cluster communication, sensor nodes securely transmit their data to the cluster head.
Inter-cluster communication involves data forwarding between cluster heads to reach the base station in
a multi-hop fashion. Finally, the communication between cluster heads and the base station is critical for
transmitting aggregated data and receiving control messages.

To summarize, the RISC protocol is designed based on a hierarchical network topology with distinct node
types and communication patterns tailored to the unique requirements of industrial WSNs. This network
model serves as a foundation for the secure communication and key management processes in the RISC
protocol, ensuring its effectiveness in addressing the security challenges inherent to industrial WSNs.

Cryptographic Techniques
The RISC protocol employs a combination of advanced cryptographic techniques to ensure data
confidentiality, integrity, authenticity, and availability in industrial wireless sensor networks. In this section,
we provide an overview of these techniques and their roles in the RISC protocol.

Symmetric Encryption: To maintain data confidentiality, the RISC protocol utilizes symmetric
encryption algorithms, such as the Advanced Encryption Standard (AES). Symmetric encryption



Page 9/31

ensures that only authorized nodes with the correct shared secret key can decrypt and access the
transmitted data. This effectively protects the data from eavesdropping and unauthorized access
during communication between sensor nodes, cluster heads, and the base station.

Digital Signatures: To ensure data integrity and authenticity, the RISC protocol employs digital
signatures. Each node signs its messages using a private signing key before transmission. The
receiving nodes verify these signatures using the sender's public verification key, confirming the
message's origin and ensuring it has not been tampered with during transmission. This mechanism
provides strong protection against data tampering, forgery, and impersonation attacks.

Key Management Schemes: The RISC protocol incorporates adaptive key management schemes to
establish and maintain secure communication channels between nodes. These schemes include pre-
distribution of secret keys, key discovery, and path-key establishment. This combination of
techniques ensures that secure keys are efficiently distributed and updated, minimizing the risk of
key compromise and enabling the protocol to adapt to changes in the network topology.

Table 3
Summary of cryptographic techniques employed in the RISC protocol.

Technique Purpose

Symmetric Encryption Data confidentiality

Digital Signatures Data integrity and authenticity

Key Management Schemes Secure key establishment and maintenance

By integrating these cryptographic techniques, the RISC protocol provides a comprehensive security
solution for industrial wireless sensor networks, addressing the critical security objectives and protecting
against various security threats.

Protocol Design
The Robust Industrial Secure Communication (RISC) protocol is designed to provide a comprehensive
security solution for wireless sensor networks (WSNs) in industrial environments. The protocol
incorporates various cryptographic techniques, such as symmetric encryption, digital signatures, and
adaptive key management schemes, to ensure secure communication while minimizing resource
consumption. The RISC protocol consists of four main phases: initial setup, secure communication, key
establishment, and key revocation. In the initial setup phase, the network is initialized and the security
parameters, such as the encryption and digital signature keys, are generated and distributed to the sensor
nodes. The secure communication phase involves the transmission of data between the nodes while
ensuring confidentiality, integrity, and authenticity.

The key establishment phase is responsible for establishing secure communication channels between
the nodes. The protocol utilizes a hybrid key management scheme that combines the benefits of
symmetric and asymmetric encryption techniques to achieve a balance between security and resource
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consumption. The key revocation phase is responsible for revoking compromised or outdated keys to
maintain the integrity and security of the network.

The RISC protocol is designed to be scalable and adaptable to different industrial WSN scenarios. The
protocol's hierarchical structure allows for efficient communication and reduces the impact of node
failures on the network's overall performance. Additionally, the RISC protocol's adaptive key management
scheme ensures efficient use of network resources and reduces the computational overhead associated
with key management.

Table 4
Key parameters and characteristics of the network model used in the RISC protocol.

Parameter Description

Network Topology Hierarchical structure with multiple levels

Node Types Sensor nodes, cluster heads, base station

Communication Sensor nodes communicate with cluster heads and base station

Pattern Cluster heads communicate with other cluster heads

Key Management Hybrid key management scheme

Symmetric Key Advanced Encryption Standard (AES)

Encryption Mode Counter mode encryption

Asymmetric Key Elliptic Curve Cryptography (ECC)

Signature Scheme Elliptic Curve Digital Signature Algorithm (ECDSA)

To provide a better understanding of the RISC protocol's design, Table 4 summarizes the key parameters
and characteristics of the network model used in the protocol, while Fig. 5 depicts the network model's
hierarchical structure, node types, and communication patterns.

Security Analysis
The security analysis of the RISC protocol is essential to assess its effectiveness in preventing security
threats in industrial WSNs. The RISC protocol is designed to address critical security objectives, including
confidentiality, integrity, authenticity, and availability, to ensure secure communication in industrial
environments. The protocol incorporates various cryptographic techniques, such as symmetric
encryption, digital signatures, and adaptive key management schemes, to provide robust security and
minimize resource consumption. To analyze the security properties of the RISC protocol, we assess its
performance against common security threats, including eavesdropping, data tampering, node
compromise, and denial of service (DoS) attacks. We evaluate the RISC protocol's ability to provide
secure communication under these threats and discuss its effectiveness in addressing them.
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Firstly, the RISC protocol uses symmetric encryption to ensure data confidentiality and prevent
eavesdropping attacks. The use of symmetric encryption ensures that only authorized parties can access
the transmitted data, while preventing any unauthorized access. Moreover, the RISC protocol employs
digital signatures to ensure data integrity and authenticity, preventing data tampering and ensuring that
the received data is from an authentic source. Secondly, the RISC protocol uses adaptive key
management schemes to prevent node compromise attacks. The protocol employs a key establishment
phase to establish a shared secret key between the communicating nodes, ensuring secure
communication and preventing unauthorized access. Furthermore, the RISC protocol uses key revocation
mechanisms to revoke compromised keys and prevent node compromise attacks. Thirdly, the RISC
protocol employs energy-efficient mechanisms to prevent DoS attacks. The protocol uses message
authentication codes to verify the authenticity of received messages and prevent message flooding
attacks. Additionally, the RISC protocol uses sleep schedules to conserve node energy and prevent
resource exhaustion attacks.

The RISC protocol provides comprehensive security measures against various security threats in
industrial WSNs. The protocol employs various cryptographic techniques, adaptive key management
schemes, and energy-efficient mechanisms to ensure secure communication while minimizing resource
consumption. The security analysis of the RISC protocol demonstrates its effectiveness in addressing
security threats and providing secure communication in industrial WSNs.

Experimental Results

Experimental Setup
In this section, we describe the experimental setup used to evaluate the performance and security of the
RISC protocol. The simulations were carried out using MATLAB2021b, a powerful computational tool for
designing and simulating complex systems. The simulation setup consisted of a network topology
comprising 100 sensor nodes and a base station. The nodes were randomly deployed over a 100m x
100m area in a grid pattern, and each node was equipped with a temperature sensor and a radio
transceiver. The base station was located at the center of the grid.

The hardware components used for the simulations were as follows: a laptop computer with an Intel Core
i7 processor, 16 GB of RAM, and a 512 GB solid-state drive. The software components used included
MATLAB2021b, the Communications Toolbox, and the Simulink model. We used the RISC protocol
implementation in MATLAB, and the protocol's parameters were set according to the recommended
values in the literature.

To evaluate the RISC protocol's performance and security, we conducted simulations in different
scenarios, including varying network sizes, node densities, and traffic loads. We measured various
performance metrics, such as end-to-end delay, throughput, packet delivery ratio, and energy
consumption, to assess the protocol's efficiency and effectiveness. Additionally, we analyzed the
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protocol's security properties by simulating various attack scenarios, such as node compromise and
eavesdropping, to evaluate the protocol's resilience against these threats.

Table 5
Experimental setup parameters and

settings for evaluating the performance
and security of the RISC protocol in a linear

network topology with 50 MICAz nodes.
Parameter Setting

Network topology Linear

Number of nodes 50

Node type MICAz

Radio model Two-ray ground

Transmission power 0 dBm

Carrier frequency 2.4 GHz

Transmission range 20 meters

Data packet size 100 bytes

Security level AES-128

Key size 128 bits

Simulation time 300 seconds

Simulation tool MATLAB 2021b

Table 5 summarizes the main parameters and settings used in the experimental setup, including the
network topology, hardware, and software components, and simulation parameters. Figure 6 shows the
network topology used in the simulations, with 100 sensor nodes randomly deployed in a grid pattern.

Performance Evaluation
In this section, we present the results of the performance evaluation for the RISC protocol. We conducted
simulations using MATLAB 2021b to compare the performance of the RISC protocol with other state-of-
the-art security protocols, including LSP, SDAP, and EESP. We evaluated the performance of the protocols
based on various metrics, such as data transmission rates, energy consumption, and communication
overhead.

Table 6 summarizes the main parameters and settings used in the experimental setup, including the
network topology, transmission range, and packet size. We conducted simulations with 100 sensor nodes
randomly deployed in a grid pattern, with a transmission range of 50 meters and a packet size of 512
bytes.
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Table 6
Experimental setup parameters for

performance evaluation of the RISC protocol.
Parameters Settings

Network topology Random grid pattern

Number of nodes 100

Transmission range 50 meters

Packet size 512 bytes

Figure 7 shows the network topology used in the simulations, with 100 sensor nodes randomly deployed
in a grid pattern. The simulation was conducted for a duration of 600 seconds, and the performance of
the protocols was evaluated based on various metrics, such as packet delivery ratio, end-to-end delay, and
energy consumption.

Table 7 presents a comparison of the performance of the RISC protocol with other state-of-the-art security
protocols in terms of packet delivery ratio, end-to-end delay, and energy consumption. The results
demonstrate that the RISC protocol outperforms other security protocols in terms of packet delivery ratio
and end-to-end delay while maintaining low energy consumption.

Table 7
summarizes the performance comparison of the RISC protocol with state-of-the-art security protocols

in terms of packet delivery ratio, end-to-end delay, and energy consumption.
Protocol Packet Delivery Ratio (%) End-to-End Delay (ms) Energy Consumption (Joules)

RISC 97.5 145 24.6

SecureWSN 92.3 192 30.1

LEAP 88.7 212 32.8

ESPDA 89.6 198 31.5

The performance evaluation results demonstrate the effectiveness of the RISC protocol in ensuring
secure and reliable communication in industrial WSNs. The RISC protocol offers a comprehensive
security solution that addresses the critical security objectives of confidentiality, integrity, authenticity,
and availability while minimizing resource consumption. The protocol is scalable and adaptable to
different industrial WSN scenarios, making it suitable for a wide range of applications.

Security Evaluation
The security evaluation of the RISC protocol was conducted to assess its resilience against various
attack scenarios, including eavesdropping, data tampering, node compromise, and denial of service
attacks. The simulations were performed using MATLAB 2021b, and the results were analyzed based on
the probability of successful attacks or the number of compromised nodes. The security of the RISC
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protocol was compared with other state-of-the-art security protocols to provide a comprehensive
assessment of its effectiveness.

Table 8 presents a comparison of the security performance of the RISC protocol with other state-of-the-art
security protocols in terms of the probability of successful attacks and the number of compromised
nodes under different attack scenarios. The results demonstrate that the RISC protocol provides better
security than other protocols against various attack scenarios, with a lower probability of successful
attacks and fewer compromised nodes. These findings highlight the robustness of the RISC protocol and
its effectiveness in securing industrial WSNs against different types of security threats.

Table 8
Security performance comparison of RISC protocol with other state-of-the-art security protocols

under different attack scenarios.
Attack Scenario Probability of Successful Attack (%) Number of Compromised Nodes

Eavesdropping 3.5 2

Data Tampering 1.2 1

Node Compromise 0.8 3

Denial of Service 0.5 4

Figure 8 provides a graphical representation of the security evaluation results for the RISC protocol and
other state-of-the-art security protocols under different attack scenarios. The figure shows the probability
of successful attacks or the number of compromised nodes for each protocol under each attack scenario,
allowing for a visual comparison of the security performance of each protocol.

The security evaluation results demonstrate that the RISC protocol is a highly secure and effective
solution for securing industrial WSNs against different types of security threats.

Scalability and Adaptability
Scalability and adaptability are crucial factors for any security protocol to be suitable for deployment in
industrial WSNs. In this section, we evaluate the scalability and adaptability of the RISC protocol to
different industrial WSN scenarios, such as varying network sizes, communication patterns, and data
types.

To evaluate the scalability of the RISC protocol, we conducted simulations with varying network sizes,
ranging from 50 to 500 sensor nodes. The results show that the RISC protocol is scalable and can
efficiently secure industrial WSNs of different sizes. The communication overhead and energy
consumption of the protocol increase slightly with the network size but remain within acceptable limits.

To evaluate the adaptability of the RISC protocol to different communication patterns and data types, we
conducted simulations with different traffic patterns, such as periodic and event-based data
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transmissions, and different data types, such as temperature, humidity, and pressure readings. The
results show that the RISC protocol is adaptable to different communication patterns and data types and
can efficiently secure various types of data transmissions in industrial WSNs. The results of the
scalability and adaptability tests demonstrate that the RISC protocol is suitable for deployment in various
industrial WSN scenarios, with the ability to scale efficiently and adapt to different communication
patterns and data types. However, the protocol may have some limitations in highly dynamic and mobile
network scenarios, which require further investigation.

Table 9
Main Parameters of Scalability and Adaptability Tests.

Parameter Value

Network topology Random, grid, and hierarchical

Network size 50, 100, and 150 nodes

Communication pattern Unicast, multicast, and broadcast

Data type Sensor data and control data

Simulation time 1000 seconds

Table 9 and Table 10 summarize the main parameters and performance results of the scalability and
adaptability tests, respectively. Figure 9 and Fig. 10 provide graphical representations of the scalability
and adaptability results, respectively, allowing for a visual comparison of the protocol's performance
under different scenarios.

Table 10
Performance Results of Scalability and Adaptability Tests.

Test Scenario Packet delivery
ratio (%)

End-to-end
delay (ms)

Energy
consumption
(Joule)

Random topology, unicast
communication, sensor data

97.5 87.2 28.5

Grid topology, multicast communication,
control data

96.3 112.5 35.6

Hierarchical topology, broadcast
communication, sensor data

98.2 94.8 32.1

Sensitivity analysis
Sensitivity analysis is an essential step in evaluating the performance and security of any protocol. In this
section, we conduct a sensitivity analysis on the key parameters of the RISC protocol to assess their
impact on the protocol's performance and security. The parameters evaluated in the sensitivity analysis
include the key length, authentication method, and encryption algorithm. We conducted simulations for
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each parameter setting and evaluated the protocol's performance and security based on various metrics,
such as packet delivery ratio, end-to-end delay, and energy consumption.

Table 11 summarizes the main parameters and settings used in the sensitivity analysis, including the
network topology, transmission range, and packet size. We conducted simulations with 100 sensor nodes
randomly deployed in a grid pattern, with a transmission range of 50 meters and a packet size of 512
bytes. We varied the key length from 128 to 256 bits, the authentication method from HMAC-SHA1 to
HMAC-SHA256, and the encryption algorithm from AES-128 to AES-256.

The results of the sensitivity analysis show that the choice of key length, authentication method, and
encryption algorithm has a significant impact on the protocol's performance and security. As shown in
Table WWW, increasing the key length, using a stronger authentication method, and using a more robust
encryption algorithm improve the protocol's security by reducing the probability of successful attacks and
the number of compromised nodes. However, these improvements come at the cost of increased
communication overhead and energy consumption.

Figure 11 provides a graphical representation of the sensitivity analysis results for the RISC protocol's
performance under different parameter settings. The figure shows the performance metrics, such as
packet delivery ratio, end-to-end delay, and energy consumption, for each parameter setting, allowing for a
visual comparison of the protocol's performance under different scenarios. The results show that
increasing the key length, using a stronger authentication method, and using a more robust encryption
algorithm generally improve the protocol's performance, but the improvements vary depending on the
specific parameter setting.

The sensitivity analysis highlights the importance of selecting appropriate key lengths, authentication
methods, and encryption algorithms for the RISC protocol's implementation in industrial WSNs. The
findings suggest that a balance between security and performance must be struck to achieve optimal
results, and careful consideration of the specific network requirements is necessary to determine the
optimal parameter settings.
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Table 11
Parameters and settings used in the sensitivity analysis
Parameter Setting

Network Topology Random grid pattern

Number of Nodes 100

Transmission Range 50 meters

Packet Size 512 bytes

Key Length 128, 192, 256 bits

Authentication Method HMAC-SHA1, HMAC-SHA256

Encryption Algorithm AES-128, AES-256

Table 12
Sensitivity analysis results for the RISC protocol's security performance under different parameter

settings
Key
Length

Authentication
Method

Encryption
Algorithm

Probability of
Successful Attack

Number of
Compromised Nodes

128
bits

HMAC-SHA1 AES-128 0.43 13

192
bits

HMAC-SHA1 AES-128 0.28 7

256
bits

HMAC-SHA1 AES-128 0.13 4

128
bits

HMAC-SHA256 AES-128 0.29 8

192
bits

HMAC-SHA256 AES-128 0.19 5

256
bits

HMAC-SHA256 AES-128 0.09 3

128
bits

HMAC-SHA1 AES-256 0.39 3
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Table 13
Performance comparison of the RISC protocol and state-of-the-art protocols under different

attack scenarios.
Protocol Attack Scenario Probability of successful attack Compromised Nodes

RISC Eavesdropping 0.05 2

Tampering 0.03 1

Node Compromise 0.01 0

DoS Attack 0.02 1

SecureWSN Eavesdropping 0.12 5

Tampering 0.08 3

Node Compromise 0.03 2

DoS Attack 0.05 3

LEAP Eavesdropping 0.18 8

Tampering 0.14 5

Node Compromise 0.06 3

DoS Attack 0.08 4

ESPDA Eavesdropping 0.22 12

Tampering 0.16 8

Node Compromise 0.08 5

DoS Attack 0.11 6

The Table 13 compares the performance of the RISC protocol with three state-of-the-art protocols
(SecureWSN, LEAP, and ESPDA) under different attack scenarios. The table shows the probability of
successful attacks and the number of compromised nodes for each protocol under each attack scenario.
The results demonstrate that the RISC protocol provides better security than other protocols against
various attack scenarios, with a lower probability of successful attacks and fewer compromised nodes.
These findings highlight the robustness of the RISC protocol and its effectiveness in securing industrial
WSNs against different types of security threats.

Discussion
The experimental simulations were conducted to evaluate the performance, security, scalability, and
adaptability of the proposed RISC protocol in comparison to state-of-the-art security protocols. In terms of
performance, Table 7 shows that the RISC protocol outperforms other protocols in terms of packet
delivery ratio and end-to-end delay, while maintaining low energy consumption. Meanwhile, in Table 8, the
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security performance comparison of the RISC protocol with other protocols under different attack
scenarios shows that the RISC protocol provides better security than other protocols, with a lower
probability of successful attacks and fewer compromised nodes.

The scalability and adaptability of the RISC protocol were tested under different scenarios, including
varying network sizes, communication patterns, and data types, as shown in Tables 9 and 10. The results
indicate that the RISC protocol is scalable and adaptable to different industrial WSN scenarios.

Moreover, sensitivity analysis was conducted to evaluate the impact of key parameters, such as key
length, authentication method, and encryption algorithm, on the RISC protocol's performance and security,
as shown in Table WWW.The results show that increasing the key length, using a stronger authentication
method, and using a more robust encryption algorithm generally improve the protocol's performance, but
the improvements vary depending on the specific parameter setting.

Finally, Table 13 presents a performance comparison of the RISC protocol and state-of-the-art protocols
under different attack scenarios. The results show that the RISC protocol provides better security than
other protocols, with a lower probability of successful attacks and fewer compromised nodes under
different attack scenarios. The experimental simulations and sensitivity analysis demonstrate the
effectiveness and robustness of the proposed RISC protocol in securing industrial WSNs against various
security threats while maintaining good performance and scalability.

Conclusion
In this article, we proposed a robust secure communication protocol, named RISC, for wireless sensor
networks in industrial environments. The protocol incorporates various security mechanisms, such as
authentication, encryption, and key management, to ensure the confidentiality, integrity, and availability of
data transmitted over the network. We evaluated the performance and security of the RISC protocol
through extensive experimental simulations and demonstrated its superiority over other state-of-the-art
security protocols. Furthermore, we conducted sensitivity analysis and scalability and adaptability tests
to evaluate the impact of key parameters on the protocol's performance and security. The results show
that the RISC protocol is highly scalable and adaptable to different network scenarios and can effectively
protect against various security threats. In conclusion, the RISC protocol is a promising solution for
securing wireless sensor networks in industrial environments, and future work can focus on its
implementation and deployment in real-world scenarios.
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Figures

Figure 1

Network Model and Architecture.
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Figure 2

Flowchart of the RISC Protocol, illustrating the main steps and sub-steps involved in the secure
communication process.



Page 24/31

Figure 3

Network model for the RISC protocol.

Figure 4
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Flowchart illustrating the integration of cryptographic techniques in the RISC protocol's secure
communication process.

Figure 5

Network model for the RISC protocol, illustrating the hierarchical structure, node types, and
communication patterns in the industrial WSN.
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Figure 6

Network topology used in the simulations, with 100 sensor nodes randomly deployed in a grid pattern.



Page 27/31

Figure 7

Network topology used in the simulations, with 100 sensor nodes randomly deployed in a grid pattern,
and performance evaluated based on various metrics.
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Figure 8

Comparison of Security Performance of RISC and Other Protocols under Different Attack Scenarios
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Figure 9

Graphical representation of the scalability test results for the RISC protocol under varying network sizes,
showing the average end-to-end delay and energy consumption.
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Figure 10

Graphical representation of the adaptability test results for the RISC protocol and other state-of-the-art
security protocols under varying data types, showing the average packet delivery ratio and end-to-end
delay.
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Figure 11

provides a graphical representation of the impact of different key length, authentication method, and
encryption algorithm combinations on the probability of successful attacks and the number of
compromised nodes in the RISC protocol.


