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Abstract
Background Hospital Information System (HIS) implementation is complex and costly compared to other
information systems. Therefore, the present study was conducted with the aim of designing and evaluating
technical HIS requirements.Methods This study was conducted in 2016 in two parts: designing technical
requirements and evaluating the HIS. The �rst part of the study was performed through the Delphi
technique. In the second part of the study, evaluation of systems was done using a checklist based on the
approved requirements.Results In the �rst part of the study, the �nal list of technical HIS requirements was
designed with 73 items in four domains including ‘communication service’, ‘system architecture’, ‘security
service’, and ‘system response time’. In the second part, the results of the evaluation indicated that the
approved requirements had been observed in 63.8%, 65.5%, 72.4%, and 76.3% of the HIS software programs
in the dimensions of ‘communication service’, ‘system architecture’, ‘security service’, and ‘system response
time’, respectively.Conclusions The technical HIS evaluation tool was designed to be used in the evaluation
and selection of the system. The evaluation results also indicated that the studied HISs were weaker in
‘communication service’ and ‘system architecture’ domains compared to the other two domains under study.

Background
Today, the advancement of Information Technology (IT) has changed the face of the world altogether and
healthcare services have been signi�cantly improved through IT-based services [1, 2]. Among those, HISs are
one of the most commonly used health information systems [3]. Despite potential bene�ts, HISs are neither
widely used by healthcare providers nor are they readily accepted by users where they are launched [4].
Given the fact that HISs gain acceptability rather slowly and the signi�cant rate of failure among these
systems, efforts need to be made in order to understand how to overcome the challenges against HIS
implementation [5].

One of the problems arisen from HIS implementation is lack of proper identi�cation of technical
requirements and integrity of these systems [6]. Therefore, a framework of technical HIS requirements and
assessing HISs based on this framework is of utmost importance. Technical characteristics of information
systems such as ‘system architecture’ type, ‘communication service’ of the system, and ‘system response
time’ have a major role in determining the success or failure of a system [7]. A number of studies have
addressed technical factors as the second major factor and even the biggest barrier to effective HIS
implementation [1,8]. Technical obligations help users ensure that a system is capable of communicating
with other systems and guarantees information security and con�dentiality [9]. Technical aspects help
network designers to identify technical features and the software version that supports these features;
however, in some cases, these technical features may affect the choice of hardware platforms [10].

Given the strong link between technical factors and success rate of HISs [11], it is of great importance to
establish appropriate evaluation criteria for solving technical barriers to the system implementation [12]. In
as much as accurate assessment of HISs is considered as an integral part the successful implementation of
these systems [13].
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 A number of studies have addressed the design of technical requirements and assessment of health
information systems in two domains and in some cases with no speci�ed domains with a maximum of 7
items and in one environment with a limited research population [14-18]. Some studies have referred
hardware, software, networking and technical support as the technical challenges faced during development
of health information systems [19, 20]. Also, Iran’s Ministry of Health and Medical Education has de�ned HIS
Technical Requirements in two domains of Communication services and Security services [21]. Based on
the �ndings of these studies, the de�ned requirements are very limited, most of which only address a small
section of the hospital with a limited population or are only library studies lacking comprehensive
requirements. The only in-depth list of requirements seem to be those presented by the Ministry of Health
and Medical Education, which can be developed in terms of domains and items de�ned.

Regarding the program of Iran’s Ministry of Health and Medical Education for the application of IT services
in the healthcare sector and development of EHRs [22] and considering HISs as good examples of EHRs
[23], implementation principles and the technical requirements of these systems need to be continuously
assessed and revised [24]. Therefore, the present study aimed at proposing a more comprehensive
framework of HIS technical requirements and assessment of HISs implemented based on these
requirements. The requirements set out in this study can be employed by hospital executive teams and HIS
developers.

Methods
The present study was conducted in two parts: designing technical HIS requirements and evaluating HISs
based on these requirements. 

First Part: Designing technical HIS requirements

The research was conducted using Delphi technique in three stages: Focus Group Discussion (FGD),
Modi�ed Delphi Technique, and Classic Delphi Technique.

Focus Group Discussion

At  �rst, 10 experts holding master's degrees or higher in software, networking, and IT with at least 7 years of
work experience in hospital IT departments or the IT departments of medical universities were selected from
among faculty members and the staff. Prior to group discussion, the expert panel was presented with a
primary checklist extracted from the comprehensive outline published by Iran’s Ministry of Health and
Medical Education regarding HIS assessment criteria [21]. 

During four 4-hours sessions, technical barriers and challenges of implementing HISs were discussed. The
FGD pursued two goals: identifying the most important technical requirements desired by the experts and
outlining all of the problems the experts had ever faced regarding technical HIS requirements during system
implementation or execution. At this stage, the experts represented their ideas freely and addressed any
technical HIS requirements through brainstorming. The experts’ comments were recorded and then
transcribed during the meetings. Finally, a list of technical requirements was compiled and, based on their
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views, the requirements were grouped into four domains including ‘communication service’, ‘system
architecture’, ‘security service’, and ‘system response time’ and then the primary questionnaire on the
framework of technical HIS requirements was designed. The questionnaire included introduction of the
study, objectives and a list of the technical HIS requirements with an open-ended question in order to add up
experts' comments to the list at a further stage. 

Modi�ed Delphi Technique

In this stage, Modi�ed Delphi Technique was employed to reach consensus on the requirements. Experts of
this stage were the same experts participating in the FGD of the study. Modi�ed Delphi Technique is
generally used as a Group Delphi Technique to reach consensus based on experts' opinions through
structured questionnaires. This method was a multi-stage process, which continued until consensus was
reached. The Modi�ed Delphi Technique was an open-ended round Delphi guided by the focus group or one-
to-one interviews [25]. At the end of the focus group, the initial technical requirements were formatted in the
form of a �ve-point Likert questionnaire (Strongly Disagree=0 to Strongly Agree=4). Each technical HIS
requirement was independently assessed by the experts and the assigned a score. The requirements with a
�nal mean score of 3 and above were approved, and those with a �nal score of less than 2 were eliminated.
Moreover, the requirements with an average score of 2–3 were reassessed by the experts to be either
approved or removed from the questionnaire. The experts were encouraged to freely propose any new ideas
about technical HIS requirements. They reached an agreement on the �nal list of technical HIS
questionnaire after four focus group rounds. Finally, four groups of technical HIS requirements were
accepted with 72 items and an average of 3.4 scores.

Classic Delphi Technique

In this stage, the questionnaire containing 72 items approved in the Modi�ed Delphi Technique stage was
distributed among forty IT experts and IT managers of hospitals and medical sciences universities across
the country holding master’s degrees or higher with at least 5 years of work experience in the �eld of HIS.
The questionnaire included demographic information, 72 closed-ended questions and an open-ended
question to explore the possibility of getting additional technical requirements. Participants were asked to
express their opinion through a �ve-point Likert scale (from strongly disagree to strongly agree). At all
rounds of the Delphi technique, feedback was anonymously provided to the participants. To ensure all
Delphi characteristics (anonymity and feedback), research collaborators as another focal point were
introduced to the hospitals under study across the country. They were responsible for familiarizing IT
experts and managers with research goals and providing feedback on the data in each round. Out of the 40
distributed questionnaires, 38 were �lled out. The mean score of each requirement was computed using
SPSS software program (Version 18, SPSS Inc., Chicago, IL, USA) and then used for statistical purposes.
This Classic Delphi Technique was done in two rounds. Finally, one item was added to the questionnaire
and four domains of technical HIS requirements were approved with 73 items and an average of 3.6 scores.

Second Part: Evaluating HISs



Page 5/19

Iran’s Ministry of Health and Medical Education was inquired about the number of companies providing
HISs and it turned out that the software was being implemented by 19 software suppliers throughout the
country. Then, 19 suppliers were contacted for permission to assess hospital information systems out of
which 16 suppliers gave the permission. Finally, a list of the hospitals which had been implementing HISs
bought from these suppliers since at least 5 years earlier was provided. For each software supplier, one
hospital was randomly selected which was running the HIS software program. If not all software modules of
the supplier company were operational in the selected hospital, the hospital was eliminated from the study
and replaced by another hospital through random selection. Finally, 16 hospitals were selected to evaluate
HIS software programs. Using the technical HIS checklist containing Yes/No questions designed in �rst part,
IT users and experts working at the information technology units of the selected hospitals were interviewed
in person and the checklists were �lled out. Next, the data was analyzed using SPSS software program
(Version 18, SPSS Inc., Chicago, IL, USA). If hospital HISs met the checklist criteria, they were given a score
of 1; otherwise a score of zero was given to the HISs. To show system status, the percentage scores were
calculated. The percentage scores obtained for each domain were considered as very weak, weak, average,
good, and very good for percentages of 0–20%, 20–40%, 40–60%, 60–80%, and 80–100%, respectively.

Ethical Considerations

Before starting the FGD round, all participants signed an informed consent form in which study objectives,
voluntary participation in the FGD, and information con�dentiality had been explained. Furthermore, in the
second part of the study, participants were informed of study objectives before �lling out the questionnaire.
The voluntary nature of participation was explained, and participants were assured of information
con�dentiality and anonymity.

Results
In the Classic Delphi stage, 76.3% of experts were men and 23.7% were women. The mean age of
participants was 34.7 ± 6.3 years, with a minimum and maximum age of 28 and 52 years, respectively. As
for the level of education, 63.2% of participants held a bachelor’s degree at the time of the study. The mean
work experience of participants was 9.9 ± 5.3 years and their mean HIS work experience was 6.6 ± 1.7 years.

In the �rst round of Classic Delphi Technique, all requirements related to the domains of ‘communication
service’, ‘system architecture’, ‘security service’, and ‘system response time’ assessed by the experts were
�nally approved. Regarding ‘system architecture’ requirements, one of the requirements did not gain the
minimum score in the �rst round; hence, it was reassessed along with the proposed new requirements in
second round of the Classic Delphi Technique and was then approved. Eventually, the list of technical HIS
requirements was con�rmed for the four domains containing 73 items with a mean of 3.6. These
requirements existed in 68.9% of HISs implemented in the hospitals under study. The results of the Delphi
technique and evaluation of technical HISs requirements are presented in Tables 1 to 5.

Table 1. Mean score of technical requirements and HIS evaluation
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Domains Delphi results Evaluation results
Mean Yes No Total Status

1 Communication  service 3.49 102(63.8) 58(36.2) 160(100) Good
2 System   architecture 3.53 283(65.5) 149(34.5) 432(100) Good
3 Service security 3.5 359(72.4) 137(27.6) 496(100) Good
4 System response time 3.82 61(76.3) 19(23.8) 80(100) Good

Total 3.6 805(68.9) 363(31.1) 1168(100) Good

‘Communication service’ domain including 10 items is shown in Table 2. Delphi score regarding the
importance of ‘communication service’ was 3.49±0.38, and the assessed HIS met 63.8% of the
‘communication service’ domain.

Table 2. Mean score of ‘communication service’ requirements and HIS evaluation

  Items  Delphi
results

Evaluation results

Mean Yes No
1 Ability to receive and send information

electronically between different departments of an
hospital

3.78 14(87.5) 2(12.5)

2 Ability to send and receive information from/to
other software systems

3.73 12(75) 4(25)

3 Ability to transfer information between different
software versions

3.71 12(75) 4(25)

4 Ability to use the standard protocol approved by the
country's competent authorities for the exchange of
patient records and the exchange of financial
information

3.6 8(50) 8(50)

5 Capability of simultaneous viewing of a file by
multiple users

3.5 15(93.8) 1(6.2)

6 Ability to access information of other components
from other locations according to the level of
access

3.5 16(100) -

7 Ability to register and modify orders in different
parts of the hospital and access these stations with
regards to security and access level

3.34 14(87.5) 2(12.5)

8 System capability for calling developed required
services

3.28 2(12.5) 14(87.5)

9 Support for communication with software via fax,
WORD, spreadsheet, e-mail and the Internet

3.26 6(37.5) 10(62.5)

10 Ability to consult and communicate with doctors
and specialists outside the hospital (audio-visual
communication

3.18 3(18.8) 13(81.2)

Total 3.49±0.38 102(63.8) 58(36.2)

As presented in Table 3, ‘system architecture’ domain with 27 items and the mean score of 3.53±0.37 were
con�rmed, which met 65.5% of implemented HISs.
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Table 3. Mean score of ‘system   architecture’ requirements and HIS evaluation
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  Items  Delphi
results

Evaluation results

Mean Yes No
1 Ability to use standard databases 3.86 16(100) -
2 Ability to cope with standard Persian language 3.84 16(100) -
3 Ability to handle an unlimited number of clients 3.78 14(87.5) 2(12.5)
4 Availability of standard templates for output and

input information
3.76 13(81.2) 3(18.8)

5 Capability of easy and standard installation of
client and server

3.73 16(100) -

6 Capability of easy and automatic upgrading
through server

3.73 14(87.5) 2(12.5)

7 Ability to use standard programming languages 3.71 15(93.8) 1(6.2)
8 Compatibility with Worldwide Standards for

Operating System Server and Clients
3.71 11(68.8) 5(31.2)

9 Ability to export the information to various types
of statistical software programs

3.71 11(68.8) 5(31.2)

10 Ability to generate custom reports 3.68 9(56.2) 7(43.8)
11 Usability of Server's date and time instead of

Client's date and time in the software
3.63 13(81.2) 3(18.8)

12 Ability to execute routines as services instead of
manual execution

3.55 12(75) 4(25)

13 Ability to run under the network by Client/Server
method

3.52 13(81.2) 3(18.8)

14 Ability to have predicted and routine reports 3.52 14(87.5) 2(12.5)
15 Ability to adopt an appropriate solution for server

connection among different units
3.5 11(68.8) 5(31.2)

16 Ability to use external devices and other devices in
the system

3.5 15(93.8) 1(6.2)

17 Ability to give independence to clients of specific
operating systems and platforms

3.47 7(43.8) 9(56.2)

18 Ability to use supported standards 3.47 8(50) 8(50)
19 Reporting capabilities through Web Service 3.44 7(43.8) 9(56.2)
20 Ability to provide all technical specifications,

relationships among tables, ERD, routines and
relationships between software classes in the form
of UML and other technical features of the
database in writing and based on the RUP
methodology for large projects or XP for small
projects

3.44 4(25) 12(75)

21 Ability to record all information and procedures
that can be changed in the database and avoid
storing them in the program code.

3.39 9(56.2) 7(43.8)

22 Availability of multilayer enterprise architecture in
software design

3.34 6(37.5) 10(62.5)

23 Ability to run on the Web 3.28 6(37.5) 10(62.5)
24 Ability to use Commit and Roll Back Standards in

using procedures
3.28 5(31.2) 11(68.8)

25 Ability to register and edit information through the
Web

3.23 4(25) 12(75)

26 Ability to use open source tools in system design
and production

3.07 6(37.5) 10(62.5)

27 Visibility of database contents and non-coding
information

3.02 8(50) 8(50)

Total 3.53±0.37 283(65.5) 149(34.5)
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According to Table 4, ‘service security’ domain with 31 items and the mean score of 3.5±0.39 were approved,
which was observed in 72.4% of the implemented HISs.

Table 4. Mean score of ‘security service’ requirements and HIS evaluation
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  Items  Delphi
results

Evaluation results

Mean Yes No
1 Automatic and periodical backup options 3.89 15(93.8) 1(6.2)
2 Observation of all protection and security

considerations for accessing the database on the
network

3.86 15(93.8) 1(6.2)

3 Ability to provide user identity by placing username
and password according to user access level

3.84 16(100) -

4 Ability to provide access level according to layering
of information to maintain valuable information

3.78 16(100) -

5 Security in web applications 3.73 6(37.5) 10(62.5)
6 Logging user performance and reporting it to the

system administrator, log manager
3.71 12(75) 4(25)

7 Automatic retrieval of information whenever
necessary

3.71 14(87.5) 2(12.5)

8 Ability to equip servers and clients for the antivirus
used by users

3.68 15(93.8) 1(6.2)

9 Ability to provide a program for storing and
archiving information electronically at specified
intervals

3.68 10(62.5) 6(37.5)

10 Lack of encryption display in the form of text 3.65 16(100) -
11 Supporting standard locking mechanism to prevent

updates by unauthorized individuals
3.63 9(56.2) 7(43.8)

12 Setting the password as text/number 3.6 12(75) 4(25)
13 Ability to create a personal information file

including user characteristics required to determine
the level of ‘security service’

3.6 13(81.2) 3(18.8)

14 Ability to define functional roles and relationships
with access levels

3.6 14(87.5) 2(12.5)

15 Ability to register and report all logins and logouts
from software, as well as access to all features
suitable for registration such as username,
workstation (IP) and MAC

3.6 12(75) 4(25)

16 Manual retrieval of information whenever
necessary

3.55 15(93.8) 1(6.2)

17 Ability to define specific and confidential
information sections

3.55 11(68.8) 5(31.2)

18 Ability to reset the password when using a
password

3.5 15(93.8) 1(6.2)

19 Application functionality in workstations under
domain

3.47 14(87.5) 2(12.5)

20 Lack of access to the database except for the
interface

3.42 11(68.8) 5(31.2)

21 Presence of remote monitoring and control
technology

3.36 6(37.5) 10(62.5)

22 Compatibility with hardware firewalls 3.34 12(75) 4(25)
23 Ability to restrict user access to other operating

system resources
3.28 13(81.2) 3(18.8)

24 Manual backup options 3.28 16(100) -
25 Ability to support digital signature 3.23 2(12.5) 14(87.5)
26 Lack of random port use 3.23 5(31.2) 11(68.8)
27 Lack of need for local admins 3.21 13(81.2) 3(18.8)
28 Authentication via domain 3.18 11(68.8) 5(31.2)
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29 Accessible to the system with any particular IP
range and routing capability

3.15 6(37.5) 10(62.5)

30 Ability to use name (as defined in DNS) and lack of
dependence on the IP and computer name

3.15 9(56.2) 7(43.8)

31 Support for Biosensor technology to logon 3.02 5(31.2) 11(68.8)

Total 3.5±0.39 359(72.4) 137(27.6)

As shown in Table 5, ‘system response time’ domain with 5 items and the mean score of 3.82±0.29 were
con�rmed by the experts, which were observed in 76.2% of the assessed HISs.

Table 5. Mean score of ‘system response time’ requirements and HIS evaluation

  Items  Delphi
results

Evaluation results

Mean Yes No
1 Fast search capability in sections with massive

amounts of information
3.86 11(68.8) 5(31.2)

2 Easy and quick reporting 3.84 13(81.2) 3(18.8)
3 Ability to respond within acceptable ‘system response

time’ to user requests for specific operations
3.81 9(56.2) 7(43.8)

4 Ability to access the system 24 hours a day without
any interruption

3.81 16(100) -

5 Capability of performing within acceptable processing
time

3.78 12(75) 4(25)

Total 3.82±0.29 61(76.2) 19(23.8)

Discussion
Technical HIS requirements including 73 items categorized in four domains including ‘communication
service’ (10 items), ‘system architecture’ (27 items), ‘security service’ (31 items), and ‘system response time’ (5
items) were approved by experts. Compliance rate of the requirements in the hospitals under study was
considered as ‘good’ (68.9%).

In a variety of studies assessing technical requirements in health information systems, a researcher-made
checklist including a very limited number of items (4-7 items) was used covering a restricted portion of
technical requirements [14, 17]. Even the requirements de�ned by the Ministry of Health and Medical
Education in two domains of Security services and Communication services including 23 items [21] is not
comparable with the number of items and domains de�ned in the current study. The tools designed in this
study provide more speci�c and comprehensive domain and items on a national scale to assess HISs.
Nevertheless, technology advancements necessitate further studies with varied requirements and domains
in the future.

Communication service is one of the domains of technical requirements con�rmed by the experts.
Requirements related to ‘communication service’ showed a compliance rate of 63.8% in the evaluated HISs,
which is considered to be at a good level. However, compared to the other domains under study, this
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compliance rate was lower. Additionally, the standard protocol approved by the national healthcare
authorities for patient information exchange was only met in half of the information systems of the
research community. The National Coordination O�ce of Health Information Technology of America,
appreciates the need for standards, making incentives to use standards and a credible environment for
interoperability, sharing and use of electronic health information due to the fact that such standards can
prove useful in design stage of the development of a new system [26, 27]. Another study on the HIS
implementation di�culties indicated that poor integration of various systems is a potential source of
problems [28]. In his study, Aggod-Feko stated that HISs in Hungary are capable of communicating within
hospitals. Nevertheless, the ability to inter-communication outside the hospital is limited [29]. Surveying the
acceptability of health information technology in 7 industrial countries suggested that, despite the high
number of EHR, they still lag behind the health information exchange [23]. Several other studies have
pointed out that the level of interoperability among HISs is disappointingly low, and they have scored low in
the assessments or interoperability has not been observed in all evaluated systems [30-33]. The lack of
interoperability restricts care provider organizations to use product portfolio of a software supplier in a way
that their data is stored in the supplier's speci�c format and cannot be easily transferred to another system
[34]. Ultimately, lack of interoperability among HISs results in an increased load of paper [35]. In a study,
users believed that working with integrated systems would reduce working hours and increase work speed
[6]. Not only is the capability of system information exchange effective in indirect nursing care [36], but it
also leads to reduced patients re-admission [37]. Failure to exchange information among various HISs
imposes �nancial burdens on hospitals and causes failure to refunding the costs to Healthcare institutions
[38]. Furthermore, information exchange among these systems helps to reduce the cost of transmitting
laboratory reports, imaging and clinical communication among healthcare providers [39]. As Walker et al.
stated, investing in Electronic Medical Records (EMR) interoperability and health information exchange
could save $77 annually [40]. A uni�ed and focused EHR approach for each patient means to have regional
Electronic Patient Records(EPRs) that provides a degree of internal exchange capability [41], although the
main features of the fourth and current HIS generation - integration of HISs – is known as integrity with
other systems [6]. The speci�c framework for ‘communication service’ requirements of HISs including the
standards of information exchange at system design phase need to be given serious attention. What
follows can highlight this importance, a) considering the importance of information exchange capability in
information systems, b) the need to develop interoperable systems, c) prevention of organizational
dependence on the products of a particular company, d) the impact of lack of data integrity on treatment
and cost addition, e) the heterogeneous software forests that does not meet the goal of creating and
implementing an EHR.

System architecture is another important domain of technical requirements. Based on the �ndings,
compliance with the requirements of ‘system architecture’ in the assessed HISs was proper (65.5%).
However, it has achieved a third rank in comparison to the other domains of technical requirements. In
software development, ‘system architecture’ determines system development model, environment
development, and system development tools [42]. Multiple distributed systems, developed in various
programming languages, demand more mechanisms for practical communication in engineering
perspective [43]. In this regard, service-oriented architecture is a tool for de�ning IT infrastructures that allow
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various software programs to exchange data and cooperate in the process of business, regardless of the
types of operating systems or programming languages through which software programs are designed.
Moreover, the messaging standard enables diverse healthcare software programs to exchange o�ce and
clinical data and run it on the web [44]. Systems that are based on varied platforms and programming
languages appear to create numerous heterogeneous systems in an organization, which makes it di�cult to
develop HIS projects. Hence, the possibility of using open source tools, web-based implementation, and
supported standards is part of the framework of ‘system architecture’ requirements which are helpful in
future software development.

Security service is also addressed as another domain of technical requirements, which has been well met in
evaluating information systems of the research community and can be regarded as good (72.4%). Security
issues are among the hindering factors of using and implementing information systems in the healthcare
sector [45]. Furthermore, several studies have highlighted security concerns of EHRs [46-48]. In other studies,
the level of technical security in some health centers was reported as strong and in some hospitals as
moderate [49]. In yet other studies, more than half of respondents expressed their health security data at a
good/moderate level [32, 50]. Previous research shows neither a speci�c policy for patient access to
information nor punishment for unauthorized access to information. While each system user has a speci�c
password, there is usually no expiration date for these passwords, and thus, system users can access them
with no time limitation [49]. The system must have security mechanisms for controlling user access in terms
of tasks or classi�ed access [51]. An effective access control system ensures that system users cannot
access system resources unless they are permitted to do so [4]. On the other hand, HISs should provide easy
access to healthcare information at the caring institution [52]. A vast number of user-friendly techniques
including setting passwords, biometric techniques, smart cards, and certi�cations are widely used to
guarantee data con�dentiality and user validation [53]. Typically, these systems attempt to prevent illegal
operations before they occur [54]. In a study investigating the priority of nursing data security requirements
in EHRs, making a backup was introduced as the highest priority of majority of IT experts [55]. Providing
encrypted, incremental backups of information is one of the security measures for EHR protection [56].
Considering the fact that patient data security management using the HIS in�uences care quality, the rights
of patients and healthcare professionals and their working practices[57], patients may conceal their
information due to lack of trust in the security of HISs, which is health-damaging [58]. Thus, recognizing
security features and privacy in HISs is of great importance and, in the event of facing such risks, some data
protection measures need to be taken [59]. Hospitals should follow a standardized set of instructions to
enhance information security [60, 61]. The level of security seems to vary from one study to another.
Regarding the important role of data in providing patient care, data backups and data access control are
known as the major security concerns of the systems. Therefore, a security framework which guarantees
system security and makes information access easy by authorized individuals is required where HISs are
being implemented.

Another domain of technical HIS requirements approved by the experts is system response time. Based on
our �ndings, ‘system response time’ was at a good level (76.3%) in the HIS evaluation. ‘System response
time’ is one of the major technical challenges of the HIS [28, 62]. Numerous studies have highlighted system
response dissatisfaction, and referred to it as an obstacle for EHR application and the main reason for its
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abandonment by users [62-64]. In organizations which are heavily dependent on computerized systems in
patient care, the downtime should be 0% or a little above 0. Yet, in these organizations, business continuity
procedures should be in place to ensure safety and patient care continuity [65]. Therefore, one of the general
technical aspects of the HIS is timely system access at a high speed, which is identi�ed as an important
factor in the e�ciency of HISs [51, 52]. Low ‘system response time’ reduces the chances of system
acceptance by users and successful implementation of the system [66]. Therefore, in order to increase
system e�ciency and consequently user satisfaction, it is recommended to highlight the importance of
‘system response time’ requirements while choosing a system.

Conclusion
Technical HIS requirements were designed with 73 items in four domains including ‘communication service’,
‘system architecture’, ‘security service’, and ‘system response time’. These requirements can be used in the
lifecycle of information systems while customers attempt to choose systems so as to meet minimum user
requirements for using HISs. These requirements can help designers and developers of HISs to adapt the
software program to the user needs. Furthermore, HIS evaluation of the research community suggests that,
in spite of a good score in the evaluation, in technical HIS requirements, the domains of ‘communication
service’ and then ‘system architecture’ were weaker than the other ones. Hospitals are constantly developing
their HISs, which leads to the emergence of many heterogeneous systems. Integration of these systems is
also di�cult to achieve since each one is designed and implemented in accordance with its own principles.
In addition, patient data is stored in these systems and their transfer to new systems is not an easy task.
Therefore, this can be a major challenge and obstacle in establishing interoperability between different
systems for creating EHRs and developing systems in accordance with changes and needs of organizations
and users. Eventually, the results of assessing each HIS will be sent to software providers to provide them
with feedback so that they can improve their software programs and meet technical requirements.
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