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Abstract In order to improve the recognition performance of intrusion detection, a graph convolutional neural net-

work for multiple classification intrusion detection is proposed, named as GCNID. Firstly, the detection data are

preprocessed by numerical and normalized, so that the disadvantage effect of numerical differences among various

features can be reduced. Then, the adjacency matrix for intrusion data in GCIND is constructed by the k-nearest

neighbor method, which utilizes the Euclide distance between different features as evaluation criterion. Besides, the

adjacency matrix and the modified detection data are set as the input of GCNID framework. Furthermore, the neigh-

bors’ information of each detection data are added into itself by the graph convolutional layer, such that more effective

intrusion features can be extracted by GCNID. What’s more, the parameters in the proposed method are optimized by

back propagation until the network convergence. Finally, the Softmax logistic regression model is used to classify the

types of intrusion. Simulation results show that the proposed method can not only improve the detection accuracy, but

also classify the unknown attack types. The performance shows that the GCNID has a good ability of accuracy and

generalization.

Keywords Intrusion detection · Graph convolution neural network · KDD-CUP 99

1 Introduction

With the rapid development of network technology, open network environment is easier to be influenced by

various attacks. There are various popular network attacks such as denial of service (DoS), probing (Probe), remote

to local (R2L), user to root (U2R), etc [1]. It is note worthy that the network intrusion detection becomes an effective

way to prevent these attacks [2]. The network intrusion detection can actively monitor network events to identify

security issues occured in the network [3]. Therefore, intrusion detection is one of key techniques for network security

research [4].

In recent years, many intrusion detection methods have been proposed, such as expert system detection intru-

sion technology, which matches the observed data with the predefined descriptions of intrusion features [6]. It can

recognize attacks in the signature database, but ineffective for detecting unknown attacks. To further improve the

recognition accuracy, many successful network intrusion detection technologies based on deep learning algorithm

are proposed [7], [8]. Deep learning algorithms get rid of the reliance on feature engineering and are able to intelli-

gently identify attack features, which is benefit for identifying potential security threats [9]. An intrusion detection

method is proposed for the KDD-CUP 99 dataset by using a new deep neural network (NDNN) model [10]. The at-

tack features from network intrusion data are extracted by the NDNN model with four fully connected hidden layers.

Though it achieves good results, the data information extraction is not sufficient. Recursive neural network (RNN)

including the long short term memory (LSTM) and gated recurrent unit (GRU) can effectively obtain the correlation

between the time series data. A network intrusion detection system is proposed based on LSTM architecture model,

in which the hyperparameters are chosen by extensive experiments comparison [11]. By comparing it with other IDS

classifier, experiment results show that the attacks are well detected by LSTM-based intrusion detection framework.

A multiclass network intrusion detection model named CNNID is proposed based on convolutional neural networks

(CNN) to extract the structural information of intrusion data [13]. The CNNID model converts the original intrusion

1 Engineer Optimization & Smart Antenna Institute, Northeastern University at Qinhuangdao, Qinhuangdao, China.

· 2 School of Computer Science and Engineering, Northeastern University, Shenyang, China.
*Corresponding author: Fulai Liu (fulailiu@126.com) Zhongyi Hu (zhongyi hu@126.com) Aiyi zhang (xiaozhangaiyi@163.com). The first three

authors contributed equally to this work and can be considered co-first authors.



2 Fulai Liu1,2,∗, Zhongyi Hu2,∗, Aiyi Zhang2,∗, Ruiyan Du1,2, Dongbao Qin2, Jialiang Xu2

detection datasets into two-dimensional like pictures in order to meet the input requirements of neural network. The

experimental results show the detection model improves the accuracy and checking rate, but the higher dimensional

data may cost more overhead. To further improve the recognition performance of intrusion detection model, this paper

introduces graph convolutional network (GCN) into network intrusion detection.

As an extension of classical CNN, GCN is a deep learning method of graph structure data for semi-supervised

classification [14]. Because there are correlations between network intrusion data features, a graph structure of dif-

ferent data features can be constructed to describe the correlations [15]. This paper presents a multiple classification

network intrusion detection model based on GCN, named as GCNID. Initially, the detection data are preprocessed

by numerical and normalized methods to reduce the adverse effect of dimension differentiation among features. Then

the adjacency matrix and graph structure of intrusion data features is given by k nearest neighbor method. Finally, the

adjacency matrix and network intrusion data are used as the input of GCN to identify the attack features and obtain

test results of multi-class network intrusion detection. The formulation of the proposed algorithm based on GCNID is

discussed in Sect.2. In Section 3, simulation results are presented to verify the performance of the proposed approach.

Section 4 concludes the paper.

2 Algorithm Formula

The architecture of the network intrusion detection algorithm based on graph convolutional neural network is

shown in Fig. 1, which is composed of the data preprocessing module, the feature learning module, and the classifier

module. The graph convolutional neural network can aggregate the network intrusion data information of neighbor

features. Therefore, the proposed model can achieve an excellent detection performance.

Data input
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Convolutional
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Classification 

Result
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Fig. 1: GCN-based network instruction detection architecture

2.1 Data Preprocessing

The network intrusion data are preprocessed by numerizing text features and normalizing numerical features.

In the most of deep learning models, the data input of the neural network can use only numerical values for training

and testing. The intrusion detection datasets KDD-CUP 99 contains both of text features and numerical features, so

the intrusion data need to be transformed into a uniform data standard before they can be analyzed. In this subsection,

a direct encoding method is used for numerizing text features. This method sorts text features based on alphabetical

order, then features are encoded with [1,2, ...,N], where N represents the total number of communication protocal

types (eg. “icmp” = 1, “tcp” = 2 and “udp” = 3). The encoded method dose not change the features dimension of

intrusion data, so that the train and test time of detection algorithm are not increased. Furthermore, one-hot method is

used to convert the labels of intrusion dataset into binary vector form (eg. “normal”=[1,0,0,0,0], “DOS”=[0,1,0,0,0]),

such that the labels are more suitable to train multiple classification network.

After the numerizing of text features, the features need to be normalized because the difference values among

features may influence the identification accuracy. The data normalization method maps linearly all numerical features

into [0,1] by using Min-Max transformation as follows

xi
j =

xi
j − xmin

j

xmax
j − xmin

j

(1)

where xi
j is the ith network intrusion sample of the jth feature. xmin

j and xmax
j are the minimum and maximum values

of the jth feature, respectively.

2.2 Feature Learning

The main function of the feature learning module uses GCN to automatically learn and extract useful features

from the intrusion data samples. The basic structure of the intrusion feature learning with GCN is shown in Fig.2.
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The feature learning module mainly includes constructing a graph of intrusion data features, convolution operations,

activation functions and optimization algorithms [16].

The values of intrusion feature can be seen as graph vertices XXX = {xxx1,xxx2,xxx3, ...,xxxn}. Then the k nearest neighbour

graph method is employed to constructing the adjacency matrix AAA of intrusion feature. Each vertex in the intrusion

feature graph is only connected its k nearest neighbour features. Invoking the graph theory, an undirected graph of

intrusion detection is built as G = {XXX ,AAA}, which can better represent the relationship between network intrusion data

features.

In the processing of k nearest neighbour graph method, the Euclidean distance between different features D is

expressed as

D = (xxx j,xxxn) =

√

√

√

√

Q

∑
q=1

(xq
j + x

q
n)

2
(2)

where x j and xn stand for the jth and nth intrusion feature respectively. Q denotes the total data quantity. x
q
j is the qth

samples of the jth feature.

According to the Euclidean distance D between different features, select k features with the smallest distance for

each feature as the neighbour feature nodes. Let M express a set of neighbour feature nodes and N stand for a set

in which feature nodes are not directly connected. M and N are given as

M = {(xxx j,xxxn)|xxx j and xxxn are neighbour feature nodes} (3)

N = {(xxx j,xxxn)|xxx j and xxxn are not neighbour feature nodes} (4)

where x j and xn stand for the jth and nth intrusion feature respectively.

Through the k nearest neighbor graph method, the relationship among features is constructed. Furthermore, the

adjacency matrix AAA which describes the relationship of intrusion features can be represented as

AAAi, j =

{

1, if (xxx j,xxxn) ∈ M

0, if (xxx j,xxxn) ∈ N
(5)

where x j and xn stand for the jth and nth intrusion feature.
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Fig. 2: Framework of a three-layer GCN model

The adjacency matrix AAA and the original intrusion data XXX are used as the input of GCN. Then the relationship be-

tween intrusion detection features can be further extracted through the graph convolution layer. The graph convolution

layer is constructed based on a first order spectral graph convolution. The convolution operation on topological graph

is realized by the theory of spectrum. The graph convolution can extract node and structural characteristics of the

graph. Fig.2 shows a three-layer GCN model. Generally, the graph convolution layer in this paper can be expressed

as

HHH l+1 = Relu(D̃DD
−(1/2)

ÃAAD̃DD
−(1/2)

HHH(l)WWW (l)) (6)
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where ÃAA denotes a matrix with self-connection structure. D̃DD stands for the degree matrix with D̃DDii = ∑ j ÃAAi j. WWW (l) is the

weight matrix of the specific layer. HHH(l) means the feature information matrix in the lth layer with HHH(0) = XXX .

Generally, the network layer needs activation functions to improve the nonlinear representation ability. Relu func-

tion is easier to obtain the derivative and hence can accelerate network training. Therefore, Relu activation function

is added between the graph convolution layers.

2.3 Classifier Module

Through the aforementioned feature extraction module, the attack features can be effectively extracted. Then

the extracted features are put into the classifier module for classification. The Softmax classifier is a model with a

polynomial distribution, which can be divided into multiple exclusive categories. The Softmax classifier used in this

module is given by

f (zi) =
ezi

∑ j ez j
(7)

where zi indicates the output value of the kth neuron. n is the intrusion detection number of categories.

The output of the Softmax layer is also a vector with the element value ranges from 0 to 1. Each element in the

vector is the probability of each class. The probability is used to express the relationship between the estimated value

and the true value. Then the relationship can be measured by the cross entropy loss function in the back propagation

of neural network model. The cross entropy loss function can be expressed as

C =−∑i yilog f (Zi) (8)

where yi represents the true network intrusion value corresponding.

Through the above three main modules, the intrusion detection model is established. The network parameters

of the model can be further optimized until the network converges. In the above optimization procedure, the Adam

optimization function is used to design different adaptive rate for different parameters.

3 Experiments

3.1 Experiment Setting

The computer configuration used in the experiment is as follows: CPU i7-7700@3.6HZ, 8 Gb of memory, 1 Tb

SSD, installed Windows 7 operating system , using Keras 2.1.2 as a deep learning framework and Python 3.6 as the

programming language.

3.2 KDD-CUP 99 Dataset

KDD-CUP 99 comes from DARPA intrusion detection assessment program. KDD-CUP 99 dataset consists of

4,900,000 samples, which contains 41 features and a label. In fact, only 10% of the KDD-CUP 99 dataset is used to

train. In order to evaluate the effectiveness of the model, especially for the unknown attack types, the corrected.gz

dataset from KDD-CUP 99 is choice to test namely corrected.gz dataset.

There are 494,021 samples in the training data and 311,029 samples in the test data. Each sample is marked as

normal or attack. Only 24 types of attacks appear in the training set and there are 38 types of attacks in the testing

dataset. In addition, similar attacks are regarded as a single category, which leads to form four major attacks categories,

namely, DOS, Probe, R2L and U2R. Details of the KDD-CUP 99 dataset are shown in Table 1.

Table 1: KDD-CUP 99 data details

Data type Training set Test set

Normal 97278 60593

DOS 391458 229853

Attack Probe 4017 4166

R2L 1126 16189

U2R 52 228

Total 494021 311029
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3.3 Evaluation Metrics

In this paper, the labels are grouped into 5 categories (Normal, DOS, Probe, R2L and U2R) for training and testing.

The proposed GCNID can be used to solve the multiple classification problem. Four main outcomes can be extracted

from the test results, namely, true positive (TP), true negative (TN), false positive (FP), and false negative (FN). To

evaluate the multiple classification tasks, TP predicts a positive class as a positive class. TN predicts a negative class

as a negative class. FP predicts a negative class as a positive class. FN a positive class as a negative class.

Then five evaluation indexes (accuracy, precision, recall, F1-score and FAR) are given by the above four statistics.

The list of the used evaluation indexes definition are as follows.

(i)Accuracy shows the true prediction rate for all test sets as γacc =
TP+TN

TP+TN+FP+FN
.

(ii)Precision is the accuracy of the classifier, that is, the rate at which the attack is correctly marked from all

samples classified as an attack from the test set as γpre =
TP

TP+FP
.

(iii)Recall is the integrity of the classifier, that is, the correct labelled attack rate for all attack samples in the test

set. It is also called true positive rate (TPR), detection rate (DR), or sensitivity as γrec =
TP

TP+FN
.

(iv)F1-Score can be viewed as the harmonic mean of the precision and recall indicators as γfsc =
2×γpre×γrec

γpre+γrec
.

(v)The FAR shows that all normal samples in the test set are misclassified as normal sample rates for any attack

category as γfar =
FP

FP+TN
.

3.4. Experiment Results

In this section, several simulation results are provided to illustrate the performance of the proposed GCNID

algorithm. The k nearest neighbors for the adjacency matrix AAA are evaluated in the first experiment. Besides, the GCN

layers of the proposed GCNID are analyzed in the second experiment. The experiment results compared with DNN,

LSTM, GRU, CNN and GCNID are given.
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Fig. 3: Comparison of predicted performance versus different adjacency matrix

In the first experiment, Fig. 3 shows the experiment results of different k nearest neighbors. Comparative exper-

iment results are conducted for different k values of the adjacency matrix constructed by k nearest neighbor graph

method. It is shown that the performances of intrusion detection are increased before k = 3 and then the performance

gets worse with the k getting up. For intrusion detection, the results show that better experimental results can be

obtained when k = 3. Furthermore, k = 3 is used for the following experiments.

Figure 4 shows experimental results of different GCN layers. As the increases of graph convolution neural net-

work layer, the gradient of explosion or the disappearance of the gradient may happen. Respectively, the experiment
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Fig. 4: Comparison of predicted performance versus different network layer

compared the number of L = {1,2,3,4,5} GCN layers. It is shown that the performances of intrusion detection are

increased before L = 3 and then the performance gets worse with the k getting up. The experimental results show that

L = 3 layer of GCN to the research of intrusion detection problem effect is best for the proposed GCNID. What’s

more, L = 3 is used for the following experiments.

Table 2: KDD-CUP 99 experiment result

Metric DNN(%) LSTM(%) GRU(%) CNN(%) GCNID(%)

Accuracy 90.77 92.17 91.98 93.07 93.61

Precision 95.19 99.58 99.85 99.62 99.88

Recall 90.12 90.66 90.17 91.24 92.23

F1-Score 93.63 94.91 94.76 95.24 95.87

FAR 5.86 1.58 1.72 2.11 1.26

The experimental results are shown in Table 2 which compared with DNN, LSTM, GRU and CNN. Experimental

results show that the model proposed in this paper obtains 93.61% accuracy. Compared with other methods, the

proposed GCNID algorithm can effectively extract features of intrusion datas. Hence the proposed GCNID algorithm

achieves a better performance and generalization ability for unknown attack types.

Figure 5 can intuitively compare the accuracy of different attacks with other methods. It is shown that the accuracy

of the four type attacks by the proposed GCNID algorithm is higher than other methods, especially for the Probe and

U2R. The recognition accuracy of DOS and R2L achieve minor lift compered with the other methods.

4 Conclusion

This paper presents an effective GCNID algorithm for multiple classification intrusion detection. The proposed

algorithm utilizes the relation among the detection data to build a graph, and then can extract the structure and feature

information of the network intrusion data via GCN. Simulation results show that the GCNID algorithm can not only

improve the accuracy, precision, recall of the intrusion detection classification, but also have good generalization

ability to detect unknown attack types.
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Fig. 5: Detection rate for each class in the dataset
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Figure 1

GCN-based network instruction detection architecture

Figure 2

Framework of a three-layer GCN model
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Comparison of predicted performance versus different adjacency matrix



Figure 4

Comparison of predicted performance versus different network layer



Figure 5

Detection rate for each class in the dataset
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