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Cloud-based Energy Efficient and Secure Service Provisioning 

System for IoT using Blockchain 

Adeel Ahmed1.  Dr Saima Abdullah2 

Abstract 

The energy consumption of the internet of things (IoT) routing protocol can affect the network life span. The high 

volume of data produced by IoT will result in transmission collision, security, and energy dissipation due to data 

redundancy because tiny sensors are usually hard to recharge after they are deployed. Generally, to save energy, data 

aggregation reduces data redundancy at each node by turning some nodes into sleep and some into wake-up mode. 

The main work is that to group the nodes with high data similarity using the fuzzy matrix. Then, data received from 

the member nodes at CH are analyzed using a fuzzy similarity matrix for clustering. In the next step, after clustering, 

some nodes are chosen from all groups as redundant nodes. The sleep scheduling mechanism is then applied to 

reduce data redundancy, network traffic jamming, and transmission cost. We proposed an energy-efficient data 

aggregation mechanism (EEDAM) secured by blockchain. The proposed system uses a data aggregation mechanism 

at the cluster level to save energy. Edge computing is used to provide on-demand trusted services to IoT without 

minimum delay. Blockchain is integrated inside a cloud server, so the edge is validated by the blockchain to provide 

secure services to IoT. Finally, we performed simulations to calculate the performance of the proposed mechanism 

and compared it with the conventional energy-efficient algorithms. The simulation results show that the proposed 

structural design can successfully reduce the amount of data, provide proper security to IoT, and extend the wireless 

sensor network (WSN). 
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I. Introduction 

Nowadays, many network edge devices and real-world objects are integrated with wireless sensors to monitor and 

collect real-time data from the monitoring area. On the other hand, this architecture has changed with the invention 

of the IoT. Intelligent devices such as sensors, smart home devices, intelligent cars, industrial areas, and utility are 

communicated through the internet and integrated with data analysis capability. This paradigm has changed the way 

we live, play, and work. IoT devices formed a massive volume of the data stream at high speed. With flexible and 

efficient security service provisioning in cloud base architecture (Bhajantri & Mujawar, 2019) (Zhang et al., 2020), a 

vast volume of IoT device data formed by IoT cluster networks can be communicated to the remote edge cloud for 

further processing through the network (Lockl et al., 2020)(Apostolopoulos et al., 2020). However, the internet is 

not effectively efficient and not effectively scalable to deal with this massive IoT data volume. Also, the processing 

and transfer of necessary data are expensive, consuming vast bandwidth, energy, and time. Huge IoT data volumes 

are communicated to the cloud server at maximum speed to discover important information in a real-time 

environment. So there is a need to design an effective and secure architecture for local data processing to reduce the 

cloud server's processing load and the data redundancy at the cluster level of the WSN. 

For emerging technology computing, fog and edge computing is a transparent structure that combines the working 

of cloud and IoT devices (Tange et al., 2020). Recently, cloud-based frameworks broadly researched due to the 

restricted computing resources of IoT devices and cloud services increasing demand. Currently, research shows that 

cloud servers are not providing satisfactory services to the end-user.  Edge computing nowadays is considered the 

extension of the cloud server services. The use of edge transparent computing does the cloud server's processing and 

storage work at the network's edge; It can deliver faster services to the end-user, such as processing, storage, and 

networking. With emerging network technologies like edge, fog, and cloud, the IoT-constrained device's 

functionalities increase. There is a need for protocol and standard layer like edge computing that provides security 

services to IoT networks to control huge data volume generated by them. The existing cloud server centralized 

architecture in which IoT devices are connected with cloud servers through the internet for processing and storage 

purposes. It may contain transmission issues like a congestion problem, bandwidth problem, network congestion, 

delay, security, and a single point of failure. There is a need for decentralized architecture for IoT networks for local 

storage, computing, and protection to overcome these issues. There is some existing decentralized architecture for 

large-scale IoT networks to avoid these issues. However, security and privacy issues are not considered in this 

architecture (G. Singh, 2019)(Liu et al., 2019)(Rehman et al., 2019). We conclude a need for a paradigm for 

protecting the IoT devices from security threats, eliminate data redundancy and illegal service providers in the 

network from existing research. 

With the limited resources and market scope, fog computing cannot provide efficient, reliable, and secure services to 

the end-user (Butun et al., 2018). IoT devices' future goals realize resources like scalable, protected, and with 

sufficient processing power. Decentralized cloud architecture must achieve the maximum objectives of IoT-

constrained devices. Currently, blockchains are widely researched due to their growing demand in industry and 

decentralized property(L. Tseng et al., 2020)(P. Singh et al., 2020). The primary purpose of using blockchain 
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technology is to operate in a decentralized model in a proper secure manner. The current research indicates that the 

latest technologies like blockchains and bitcoins are the finance domain's future (Sharma et al., 2020)(Li et al., 

2021).  

The invention of the blockchains overcomes the limitation problem of centralized architecture. Blockchain provides 

excellent functionalities like security, decentralized architecture, and a transparent system. Blockchains are also used 

for secure and efficient data transmission. However, blockchain architectures for IoT devices cause low throughput, 

low latency, and delay-like issues. Current blockchain systems are using high processing power and storage. 

On the other hand, IoT-constrained devices lack these resources. At present, different companies offering 

decentralized architecture and storage capacity. Recently, to overcome the server and maintenance cost problems, 

most of the organizations shifted to the cloud server. These things motivated us to trust the third party for cloud 

services like processing and storage. Due to the low cost of maintenance and storage, we must trust other parties for 

our encrypted sensitive data. Existing architecture working between the cloud server and the financial organization 

can be replaced with blockchain technology rather than third-party security, processing, and storage services. 

Blockchain-based cloud server architecture sells their extra storage capacity to renters, and they made payments 

through blockchain with proper security and trust. The world economic forum's survey predicted that by 2027 world 

GDP might be store 10% on blockchain infrastructure (C. Te Tseng & Shang, 2021). Due to blockchain 

infrastructure, secure service provisioning and safe edge computing devices are possible for end-users. This paper 

proposes a data aggregation architecture that maintains the edge server's validity state depending on the service 

provided to the end-user part of the IoT network and the end user's rating given to the edge. With the invention of 

blockchain technology, the network's risk of suspected activities is eliminated for edge servers to provide security 

services for IoT devices. The usage of edge computing for IoT devices at the edge of the network enhances cloud 

architecture work progress, throughput, and security. All the transaction occurs in the network are stored in cloud 

network infrastructure.  

Currently, cluster techniques are primarily used in wireless sensor networks. Low-energy adaptive cluster hierarchy 

(LEACH) protocol for micro-sensor network organization increases energy efficiency and network life span 

proposed by Heinzelman (Heinzelman et al., 2002). An improved version of the LEACH protocol for selecting the 

cluster head and energy consumption balance (Chawra & Gupta, 2020). Dynamic sleep scheduling mode is better 

than fixed sleep scheduling can improve the network's lifetime (Venugopal et al., 2020), In cluster network 

itinerary-based to solve the spatial query processing problems to save network energy (Verma et al., 2020). For the 

aggregation of data cluster-based data analysis system is proposed (GAVIN WOOD, 2014). The sleep scheduling 

scheme (Khan et al., 2020) analyzes some factors, like node distance to cluster head, residual energy, coverage ratio, 

and schedule. 

IoT-based clinical sensor data is managed for security using Blockchain technology. It helps for early treatment by 

using a smart contract between the patient and the health authority (Wang, 2020). A high-level Hybrid IoT method 

uses blockchain, cloud, edge, and fog to reduce the limitations of each architecture (Memon et al., 2020). Deep 
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Blockchain framework (Alkadi et al., 2020) is designed to protect IoT networks using smart contracts for security 

and privacy services. (Serrano, 2021) Presents the Blockchain Random Neural Network for the cybersecurity users 

and technique for the authentication, and saves the network from security breach using Blockchain infrastructure. 

Blockchain infrastructure is proposed to meet the dynamic user security requirements to access network supply in a 

5G network environment (Aloqaily et al., 2021). 

 Route optimization and service assurance (ROSA) is proposed for low latency communication in industrial IoT 

network for energy efficiency (Njah & Cheriet, 2021).  A comprehensive survey on the energy efficiency of medium 

access control for cellular IoT is presented on the source of energy dissipation (Shah et al., 2021). An adaptive 

channel (Chen et al., n.d.) and a QoS approach are proposed for IoT bidirectional communication for energy 

efficiency and green computing. Edge computing is used for enabling IoT for vehicle location detection rapidly (Xu 

et al., 2021). The Federated learning approach identifies the resource allocation, communication cost, privacy, and 

protection for edge data sharing using Blockchain (Nguyen et al., 2021). Edge computing has become an essential 

approach in IoT-based networks to store data on the cloud to reduce cloud server workload and real-time event 

detection (Puthal et al., 2021). Lockedge (Huong et al., 2021) proposed an edge cloud infrastructure that fulfills the 

edge layer's detection requirements for quick response. An energy-efficient Q-Learning-based data aggregation 

protocol is proposed for IoT to save energy. Data aggregation is used to eliminate the data redundancy in each node 

to reduce transmission time in wireless sensor networks. Furthermore, the proposed algorithm uses reinforcement 

learning to achieve maximum results (Yun & Yoo, 2021). A fuzzy logic-based protocol is proposed for the threat 

detection on real-time videos from the security and privacy point of view (Shifa et al., 1868) 

Data transmitted by the cluster head can be penetrated and may contain security and privacy issues. The IoT 

constrained devices ' performance and functionalities increase by using rising modern technologies like edge 

computing, fog, Cloud, and Blockchain. For energy efficiency and security issues, architecture needs to provide 

energy-efficient security services for IoT-based networks. Network data transmission issues like blockage, network 

jamming, bandwidth, security, and response delay may happen due to the rapidly growing use of IoT devices. There 

is a considerable need for decentralized architecture to manage such security and energy-related issues from the IoT-

based networks. 

Research contributions: This paper proposes an energy-efficient cloud-based data aggregation system for 

IoT secured by blockchain infrastructure, an efficient, flexible, scalable, and secure cloud infrastructure including 

edge computing, a cloud server blockchain technology is used to provide security service to edge computing. Edge 

nodes are also used to gather, classify and analyze IoT data streams. Thus, edge computing plays a vital role in 

intelligent computing for data processing and convenience to security issues. The primary function of the research 

for this proposed architecture is given below. 

 This paper proposes a decentralized cloud-based secure infrastructure based on the blockchain emerging 

technology, which provides secure, effective, low-cost on-demand services through edge computing to the IoT 

devices network. In our proposed architecture, a safe distributed edge node-based architecture using cloud and 
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blockchain is used to bring processing and storage power at the edge of the IoT constrained devices. As a result, 

the network traffic transmitted between cloud servers and IoT devices can be safe and smooth with minimum 

end-to-end delay. Thus, the primary purpose of edge computing is to provide secure services, storage, and 

computing resources to the IoT network.      

 It also proposes to achieve energy efficiency by data aggregation using the fuzzy matrix to reduce the similarity 

degree and co-relation of the collected data from the IoT network to increase the network's lifetime by keeping 

the redundant nodes on sleep wake-up mode. 

 The proposed system's performance compares with the existing system from different performance factors 

points of view. 

Organization: The rest of the paper is organized as follows: 

Section II discusses the need for blockchain technology and the transparent edge technology for secure service 

without delay for IoT-constrained devices. Section III presents the decentralized architecture using the blockchain 

emerging technology to validate the edge server and services provided to the IoT devices; Section IV presents the 

evaluation of the proposed decentralized architecture from a different performance metrics point of view. Finally, 

section V presents the future work and conclusion. 

II. Preliminaries 

A. Need for blockchain in cloud architecture 

Blockchain is the new technology for security on the blocks. This unique idea has currently attracted researchers 
who have recognized blockchain technology for the cloud infrastructure's security services. The blockchain's need in 
the distributed cloud storage is given below. 

 Redundancy and decentralization: Using the blockchain technique helps build a decentralized cloud data 
storage where data is stored in different nodes disbursed worldwide.  

 Resource services: on the requested assistance from the intelligent IoT devices, the blockchain technology can 
facilitate the use of resources on-demand by the intelligent contract algorithm. After that, payment will 
automatically occur upon completion of the requested services. 

 Security: using blockchain technology, each user manages its key, and every block of the blockchain stores an 
encrypted form of data. It also provides complete protection without the involvement of a third party. 

 Reduction of cost: due to blockchain technology efficiency, security, and low cost of each host. With the 
comparison of the cost, blockchain cost is 2$ per terabyte per month, and Amazon S3 cost is 25$ dollar per 
terabyte per month. 

 Quality of services: The blockchain technology can trace the use of the resources used to verify the client and 
service provider's service level agreement   

B. Requirements for secure distributed infrastructure in an IoT scalable network using edge computing 

Design a high-performance system using the edge computing scalable IoT network for secure services challenges 
and future requirements. The following system design principles must be taken for implementation: 

 Flexibility: If some nodes fail, the processing should be continued on other working nodes. 

 Efficiency: Users must receive excellent system performance even the computing nodes are very different. 
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 Easy to deploy: If the nodes are located on the different network edge, it allows the nodes to use without 
configuration. 

 Adaptability: The network should accept all changing requirements to meet the user's future needs. 

 Availability: Edge server and cloud availability are essential to meet the IoT network demands. 

 Fault tolerance: The provisioning of the priority identification of fault tolerance are essential steps for the 
activity. 

 Scalability: It is essential to design a decentralized IoT architecture to manage the future increase of devices and 
information they produce.  

 Performance: Still, it is a big challenge to achieve linear performance from the decentralized IoT architecture. 

 Security: Security is a vital goal in decentralized IoT architecture. Confidentiality and data security are the main 
key points to ensure network design.  

C.     Required principles for energy efficiency in IoT network 

 Cluster organization: IoT networks are divided into clusters using a fuzzy matrix on the base high data 
similarity to save IoT network energy to prolong the network life span. 

 Data aggregation: Data transmitted by the sensors may contain spatial correlation. By reducing the correlation, 
energy efficiency can be achieved for better network performance. 

 Sleep schedule: In the sensor cluster, nodes can be grouped into the active and passive mode for data transfer 
due to the same monitoring area deployment to save nodes energy. 

The previous section presented the expansion of the IoT-based decentralized architecture design principles for 
new communication infrastructure. We found that the existing cloud-based system can fulfill the user-
distributed requirements for their work. Simultaneously, there are still growing demands of researcher 
communities for efficient processing power to process the enormous volume of data produced by the IoT and 
process different applications. Edge computing is an emerging technology that brings cloud storage and 
processing power at the IoT network's edge to fulfill the requirements. IoT devices are locally managed and 
enforce to implement different policies with an edge computing model. Edge computing is a local processing 
power to provide storage and processing power service to IoT devices. With the use of an edge server at the 
edge of the IoT network, IoT nodes' raw data can be locally analyzed categorized without network and cloud 
server involvement. Edge mitigates the cloud's computing power, storage, and network traffic and analyzes the 
IoT network's raw data. However, secure and efficient deployment of the edge nodes to facilitate the 
communication between the cloud server and edge nodes is always an open problem. The edge server 
deployment ensures that every IoT network can access the processing power everywhere without end-to-end 
delay and increased network traffic. This section proposes a novel energy-efficient data aggregation technique 
using blockchain emerging technology, edge computing, to meet the current and future requirements to provide 
secure services to IoT networks. 

III. Architecture design workflow  

Figure 1 presents the proposed decentralized system overview, organized into three different layers, i.e., IoT 
devices, edge server, cloud layer including Blockchain mechanism. The IoT devices collect data from the monitored 
public infrastructure and send it to the base station after filtering using the fuzzy matrix. The base station is located 
outside the IoT monitored area. IoT devices are location um-aware devices, and a unique id is assigned to all devices 
for identification. The sensor nodes detect signal strength and the estimated distance from the sender device and 
maintain the communication power adaptively for energy efficiency. All the IoT devices are capable of data fusion. 
It is assumed the collected data is relevant, perfect, and data packets can be of equal size for transmission over the 
network. Energy consumed for each round of data transmission can be calculated based on the IoT devices' data 
reception and communication. For the estimate of energy consumption, the First Order Radio is exploited. The 
energy consumed for transmission of N-bit packets from the sender to receiver at a distance (d) can be defined as 
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For monitoring of the controlled area, IoT nodes are circulated in the monitoring area. The data collected from this 
area contain spatial co-relation. To reduce energy usage, we will turn some nodes into sleeping mode. In addition, 
some nodes will be turned into a wake-up mode to save energy. Our work's primary focus is on a sleep schedule,  

 

which is more critical for data redundancy and communication variance. By converting the node into a dormant 
state, sleep and scheduling methods will save a lot of energy. The main work is that to group the nodes with high 
data similarity using the fuzzy matrix. Data received from the member nodes at CH are analyzed for further 
extension. First, a fuzzy similarity matrix is made to make clustering. In the next step, after clustering, some nodes 
are chosen from all groups as redundant nodes. The sleep scheduling mechanism is then applied to reduce data 
redundancy, network traffic jamming, and transmission cost.  

Figure 1 Proposed System Architecture 
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The cooperation between two nodes, Na and Nb can be calculated by the deployment distance using function 
calculate_Dis(a,b). The distance is much higher between the nodes than the data collected from the nodes assuming 
without spatial co-relation. Clustering is also done by using the fuzzy matrix for observed objects. Different 
classification results are obtained from different confidence levels to form a dynamic clustering network. 

Suppose sensor network  1 2, N ,...NnN N represents the number of deployed member nodes in the cluster, and 

n shows the total number of sensor nodes in the cluster. The data collection time from observed objects are divided 
into t intervals, and Da,b represents the data gathered by that member node Sa at time u. Thus, the data collected 
matrix can be defined as  D=(Dab)n*t. 

The next step is to transform matrix D into the matrix. First of all, standard and shift deviation transformation is 
implemented to normalized matrix elements that can be given as  

Figure 3 Proposed System Work Flow Diagram 

Figure 2 Proposed System Work Flow 
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For d b [0,1],  it is necessary to build another process for the unique dimension. 
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The fuzzy correlation matrix R=(d ab)n t  can be obtained. 

By observing the spatial correlation of the data collected from those nodes, the similarity coefficient technique is 
used to build a fuzzy similarity matrix. 
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trunction  The matrix (r ( ))abR  
is 

further reduced for related fuzzy matrices. Since R  is a boolean 

matrix, the nodes' grouping depends upon the R's value  is equal to 10r not. The particular rules for node grouping 

are as follows. 

1. The nodes group will be maintained directly if the R and R  matrix are equal. 

2. If R  is being converted into an equal Boolean matrix by following rules, grouping the nodes will not be 
applied. 

In more detail, to get the nodes data similarity gap fuzzy matrix is used. By selecting  1=1 equal form of the class is 

created [da]R={da|rab=1} for each da, the node db class attributes are mention if the condition is true.  

By taking 2 2 1( )    the maximum value, the elements pair (d )a bd  with the similarity degree 2 can be found 

out from the matrix R, i.e 2rab   . So, by merging da and d b in the equal grouping of  1 into one class, a similar 

collection on level  2 can be obtained. Let  1>  2>…  k until S is merged into a single class. The number of 

categories for clustering K can be obtained. 

The sensor nodes are divided into many groups based on the observed area's similarity degree after the clustering 
technique is applied. In every group, some nodes are selected redundant nodes to schedule for sleep to improve 
energy efficiency. 

Let (a)
ad  represents the number (i-th) of nodes in category V, and the number of nodes into category a can be 

defined ad (v) (v)

1
| d |, | d |

k

a
a n


   to measure the difference between the data being collected from the sensor 

nodes at time slot m. we have 



10 

 

(v) (v) (v) 2

1

_ (n ,d ) (d )
t

a b a b

a

Calculate Dis d


   

Information should not be lost when applied the sleep scheduling technique upon redundant nodes of the sensor 
nodes. The redundant nodes selection function is given below as. 

(a) (v) (v)
* arg min{ Calculate_Dis(n ,n )}

v

a b

a a

n


   

Finally, (v)
*s  it represents the nodes selected as redundant from the category. 

Determine the Sensor nodes be selected to sleep. 

For each CH 

 Build a garbage data matrix X; 

 Then the matrix D can be transformed into fuzzy matrix R; 

 The member nodes are grouped into K categories; 

 For each category V 

  For each node denoted as B, K belongs n(v) 

  Calculate confidence distance Calcualte_Dis (na
(v),nb

(v)) between the data from node na
(v),nb

(v)) 

  n*
(v) = agr{SUM Calculate_Dis (na

(v),nb
(v))} 

  End for 

End for 

Obtain redundant nodes set {R1,R2,……..Rt}; 

For each node belongs to {R1, R2…Rt} 

 Send Schdule_MSG (CH_id, id, Status_flag) 

 Receive Schdule_MSG_ACK; 

 End for 

End for 

IV. Experimental Analysis & Results 

This section discussed the simulation evaluation results on different experimental environments of our proposed 

model. The proposed model evaluates different performance metrics points of view. In this work, EEDAM was 

compared with two protocols, EEHS (Paul & Sao, 2011) and ESSM (Wan et al., 2018). The detailed evaluation 

parameters are described in Table 1. Edge server accuracy also assesses through the IoT device's feedback. As 
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shown in Figure 1, IoT devices are connected with an edge server for the service request, and the edge server is 

further associated with the cloud server for security and service code requirements. In blockchain technology, gas is 

the unit of how much transaction is executed in a period. The transaction is the set of activities that are performed in 

the blockchain environment. Every activity that is performed in the blockchain environment uses has gas 

consumption. Suppose more resources consuming in blockchain than more gas be destroyed than the normal 

blockchain task process—some gas consumption rates in blockchain technology already defined in the ethereum 

yellow paper (GAVIN WOOD, 2014). 

One gas consumption= four gwei (one eth=  1000000000 GWEI)  

3.1 Experimental Analysis: In this section, we analyze the efficiency and effectiveness of our proposed system 

through experiments. We simulated cloud servers on a single physical machine. Each of them behaves as an 

arbitration node in the consortium blockchain, which has the highest power as miners. We also simulated many edge 

devices to serve client nodes. There also exist IoT devices layer which requests to the edge server for specific 

service. The details of the cloud, edge, and IoT client devices are given in Table 2.  In Figs. 3 and 4, the 

experimental results are shown. The values of the parameter  can be from 0.2, 0.5, and 0.8. It can also be observed 

that when the value is 0.5, the performance of the energy mean and variation are better than other conditions. It is 

because of the smaller value of the parameter . As the value of the  is large, the distance factor becomes more 

critical. 

 

Table 1Simulation Experiment Parameters 

Parameters Value 

Network interface Wireless 
Number of nodes 100 
Initial energy in each node 0.5 J 
Round duration 10 s 
BS location (200,100) m 
Network size 100x100 m 
Packet Size 512 (bytes) 
Residual energy threshold % 0.35 
Data rate 1 abs 
Distance threshold  75 m 
Idle power 13.5 mW 
Sleep power 15 IW 
Eelec 50 nJ bit 
EDA 5 nJ/bit/signal 

mp  
0.0013pJ/bit/m4 

fs  10 PJ/bit/m2 
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Table 2: Testing Devices Specifications 

 

Parameters Edge Node IoT Node Cloud Server (Inclouding 
Blockchain) 

ROM 512 GB 256 MB 1 TB 
RAM 8 GB 4 GB 16 GB 
Network 100 Mbps 100 Mbps 100 Mbps 
CPU core Dual-Core Single-Core Quad-Core 
OS Fedora (Vanilla 3.38) Ubuntu Mate (20.10) CentOS 7.0 
CPU Frequency 2.6 GHz 512 MHz 3.4 MHz 

 

 

 

 

 

 

 

Figure 4 The average energy with different parameter 

Figure 5 The Variation of nodes energy with different protocol parameters 



13 

 

 

According to the previous analysis, select the parameter 0.5  according to the different sensor node's densities. 

Then, the communication distance of the cluster head is analyzed, and the result is shown in Fig. 5. It can be 

observed that the transmission radius of the CHs is smaller than other CHs near Sink. It is because the energy 

consumption by the CHs closely related to the distance between BS and CH in a single hope manner. Therefore, to 

save energy, fewer CHs should be distributed near the BS. 

Figure 6  Average distance between sink and nodes 
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Furthermore, the average number of nodes is compared with different node densities in each round. For example, 

fig. 6 shows the number of dormant nodes is more than in low density. This is because due to the data correlation 

collected by the neighboring nodes, much higher and more dormant nodes being selected have subsequent data 

fusion. As a result, the number of nodes selected as redundant nodes scheduled to sleep is much higher. So as a 

result, we can find that the average number of dormant nodes at different densities is relatively stable, maintaining 

the average energy consumption among all nodes.   

Next, the comparison between the CHs selection result is shown in Fig. 7 concerning node density. When the sensor 

node density is large, the number of CHs in EEHS is high than ESSM and EEDAM. The main reason is that EEHS 

main focus upon the cluster size overall energy consumption. It can be observed that the number of CHs selected by 

the EEDAM shows stability during many rounds and it is also not affected by the node density. Because of two 

factors: (1), The CHs selection is based upon the distance from BS and node's residual energy; (2) when the node's 

density is large and more redundant nodes are scheduled to sleep base on data correlation to save energy. 

Figure 8 shows that the average time delay in data transmission. It can be observed that when the node's density is 

high, the time delay of the three algorithms is higher than the sparse node's density to increase the network 

throughput. In a single hope manner, CH aggregates the data from its member nodes and transmits it directly to BS. 

EEDAM can reduce time delay in the aspect of the efficiency of data transmission. Figure 9 shows data accuracy 

with a different number of nodes of EEHS, ESSM, and EEDAM. We can observe from the result as the number of 

nodes increases, data accuracy also increases. EEDAM shows the best performance in the aspect of data accuracy 

than EEHS and ESSM. In the proposed scheme, redundant nodes are selected based on the data correlation, and the 

Figure 7 No of the sensor being schedule to sleep in each round of transmission 
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remaining nodes are enough to achieve the same level estimated level of data accuracy. Hence it is not compulsory 

to keep all nodes in active mode, which causes improved energy consumption improvement to achieve data 

accuracy. 

 

 

Figure 9 CHs selection comparison in each round, 200 Nodes 

Figure 8 Average time delay in each transmission round 
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Figure 10 Data accuracy with different no of sensor nodes 

Figure 11 Gas consumed concerning service request & response 
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Figure 10 shows the analysis of the gas consumption of different service requests and responses. We take ten 

transactions having different services required by the IoT devices. The gas consumption depends on two different 

parameters the service size and the difficulty level of hash. As the essential service utilizes more bandwidth and 

resources, the gas consumption is also high than the average value. If the hash code generated by the hashing 

algorithm has many difficulties, more mining power is required, and execution time also increases. Fig. 11 shows 

the edge device's participation in the network and their gas consumption. When the IoT devices request to edge 

server for a service code at the start of the network, a small number of edge device requests are received at 

blockchain, and their gas consumption is not much higher. We simulate our proposed architecture EEDAM up to 

100 edge devices. The results show there is a linear change in gas consumption concerning service requests and 

responses. Thus, the proposed system is scalable enough and achieves security by using blockchain emerging 

technology. With blockchain, no malicious edge device can communicate with the IoT network and the cloud server 

that contains blockchain technology. 

After the IoT layer process work, the request will be sent to the edge server that will be deployed near the base 

station, authenticating the requesting IoT device. The IoT devices request the required service code to the edge 

server. Edge server looks in its cache memory which is used frequently and provide to the requested device. 

Figure 12 Gas consumed by the edge devices concerning service request & response 
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Suppose the requested service code not in the edge server cache memory than the edge server request to the service 

code's cloud server. In the cloud infrastructure, blockchain is implemented. Cloud servers provide the requested 

service code to the edge server after the PoA process. Validation status and rating of the edge server given by the 

end-user will also store in the cloud server. For the security of the IoT-constrained devices from the un-trusted edge 

server, the edge server registration process is done at the cloud server to figure out the edge server validity. For the 

PoA of the edge server service code, the IoT device communicates with the cloud server and gets the hash code 

against the service code. 

After this, an IoT device checks the hash code generated by the edge server and the cloud server. If the cloud server 

and IoT-constrained device cause both codes, then the service code request is valid, and it is also assumed that the 

edge server is not part of the malicious network. Validated states of the edge server are also updated in the 

blockchain. After getting the requested service code from the edge server, the IoT device gives the edge server 

feedback to encourage edge server usage in the network. The IoT devices' service feedback is stored in blockchain, 

which increases the edge server trust rating. With the Blockchain uses, security is achieved with Minimum overhead 

due to the edge server involvement. 

  III. Conclusion 

This paper proposed an energy-efficient, secure, and data aggregation architecture that provides cloud-based 

architecture using Blockchain for IoT devices to meet the energy efficiency and security requirements. The edge 

server is used to reduce the cloud server load by providing the most frequently used service in its cache memory to 

serve the IoT devices. The proposed system is designed to protect IoT networks from malicious activities using 

blockchain technology and data co-relation reduction. Blockchain validates the edge server's validity and service 

provided by the edge server among the cloud server and IoT devices. The proposed system was also designed to 

support high availability. Real-time reduction, spatial data co-relation using fuzzy logic, high scalability, secures 

service provisioning, and low latency. Our performance evaluation results clearly show that our proposed model is 

energy efficient to offload the cloud server compared to traditional cloud servers using blockchain technology. It 

also indicates the model's effectiveness and efficiency and that it fulfills the essential design principles with 

minimum delay. 

In the future, we will explore the various security and energy technique strategy of our proposed model for energy-

efficient communication between the IoT devices at the edge of the core network.  
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