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Abstract Cloud computing technology has been stud-
ied in the context of industry 4.0 as a tool applied to

manufacturing services and resources. Such concept is
widely known as Cloud Manufacturing. This paper aims
at mapping the current state of academic researches on

this field, promoting the understanding of trends, refer-

ences and practical applications in real-life conditions.

A bibliometric analysis was conducted using two dif-

ferent databases – Scopus and Web of Sciences – and

VOSviewer’s text mining tools and techniques. From a
sample of 1,420 papers, this study identified the coun-
tries which had the largest volume of publications, the

main journals related to the subject, the most influent

articles, and four clusters by keywords occurrences: (i)

“Optimization of manufacturing processes”, (ii) “Col-

laborative networks of manufacturing resources and ser-

vices”, (iii) “Industry 4.0 and cloud computing sys-

tems”, and (iv) “Data reliability and cyber-security”.

Finally, this work selected and analyzed the 159 articles

with applied case studies, in order to stratify and to un-

derstand the most common approaches within the four

pre-established categories. This article can contribute

to researchers and developers searching for successful
practical applications in digitalization of manufactur-
ing chains, as well as to those who are looking for gaps
in the still unexplored fields of Cloud Manufacturing.

Both the assessment and the categorization of the case

studies about Cloud Manufacturing is a differential in

this article.
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1 Introduction

The manufacturing industry, in the context of the

fourth industrial revolution, must be capable of apply-

ing advanced technologies and knowledge, integrating

the automation of its machines, equipment and sensors.

Such integration should include not only the company’s

processes, systems and/or internal protocols, but also

those of other companies that are part of its supply

chain [1].

Academic researches and the industry’s development

departments have initiated to explore a set of innova-

tive tools, among them, a manufacturing model based

on the emerging cloud computing technology, integrat-

ing different sectors and companies on the network,

through the virtualization and sharing of its resources

and knowledge, and the communication between ma-

chines [2].

Built over web-based architectures, these models can
generate value through collaborative processes between

stakeholders, cost reduction and scalability [3]. Their

proposition intends to promote performance improve-

ment in a supply chain environment over the imple-

mentation of a digital and continuous information flow

[4].

The application of these standards, which associate

cloud computing advantages to manufacturing resources,

started to be studied in 2010 and are called Cloud

Manufacturing [5]. Since then, many researches have

emerged in this field. Some of them are focused on the-

oretical frameworks, while others propose real-life prac-

tical applications through case studies.

A bibliometric analysis about the subject of Cloud

Manufacturing was accomplished in this article, in or-

der to assess academic researches and their case studies

approaches, published until January 2021.
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This investigation aims at mapping the current state

of a wide range of available researches in the field of
Cloud Manufacturing, identifying publication trends,
countries with the largest volume of papers, most rel-

evant journals and influential articles, as well as the

clusters of the keywords co-occurrences. This work then

selected and analyzed the researches that included case

studies, in order to categorize their approaches.
The contribution of this article is to generate rele-

vant information to expand the knowledge about Cloud

Manufacturing, contextualize trends of application tools,

make successful practical solutions and relevant refer-

ences available, as well as, identify gaps or improvement

opportunities of studies in unexplored fields of Cloud

Manufacturing.

2 Literature Review

Cloud computing technology represents a service

model that enables users or enterprises to access a whole
set of adaptable, configurable and available on-demand
IT resources, in an agile way and with a low level of

effort [6].

According to Zárate and Mendoza [7], in a cloud

computing architecture, all of the computing structures

are treated as a service. Figure 1 shows the services

delivered through cloud technology.

Fig. 1 Resources as a service in cloud computing [8]

❼ IaaS (Infrastructure as a Service), also known as

hardware as a service (HaaS), delivers computing in-

frastructures, such as storage or data bases, using vir-

tual machines (e.g., Amazon EC2, GoGrid, Flexiscale

or Data Centers);

❼ PaaS (Platform as a Service) provides a system

environment called middleware, driven to software de-

velopment, as well as, testing and/or hosting of appli-

cations (e.g., Microsoft Azure, Google AppEngine or

Amazon Simple DB/S3); and

❼ SaaS (Software as a Service) which offers a set

of internet accessible applications to end users (e.g.,

Google Apps, Facebook, Youtube or Salesforce).

Cloud computing technologies applied specifically to

the manufacturing sector is addressed by 3 main terms:

Cloud Manufacturing, Cloud-based Manufacturing, or

even Cloud-based Design and Manufacturing. By gath-

ering the benefits of cloud computing, such as agility,
flexibility, scalability and efficiency, many companies
are being able not only to improve their own produc-
tion processes, but also promote a greater integration

and a more collaborative relationship with their busi-

ness partners [9].
Based on networks, Cloud Manufacturing transforms

manufacturing resources and capabilities into services

performed through machine virtualization, which can

be managed and operated on-demand by users for the

whole life cycle of manufacturing [10].

As illustrated in figure 2, such process consist of
three layers.

Fig. 2 The Cloud Manufacturing architecture model [11]

❼ Application Layer – This layer includes interfaces

of users that need manufacturing services or resources
to meet their customized demands. Those requests can
be made by companies or individual users with access

though the internet [12].

❼ Manufacturing Capability Layer – In this layer

occurs the connection between the physical manufac-

turing machines and the cloud servers, by the virtual-

ization of these resources [13]. Countless suppliers offer

their specialized services and make their manufacturing

machines available worldwide. Generally, these facili-

ties are CNC machining centers, foundries industries,

3D printing, plastic injection molding, and other com-

ponent production processes.

❼ Central Service Layer – In this layer happens the

smart cloud solutions management, as matching be-
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tween customers’ demands and physical resources avail-

able. This assessment enables production processes eval-

uation, scheduling, optimal resources allocation, mon-

itoring, quality management, big data and real time

information [11].

Figure 3 describes some of the potential applications

enabled by the network connection involving different

manufacturing companies. Cloud Manufacturing may

be used to share resources and knowledge in order to

be effective in the support of processes such as design,

manufacturing, planning, controling, analysis and deci-

sion making. [14].

Fig. 3 Potentials of resources and knowledge sharing [14]

3 Methodology

In order to explore the researches on Cloud Manu-

facturing in a quantitative perspective, this article con-
ducted a bibliometric study based on the appreciation
of recorded information in the scientific literature. Sub-

sequently, this analysis used tools and statistical tech-

niques that resulted in indexes which enabled us to rec-

ognize correlations among the investigated publications

[15]. Figure 4 presents the 5 steps conducted during this

study.

Fig. 4 The 5 steps applied in this bibliometric analysis [16]

The research and analysis methodology is illustrated
as a flowchart in figure 5, organizing the 5 steps men-

Fig. 5 Detailed flowchart of the research methodology [16]

tioned, with the registration of the quantity of articles

detected in each step.

The 5 steps of the applied methodology are detailed

as follows:

1. Identification of the scientifical publications re-

lated to Cloud Manufacturing, through researches in

both Scopus and Web of Science data bases, using the

search engine equations described on table 1. By doing

so, this paper identified a total of 907 publications on

Web of Science and 1,117 publications on Scopus.

2. Screening the publications using Microsoft Ex-

cel. By removing duplicates, this work found a total

of 1,420 publications about Cloud Manufacturing to

be analyzed. Still at the screening stage, the English

language publications were separate (totalizing 1,219)

in order to confront with other languages, at both the

general and the case studies analysis steps.

3. General analysis over the 1,420 publications ap-

plying text mining techniques using a software called

VOSviewer, developed by the University of Leiden, for

construction of bibliometric clusters and maps, provid-

ing observation of the relationship of authors, keywords,

citations, journals, countries and categorization of the

most relevant terms [17].

4. Eligibility of the 159 articles containing applied

case studies to quantify practical implementations about

the Cloud Manufacturing emerging technology. In or-

der to select the publications with meaningful cases,
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Table 1 Summary of the applied search engines [18]

Analysis of publications about Cloud Manufacturing

Data Bases Web of Science and Scopus

Total number of documents 1,420 (907 from Web of Science and from 1,117 Scopus)

General search engines terms (”cloud manufactur*” OR ”cloud?based manufactur*”
OR ”cloud?based design and manufactur*”)

Specific search engine terms
(for case studies identification)

((”cloud manufactur*” OR ”cloud?based manufactur*”
OR ”cloud?based design and manufactur*”) AND (”case
stud*” OR ”case analys*” OR ”simulat*”))

Specific search filters
(for case studies)

Publication Type: Article or Review
Language: English

Softwares VOSviewer and Excel

Types of analysis Literature review, quantitative and qualitative analysis

this paper searched the terms and applied the filters

described on table 1.

5. Case studies analysis from both stratification and

clusterization of the researches into the categories de-

termined by VOSviewer, allowing us to identify the

most relevant real-life applications of Cloud Manufac-

turing, as well as to recognize gaps and opportunities

for future work.

4 Results

Over the 1,420 publications that arose from the screen-

ing process, this work built the graph presented in figure
6 that shows the overall trend of publications over time

about Cloud Manufacturing, since the very first pub-
lication in 2010. It is possible to perceive an increase
in the number of annual publications, confirming the

growing relevance of this subject on both the academic

and the industrial fields.

Figure 6 also presents the fitted trend line, gener-
ated using the statistical tool from Microsoft Excel, as

the following linear equation.

y = 16.355x+ 29.873;R2 = 0.7616 (1)

In order to avoid distortions in the trend equation,

this exploration disregarded the 12 publications from

January 2021, date when the bibliographic research was

conducted.

Table 2 shows the countries with largest volume
of publications in English language, indicating China

as the leader, with an annual production greater than

that of all other 14 countries together. China is also

the country that presents the largest number of publi-

cations and of citations in any language.

Some countries stand out in the density of publi-

cations relative to their population, as New Zealand,

Sweden and Finland, with publication rates consider-

ably higher than those of the other countries on the

list.

Fig. 6 Annual publications and trend about Cloud Manufacturing
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Table 2 Top 15 ranked countries with respect to the publications about Cloud Manufacturing

Ranking Countries Publications
(in English
language)

Publications
(in any lan-
guage)

Number of
citations

Population as
of 2020 [19]

Publications per
million inhabi-
tants

1 China 422 618 6,669 1,439,323,774 0.43
2 USA 101 101 988 331,002,647 0.31
3 Sweden 42 42 842 10,099,270 4.16
4 UK 41 41 841 67,886,004 0.60
5 New Zealand 40 40 1,13 4,822,233 8.29
6 Germany 38 40 568 83,783,945 0.48
7 Italy 32 32 181 60,461,828 0.53
8 Iran 25 25 124 83,992,953 0.30
9 India 23 23 54 1,380,004,385 0.02
10 Taiwan 17 17 74 23,568,378 0.72
11 Finland 16 16 225 5,540,718 2.89
12 France 13 13 63 65,273,512 0.20
13 Romania 12 12 60 19,237,682 0.62
14 Brazil 11 11 74 212,559,409 0.05
15 South Korea 9 9 41 51,269,183 0.18

Table 3 Top 10 journals in number of publications

Rank Journal Country of ori-
gin

Publications Citations Indexed Categories [20]

1 Computer Integrated Manufactur-
ing Systems, CIMS

China 123 3,233 Computer Science; Engineer-
ing

2 International Journal of Advanced
Manufacturing Technology

United King-
dom

66 509 Computer Science; Engineer-
ing

3 International Journal of Computer
Integrated Manufacturing

United King-
dom

41 472 Computer Science; Engineer-
ing

4 Robotics and Computer-
Integrated Manufacturing

United King-
dom

36 645 Computer Science; Engineer-
ing; Mathematics

5 International Journal of Produc-
tion Research

United King-
dom

29 251 Management Science, Opera-
tions Research; Industrial En-
gineering

6 China Mechanical Engineering China 28 107 Mechanical Engineering
7 Journal of Intelligent Manufactur-

ing
Netherlands 21 487 Computer Science; Artificial

Intelligence; Industrial Engi-
neering; Manufacturing

8 Journal of Manufacturing Systems Netherlands 20 257 Computer Science; Engineer-
ing

9 IEEE Access United States 19 72 Computer Science; Engineer-
ing; Materials Science

10 Journal of Manufacturing Science
and Engineering-Transactions of
the ASME

United States 14 98 Computer Science; Engineer-
ing

Table 3 ranks the top 10 journals by total number

of published papers. Their origin countries are China,

United Kingdom, Netherlands and United States, with

emphasis to the Chinese Computer Integrated Man-
ufacturing Systems, CIMS, which boasts the largest
number of publications, the highest number of citations,
as well as the highest factor of citations per publication

among the members of the list.

According to the indexed categories in Scimago [20],

the most relevant journals are specialized on computer

science, mechanical engineering, industrial engineering,

mathematics, management science, operations research,

manufacturing and artificial intelligence.

Table 4 shows the most influential articles on the

subject of Cloud Manufacturing ranked by total cita-

tions, presenting keywords targeted for service-oriented

business models, advanced manufacturing systems or

platforms, internet of things (IoT), cloud computing,

services optimization, real-time monitoring, big data,

and distributed resources sharing.
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Table 4 Top ranked 16 most cited articles

Rank Citations Title Authors Journal Keywords

1 943 From cloud computing
to cloud manufacturing
[8]

Xu, X;
2012

Robot Comput
Integr Manuf

Cloud computing; Cloud manufactur-
ing; Service-oriented business model

2 403 Cloud manufacturing:
a new manufacturing
paradigm [10]

Zhang,
L; et al.;
2014

Enterprise Infor-
mation Systems

cloud manufacturing (CMfg); concept;
manufacturing cloud service; manufac-
turing cloud; cloud manufacturing ser-
vice platform

3 386 CCIoT-CMfg: Cloud
Computing and Internet
of Things-Based Cloud
Manufacturing Service
System [9]

Tao, F;
et al.;
2014

IEEE Trans-
actions on
Industrial Infor-
matics

Advanced manufacturing systems;
cloud computing; cloud manufacturin;
Internet of services; Internet of things
(IoT); Internet of users

4 356 IoT-Based Intelligent
Perception and Access
of Manufacturing Re-
source Toward Cloud
Manufacturing [12]

Tao, F;
et al.;
2014

IEEE Trans-
actions on
Industrial Infor-
matics

Access; cloud manufacturing; intelli-
gent perception; Internet of Things
(IoT); manufacturing resource; manu-
facturing service

5 337 Cloud manufacturing: a
computing and service-
oriented manufacturing
model [13]

Tao, F.;
et al.;
2011

Proc Inst Mech
Eng B J Eng
Manuf

manufacturing system; cloud manu-
facturing; service-oriented manufactur-
ing; computing-oriented manufactur-
ing; cloud computing

6 332 Current status and
advancement of cyber-
physical systems in
manufacturing [21]

Wang,
LH; et
al.; 2015

Journal of
Manufacturing
Systems

7 280 FC-PACO-RM: A Par-
allel Method for Service
Composition Optimal-
Selection in Cloud Man-
ufacturing System [22]

Tao, F;
et al.;
2012

IEEE Trans-
actions on
Industrial Infor-
matics

Cloud computing; cloud manufactur-
ing; full connection; parallel adaptive
chaos optimization; reflex migration;
service composition optimal-selection

8 199 An interoperable solu-
tion for Cloud manufac-
turing [11]

Wang,
XV; Xu,
XW;
2013

Robot Comput
Integr Manuf

Cloud; Cloud computing; Cloud man-
ufacturing; Service-oriented architec-
ture; STEP

9 193 Big Data and virtualiza-
tion for manufacturing
cyber-physical systems:
A survey of the current
status and future out-
look [23]

Babiceanu,
RF;
Seker,
R; 2016

Computers in In-
dustry

Sensor-based real-time monitoring; Big
Data; Internet of things; Cloud com-
puting; Manufacturing cyber-physical
systems

10 173 Cloud-enabled progno-
sis for manufacturing
[14]

Gao, R;
et al.;
2015

CIRP Ann
Manuf Technol

Predictive model; Condition monitor-
ing; Cloud manufacturing

11 164 Advanced manufactur-
ing systems: socializa-
tion characteristics and
trends [24]

Tao, F;
et al.;
2017

Journal of Intel-
ligent Manufac-
turing

Advanced manufacturing system; So-
cialization; Service; Resource shar-
ing; Value creation; User participation;
Cloud manufacturing

12 133 Cloud manufacturing:
key characteristics and
applications [25]

Ren, L;
et al.;
2017

Int. J. Comput.
Integr. Manuf.

cloud manufacturing; cloud comput-
ing; Internet of Things; cloud business
model

13 132 A state-of-the-art sur-
vey of cloud manufac-
turing [26]

He, W;
Xu, LD;
2015

Int. J. Comput.
Integr. Manuf.

distributed resources; cloud manufac-
turing; resource integration; enterprise
services; service management; Internet
of Things (IoT); cloud computing

14 128 IoT-based real-time pro-
duction logistics syn-
chronization system un-
der smart cloud manu-
facturing [27]

Qu, T;
et al.;
2016

Int. J. Adv.
Manuf. Technol.

Cloud manufacturing; Internet of
things; Production logistic; Dynamic
synchronization

15 125 Cloud manufacturing:
from concept to practice
[28]

Ren, L;
et al.;
2015

Enterprise Infor-
mation Systems

cloud manufacturing; public cloud;
cloud computing; service-oriented busi-
ness model; cloud platform; informa-
tion systems

16 118 Cloud manufacturing
service platform for
small- and medium-
sized enterprises [29]

Huang,
BQ; et
al.; 2013

Int. J. Adv.
Manuf. Technol.

Cloud manufacturing; Small- and
medium sized enterprise (SME); Cloud
manufacturing service platform
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4.1 Clustering Analysis

Using the software VOSviewer, this study built fig-

ure 7 that reveals the keywords co-occurrences map,

determinated by the documents where they are found

together. Both authors keywords, and other relevant

words frequently used in titles and abstracts were con-
sidered.

Every keyword is represented by a circle, whose size

is proportional to its frequency of occurrence. The po-
sitions indicate the relationship between two different
keywords, and the lines signify connectivity and associ-

ation of concepts.

Among the 1,420 analyzed papers, this step found a

total of 4,487 keywords, of which 104 met the require-
ment of having at least 10 occurrences each, being then
applied in the mapping process.

Figure 7 shows the characterization of the four co-
occurrences clusters:

❼ the first cluster (colored red) is defined as “Col-

laborative networks of manufacturing resources and ser-
vices”, once the most frequent terms refers to manufac-
ture, manufacturing resources and services, distributed

systems architecture, and networked manufacturing en-

vironments through web-based services;

❼ the second (green) is defined as “Industry 4.0

and cloud computing systems”, once the most frequent

keywords are related to computer-aided manufacturing

processes in industry 4.0. This cluster encompasses the

whole product lifecycle within industry 4.0, including

cloud computing technologies, internet of things (IoT)

and additive manufacturing;

❼ the third (blue) is defined as “Big data reliable

management in cyber-physical systems, risks and chal-

lenges”, once the main occurrences are related to big

data in cyber-physical systems, processes integration,

Fig. 7 Keywords co-occurrence map
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Table 5 Characterization and composition of the keywords clusters

Clusters Itens Keywords (Occurrences)

(1) Collaborative net-
works of manufactur-
ing resources and ser-
vices
(red)

31 manufacture (267); manufacturing resource (69); manufacturing service (64); cloud
services (51); ontology (37); computer architecture (34); distributed database sys-
tems (30); web services (25); key technologies (23); virtualization (23); semantics
(22); industry (20); manufacturing environments (18); service oriented (18); man-
ufacturing enterprise (17); manufacturing process (17); networked-manufacturing
(17); service platforms (17); service-oriented architecture (17); manufacturing ca-
pability (16); knowledge based systems (14); collaborative manufacturing (13); in-
formation services (13); machine tools (13); mathematical models (13); machinery
(12); semantic web (12); knowledge management (11); virtual reality (11); manu-
facturing cloud services (10); manufacturing system (10).

(2) Industry 4.0 and
cloud computing sys-
tems
(green)

25 computer aided manufacturing (164); industry 4.0 (94); cloud computing (84);
internet of things (iot) (70); industrial research (46); supply chain (35); smart
manufacturing (27); manufacturing industries (24); embedded systems (23); dis-
tributed computer systems (20); product design (19); distributed manufacturing
(18); life cycle (18); additive manufacturing (17); decision making (17); manufac-
turing (17); artificial intelligence (16); production control (14); competition (11);
mass customization (11); cyber physical system (10); digital storage (10); flow con-
trol (10); industrial internet (10); production planning (10).

(3) Big data reliable
management in cyber-
physical systems, risks
and challenges
(blue)

24 systems (80); design (76); internet (63); cyber-physical systems (45); big data (37);
framework (36); architecture (33); things (30); management (28); intelligent manu-
facturing (26); integration (25); interoperability (21); cloud (19); technology (18);
future (16); smart factory (13); blockchain (11); machine learning (11); manu-
facturing systems (11); challenges (10); digital twin (10); implementation (10);
industrial internet of things (10); resource virtualization (10).

(4) Optimization of
manufacturing pro-
cesses
(yellow)

24 cloud manufacturing (751); optimization (93); algorithms (77); model (69); quality
of service (69); genetic algorithms (61); service composition (60); selection (55);
scheduling (43); resource (39); service (28); strategy (27); platform (26); optimal
selection (23); service selection (23); simulation (22); multi-objective optimization
(21); particle swarm optimization (19); artificial bee colony (16); allocation (15);
of-the-art (13); performance (13); resource allocation (13); 3d printing (10).

interoperability, blockchain and implementation chal-

lenges; and finally

❼ the fourth cluster (yellow) is defined as “Optimiza-

tion of manufacturing processes”, once the most fre-

quent keywords are related to optimization algorithms

and models of cloud manufacturing, as well as to opti-

mal selection and allocation of resources and services.

The elements of each cluster are shown in table 5.

4.2 Case Studies Analysis

The case study approach allows researchers to ex-

plore and understand complex problems in real-life ap-
plications and, therefore, is recognized by its capacity to

generate value to the industrial and academic sectors.

In order to assess practical applications in Cloud

Manufacturing, this investigation performed the eligi-

bility step, applying the previously-described search fil-

ters and terms showed in table 1, resulting in the selec-

tion of 159 academic papers with applied case studies

out of 1,219 publications in English, as shown in figure

8.

Afterwards, all titles, abstracts and keywords of the

159 articles were analyzed, enabling the categorization

of their case studies approaches within the four pre-

established co-occurrences clusters. Figure 9 presents

the final stratification by cluster with the number of
related articles.

❼ Optimization of manufacturing processes (69 ar-

ticles): This cluster contains all case studies which pre-
sented platform models or algorithms to generate op-
timized solutions on: (i) production planning [30], (ii)
scheduling and selection of manufacturing resources or

Fig. 8 Publications in English language, with and without
case studies
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Fig. 9 Case studies classified by their approach

services [31][32], (iii) reduction of operational and/or

logistic total time [33], (iv) cost reduction, (v) max-

imization of utilization rates [34], (vi) balancing the

allocation levels of machines and tools [35], (vii) min-

imization of industrial resources consumption by con-

trolling process parameters [36], (viii) energy efficiency

improvements [37], (ix) productivity increase, (x) task
prioritization [38], as well as other strategies aiming at
improving factory performance when compared to tra-
ditional approaches.

❼ Collaborative networks of manufacturing resources
and services (52 articles): This cluster contains the mod-
els developed as tools to approach the relationship be-

tween stakeholders, aiming at assessing: (i) synergy of

the manufacturing services and enterprises networks

[39], (ii) integration of operations, information, knowl-

edge and efforts between players [40][41], (iii) the shar-

ing of resources capabilities [42], (iv) collaborative trou-
bleshooting process involving multiple companies [43],
(v) the dynamic decision-making process made by cus-

tomers to meet their customized demands in produc-

tion networks with high levels of flexibility and respon-

siveness [44], (vi) procedures that increase integration

of capabilities in remanufacturing, recycling and recov-

ery [45], as well as other strategies that might increase
competitiveness throughout the manufacturing supply
chain.

❼ Industry 4.0 and cloud computing systems (31 ar-

ticles): This cluster contains studies about experimen-
tal prototypes, platforms and/or applications of prac-
tical demonstrations that aimed at illustrating the ap-

plicability of Cloud Manufacturing in a generic point

of view. Such cases must either: (i) present the ap-

plication of emerging technologies as additive manu-

facturing (3D printing) [46], internet of things (IoT)

[47] and other human-machine interaction approaches

in advanced manufacturing of industry 4.0, (ii) test the

functionality of prototypes, comparing them to other

models in order to validate benefits and disadvantages

of adopting Cloud Manufacturing networks and systems

[23], or (iii) highlight implementation challenges and re-

quirements to achieve success in the adoption of virtual

manufacturing [11][29].

❼Data reliability, cyber-security, risks and challenges

(7 articles): This cluster contains all studies about: (i)

modeling and simulating architectures that focus both

on maximizing transparent data analysis in real-time
and on improving cyber-security [48], (ii) using consen-
sus and Proof-of-Authority (PoA) resources to improve

the reliability of transaction records between various

agents [49], (iii) the application of blockchain technol-

ogy [50], and (iv) the evaluation of risks or potential

failures in transmission of data and/or communication

between companies [51].

The great majority of the case studies assessed by

this work utilized various computational models, cyber-

physical concepts, IT services, and mathematical meth-

ods to support decision making and to create collabo-

rative networks. The most common approaches include

Genetic Algorithm [34], Ant Colony [52], Bee Colony

[53], Particle Swarm optimization [50], K-Nearest Neigh-

bors (KNN) [49], Chaos Theory [54], Fuzzy logic [55],

Game Theory [42], TOPSIS [35], Kano model [56], Ar-

tificial Neural Networks [57], Grey Wolf optimizer [37],

AHP (Analytic hierarchy process) [52], Blockchain Ethereum

[49], and multi-agent systems [58]. Besides, the cases
used several simulation softwares, such as Simio [59],
FlexSim [60], CloudSim [61], SDMSim [62], MathLab
[63], Windows Azure [64], ZigBee [65] and other web-

based applications.
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5 Conclusions

From the bibliometric analysis this research con-

ducted on the emerging technology of Cloud Manufac-

turing, it was possible to map the current literature

conditions and to verify that, since 2010, when the first

studies appeared, there has been a growing trend in

annual publications, suggesting an increasing interest

about the subject.

The results obtained reveal that researchers from

China are those who generate the highest volume of

publications, even when only English language articles

are taken into account. Another interesting evidence

concerns countries such as New Zealand, Sweden and

Finland, which presented considerably high publications

rates relative to their populations.

It was not only possible to identify the most rele-

vant journals, with the top editions coming from USA,

United Kingdom, Netherlands and China, but also a list

of the top-ranked articles in terms of influence relative

to their number of citations. Those lists can be use-

ful references for researchers interested in the literature
about Cloud Manufacturing.

By using the software VOSviewer, this paper elabo-

rated a visualization of bibliometric maps and created

four clusters of keywords co-occurrences: “collaborative

networks of manufacturing resources and services”; “in-

dustry 4.0 and cloud computing systems”; “big data re-

liability, cyber-security, risks and challenges”; and “op-
timization of manufacturing processes”.

In order to understand the current situation about

real-life applications already developed and studied in
Cloud Manufacturing, this investigation selected and

analyzed all 159 articles written in English that con-

tained case studies. All of them were assessed and cate-

gorized according to the four previously-cited clusters.

It became evident that, while most of the models laid

within three of the four clusters – “optimization of man-

ufacturing processes”, “collaborative networks of manu-

facturing resources and services”, and “industry 4.0 and
cloud computing systems” –, only a few of them were
related to “big data reliability, cyber-security, risks and
challenges”.

The lack of publications about data and risk man-

agement in Cloud Manufacturing reveal a potential re-
search gap. The absence of depth in such an important
matter is also an opportunity for development of fu-

ture works and researches on the application of tech-

nologies for the evolution of cyber-security that could

potentially reduce breaches or vulnerabilities in cloud

manufacturing chains, and contribute to technological

advancements in a new, yet underexplored, field.
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Figure 1
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The Cloud Manufacturing architecture model.



Figure 3

Potentials of resources and knowledge sharing.

Figure 4
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