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Abstract
Background

Instant messaging applications and texting are useful for educating and communicating with medical
students; however, they present patient privacy concerns and do not address the challenge of student
inclusion in patient care communication. EMR-integrated secure messaging offers an opportunity to
include students on team communication, enhance their medical education, and ensure patient privacy.

Methods

Between July 2019 through March 2020, we performed a mixed method study to evaluate use of EPIC®
Secure Chat as a means of enhancing student education and team communication. We promoted use of
secure messaging in orientation, performed a pre- and post-rotation survey to assess perceptions of
secure chat effect on communication, and directly reviewed and categorized messages.

Results

Twenty-four 3rd and 4th year students completed the pre-rotation survey, and 22 completed the post-
rotation survey. Twelve (50%) students reported the quality of communication with faculty was either
good or very good prior to internal medicine rotation, while 20 (91%) reported this post-rotation (p-value
0.001). There was a similar improvement in communication with ancillary staff. Nineteen (86%) students
felt that secure messaging improved their communication with faculty. On message review, threads were
frequently logistical, but also often included discussions of patient management.

Conclusions

Students viewed Secure Chat as having a favorable effect on their communication with team members
and reported communication on internal medicine to be improved compared to prior rotations. Messages
included students on important patient care conversations. Secure messaging offers a novel medium to
improve team communication, enhance student education and maintain patient privacy.

Background
In educating medical students, physician educators are continually working to balance concerns of
adequate medical student training and patient safety and autonomy. The American Medical Association
(AMA) code of ethics notes that while “Having contact with patients is essential for training medical
students…the obligation to develop the next generation of physicians must be balanced against patients’
freedom to choose from whom they receive treatment.”1 Additionally, there may be decreased patient
satisfaction when medical students participate in patient care.2 In this context, medical education has
become less active and more passive, decreasing student preparedness for practice in residency and
beyond.3 Movement of care from the bedside to the computer has created additional challenges for
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active student involvement. These barriers serve as a driving force to �nd creative ways to balance
student participation with patient autonomy and privacy.

While technology may create barriers to direct student involvement, it also presents other opportunities
for increasing student engagement. Media such as email, texting and social media have been utilized to
improve resident and student knowledge of a variety of subjects from pathology to geriatrics to reading
EKGs.4–6 However, they have not been widely used to improve student involvement in direct patient care.
Additionally, these platforms may present patient privacy concerns if information is not shared in an
appropriately de-identi�ed manner and do not address issues regarding lack of student inclusion in
patient care conversations.5,7−10

At our institution, electronic medical record (EMR)-integrated secure messaging was introduced 1–2 years
prior to the current study as an additional method of communicating between physicians and other care
team members. The rollout of this platform offered an opportunity to include students in direct patient
care conversations and utilize it for educational purposes during their internal medicine rotation. We
hypothesized that encouraging students to use integrated secure messaging with their team and
clerkship directors would enhance their feelings of satisfaction with the clerkship and involvement in care
communications.

Methods
Between July 2019 through March 2020, we performed a mixed methods study at a single rotation site to
investigate 3rd and 4th year medical student perceptions of secure messaging effect on the quality of
their internal medicine rotation and student inclusion in patient care communications. The study
underwent IRB review at Sanford Health and the University of North Dakota and did not require ongoing
IRB surveillance. Use of secure chat was promoted and students were informed of the study during
rotation orientation. Students were provided with small tablets with the EMR application to ensure they
had secure messaging access without requiring them to use their personal devices, but were allowed to
use their own devices if they wished. Integrated secure messaging was incorporated directly into the
clerkship for communications about case discussions and discharge summary feedback. Message
content was reviewed after grades were �nalized to assuage potential concern about being evaluated
based on message content.

Outcomes were measured primarily based on student perceptions of secure chat effect on
communication and education experience using a pre- and post-rotation survey. For the questions
regarding improvement in communication on internal medicine, median (range) and/or mean ± SD were
calculated for all the continuous variables. The comparisons of faculty communication pre-
rotation/faculty communication post-rotation and ancillary staff communication pre-rotation/ancillary
staff communication post-rotation were performed using the non-parametric Wilcoxon signed-rank test or
paired t-test. Statistics were performed using SAS (SAS Institute, Cary, NC, USA; Version 9.4 Users Guide).
All the statistical tests were two-sided with p < 0.05 considered to be signi�cant.
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Additional study data was obtained from faculty and residents and review of message threads. Faculty
and residents provided qualitative feedback on use of Secure Chat with students through direct
conversation and email questionnaires. A direct review of secure messaging threads and categorization
of content was also completed to evaluate how secure messaging was used with medical students.
Categories were as follows: logistical communication, daily patient management issues, discharge
coordination, admissions, educational, clerkship-related, procedures and scholarly activity.

Results
Twenty-four students completed the pre-rotation survey, and 22 completed the post-rotation survey
between July 2019 and March 2020. Eighteen were third year students. On prior rotations, students
reported using direct communication and texting most frequently; whereas, direct communication and
secure messaging were most frequently used on internal medicine. Twelve (50%) students reported the
quality of communication with faculty was either good or very good prior to internal medicine rotation
while 20 (91%) reported this perception at conclusion of the rotation (p-value < 0.001) (Fig. 1).

Graph displays the number of students who reported good or very good communication with faculty and
ancillary staff on their prior rotations (pre-rotation survey) versus their internal medicine rotation (post-
rotation survey).

Six students (25%) reported good or very good communication with ancillary staff prior to their internal
medicine rotation as compared to 17 (77%) in the post-internal medicine rotation survey (p-value 0.011).
When speci�cally questioned about the effect of secure messaging on communication during the
rotation, nineteen (86%) students felt that secure chat either somewhat or signi�cantly improved their
communication with faculty, and 16 (73%) reported this outcome for their communication with ancillary
staff. Twenty-one (95%) students reported that secure messaging resulted in either somewhat or
signi�cantly improved ease of communication on the internal medicine rotation, and 17 (77%) felt it grew
their educational experience (Fig. 2).

Graph displays the reasons students reported improvement in their educational experience through use of
secure chat. More than one selection was allowed. The Other category had two write-ins that reported the
ease of communication was the most prominent effect of Secure Chat on the educational experience.

Qualitative feedback was collected from both residents and faculty on the use of secure chat with
students. Consistently, both residents and faculty expressed that it allowed them to better include
students in the team, to provide real-time updates on patient care, and to create better student ownership
of their patients. They also noted that it was a secure space to share patient records, including for
scholarship. Barriers that were identi�ed included that some students did not use it as a means of
communication consistently, and at times preceptors would not get a timely response from students.
Adding students to conversations created some extra work, as it was more di�cult to search for students
than other members of the care team, but this was overall minimal. Finally, there was concern about
potential duty-hour violations when students were receiving Secure Chat messages at home.
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In addition to student perceptions, we reviewed 826 Secure Chat message threads that included 3rd and
4th year medical students to better understand the types of communications that involved students.
There was logistical communication in 325 (39%) message threads, which was the most frequent type of
communication (Fig. 3).

Graph displays the percent of the 826 total message threads containing each content category. Note, that
a single message thread may contain more than one content category.

Speci�c content generally included meeting times and locations as well as clari�cations on note
completion and note changes. Daily patient management issues, such as changes in medications,
coordination with consulting services, and clari�cation of orders with nursing were included in 261
message threads (32%). Secure chats about new admissions (13%) and discharge planning
communications (11%) were the next most frequent categories. Educational and clerkship-related
communications were less common and included in 8% and 6% of message threads, respectively.
Speci�c educational content included quick teaching points and links to articles pertinent to patient care.
Although numbers were too small for adequate statistical power, we observed a trend toward more
passive communication (logistical communication and inclusion on communication that was initiated by
other team members) with 3rd year students as opposed to 4th year students, who were often initiating
message threads and actively communicating with their preceptors on their acting internship (Fig. 4).

Figure displays speci�c examples of a variety of secure chat thread types (logistical, educational,
admission information, clerkship activity, etc.)

Discussion
Clinicians need e�cient, effective, and responsible communication methods with both peers and
trainees.7 Previous reports have shown that most residents and staff prefer text messaging due to ease
of use and e�ciency.8–10 Additionally, as we work as educators to balance patient privacy and autonomy
with medical student inclusion in direct patient care, we are challenged to �nd innovative ways of using
information technology to achieve these goals. Our mixed methods study suggests that integrated EMR
secure messaging is a promising medium to enhance medical student team involvement as well as
improve their education. Most medical students use personal smartphones for clinical work, and
integrated secure messaging is an excellent alternative to other electronic messaging systems that may
pose privacy concerns.5,7−13

Our simple interventions in the current study resulted in students perceiving bene�ts to their education
and involvement in patient care. Speci�cally, students reported a higher quality of communication with
faculty and ancillary staff on their internal medicine rotation as compared to prior rotations. Furthermore,
they noted that secure chat speci�cally contributed to improved quality and ease of communication on
their internal medicine rotation, which was true for communication both with faculty and ancillary staff.
Over 75% of students reported that secure chat improved their educational experience.
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The review of message content provided insight into how students were being included in
communications on secure chat. Over 50% of message threads contained information related to patient
care, including daily management, admissions information and discharge planning. These are
conversations in which students may have not been directly included in the past. During acting
internships, many students had robust message threads with attendings regarding patient management
issues. Other interesting types of communications included a peer-to-peer communication regarding an
interesting case as well as a communication from a resident highlighting a quality improvement issue.

The current study does have several limitations, including the partial survey format. Additionally, many
students (7/24) had not worked on services with residents in the past, which could represent a signi�cant
confounder for perceived communication quality. The number of students involved in the study was also
relatively low as we only selected one study site, and data collection prematurely ended due to the COVID-
19 pandemic.

In future studies, additional interventions should be undertaken to promote use of integrated secure
messaging with medical students. Speci�cally, more can be done to promote inclusion of medical
students on secure messaging threads among faculty and residents. Direct integration into the clerkship
could be enhanced through interventions such as weekly questions about speci�c cases and
encouragement of peer-to-peer teaching. As integrated secure chat becomes increasingly common and is
adopted to a greater extent at institutions across the country, faculty can work creatively to incorporate it
as an additional tool for medical education and active student involvement in patient care.

Conclusions
Integrated secure messaging systems present an opportunity to include students on important patient
care conversations and decisions and to enhance their education. Our current mixed methods study
suggests that students, faculty and residents have high levels of satisfaction with utilization of Secure
Chat and the impact it has on communication with team members and education. Additional efforts such
as promotion with faculty and increased use in the clerkship or advanced electives can be further taken to
promote use of integrated secure messaging and enhance student experiences.
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Figure 1

Students reporting good or very good communication Graph displays the number of students who
reported good or very good communication with faculty and ancillary staff on their prior rotations (pre-
rotation survey) versus their internal medicine rotation (post-rotation survey).
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Figure 2

Most notable reported effects of Secure Chat on educational experience Graph displays the reasons
students reported improvement in their educational experience through use of secure chat. More than one
selection was allowed. The Other category had two write-ins that reported the ease of communication
was the most prominent effect of Secure Chat on the educational experience.
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Figure 3

Secure Message Content by Category Graph displays the percent of the 826 total message threads
containing each content category. Note, that a single message thread may contain more than one content
category.
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Figure 4

Examples of Secure Chat Threads Figure displays speci�c examples of a variety of secure chat thread
types (logistical, educational, admission information, clerkship activity, etc.)


