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Abstract

Advancement in IoT technology and the concept of Information-Centric Networking

lead to less importance of node individuality since several nodes can work

interchangeably. Multiple sensor nodes can be grouped into a region and monitored

as one instance to guarantee sufficient coverage over the region. Therefore, a single

node fault often does not need to be reported unless it is the last node in the region. In

addition, there are occasions where a central monitor station cannot rely on

continuous data delivery from nodes or regions to decide whether they are still alive,

such as situations when nodes are deployed to detect rare events. Moreover,

low-power listening MAC protocols, which significantly help reducing power

consumption while nodes are mostly idle, put a lot more work on the transmission

process. In such situations it is desirable to minimize status reports to the central

monitor station. A distributed region-based monitoring scheme, or DRMON, is then

proposed to facilitate this circumstance. This approach designates a representative to

each region so that it can be used as an indicator of the region’s status with a

mechanism to re-elect a new representative until all nodes in the respective region are

dead, implying region inactiveness. We evaluate the suitability of DRMON over

various scenarios in two aspects: centralized vs. distributed monitoring schemes and

individual-based vs. region-based monitoring schemes. Simulation results indicate

that region-based schemes outperform the individual schemes in terms of power

consumption and scalability when the number of regions is low. The distributed

schemes also yield better efficiency in terms of message overhead and load

distribution. In addition, detection accuracy of all schemes is not significantly different

and fault detection delay is guaranteed. This outcome suggests that in the case where

existence of individual node is out of concern, distributed region-based fault

monitoring scheme could be employed to reduce energy usage and lower message

overhead while retaining the detection accuracy.

Keywords: wireless sensor networks; network monitoring; distributed monitoring;

region-based monitoring

Introduction

Wireless sensor networks (WSNs) consist of small-size, low-cost, low-power, multi-

functional sensor nodes that collaborate with each other [1] to serve a variety of purposes.

WSNs have recently been incorporated into the Internet of Things (IoT) to facilitate data

acquisition and wireless communication. To guarantee the functionality of networks, nodes

and communication links must be maintained in good condition. Therefore, network mon-

itoring becomes a crucial part of the system, especially for safety-critical applications.

Traditional monitoring methods such as human inspection or wired network monitoring

protocols are not preferable or even applicable. Therefore, several monitoring and fault

diagnosis mechanisms specifically designed for WSNs have been proposed to address this
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Figure 1: Forest fire detection scenario

problem. Network monitoring techniques can be classified into centralized and distributed

approaches, depending on the location where the status of the nodes and links is deter-

mined. Advances in IoT technology is facilitating the large-scale deployment of WSNs.

The concept of Information-Centric Networking (ICN) [2] has been widely adopted in this

area. In this scenario, node individuality is irrelevant as several nodes are eligible to work

interchangeably. Identical observations may be collected and reported by more than one

node. As a result, the network is still able to operate correctly even if some nodes mal-

function, thereby lowering repair cost. For example, in forest fire detection application, the

monitored area is populated with sensor nodes that are randomly deployed using an aircraft.

The coverage areas of nearby nodes likely overlap, as shown in Figure 1. The network then

requires only one or a few nodes in the same region to detect an event. To minimize the cost

of maintenance, the network administrator should be notified when all of the sensor nodes

in a region are damaged or separated from the network.

Motivated by the concept of ICN, nodes could be grouped and monitored as one instance

to guarantee the availability of specific content. To the best of our knowledge, existing

monitoring approaches primarily focus on monitoring the individual node or link status.

Although the awareness of the status of all nodes can be further processed to estimate the

risk of network failure, redundant monitoring information is unnecessarily produced, result-

ing in the wasting of the nodes’ energy and communication bandwidth. Moreover, modern

WSN transceivers such as LoRa [3] rely on low-power listening mechanisms. Therefore,

unnecessary transmissions are even more costly. Our proposed approach, the distributed

region-based monitoring scheme (DRMON), monitors the network status in terms of re-

gions, each of which is a predefined group of adjacent nodes. This scheme provides a

framework for monitoring status of WSN used for rare event detection or non-continuous

data collection, where periodic sensor reports are not always assured. The main objective of

this method is to increase energy efficiency by reducing the traffic overhead generated in the

monitoring process while maintaining effectiveness in both detection accuracy and latency
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aspects. This scheme can effectively support individual node monitoring by configuring

each region to contain only one node if necessary.

To evaluate the efficacy of the DRMON scheme, four types of generic monitoring ap-

proaches, i.e., centralized individual scheme (CIMON), distributed individual scheme (DI-

MON), centralized region-based scheme (CRMON), and distributed region-based scheme

(DRMON) were implemented. The evaluation was conducted using the Cooja simulator in

the Contiki operating system [4].

Here we review previous work related on fault monitoring of wireless sensor networks.

Network Fault Monitoring

Faults in WSNs can be classified into data faults and function faults [5]. A data fault is a

sensor data report that is inconsistent with the actual behavior of the phenomenon of interest

[6]. Several fault detection schemes have been proposed to address this problem [7] [8].

Nevertheless, this type of faults is beyond the scope of this investigation. Function faults are

defined as network operation abnormalities, such as node crashes, node energy depletion,

link failures, and traffic congestion.

Data retrieval techniques used for network monitoring can be generally categorized into

two categories: active and passive. Active monitoring [9] [10] results in the generation of

extra probing packets or event report, in addition to the application of data traffic in the

network. This method provides detailed information but usually results in high operation

overhead if the probing frequency and monitoring parameters are not carefully selected.

Passive monitoring [11] relies on the utilization of existing information or piggybacking

of data to infer fault occurrences without generating extra packets. This technique seems

to be preferable because it has a minimal effect on network performance. However, in

some cases such as non-periodic event-driven data applications, existing information or

data traffic might be insufficient for the effective analysis of network status.

Network monitoring techniques could also be classified based on the location where the

diagnosis process is performed. The traditional method where the node’s status information

is delivered to a powerful sink node for diagnosis is described as centralized monitoring.

This method gives the complete status of the network and high accuracy rate but suffers

from packet collisions and the energy sink-hole problem as the number of nodes in the

network increases [12] [9] [11].

In large-scale networks, centralized approaches may encounter several problems, such as

detection delay, packet loss, and the energy sink-hole problem. To achieve better energy

efficiency and scalability, distributed monitoring techniques have been investigated [13]

[10] [14] [15]. Using this scheme, any node in the network may assume the responsibility

of monitoring and could implement countermeasures or report the status to the sink. Based

on this concept, information is not relayed to the sink from the sensor nodes during normal

operation and a report is made only when an anomaly is detected.

In addition, several investigations have been pursued that focus on the observation of the

condition of communication links [16] [17]. However, all these schemes mainly focus on

the monitoring of individual nodes. With the recent trend of ICN, individual nodes might

be less relevant. To the best of our knowledge, an approach specifically designed to monitor

an information-centric network has not been developed as yet.
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Region-based Monitoring Technique

Conceptually, a region or a cluster is simply a set of nodes located in the same neighborhood

to collectively perform specific tasks such as environmental observation, routing, and data

aggregation. Regions can be dynamically formed using existing clustering methods such as

LEACH [18] or CHEF [19]. Region members may also be predefined by an operator based

on geographical location so that nodes in the same region can perform tasks on behalf of

others.

In this case, we do not need to know the status of each individual node, but for each region

instead. To the best of our knowledge, a monitoring scheme that monitors network status as

predefined regions has not been proposed in the literature. The concept of regions may have

been formerly used to describe the report generated by eScan [12], which is the integrated

data of adjacent nodes that produce similar reported values. Nevertheless, the membership

of nodes is not preserved in this method, which differs from the definition of the region in

our scenario.

Impact of Low-Power Listening MAC Protocols on Network Monitoring

Low-Power Listening (LPL) is a well-known technique used for scheduling the wake-up

periods of nodes. Nodes that adopt LPL periodically wake up to sample the medium and

remain in an active state if there are available packets, otherwise they return to sleep mode

until the next scheduled wake-up time. The power consumption rate of the network using

LPL mechanism is thus drastically lower.

X-MAC [20] is an LPL-based MAC protocol that uses a series of short strobe packets with

an embedded receiver ID to alleviate the overhearing problem and to increase scalability

because non-target nodes return to the sleep mode as soon as they determine that there are

no available packets for them. The communication duration is also decreased due to the

gap between preamble packets, which allows the recipient to send an early acknowledgment

packet back to the sender and to initiate data transmission. This protocol is widely adopted

in WSN applications because it works efficiently in terms of reducing energy usage and

has no limitations in terms of radio hardware choice. The procedure involved in data

transmission using the X-MAC protocol is depicted in Figure 2. Unicast transmission is

performed when the sender transmits probing packets until an acknowledgment is received

from the intended receiver. The maximum duration of the packet repetition is the full wake-

up interval, which guarantees packet reception of the receiver. In the case of broadcast

transmission, the acknowledgment mechanism is not presented, thus, the sender must send

the packet continuously throughout the full wake-up interval.

As LPL can inflict substantial energy consumption on transmitting nodes due to the use of

multiple transmissions per packet, and also on overhearing nodes by waking them up, it is

suitable for scenarios in which nodes rarely transmit, such as detecting rare events. Typical

network monitoring requires nodes to report their status periodically, which worsens the

performance of LPL, especially for nodes located around the central monitoring station

in a centralized monitoring scheme. The evaluation of LPL-based MAC protocols on the

performance of network monitoring was discussed in [21]. However, only individual-based

monitoring schemes were evaluated in this previous work. In this paper, region-based

monitoring approaches are also investigated.
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Figure 2: Duty-cycling mechanism of X-MAC protocol

Methods/Experimental

Our proposed monitoring mechanism, distributed region-based monitoring scheme (DR-

MON), is a framework that could be flexibly configured to monitor individual nodes by

considering each region to contain only one node. We assume that nodes are distributed

in a 2-dimensional area without obstacles. All nodes have limited power resource and are

not rechargeable, thus, radio duty cycle protocols could be utilized to prolong the network

lifetime. There is exactly one powerful sink node located at the border of the network that

can be easily accessed by the operator. Each node can communicate with the sink directly

or indirectly via multi-hop communication.

A region is a group of adjacent nodes that can work interchangeably. It can be predefined

by the operator or automatically arranged based on specific criteria. Faulty nodes in a region

might result in lower performance but the region is still able to continue its operation if

there is at least one functional node. A region is considered faulty if all its nodes fail or

if there is no available path to the sink. Each sensor node must be aware of its region ID,
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which might be derived from a region information message propagated from the sink or a

region map containing coordinate information.

Based on the definition of a region, only one node per region is required to be monitored

at a time. These nodes are called region representatives, or region reps for short. To achieve

energy efficiency and scalability, region reps are monitored by their one-hop neighbors. At

the sink, the status of each region reported to the operator is assumed to be normal unless

there is a fault notification from the monitoring nodes.

The DRMON mechanism consists of two phases, region representative election, and

monitoring process. Each node participating in a region representative election generates

chance based on related information readily available, such as hops to sink, remaining

energy, and link quality, then broadcasts its chance to all nodes in the same region. The

node with the highest chance is appointed as the region rep and its parent derived from the

existing routing scheme will automatically become the monitoring node. In case the routing

scheme has assigned multiple parents to a node, any one of the parents will be selected.

After region reps have been selected, the monitoring process begins. We use a simple

monitoring method based on heartbeat messages. A region rep periodically broadcasts

heartbeat messages embedded with its region ID every)ℎ1 seconds to inform its monitoring

node on the region status. The absence of heartbeat messages can be interpreted as a region

failure. The monitoring node then notifies the sink of the region fault status. Monitoring

timeout, )<>=, can be adjusted and needs to be carefully selected to balance the detection

time and false alarm rate.

However, from the region fault definition, the death of a single node in a region does not

always imply region failure. A mechanism to maintain the region-monitoring structure is

required if it is possible. The substitute region’s representative should be reelected within

an appropriate time to reduce false alarm. To achieve this goal, the rest of neighbors of

the region rep, except the monitoring node, assume the role of the observers. It’s not

necessary for observers to be in the same region as the region rep. An observer monitors

heartbeat messages from a region rep and triggers a region representative election process

by broadcasting a reelect message in the absence of heartbeats instead of reporting to the

sink. When nodes in that particular region receive a reelect message, each of them will

generate a new chance message and repeat all the election procedure. The parent node of

the new region rep, derived from the existing routing information, will also become the next

monitoring node for that region. The timeout of observer nodes,)>1B, should be shorter than

)<>= to prevent false alarms at the sink since the report of absent previous representative

node will be discarded.

Finally, this monitoring framework reports two possibilities of region status, 'C , region

active and inactive at time C, to the operator. The sink initially assumes that all regions

are active until it receives region inactive reports from monitoring nodes and vice versa.

However, region inactive reports are discarded once a new region active report is received

for the same region.

To evaluate the performance of DRMON, four types of monitoring schemes that adopt

different techniques for monitoring approaches and instances were implemented. Monitor-

ing approaches are classified into centralized and distributed and monitoring instances are

grouped as individual nodes and regions. All the implemented schemes are presented in

Table 1.

In the CIMON approach, all nodes in the network directly send heartbeat messages to

the sink every )ℎ1 seconds. Figure 3(a) shows a snapshot of this mechanism. The sink is
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Table 1: All types on monitoring approaches
Centralized Distributed

Individual CIMON DIMON

Region-based CRMON DRMON

Figure 3: Heartbeat message snapshots of all the four network monitoring schemes

responsible for monitoring the status of all nodes. If heartbeat messages of any node are not

presented within )<>= seconds, then that node is considered inactive.

In the case of DIMON, parent nodes, derived from existing routing information, assume

the responsibility of monitoring their child nodes, as seen in Figure 3(b). Heartbeat messages

are no longer forwarded to the sink and a delay longer than )<>= seconds causes the parent

node to send an inactive message for this node to the sink. Node status information for both

CIMON and DIMON will be further interpreted into region status to compare the results

with region-based approaches.

The mechanism of CRMON is similar to that of DRMON. It uses the same region

representative election process, but after region reps emerge, only heartbeat messages from

region reps are sent to the sink. The sink monitors the status of every region. The region

status will become inactive if a heartbeat message from that region does not arrive within

)<>= seconds. To avoid false reports, the sink broadcasts a region status confirmation

message to every node in the network after it detects an inactive region. This message will

trigger the region representative election process in that region. If a new region rep can be

mediated, a heartbeat message sent by the new region rep will resume the active status of

that region. Figures 3(c) and (d) illustrate snapshots of CRMON and DRMON, respectively.

The performance of all network monitoring schemes was evaluated using Contiki’s Cooja

simulation platform. The hardware used in this simulation includes Tmote Sky, a sensor

node with an MSP430 processor and a CC2420 transceiver. This platform has 10 kB of

RAM and 48 kB of flash memory.

The network consists of several homogeneous sensor nodes and a powerful sink. Nodes are

deployed in a two-dimensional area with uniform random placement. Heartbeat messages

are transmitted every 20 seconds with random delays to avoid collisions and the monitoring

interval is set to 3)ℎ1 . As the topology could change in real situations, all nodes are

configured to operate in both TX and RX modes, even if they are leaf nodes. For DRMON,

the observing interval used by observers in the region to trigger the region rep reelection

process is set to 2)ℎ1 . The simulation was executed for 1 hour. Table 2 summarizes the

parameters used in this simulation, where TX and interference ranges are typical values

for Tmote Sky nodes, and time-related parameters reflect time-critical applications such as

landslide monitoring.
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Table 2: Simulation parameters
Parameters Values

Number of seeds 10

Simulation time 3600 seconds

Number of sinks 1

TX range ('TX ) 50 meters

Interference range ('Int) 100 meters

Heartbeat Interval ()hb) 20 seconds

Observing Interval ()obs) 40 seconds

Monitoring Interval ()mon) 60 seconds

Table 3: Varied simulation parameters
Parameters Values

Number of region 3, 5, 9, 25

Number of node 16, 25, 49

We assumed that each node is aware of its route to the sink if there are available routes.

Each node selects the nearest node with the smallest number of hops to the sink as its parent

node. The re-routing mechanism is triggered immediately after the occurrence of a node

fault. We did not choose to enable a dynamic routing protocol to avoid the effect of routing

overhead, which would dominate the comparison results. The application data was omitted

for the same reason.

We evaluated the Cooja-based simulation for the scenario in which a random region

failure was generated at a fixed point in time. Node faults in the defective region occur

sequentially every 5 minutes. All faults are permanent, which indicates that nodes are

completely destroyed and cannot recover.

Results and Discussion

We first compared the results between XMAC, which represents LPL-based, energy-efficient

MAC protocols, and the typical IEEE802.15.4 with no LPL (nullMAC). NullMAC in

the Contiki platform denotes the standard CSMA/CA protocol without the duty cycling

mechanism. In other words, the RX duty cycle is set to 100%. The numbers of regions and

nodes were varied to observe the flexibility and scalability of the monitoring schemes. The

parameters used for the evaluation are described in Table 3.

We evaluated the monitoring schemes for both efficiency and effectiveness. The efficiency

evaluation metrics include the average power consumption per node and message complex-

ity. In the case of effectiveness, we examined the fault detection accuracy with precision

and recall the results and detection delay. All results are shown with error bars representing

95% confidence intervals. In addition, the sink node has the LPL mechanism disabled and

is excluded from the results because it is generally attached to an external power source.

Power Consumption

Low power consumption is crucial for WSN applications to prolong the network’s lifetime.

The average power consumption can be calculated from the ratio of the CPU ticks for each

state of the sensor node within a sampled time interval. The CPU ticks can be retrieved from

the Energest module in the Contiki OS. The node’s operating states consist of transmitting

(TX), receiving (RX), CPU idle, and sleep mode. In sleep or Low Power Mode (LPM),

a node consumes considerably less energy compared to other states. Tmote Sky which

operates at 3V has different current consumption rates for different modes of operation, as

shown in Table 4.
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Table 4: Current consumption of different operating states
Operating States Tmote Sky LoRa Feather

Transmission (Radio TX) 17.7 mA 120.5 mA

Receiving (Radio RX) 20 mA 11.3 mA

CPU Idle 1.8 mA 9.2 mA

Low Power Mode (LPM) 0.0545 mA 0.8 mA

Figure 4: Average power consumption per node using different MAC protocols and

network monitoring schemes

The comparison of average power consumption per node in a network using different

MAC protocols is shown in Figure 4. By adopting the energy-efficient MAC protocol, the

network monitoring process using XMAC clearly outperforms the nullMAC process. Nodes

using nullMAC generally waste most of their energy in the idle state. However, the power

consumption of all schemes using XMAC is approximately the same because the power

used for TX activities is relatively small compared to the total power consumption used

during periodic wake-ups. The difference in energy usage between nodes that use XMAC

and nullMAC favors the use of XMAC to extend the network’s lifetime. Therefore, the

remainder of the results will be based on XMAC because of its superior suitability for

deployment in real-world applications.

We studied the scalability of each monitoring scheme by varying the number of nodes in

the network. The result presented in Figure 5 shows that CIMON is the most affected by the

increase in network size. As CIMON requires participation of all nodes in the monitoring

process and all of the heartbeat messages need to be sent to the sink, the growth of the

network size leads to higher power consumption. However, the distributed or region-based

schemes consume approximately the same amount of energy regardless of network size,

which implies that these schemes are scalable.

To further compare energy usage of all schemes in recent radio hardware, we additionally

calculated the average power consumption of the nodes using current consumption profiles

measured from an Adafruit Feather M0 RFM95 LoRa Radio module [22] with identical

network topologies. Current consumption rates of LoRa-enabled nodes are shown in Table 4.

Figure 6 shows that the CIMON scheme consumes the most energy, followed by DIMON,

whereas CRMON and DRMON consume the least energy for both platforms. It is also
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Figure 5: Average power consumption per node using different network sizes and network

monitoring schemes

evidenced that by using LoRa technology, the differences in the power consumption of all

the schemes become larger.

In conclusion, with respect to power consumption, CIMON used the most energy in

the monitoring process. DRMON consumed the least and was marginally affected by the

increase of the network size.

Message Overhead

Message overhead can be evaluated by recording the number of packets and frames used

during the initialization and the monitoring processes. The number of messages is indica-

tive of the magnitude of the network’s traffic, which might have an impact on the data

transmission of the application. Thus, it is desirable to use a low number of messages for

monitoring.

Figure 7 illustrates the message transmission and reception overhead for the four monitor-

ing schemes for various network sizes. The addition of nodes clearly increases the number

of messages generated in individual-based monitoring schemes. In contrast, region-based

mechanisms attempt to minimize the participation of nodes in the monitoring process, thus,

the number of messages is not obviously related to the network size if the number of regions

is the same.

We also investigated the case where every node in the network has to be monitored. In

this case, region-based monitoring schemes, namely CRMON and DRMON, consider each

single node as a separate region. The result displayed in Figure 8 indicates that individual

monitoring schemes perform better than the region-based ones. The message overhead of

CRMON and DRMON drastically increase when the number of regions changes from 5

to 25. This implies that the performance of region-based schemes tends to deteriorate if

the number of regions increases due to the overhead of the region representation election

process during the initializing state.

In summary, the region-based monitoring schemes outperform the individual monitoring

schemes in situations where the number of regions is low. The distributed schemes also

yield better results compared to those based on centralized schemes.
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Figure 6: Average power consumption per node using different node models and network

monitoring schemes

Figure 7: Message overhead using different network sizes

Fault Detection Accuracy

To evaluate the effectiveness of network monitoring schemes, the ground truth of the status

of the nodes is needed. Ground truth, �A ,C , is the actual state of a region A at time C, which

is 1 if region A is active and has at least one route to the sink at time C; otherwise, it is 0. The

result of network monitoring is represented in the form of reports. The status of a region A

at time C as reported by the sink is denoted as 'A ,C . It is 1 if the sink reports that region A is

currently active to the operator, or 0, otherwise.

In this work, we use precision and recall as the metrics to indicate the fault detection

accuracy. Instead of measuring the accuracy in terms of quantity by counting the number

of correct faults reported, we decided to include the time-dimension in the evaluation.

Precision is defined as the ratio of the length of the time for which the system correctly

identifies faults to the total time of fault occurrences. Faults are correctly detected when

�A ,C and 'A ,C are both equal to 0 for identical A and C. Given a set of discrete points in time

) , the precision is then defined as follows:

%A428B8>= =

|{C ∈ ) : �A ,C = 1 ∧ 'A ,C = 1}|

|{C ∈ ) : �A ,C = 0}|
(1)
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Figure 8: Message overhead using different numbers of regions

Figure 9: Diagram of ground truth (�A ,C ) and fault report ('A ,C )’s status

Recall is the ratio of the length of time for which the system accurately reports region

status, both active and inactive, per total time of all reports. It is defined as follows:

'420;; =
|{C ∈ ) : �A ,C = 'A ,C }|

|) |
(2)

Figure 9 illustrates the status of ground truth and fault reports. The fault detection accuracy

result shown in Table 5 indicates that all schemes perform fairly well in terms of both

precision and recall. The detection delays are also guaranteed within )ℎ1 + )<>=, which is

80 seconds. These results suggest that all schemes can be used interchangeably to monitor

faults in WSNs.

Conclusions

Low-power listening MAC protocols significantly assist in reducing power consumption of

WSNs by preventing idle listening and lowering transmission process loads. Traditional net-

work monitoring, which requires periodic updates of the node status, can cause an increase

in transmission, which greatly reduces network lifetime. In this work, we propose DRMON,

Table 5: Detection accuracy using different monitoring approaches
CIMON DIMON CRMON DRMON

Precision 97.01% 86.98% 86.79% 91.61%

Recall 99.44% 88.84% 98.54% 97.74%

Delay 13.41 s 29.39 s 35.51 s 39.78 s
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a distributed region-based monitoring scheme that can be used to monitor wireless sensor

nodes that are physically divided into groups, called regions. This approach increases energy

efficiency and reduces the message overhead generated during the monitoring process while

maintaining comparable detection accuracy. If necessary, the scheme supports individual

node monitoring by configuring each region to contain only one node.

Evaluations of centralized, distributed, individual and region-based monitoring schemes

were conducted to compare their performance. The simulation results show that region-

based schemes outperform the individual monitoring schemes in terms of power consump-

tion and message overhead in cases where the network has a low number of regions. However,

if the number of regions is high, individual monitoring approaches are recommended as

there is no message overhead for electing and maintaining the region’s representatives (i.e.,

region reps).

In future work, region reps rotation process should be implemented to further improve

the performance of DRMON. Further evaluation of these monitoring schemes could be

facilitated by the investigation of additional parameters such as heartbeat and monitoring

intervals, as well as other energy-efficient MAC protocols.

List of Abbreviations

CHEF cluster head election mechanism using fuzzy logic

CIMON centralized individual monitoring scheme

CRMON centralized region-base monitoring scheme

CSMA/CA carrier sense multiple access with collision avoidance

DIMON distributed individual monitoring scheme

DRMON distributed region-base monitoring scheme

ICN information-centric networking

LEACH low-energy adaptive clustering hierarchy

LPL low-power listening

LPM low-power mode

MAC medium access control

RX reception

TX transmission

WSN wireless sensor networks
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Figure Title and Legend

Figure Title Legend

1 Forest fire detection scenario In forest fire detection application, the monitored area is populated

with sensor nodes that are randomly deployed using an aircraft.

The coverage areas of nearby nodes likely overlap. The network

then requires only one or a few nodes in the same region to detect

an event.

2 Duty-cycling mechanism of X-MAC pro-

tocol

(a) for a unicast transmission, the sender transmits probing pack-

ets until an acknowledgment is received from the intended re-

ceiver, and (b) for a broadcast transmission, the sender must send

the packet continuously throughout the full wake-up interval be-

cause an acknowledgment is not used.

3 Heartbeat message snapshots of all the

four network monitoring schemes

(a) in CIMON, each individual node periodically sends heartbeats

to the sink, i.e., the centralized monitor station, (b) in DIMON, par-

ent nodes assume the responsibility of monitoring their child nodes

and do not forwarded heartbeats to the sink, (c) in CRMON, only

the representative of each region (i.e., region rep) is responsible

for sending heartbeats to the sink, and (d) for DRMON, each re-

gion rep’s heartbeats are monitored by one of its one-hop neigh-

bor, where the rest of them become observers that will immediately

trigger a region representative process in case the current region

rep fails.

4 Average power consumption per node

using different MAC protocols and net-

work monitoring schemes

Nodes using nullMAC generally waste most of their energy in the

idle state. However, the power consumption of all schemes using

XMAC is approximately the same because the power used for TX

activities is relatively small compared to the total power consump-

tion used during periodic wake-ups.

5 Average power consumption per node

using different network sizes and net-

work monitoring schemes

As CIMON requires participation of all nodes in the monitoring pro-

cess and all of the heartbeat messages need to be sent to the sink,

the growth of the network size leads to higher power consump-

tion. However, the distributed or region-based schemes consume

approximately the same amount of energy regardless of network

size, which implies that these schemes are scalable.

6 Average power consumption per node

using different node models and net-

work monitoring schemes

CIMON consumes the most energy, followed by DIMON, whereas

CRMON and DRMON consume the least energy for both plat-

forms. It is also evidenced that by using LoRa technology, the dif-

ferences in the power consumption of all the schemes become

larger.

7 Message overhead using different net-

work sizes

The addition of nodes clearly increases the number of messages

generated in individual-based monitoring schemes. In contrast,

region-based mechanisms attempt to minimize the participation of

nodes in the monitoring process, thus, the number of messages is

not obviously related to the network size if the number of regions

is the same.

8 Message overhead using different num-

bers of regions

When every node in the network has to be monitored, i.e., each

region consists of only one node, individual monitoring schemes

are shown perform better than the region-based ones. The mes-

sage overhead of CRMON and DRMON drastically increase when

the number of regions changes from 5 to 25. This implies that the

performance of region-based schemes tends to deteriorate if the

number of regions increases due to the overhead of the region

representation election process during the initializing state.

9 Diagram of ground truth (�A,C ) and

fault report ('A,C )’s status

Precision is defined as the ratio of the length of the time for which

the system correctly identifies faults to the total time of fault oc-

currences. Faults are correctly detected when �A,C and 'A,C are

both equal to 0 for identical region, A , and time, C . Recall is the

ratio of the length of time for which the system accurately reports

region status, both active and inactive, per total time of all reports.



Figures

Figure 1

Forest �re detection scenario. In forest �re detection application, the monitored area is populated with
sensor nodes that are randomly deployed using an aircraft. The coverage areas of nearby nodes likely
overlap. The network then requires only one or a few nodes in the same region to detect an event.



Figure 2

Duty-cycling mechanism of X-MAC protocol. (a) for a unicast transmission, the sender transmits probing
packets until an acknowledgment is received from the intended receiver, and (b) for a broadcast
transmission, the sender must send the packet continuously throughout the full wake-up interval because
an acknowledgment is not used.



Figure 3

Heartbeat message snapshots of all the four network monitoring schemes. (a) in CIMON, each individual
node periodically sends heartbeats to the sink, i.e., the centralized monitor station, (b) in DIMON, parent
nodes assume the responsibility of monitoring their child nodes and do not forwarded heartbeats to the
sink, (c) in CRMON, only the representative of each region (i.e., region rep) is responsible for sending
heartbeats to the sink, and (d) for DRMON, each region rep’s heartbeats are monitored by one of its one-
hop neighbor, where the rest of them become observers that will immediately trigger a region
representative process in case the current region rep fails.



Figure 4

Average power consumption per node using different MAC protocols and network monitoring schemes.
Nodes using nullMAC generally waste most of their energy in the idle state. However, the power
consumption of all schemes using XMAC is approximately the same because the power used for TX
activities is relatively small compared to the total power consumption used during periodic wake-ups.



Figure 5

Average power consumption per node using different network sizes and network monitoring schemes. As
CIMON requires participation of all nodes in the monitoring process and all of the heartbeat messages
need to be sent to the sink, the growth of the network size leads to higher power consumption. However,
the distributed or region-based schemes consume approximately the same amount of energy regardless
of network size, which implies that these schemes are scalable.



Figure 6

Average power consumption per node using different node models and network monitoring schemes.
CIMON consumes the most energy, followed by DIMON, whereas CRMON and DRMON consume the least
energy for both platforms. It is also evidenced that by using LoRa technology, the differences in the power
consumption of all the schemes become larger.



Figure 7

Message overhead using different network sizes. The addition of nodes clearly increases the number of
messages generated in individual-based monitoring schemes. In contrast, region-based mechanisms
attempt to minimize the participation of nodes in the monitoring process, thus, the number of messages
is not obviously related to the network size if the number of regions is the same.

Figure 8

Message overhead using different numbers of regions. When every node in the network has to be
monitored, i.e., each region consists of only one node, individual monitoring schemes are shown perform
better than the region-based ones. The message overhead of CRMON and DRMON drastically increase
when the number of regions changes from 5 to 25. This implies that the performance of region-based
schemes tends to deteriorate if the number of regions increases due to the overhead of the region
representation election process during the initializing state.



Figure 9

Diagram of ground truth (Gr,t) and fault report (Rr,t)’s status. Precision is de�ned as the ratio of the length
of the time for which the system correctly identi�es faults to the total time of fault occurrences. Faults are
correctly detected when Gr,t and Rr,t are both equal to 0 for identical region, r, and time, t. Recall is the
ratio of the length of time for which the system accurately reports region status, both active and inactive,
per total time of all reports.


