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Abstract

In this paper, using edge processing in IoT network ,a method to decide on task of-
floading to edge devices and improve management of consuming energy in network
of edge devices is introduced. First, by defining the problem of maximizing utility
and then by decomposing it based on the status of task offloading from end devices
to smart gateway with the lowest battery consumption and the possible lowest use
of the communication bandwidth, independent optimal models are obtained and then
combining. Then the general problem of maximizing the usefulness and increasing the
lifetime of the end devices with restrictions of processing time and energy resources will
be obtained. Due to the unknown environment of the problem and how the end devices
and the edge of the network, an iterative reinforcement learning algorithm is used to
generate the optimal answer in order to maximize the utility gain.The results show the
existence of processing overhead and network load with increasing number of devices.
The proposed method, while improving energy consumption in existence of a small
number of devices in end of edge, reduces latency and increases processing speed and
maximizes system performance compared to the central cloud system. The operating
efficiency of the whole system is improved by 36% and the energy consumption at the
edge of the network is optimized by 12.5%. It should be noted that, with the addition of
a large number of end devices, our method outperforms similar works.

Keywords: Internet of Thing, Edge Computing, Task Offloading, Energy Consumption
Management.

1. Introduction

With the development of IoT(Internet of Things) devices, energy consumption man-
agement has become essential. Data processing and computing methods are developing
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every day. To increase the quality of service and reduce the volume of data traffic and
delays as well as reducing energy consumption,edge processing and data exchange
are required at the edge network. Because of the complexity and redundancy of data
processing in each edge device and data transfer between devices and at different levels
of the system, energy consumption is increased. Therefore, due to the limitations of
end devices at the edge of IoT networks, energy consumption management at this
level is essential[1]. So far, cloud computing methods have sometimes expanded cloud
resources to the edge network. But, because of the size of the IoT network and the
existence of heterogeneous devices at the edge of the system, this expansion could not
be effective in energy management at the side of the net. [2]. Edge computing techniques
can not only access the central cloud but also access the data and process offloading
taken from the end devices and can exchange data [3]. Although some part of the data
processing can be done in the cloud, based on the organization of edge computing, but
processing management at the edge of the network is very important in terms of energy
consumption [3].
IoT networks on edge consist of sensors, actuators, and the embedded processing unit
and other devices available to storage and wireless communicated [2]. However, lim-
itations such as size, reduce the ability of any IoT device’s processing and energy
resource. Furthermore, wireless transmission consumes energy, [4] and more energy is
needed to improve service quality [5]. Therefore, to save energy on the edge of the IoT
network, QoS(Quality of Service) must be optimized at the same time. Improving QoS,
reduces transmission bandwidth, transmission delays and data packet loss. Therefore,
the balance Established between QoS and limited resources can save energy.
In the edge computing, by considering edge servers near end-users [6], has provided a
model in which network target services are deployed on edge servers to reduce network
latency to provide better QoS. They have solved the problem of EUA(Edge User Al-
locating) service providers by maximizing the number of dedicated edge servers and
computing resources employed on the edge servers while ensuring their network QoS.
They have proposed an exploratory method for finding optimal solutions for large-scale
cases that, while reducing delays and improving the quality of appropriate services, also
improves energy consumption to some extent [6].
Examining the development of the IoT network, it is observed that the network environ-
ment is becoming increasingly complex, and the sources of communication and energy
consumption are becoming increasingly scarce, which is a significant challenge for
IoT networks [7]. As the number of wireless devices on IoT proliferates, more data is
being obtained from the environment by network nodes. Therefore, the method of fast
data forwarding with limited storage space of end devices and limited bandwidth is a
big challenge for the current wireless network of IoT. Optimal energy consumption by
end devices simultaneously with the above problems, adds to the importance of using
a smart method to manage energy [8]. Being aware of the importance of QoS in the
IoT network, developing algorithms and methods to find the right balance between
computing at the edge of the system, QoS, and power efficiency to extend the life of the
network and devices is essential.
Because end devices have batteries, they will have a shorter lifetime due to high energy
consumption for data transmission and processing. The use of reinforcement learning
methods in intermediate devices reduces the amount of offloading, and prevents exces-
sive energy consumption in the end devices [9],[10]. Therefore, learning-based energy
management methods such as Q-learning should be used at the edge of the network,[11]
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to balance the proposed parameters of QoS, and increase the lifetime of the system by
managing energy consumption.
Here, reinforcement learning method is proposed for energy management on IoT sys-
tems. This method uses optimal control measures in time-varying dynamic energy
management systems. Of course, in these systems, despite the challenge of data transfer
and bandwidth limitations, edge computing techniques are used yet[10]. Furthermore,
in IoT-based energy management systems, edge computing can provide computational
services on the edge of network near IoT devices and reduce the volume of the portable
data using pre-processing methods [12]. Also, edge computing can enhance the lim-
ited capabilities of low-power devices by utilising computational demand and energy
management[13]. Studies show that in energy consumption management in IoT systems
the following parameters and methods are important:
QoS requirements in the IoT communications, selecting the location of data processing
on the network and edge computing method and communication latency and method
of control of the computing process between end-devices and network devices. In IoT
devices, communication and computing solutions and network data transmission have
an effect on the QoS provided. The high expectations of QoS with the precise perfor-
mance of the communication network can affect the energy consumption of the devices
at the network level. According to the complexity of network infrastructure and QoS
requirements in resource management, managing energy consumption IoT devices focus
on various aspects of optimization, such as minimizing latency, optimizing resources,
and minimizing costs [14].
QoS features are essentially depending on the preferences and limitations of the wireless
network edge, respectively, and since there is a surface QoS in each layer of the IoT
model, the selection of the above requirements is done according to the network edge
computing model [15]. The general QoS requirements of the system at the IoT edge
level, are as follows. Of course, depending on the problem definition model and the
intended application, some QoS requirements can be assumed to be fixed as below [16];
bandwidth, throughput, processing priority, scheduling policy, cache policy, quantum
timing, frame rate, frame Size and resolution, response time, battery lifetime, cost and
reliability.
Here, an algorithmic method of energy consumption management based on reinforce-
ment learning is presented at the edge of the IoT network. Also, edge computing and
task offloading methods are used to improve processing and transmission time at the
edge. In addition, some QoS requirements are considered at edge of the network to
manage energy usage.
This research continues with the following structure: In Section 2, related works with
energy consumption management in the IoT are discussed. In Section 3 the IoT energy
consumption management algorithm and it’s requirements are described and in section
3.3 the energy consumption model at edge of IoT network and the proposed method
in reinforcement learning and QoS requirements information are represented. Then, a
simulation setup also simulation and model results are brought in Section 5. The results
indicate the performance of the above methods. Conclusions of the discussion and future
work are presented in Section 6.
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2. Related work

In this part, a summary of the related works will be presented. Creating dynamic edge
nodes and maintaining an edge network that they can load their task, are challenging[17].
Also, for efficient use of edge computing resources, energy consumption management
and new resource management programs are needed for the architecture of the hybrid
cloud/edge networks. There are several ways to manage energy consumption in IoT
systems. For example, a state of the art algorithms and energy conservation approaches
according to the energy consumption management provided by [18].
In [19], a powerful way with task offloading by use of cloud computing is presented.
Online offloading is a difficult task and they use an algorithm that minimizes the time it
takes to use the cloud service.
According to [20], the use of task offloading and resource allocation for MEC(Mobile
Edge Computing) reduces the MEC delay and edge computing time. Finally, as stated
in [21], the issue of energy optimization consists of three combined problem solving
methods that are solved by non-linear programming method with a combination of the
following: offloading decision, resource allocation, and over-clocking decision. Solving
the above problems in MEC systems, the delay is reduced, and the energy consump-
tion of the MEC system is optimized. [22] has proposed an average time calculation
rate maximization algorithm that allows the joint allocation of radio and computation
resources and the harvested energy can be used. They have powered by the wireless
harvested energy signal to extend their device’s lifetime in the IoT network. In any time
block, the proposed algorithm decides about the optimal bandwidths, transmit powers,
time allocations for computing on the device and task offloading, and the device local
CPU(Central Processing Unit) frequencies. Finally, [22] also used a dynamic resource
allocation technique for the optimized interchange between the energy utilization of the
user device and the total operation delay.
In [23], the problem of energy efficiency optimization adjust QoS requirements ac-
cording to the stability of the battery of devices with random optimization, which is
challenging to solve due to connection time limitations, and that is one of the NP-hard
issues. They have used the Lyapunov optimization, which uses current user modes and
does not belong to system statistical information. Also, the issue of energy management
for MEC systems has been examined. At the same time, MU(Mobile Units)s equipped
with EH(Energy Harvesting) tools with QoS restrictions have been considered. The
authors have developed a loading method based on Lyapunov’s optimization process
for energy exchange during execution. They have optimized energy consumption with
formulating the optimization problem and edge computing capacity limitation and im-
plementation delay time. Also, to maximize network efficiency by creating a balance
on efficiency, they have designed a disturbed Lyapunov function that has been solved a
knapsack problem per time slot for the optimal program. In addition, they also tried to
maintain the Qos requirements in MEC.
In [24], Energy management and service quality in the vast IoT environment have been
done with thousands of units consisted of objects and services. They have defined the
conscious choice of QoS services to provide a combination of services as a difficult NP
problem. In [24], ILP has been used to solve the problem of service selection. The issue
of service selection has been developed to dominate the restriction of the ILP-based ap-
proach. Each of which, deals with a QoS feature. In the hybrid model, services selection
has been formulated as a MMKP(Multidimensional Multichoice Knapsack Problem),
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where the graph model describes the election as a MCSP(Multi-Constraint Shortest
Path) problem. The main goal of the authors is to access better quality of services by
minimizing energy utilization, ie maximizing the battery of the device. The primary
purpose of [24] is to use the energy consumption specifications and QoS features and
the user’s priority in computing at the edge of the mobile objects network.
Furthermore, [25]has proposed a method based on workload composition and propaga-
tions to existing cloud management software. They have developed a novel technique to
energy yield in virtuallized infrastructures, and in this way, they have increased energy
yield. Their proposed method allowed the prediction of resources in virtual mode and
freezes them if unused, to energy saving in the base infrastructures.
[26] has developed a game-theoretic method for achieving QoS-aware calculation of-
floading in a distributed network system. They investigated the multi-hop computation-
offloading problem for the IoT-edge-cloud computing model and communication-
routing issues to minimize each task’s processing time and energy utilization. By
proposing a scheme by the MDP(Markov Decision Making Process) for resource alloca-
tion and task scheduling in the edge in [27], the computing paradigm has examined the
issue of energy efficiency of the IoT system. They have balanced the trade-off between
energy consumption and QoS requirements. [28] has examined the capabilities of short-
range wireless devices to connect to other power equipment such as a smart-phone as
a GW(Gateway) for the Internet connection. The method used, is the M2M(Machine
to Machine) method. The authors have also examined the quality requirements of QoS
services for selecting the appropriate M2M gateway for terminal device connectivity.
The application of different operating models presented in M2M gateway selection
using the short-range wireless system, has also provided significant optimal results in
terms of energy consumption.
While describing the trend of IoT edge computing in [29], its effect on the energy
consumption of IoT devices has also been examined. Then, the overhead caused by the
computing at the edge has been evaluated.
In [30], edge computing has been proposed as a promising way to increase capacity and
resource management on IoT devices to support QoS and QoE(Quality of Experience)
on the network and its devices. According to [31], the interaction between IoT end
devices on edge, affects not only the QoS of system and latency but also energy con-
sumption and battery lifetime of the devices. They have developed IoT network resource
management strategies. They have challenged the management of processing and tasks
in IoT and have studied the various applications of machine learning for data processing
and managerial tasks. Also, They have classified and used modern applications of
machine learning according to the type of data and their scope of application in IoT
systems.
In [32], the optimal EMP(Energy Management Policy) in nodes of WSN(Wireless Sen-
sor Network) has been obtained, which has the optimal power and the average optimal
delay in the low SNR regime.They have modelled the energy conversion function used
to transfer data to the central node as a linear function. They have also modelled the
function of converting energy consumption to data transmission in nonlinear modes
using specific exploration policies. In [33], the energy harvesting method has been used
to optimize energy management to maximize network performance. They have used
two reinforcement learning algorithms in the decision-making process at a discounted
cost to solve the energy management and EH problems. Regardless of the form of
conversion performance, they have proposed optimal energy management policies. [34]
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has proposed a new MF(Matrix Factorization) matrix model with deep learning, which
has completed the CNN(Convolutional Neural Network). They have used the learned
hidden features of the neighbour node to select an active node or service features. The
CNN learns the features of neighbour node, form a feature matrix, and evolves the
features of the purpose service.The results of practical experiments in edge processing
environment has verified that compared to similar methods, the proposed method in
[34] could consistently achieve higher QoS results.

3. The energy consumption in edge of IoT network and it’s requirements

3.1. Energy consumption model of IoT end device
There are several operational cycles during the performance of an IoT end device.

These cycles starts by the system timer or according to the environmental motivations
as follows; sensing / Actuating, Processing, Transmitting. Each of the above operational
tasks consumes energy.

Processing

Unit

Sensor Actuator

Communication

Module

Memory

Power

Data 

Acquisition
Actuation

A2D / D2A

Schema

of 

IoT

end Device 

Figure 1: Schema of IoT end device model.

According to the schematic model of Fig. 1 which shows the essential components
of these devices, their power consumption is spent in one of the areas of sensing or
actuation, processing, communication, and the standby mode of the device[35]. If each
IoT device is specified with an Id, where d = {1, 2, 3, · · · , N} and N are device
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numbers, then the energy consumption of each Id device at time t could calculate with
using the power of each of the device operating processes as Eq. (1);

Pd (t) , Sd (t) + Td (t) + Cd (t) + Pstd . (1)

Where, Pstd is the required power of Id in standby mode and Sd (t) is the required
power of the device to sense and store input data - Td (t) is the required power of the
device to transfer data at moment t and Cd (t) is the power consumption of Id to process
in device or process offloading to a higher level at moment t. By integrating the power
consumption equations, the instantaneous energy consumption of each component of
the device and its total energy consumption during its life cycle can be calculated as Eq.
(2) and (3).
ESd

,
∫
tSd

Sd(t) dt , ETd
,
∫
tTd

Td(t) dt , ECd
,
∫
tCd

Cd(t) dt .

Ed (t) , ESd
+ ETd

+ ECd
+ Estd . (2)

EdTotal
,
∑
j

ESdj
+
∑
k

ETdk
+
∑
m

ECdm
+ Estd . (3)

Where, EdTotal
is the total energy consumption of each end device of the IoT network,

and j = {1, 2, 3, · · · , NSd
} , k = {1, 2, 3, · · · , NTd

} , m = {1, 2, 3, · · · , NCd
} and

Estd , Pstd ∗ T . T is the time period of the total activity of each device.
Assuming the independence and approximate equality of energy consumption of each
of the operating processes in the duty cycle of the IoT device Sensing /Actuating,
Processing, Communication. If an independent x process occurs in the number of
samples more and more, the average energy consumption E(x) of the device for X
process approximately will be as follows;

E (x) = (1/N) ·
∑
n

Xn , n = 1, 2, 3, ..., N . (4)

According to the above assumption and Eq.(3) and Eq.(4), the average energy consump-
tion of each device will be as follows;

Ed = NSd
.ESd

+NTd
.ETd

+NCd
.ECd

+ Estd (5)

⇒ Ed =
∑
i

Edi , i = 1, 2, 3, ..., N . (6)

In Eq. (6), i is the process number of the device and Edi is the average energy consump-
tion of a device with N independent processes, and Ed is the sum of the average energy
consumed in IoT end devices.
Due to the autonomous operation of IoT end devices, the device’s standby energy
consumption is significant in the network. (Due to constant listening to the communi-
cation channel). For this reason, in energy consumption modeling in IoT systems, the
energy consumption of Standby mode is also included [36]. Of course, in modeling,
the device’s energy consumption is not considered to perform its main tasks, and if
necessary, we can model it in full detail. This modeling’s primary purpose is only the

7



energy consumption of the device concerning the network and processing approach.
According to Eq. (5) on the IoT end device’s energy consumption during its operation
period, the battery lifetime of each device in a local IoT network with N devices can
be computed. Then, according to the remaining energy of the battery of each device, it
is decided how to manage the energy consumption and how to perform the processing
operation in the terminal device or load the processing to a higher-level device and also
transfer the data.
If for each end device Id the model vector is as follows;

Id =
(
xd, Rd, Bd, ed, Ud (xdi) , Sd (xdi) , Td

(
rdij
)
, Cd

(
rdij
))

(7)

where, xd indicates the possible input data rate to Id with a specified sampling frequency
and a certain data resolution. Given that each IoT device offers its services at different
Md quality levels, and each level has a different input data ratio and different QoS, So;

xd = {xdi |i ∈ [1,Md]} . (8)

In 7, Rd represents a set of possible data transfer rates from Id, which depends on xdi
device input data rate and the IoT device offloading strategy. The level of offloading and
transfer of processing determines how much of the device’s input data is not processed
by its processor system and is transmitted to the high-level gateway.
Qd of an Id demonstrates the different levels of device process offloading.
Also, rdij is the data transfer rate based on the level i and the input data rate of the
device and the transfer level j and depends on the amount of data loaded from the
common inputs to the gateway and the average output data of the processed device.

Rd = {rdij |i ∈ [1,Md] , j ∈ [1, Qd]} . (9)

Bd is the minimum remaining battery lifetime of the device and specifies the next
charge time or battery replacement time.
Also, ed is the residual energy of the battery of the IoT end device by which the device
can continue to operate and it is related to the instantaneous energy consumption of
each device;

ed = eb (t)− Ed (t) . (10)

Ud (xdi) is a utility function that evaluates the quality of service provided for user
when the end device is receiving data with xdi input rate.
Sdt (xdi) Specifies the required power of Id at moment t for sensor / actuator and xdi
input data storage at moment t.
Tdt
(
rdij
)

is the required power of Id in t for data transfer at rdij input data rate.
Cdt

(
rdij
)

is the required power of Id for data processing with xdi input rate below
the transfer level j at t.
Therefore, in the Eq. (1) and the operational model of the Id, the device’s battery life
storage to continue working from the moment t is calculated as follows;

bdi,j,t
= edi,j,t/Pdi,j,t (11)

Where, bdi,j,t is the remaining battery storage of Id at moment t, when the device
receives and processes input’s data at the xdi rate or transmits data at the rdij data rate.
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3.2. Local gateway energy consumption model according to its operational model
Gateways connect IoT end devices to higher levels of the network and internet,

receiving data from IoT devices and sometimes processing them as needed, and then
transmitting the final result to the edge processing or cloudlet level.
Due to the performance execution of gateway devices, the energy consumption depen-
dence to those network load is low and linear [37]. Therefore, the change in energy
consumption of their under load state is very small compared to their free state, so these
devices also can be used in the processing of task offloading from the IoT end device.
According to the description of the network element using its power consumption in idle
and active modes, the linear energy consumption of most network equipment relative to
the network load, and the low energy consumption of the device in the network load
mode [38], the power consumption of a gateway (PGW ) can be calculated using the
power consumption of the idle state (Pidle) and energy required (E) for the maximum
traffic load (RGW ) that can pass through that gateway, as follows:

PGW (t) = Pidle + E.RGW (t) . (12)

Since the gateway does not generate significant traffic, and its power consumption
in the idle mode can be 95% higher than its maximum power consumption for load
transfer[37], so according to the Eq.(12) the energy consumption of a gateway during
time T is as follows:

EGW =

T∫
0

PGW (t) dt ≈ Pidle × T . (13)

Data rate in a GW(Gateway) device is shown with RIoT as follows:

RIoT =
∑
i

Rdi , fori = 1, 2, 3, . . . , N . (14)

Where, Rdi is the data rate of IoT devices that are connected to a GW. If the background
traffic of other devices connected to GW except the above Id device is shown with
Rbgr, then;

Rbgr =
∑
s

Rvcs , fors = 1, 2, 3, . . . , N . (15)

Where, Rvcn represents the traffic data rate of a unique, stand alone service and Ns is
the total number of GW access services. Therefore, all RGW traffic will be as follows;

RGW (t) = Rbgr (t) +RIoT (t) . (16)

So the energy consumption in each gateways of the IoT network in T period base on
data transferring ratio will be as below;

EGWl
=
∑
l

PGW l
× Tl . (17)
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Where l is the number of levels under the network load in each GW set.
According to the issues, regarding the energy and power consumption of the gateway,
each gateway in IoT network is modeled as follows:

GW =
(
pc
(
rdij
)
, R, PC , PGW l

(R)
)
. (18)

Where, pc
(
rdij
)

indicates the ability to process the gateway according to the required
processing needs of the Id, which with the data ratio of rdij , obtains the data from
the end device at any time with offloading level of j to gateway. R = Rmax is the
total bandwidth available to the gateway to receive data from the end device, PC
is the maximum ability of the gateway to process data, and PGW l

(R) is gateway
power consumption at any time based on the data transfer rate of network devices for
processing by the gateway in edge LAN location.Of course, in the above model, the
effect of the environment and surrounding devices -such as interference and noise in
data transmission - is not considered in the R and Td

(
rdij
)

parameters, but can be
modeled if needed.

3.3. Edge Network Energy Consumption Modeling
In modeling the energy consumption of network edge devices, a bottom-up approach

is used to describe the energy consumption of each network edge element based on the
number of devices in each network part and the model of each device [39].According
to the schematic model presented for the lower part of the network edge in the Edge
system in Fig. 2, energy consumption in the network is a function of the data traffic
flow generated by the devices and the ability to process each element of the network to
provide services to end applicants [40].Because IoT devices often generate bit streams,
it is possible to split energy consumption between all network elements, regardless of
the size, capacity, or power consumption of the device. Of course, this is made possible
by the ability to delegate processing to higher-level devices.
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Figure 2: Operational model of a gateway device in the edge of IoT network.

Therefore, according to Eq. (12)and considering that the energy consumption in each
time period in each device is E =

∫ t2
t1
P (t) dt, it is possible to compute the required

power consumption for each transmitted bit with transfer rate R, as follows:

P (R) = Pidle + Einc ·R . (19)

Where, Einc · R is the power consumption per bit transmitted with transfer rate R.
Therefore, Einc, which is the amount of energy consumption per bit transmitted at
R ratio, and can be calculated as (Pmax − Pidle)/Rmax. The device ability-based
modeling approach divides the power consumption of the idle state of the network
device and allocates it to the processing of offloading processes and services required
by other devices. The required power of the device is based on the transmitted traffic
flow using Pidle , u ·Rmax , which u is the average amount of energy consumed in
the processing service by the gateway. So, the average energy consumption transmitted
per bit is assessed by a network element as follows;

Ebit = (Pidle/(u ·Rmax)) + Einc . (20)

Of course, many services have accessing the network elements in parallel and simulta-
neously. If the service provided by each network element to the Abit data bits generated,
received or transmitted consumes an additional amount of En energy, this additional
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energy is computed by the following equation:

En = Ebit ·Abit . (21)

Therefore, the energy consumption of the IoT devices in a network area for a GW is
equal to:

EedgeL
=
∑
i

(Edi + EbitGW i
·Abiti) . (22)

Where,Edi is the energy consumption of each IoT end device, andEbitGW
is the energy

consumption of each local gateway per transfer data to higher levels, and Abit is the
number of bits transmitted.

3.3.1. Sharing a gateway device between multiple devices or multiple application
services in terms of power and energy consumption based on data traffic trans-
mission at the network edge

In a common gateway between several applicants, to determine the amount of energy
consumption or the number of accesses to it, the part of the power of the device that
is allocated to the desired service is considered. To achieve this important goal, it is
practically impossible to determine the number of users or the number of elements or
services that have shared this gateway. The simple way to model this gateway device is
to use a traffic-based modeling method [41]. A part of the gateway power consumption
(total power required for the transmission and idle mode)is allocated to the service with
data traffic rate Rsrv . In this case, the power consumption of the above service in time t
will be as follows:

Psrv (t) = (Pidle/RIoT ) ·Rsrv (t) + Einc ·Rsrv (t) . (23)

Therefore, according to the above explanations, the energy consumption of each service
from the end device in the gateway can be calculated by considering the integral of Eq.
(23) in a time period of T ;

Esrv (t) = Pidle ·
∫ T

0

(Rsrv (t)/RIoT (t)) dt+ E ·Bsrv (T ) . (24)

Where, Bsrv (T ) is the total amount of data bits transmitted by the services over time
T . Therefore, the average energy consumption of each service in the time period of T
can be calculated as follows:

Psrv (T) = (Esrv (T )/T ) = Pidle · (Rsrv/RIoT ) + E ·Rsrv . (25)

Where, Rsrv/RIoT represents transmitted data ratio to total traffic transmitted to the
device in period of T and we have:

0 ≤ Rsrv/RIoT ≤ 1 . (26)

Considering the Eq. (26) values obtained from the above ratio, depend on the type of
service and data flow speed, so the following three different service scenarios can be
considered to examine the effect of the above average on the type and amount of energy
consumption of each service:
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Scenario 1: In this scenario, a service provided with a fixed data transfer rate
(Rsrv ≈ Rconstant) is transferred to the network device (such as pacemaker moni-
toring), thus;

Rsrv
RIoT

≈ (1/RIoT ) ·Rconstant ⇒ Psrv ≈ (Pidle · (1/RIoT ) + E) ·Rconstant (27)

Scenario 2: In this scenario, a service is provided with a data rate that is approximately
proportional to the total rate of data transmitted to the network device (Rsrv ≈ k ·RIoT ) , 0 ≤
k ≤ 1 ;

Rsrv
RIoT

≈ k ⇒ Psrv ≈ Pidle · k + E ·Rsrv (28)

Scenario 3: In this scenario, a service is provided with a data rate almost negligible
relative to the total transmitted rate to the network device

(
Rsrv

RIoT
≈ 0
)

;

Psrv ≈ Pidle + E ·Rsrv . (29)

According to the above scenarios, the data flow and the total traffic rate transmitted to
the network element, which is specified by Rbgd, can be defined as the sum of the input
data rates of the services provided through the network device at any time:

Rbgd (t) =

n∑
l=1

Rsrv,l (t) ; l = 1, 2, . . . , n . (30)

Which, n is the number of services provided by the device for the data transferred to
it. So the needed traffic for a processing service in the network device, in addition to
Rbgd (t) ,including data transmitted rate at moment t via the network element (RIoT (t))
can also be calculated as follows;

RIoT (t) = RIoTdata
(t)+Rbgdsrv (t)⇒ RIoT (t) = u (t) ·Rmax, for0 ≤ u (t) ≤ 1 .

(31)
According to Eq. (31), the power consumption of a common network device between
several terminal devices or services with RIoTdata

data rate is as follows:

PIoT = (Pidle/Rmax) · (RIoTdata
/u) + E ·RIoTdata

. (32)

Hence a suitable metric for the average energy consumption per transmitted bit (idle
mode + increased bit transfer) to a share network element with J�bit unit is as follows:

EBIT = ((Pidle/Rmax) · (1/u)) + ((Pmax − Pidle)/Rmax) . (33)

According to the description provided, IoT services that include sensors / actuators and
a user who has access to a common gateway; the effective rate of gateway Reffect and,
effective utility ueffect and gateway power consumption for each service j will be as
follows:

Reffect (t) =

j∑
j=0

k∑
k=1

RGW j,k
(t) . (34)
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and,

P
(
RGWj

)
=

(Pidle/

j∑
j=0

k∑
k=1

RGW j,k
) + ((Pmax − Pidle)/Rmax)

+RGW j .

(35)
and, ueffect = Reffect/Rmax .

4. Deciding on the process and task offloading and its impact on energy consump-
tion management of the network

Deciding on the process offloading means which one of the tasks should be offloaded
to a higher level and which one should be processed locally. Using the QoE based-
utility function, the performance gain is measured over the system time period and the
offloading energy consumption is compared with the local experience in the IoT device.
Then, this matter is raised as a problem of maximum use of the system for the optimal
using of communication, processing resources, and resource allocation problem in edge
of IoT network in exchange for energy consumption. Due to the limited processing and
energy resources at the network edge, a resource management approach is needed to
save energy and reduce latency and ensure QoS at the network edge. Given that large
data is obtained by end devices and in a continuous flow of data from the environment,
to be processed in the cloud and the edge of network, the following three methods for
processing at edge of the network are proposed:
1- Connection between the edge servers and the end devices for processing in the above
servers.
2- Processing in the gateway devices and end devices.
3- Processing across the edge of the network on a large scale and locally on the network.
In case 1, several devices are located in the local edge server and transfer tasks to the
edge server for processing. There are different types of tasks, including atomic tasks and
tasks that can be shared between network devices for processing. In detachable tasks,
the system has some independent data, which allows offloading data and processing on
higher-level edge devices; Like health care systems. Most of the challenges in this area
are due to scale. The ability to process at the edge of the network and load more tasks is
related to the capabilities of edge devices, which often use stimulation mechanisms such
as tit-for-tat mechanism. [42]. Due to the fact that edge servers may have other tasks,
and also due to problems with uncertainty in the communication channel, there may be
excessive or unnecessary delays in processing work on the edge server. Therefore, it is
better to do the processing in more powerful devices in the middle of the network edge,
such as local gates, and as a result, a trade-off between power consumption and latency
is considered in edge processing due to the coverage area of the device.

4.1. Proposing a processing model at the edge of the IoT network
According to the proposed scenario, Fig. 3, the functional components include a

local gateway with the possibility of performing limited processing and computing with
a number of devices in the range of gateway services connected to the edge server.
These devices can be mobile and it may has different resources including: processing
and energy resources and so on. Each i device has C.Ti computing capacity and it has
the following features; input Di (bit), that includes program codes, input parameters,
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system settings, and the number of cpu cycles needed to process tasks is Ci. Then,
according to the stated cases, the ability of local calculations and processing time in the
local gate device can be evaluated and modeled with the following assumptions.

Types of devices

 in  the Edge-WLAN

GW with

 Processing unit

WLAN BS

 Edge Processing

server

Hybrid Devices 

with Processing unit & GW

Figure 3: schematic of the functional components used in edge processing scenario of IoT.

Assuming the tasks are atomic and that the values related to the amount of input and
transmitted data and the number of cpu cycles can be obtained using the application
profile, any computational task can be processed locally on the device or by a processing
center at the edge of the network. In local processing, Fil is the ability of local computing
of device i in terms of Instruction/Sec. [43], [44];

Ti
l = Ci/Fi

l . (36)

According to [45], CPU power consumption is a linear function with a specific operating
frequency, which is calculated as follows;

Pi
l = α.(Fi

l)γ . (37)

Where, Pil is the power consumption of each local cpu device and the values of α and γ
are typically 10−11 and 2, respectively [46]. Therefore, the energy consumption of each
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device is based on its processing ability and power consumption(in joules) as follows
[43], [44], [46];

Ei
l = Pi

l.Ti
l = α.(Fi

l)(γ−1).Ci . (38)

Fi
l and Cil values are intrinsic features of each device and are obtained from the device

profile. Computations in a device other than a local end device (eg. a gateway) usually
consist of three steps:

1- The end device uploads the CT to the central station.

2- The device allocates Fi processing resources to the task processing and then processes
it for the local device i.

3- The result of data processing is returned to the local device if needed, or it keeps
it and sends it to a higher hierarchy in due time. (This storage or sending both
consumes energy.)

Of course, in step 3, we do not consider the overhead caused by the obtained data.
At the edge of the IoT network, remote computing improves processing and energy
savings compared to local computing and processing with limited energy resource.
However, transmission delays and processing priorities increase the overall system
latency. According to the information about the energy consumption resulting from the
transfer of data to the computing station, and according to the communication bandwidth
and its operating model, the data rate of device and energy consumption will be as
follows:

Ri(Pi) = w. log2 (1 + ((Pi + hi)/N0)) . (39)

Where,w(Hz) is the bandwidth used to connect the local device to central station at
the edge of the network. Pi is the power consumption for data transmission and N0 is
the noise power. Each IoT end device can adjust the transmitted data rate from zero
to w. log2 (1 + ((P0 + hi)/N0)) by controlling the power consumed to transfer data.
Where P0 is the power required for maximum data transfer.
The total time of remote processing for device i, is Til (fi, Pi) and it consists of the
following two parts;

Ti
l (fi,Pi) = Ti

t (Pi) + Ti
e (fi) . (40)

Where, Tit (Pi) is transmission time at the channel, and Tie (fi) is remote execution
time, that obtained based on size of the input data rate (Di) and transmitted data rate.

Ti
t (Pi) =

Di

w. log2 (1 + ai.Pi)
. (41)

Where,ai = hi

N0
, and hi indicates the increase / decrease of channel consumption by

the local device Id in data transfer to the Processing station at the edge of the network.
Ti
e (fi) is also computed as follows:

Ti
e (fi) =

Ci
fi

. (42)

Of course, in the above formulations, the transfer time of the channel and processing
time in the processing device must not be infinite; that means: fi 6= 0 and Pi 6= 0 .
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Power consumption of each device Idi for remote processing in the edge processing
device is Eir(j), which is assumed to be only the energy required for offloading,
because by offloading the processing into the edge device, the energy to process of task
in end device can be saved [46].

Ei
r(Pi) =

Pi
ς
.Ti

t(Pi) =
Pi
ς
.

Di

w. log2 (1 + ai.Pi)
. (43)

Where, ς is the increasing gain of the device power, which is achieved by saving on
remote processing.

4.1.1. The formulation of Energy consumption management at the edge of IOT network
based on the processing model at the edge

At the edge of the IoT network with the possibility of edge computing and processing,
the quality of experience of the user i can be calculated by the task finalization time Ti
and the amount of energy consumption Ei [47];

Ti = si.Ti
r + (1− si).Til . (44)

Ei = si.Ei
r + (1− si).Eil . (45)

Where, S ∈ {0, 1} define the decision to offload to C.Ti , and if si = 1 , Task is
offloaded.
The improvement in latency of processing and energy consumption in the network
edge processing device compared to the local computings in the IoT end devices is
equal to Ti

l−Ti

Ti
l and Ei

l−Ei

Ei
l , respectively. The settings of each applicant, during the task

processing time and the total energy consumption for processing a task, are determined
by βiT , βiE ∈ [0, 1], respectively, which are determined according to the battery lifetime
of the device and its processing is needed until the end of the task. For example, a device
i with a shorter battery lifetime will increase BiE and decrease BiT , thus increasing
battery lifetime by saving energy consumption.According to the above settings, the
utility performance of each device i can be defined as follows,

vi(si, fi, Pi) = βi
T Ti

l − Ti
Ti
l

+ βi
EEi

l − Ei
Ei

l
= si.(βi

T Ti
l − Tir

Ti
l

+ βi
EEi

l − Eir

Ei
l

).

(46)
As in the above model Ti andEi are a function of the decision to offload from device i to
the edge processing station (si). The gain vi of each Id measures the QoE improvement
in offloading state relative to the local processing of computations on the same end
device. Therefore, QoE could get improved in computing on the edge processing
machine compared to the local processing on the end device. So, according to Eq. (44),
if the decision is local processing on the Id, si = 0, and the gain of offloading is vi = 0.
Also, due to bandwidth limitations and QoS restrictions and remote computing resources,
overloading of tasks offloading for remote processing increases computation time and
latency. If the remote computation latency time becomes too long, the computing utility
gain becomes v < 0. Therefore, according to processing priorities, limited resources and
service quality, it is possible to prioritize the loading of different users. In this case, the
priority of each applicant for task offloading is determined with ρi ∈ [0, 1] and the utility
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gain of the whole system for the available edge applicants will be
|k|∑
i=1

ρi.vi(si, fi, Pi).

Priority decisions are made by an intelligent algorithm according to QoS parameters
and resource limitations and the amount of processes offloaded in the queue. Whatever
ρi is close to 1, the more applicants will be in the queue priority for offloading and
processing in the central local device. The above relation, while calculating the utility
gain of all local IoT devices, also shows the tendensy of applicants to provide energy,
computing, and processing resources. Therefore, sharing remote resources to offload
the task becomes a maximized utility gain issue, which is formulated as follows [47],
[44], [48];

max
s,f,P

|k|∑
i=1

ρi.vi(si, fi, Pi) (47)

Where,s, f, P are decision vectors for offloading. In which s Shows the allocation of
processing/computing resources to the local Id, f is the ability to data transferring and
process computing from Id to the edge computing device, and if the condition f > 0
is met, indicates the allocation of computing resources to all applicants of IoT end
devices in the system. P is the power consumption of Id in data or process offloading,
computing and processing, which should be always positive and should not exceed P0,
that P0 is the maximum power for data transferring. k is the number of local Id in the
edge group of IoT network. Due to the limitations of the system, the total computational
and processing resources allocated by the central device to its local end devices should
not exceed the maximum processing power of the computing center (f0 with instruction
per second). It should be noted that the maximum number of N devices are allowed to
simultaneously transfer data to the edge computing device, that N = B

W .
The decision to offload processing is related to the optimization of network edge
communication resources and computing and energy resources. In addition, since
the above decision has an effect on the performance of the device and changes its
energy consumption, so due to the continuity of changes in energy resources and
computation, the above mixed problem can be formulated and solved by mixed nonlinear
programming[49]. To solve the problem, first it will break down into the following
dependency problems:

1- Joint optimization of energy resources, computing and communication for a special
offloading intention.

2- Optimizing the decision of tasks offloading based on the result of optimizing energy,
computational and communication resources.

So; Eq (48) is obtained;
max
s
v(s). (48)

However, in the above state, the maximum N simultaneous transmitter device, previ-
ously described, must be considered. Therefore v(s) is the maximum utility gain of
system for a particular task offloading decision, when computing, energy and commu-
nication resources can be optimized simultaneously together. So, in the latter case the
problem is as follows;

v(s) = max
f,p

∑
i∈S

ρi.vi(si, fi, pi). (49)
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Where, 0 < Pi 6 P0, and fi > 0, and
∑
i∈S

fi 6 f0. According to the problem

raised in Eq. (49), joint optimization of communication, computational and energy
resources with the possibility of deciding on special offloading can be written as follows.
Computational resources f in both of the above objectives will be separated according
to the mentioned limitations. Therefore, problem in Eq. (49) as described earlier is
solved independently with optimizing computational and communication resources and
using remote resources.

4.1.2. Joint optimization of energy, computing and communication resources in edge
of IoT with a bottom-up hierarchical view

According to the problem posed in Eq. (49), the problem of joint optimization of
energy resources and computing to decide on processing or offloading can be solved
by replacing Eq. (46) and according to the process offloading conditions, the power
consumption of each end device to transfer data. Therefore, regarding the shared use of
resources in the network edge processing station by the final devices, base problem Eq.
(49) can be rewritten as follows;

max
f,p

(
∑
i∈S

ρi.(βi
T + βi

E)−
∑
i∈S

ρi.(
βi
T .Ti

r

Ti
l

+
βi
E .Ei

r

Ei
l

)). (50)

Pursuant to the analysis of the problem, according to Eq. (50), it is enough to maximize
the utility gain and optimization at the mentioned problem, and minimizethe second part
of the relation in Eq. (50). That is, during the completion time of the remote processing
related to the device i, the edge processing station minimized the consumption of the
above resources, in order to provide the requirements for the quality of operations and
the quality of services.

min
f,P

∑
i∈S

ρi.(
βi
T .Ti

r

Ti
l

+
βi
E .Ei

r

Ei
l

). (51)

First, the Eq.(51) is solved by inserting parametric values. Then each of the energy,
communication and computing sources in offloading from the end device to the edge
processing station are optimized. That is, each end device uses it’s resources to minimize
the following.

min
Pi

f(Pi) ; 0 < Pi ≤ P0. (52)

min
fi

g(fi) ; for each i ∈ S, fi > 0,
∑
i∈S

fi 6 f0. (53)

Considering the solution of the problem raised in Eq. (50) and the subproblem proposed
in Eq. (51) and their sufferance conditions, the optimization of the computational
resource are performed independently in the coverage radius of the processing station
by solving Eq.(52) the optimization of the energy resource and by solving Eq.(53).
Considering the discontinuity of the cases presented in the independent solution, while
combining the decomposed problems Eq.(51), Eq. (52) and Eq.(53)and considering the
general problem in Eq. (50), finally the basic problem is obtained as follows and it is
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resolved using the integer nonlinear programming method[49].

max
S

∑
i∈S

ρi.(βi
T + βi

E)−min
P

∑
i∈S

f(Pi)−min
fi

g(fi). (54)

By solving the problem Eq.(54) with all the conditions presented, non-unique answers
were obtained for each of the final devices within the coverage radius of the remote
processing device, which can replace any of the answers of the maximum gain model.
Given that the above problem is Np-Hard issue and can solved independently in data
transfer and loading from device i to remote processing device, so due to the limited
number of devices covered by the processing station and also because of the bandwidth
limitation in the communication channel, this problem could be solved and exit the
Np-Hard mode and has a unique and appropriate response at any time to decide whether
to perform task offloading or local processing. Considering the problem of the whole
system at the edge of the IoT LAN and the possibility of remote processing in each
of the GWs, the effect of adding each new end device to the processing edge set (A),
turns the problem into a new problem. Therefore, decisions on process transfer or local
processing capability should be reconsidered in the system edge operating matrix;
Adding any new device to the network edge processing pattern can increase the overall
utility gain. So with the addition of a new device to the edge of the network in the
coverage area of each GW, the Eq. (55) will be obtained;

Gi(V(A)) = (A
⋃
{i})− V (A) = ρi.(βi

T + βi
E)− (G(i) +G(i|A)). (55)

Where, G(i) and G(i|A) represent the utility gain of all fixed and variable parts of the
network edge, which are computed in each new solution of the problem. G(i) does not
relate to the set of offloading decisions, but G(i|A) increases uniformly by decision
to offload set of A, and according this fact the problem is NP-hard stems. Of course,
as mentioned, in real systems, due to the limitations of the number of local devices on
the edge of the network and also the limitation of the bandwidth of communication
system, the problem can be managed and solved. End devices may have different
capabilities; In some it may be better to process locally, and in others it may be better to
offload the process into a remote processor and GW. Of course, this issue, in addition
to the capabilities of the device, also depends on the conditions of the transmission
channel. However, the decision algorithm makes the relevant decision according to the
device profile and service quality and adjusts the total utlity. If max Gi(V (A)) ≤ 0
then local processing will be performed in each newly added device (applicant) . If
min Gi(V (A)) ≥ 0 then, the decision output will select the offloading mode from the
device i to the remote processing device. In each of the selections and at each stage,
all the parameters of the resources, energy and power consumption of all devices and
the processing and remaining energy of the batteries of the devices are updated and
transferred to the device profile and management program. If the primary applicants
require more bandwidth than the available bandwidth (|s| > N ), then by eliminating
the minimum number of applicants, the desired bandwidth can be computed exploratory
and directly. Applicants in this exploratory search will be selected to maximize V (s)
faster, and care must be taken to make Gi(Vi(s)) > 0 in each selection, in which case
S
⋃
{i} is also inseparable. Every time after updating the parameters, the output of the

decision is provided to the central station so that it can choose the best applicant for
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process offloading that has the optimal consumption of energy and other resources.
In fact, in choosing the most suitable applicant in process offloading from the end
device to the remote processing device (gateway), the main issue is to maximize the
total utility of edge set. For this purpose, taking into account the processing priority
of each end device in data/processing offloading (ρi), the ability of each device in
offloading or processing (fi) due to the max Gi(V (A)) ,device transfer ratio (ri) and
power consumption of each device to offload processing to the gateway at the edge of
network (Pi), the following utility gain model can be formulated to manage consuming
the energy of each end device during operation in the examined network edge set;

max
i,f

(
∑
i∈S

∑
f

(uif × ρif ). (56)

uif = ui.(xif )

Pif = pi.(rif )

∀i ∈ S, ∀f ∈ i,
∑
f∈i

ρif = 1

∑
i

∑
f

(rif × ρif ) ≤ R

∑
i

∑
f

(pif × ρif ) ≤ P .

The main goal is to minimize processing and transfer latency and reduce energy con-
sumption for IoT edge processing operations. To determine the optimal location for
task processing, in order to reduce energy consumption, the following off-policy rein-
forcement learning and an efficient resource allocation mechanism is applied to increase
the use of EC servers due to limited energy consumption and comparative resources
compared in edge. In the proposed method as calculated in the previous sections; In
order to solve the problem of resource management in edge, based on parameters derived
from the environment such as data size, bandwidth, processing load to GW and edge
servers, signal strength and power consumption, the necessary decisions are made and
the learning process is performed.

4.2. Reinforcement learning process in energy consumption management by consider-
ing IoT edge processing

Reinforcement learning(RL) is one of the most basic methods of machine learning
for better decision making in environments with uncertain characteristics. In this method,
while the agent reacts to the environment state, the agent depending on the environment,
learns type of function in next steps and performs the learned action in the next steps,
and in return for doing so, receives the rewards and changes the state of the environment.
This learning process is repeated until the total aggregation rewards received from the
environment are enlarged and maximized[50]. The learned operation policy includes
episodes in which the process of offloading, processing, and transferring data is repeated
each time the devices are turned on until off. In addition, each time the reward for
adopting the optimal policy of energy consumption and less use of network resources,
such as high data transfer rate while short-term use of network bandwidth, is recieved
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to improve service quality parameters.It is assumed the environment is demonstrated
by a Markov decision-making method [51]in which the transfer of the operating state
depends only on the current state and the action that takes place in the current state, so
it does not depend on previous states and actions.
Given that Q-learning is a method based on reinforcement-learning in decision-making
and management issues, the general process of Q(st, at) learning is that Q-value is
reached by calculating the pair of status and operation of at and st in a discrete time.
Q-value calculates and updates the maximum reward using the Belman equation as
follows;

Q∗v∗(st, at) = r(st, at) + γ ·maxQ(st+1, at+1). (57)

In Eq. (57), based on the ideal approach v∗, the ideal Q-value of Q∗v∗ is calculated
by adding the current r(st, at) bonuses and the maximum future bonus of γ, and
Q(st+1, at+1). γ ∈ [0, 1] is a coefficient that shows the relative significance of future
rewards. As γ coefficient decreases, the network processing agent becomes divergent
and weak, while it increasingly focuses on the current reward.(Processing on the device)
The larger γ, converges the factor and foretells future rewards. At each step of adding a
new applicant, γ is randomly selected between [0,1]. But it is not configurable by the
system designer. It should be noted that for greater convergence, γ must be selected
larger than ρi at each step, so γ ∈ [0, 1]. At any time with the Q-value update, the new
Q(st, at) pair is stored in the energy status-process table, which includes the remaining
energy mode of the device and the selection of the type of processing in the device or
network, according to the described parameters based on maximum reward. The type of
chosen processing in accordance to the values of the Q-table is up to date at any time
primarily based on the Bellman equation as follows.

Q(st, at)← (1− θ) ·Q(st, at) + θ · [r(st, at) + γ ·maxQ(st+1, at+1)]. (58)

In Eq. (58), θ ∈ [0, 1] suggests the quantity of getting to know that determines how
properly the new Q-value overcomes the previous one. Whereas, with θ = 0, the agent
does not learn anything and only uses the previous Q-value without exploring the Q-
learning process, and with θ = 1, using only the current reward and maximum reward
with the future coefficient, make the agent status updates. Same as the γ election, a
collusion between finding and utilization could be defined using the θ ∈ [0, 1] value.
By updating the Q(st, at) in the next few iterations and using the Eq. (58), the value of
Q becomes increasingly large, giving the optimal mode of processing source selection,
energy consumption, and task offloading in the network device resource management
matrix for maximizing the utility gain. V ∗ policy with maximum Q-value is as follows
[48];

v∗ = arg (maxQ(st, at)). (59)

This learning is an off-policy method in which the agent acts on the basis of a previous
policy and decides on the current state of the system. In RL the efficiency of resource
allocation and cloud computing and load calculation are stabilized [52]. The v∗ policy
estimates a status of the next state of action (s, a) based on the previous state of an action.
To do this, the time difference TD is applied to each rule in each time period to allow the
agent to move from one mode-action pair to another. Traditional reinforcement learning
models for computation offloading have been used, for example in [53] an RL method
for complex video games has been used and compared with other RL approaches. The
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results obtained from the above article show that the Q-learning and SARSA-learning
methods work better than other algorithms because they are the most rewarding. In
this study, the Markov decision is used in RL to appropriately increase the reward in
TRAINING TASK of a factor with the environment [54], so the future reward at time t
is defined as follows;

Rt =

T∑
k=0

αk.rt+k+1 (60)

Where α ∈ (0, 1] is a mitigation factor and rt is a reward for a action at t When the
agent in case s and time t acts a under policy v, it is shown as Qv(s, a). Where θ and γ
is the expected reward and v is the policy function for the action At. The goal of the
training is to get the maximum reward for optimal Qv action and mode. The Q-Learning
method is used here, because it has been shown in [55] that this method can provide
an optimal path for the centralized offloading of tasks to the edge of the cloud. That
is, the value of the next action is determined by the value of the current state (St) and
the current action (at). The training is done with a multiple vector (s, a, r,Q∗) that
is regularly updated at each stage. In this paper, the reinforcement learning process is
used to a GW device to obtain the optimal processing performance program for a set of
devices covered by a GW at the network edge and to select the best energy consumption
mode according to the processing approach at the edge of network, and then the same
output as the optimal policy will be transferred to other GWs at the network edge level.
In this case, the energy consumption at the level of the whole edge network is optimized
according to the processing approach at the edge of the network and the quality of
service requirements of the whole system.
According to Fig. 3, the system first performs the process offloading to GW. If the task
is large, it uses an edge server, and assuming that several edge servers and operating
structures are adjacent to the IoT network edge, as in Fig. 3, it uses an adjacent edge
server for processing if the edge server is busy. According to the explanations and
the selected optimal policy, the iterated reinforcement method to perform an optimal
solution to this problem, needs to obtain the maximum interest expressed and thats
optimal policy for maximum energy use in processing and transfer of tasks and data
rates at the edge. Assuming the maximization of energy efficiency and processing at the
network edge in the previous sections, the value iteration method can be used in table Q
to reinforce learning as follows;
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Figure 4: QR-L Iteration Algorithm for max Value and Updates of Parameters in whole System

The above iteration algorithm, in Fig. 4 first initializes the function V(s) to the desired
initial values (zero here) and then updates it with the value of the last Q obtained as it
moves each step forward, in which at the same time; the values of data rate, bandwidth,
power consumption, discharged processing and local processing time of the devices
and latency in all operational matrices of each network edge processing device in the
simulator are also updated (the same process can be transferred to the real device). After
a number of iterations, the value v converges to the desired value of V ∗, while the
difference between the last two iterations is less than the very small value. In this way,
the corresponding policy is related to the maximum policy (optimal pair of state and
action). EDs are connected to the IoT edge network for processing at or near the edge
of the network and to compute the amount of process offloading. An edge computing
controller controls Multiple computing in each area. Because the components of the
Edge IoT network have higher storage and processing capabilities than the ED and also
have more energy, and the same resources are more and more in the remote cloud, so if
resources beyond the edge are needed, this request is transmitted to the cloud via the EC
controller. Assuming that there is more than one server and edge area adjacent to each
other at the edge of the IoT network, as shown in Fig. 3, there are several APs, GW
in each area, assuming the multiplicity of edge areas. There are several edge servers,
and the number n is ED (n = 1, 2, 3, ...). An ED can be connected to EC via Ap and
GW. Depending on parameters such as response time, latency, and energy consumption,
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EDs must find and select an effective location on the IoT edge network for offloading.
As mentioned, the offloading location is taught by EDs based on γ and θ coefficient,
and based on the decision to which part of edge IoT the offloading should be done. The
decision to offload processing based on bandwidth and the effect of the data rate is taken
and at each step the amount of computational delay is described as previously described.
The amount of computational delay is also calculated as described earlier. In offloading
on edge of IoT, the xn coefficient is chosen for the decision; As shown xn = 0 task
transfers to GW and xn = 1 task transfers to the nearest edge server, xn = 2 transfers
processing to the adjacent edge server, and xn = 3 transfers processing to the remote
tool. Therefore, based on the specified problem form and specific parameters such as
the amount of edge server offload, latency and energy consumption, the decision is
made at the selected processing location.

5. Simulation of Energy consumption managements in IOT and the results of
performance

According to the cloud services modeled in Cloud-sim tool and considering the
wireless access of the edge devices of the network to the local gateway and from
there, to the edge processing elements and assuming the constant delay in the proposed
model with end devices of being able to communicate, edge elements with the IoT
network were modeled and simulated by this simulator. Assuming that the type and
operating model of the network and end devices are fixed, the number of devices and
access points to the network at the beginning of the simulation and according to the
energy consumption model of the devices described earlier, the simulation and initial
settings are performed. According to the proposed reinforcement learning method and
the processing selection algorithm at the network edge, the amount of transmission
delay and network edge traffic is computed based on the decision to offload / load the
processing and data by the link. In this modeling, based on Cloud-sim and based on the
model simulated in [56], the operational architecture of the simulation model has been
developed. Then, the modeling data was analyzed in 1600 devices and compared with
the architecture of the central cloud system. In the simulation model, the network is
modeled based on a single-server queue module in the cloud model. Below the edge
branch of this network is a Cloudlet server and finally gateways modules with the ability
to process and data transfer to server. At the lowest layer of the network below the set
of gateways have been modeled the end devices. Here, the processing system of each
device is simulated taking into account the general model of energy consumption. There
is no limit for the number of tasks submitted in terms of data transfer and processing
tasks. The only noteworthy point is the bandwidth limit in simultaneous transmission
of devices. However, due to the fact that at the edge level, tasks are performed in a
very short time of a few milliseconds and in parallel on a virtual machine, so a special
class has been used to simulate the edge processing model and decide about process
offloading based on hypothetical Cloud-Sim tool model Fig. 5 shows the architecture
of the task processing model at the edge of the network in simulation system [57]. In
the emulator written based on the Cloud Sim core, an RL tool with a reward function
is added, the main purpose of this function is to use the assignment of processing to
reduce the processing delay of tasks. This primarily determines the response time while
determining the processing capability of the EC controller and selects the appropriate
position to assign the processing to the simulator. In the written tool, the possible actions

25



of RL are as follows;
Al, is a local processing.
AN, Assigns processing to the nearest edge server.
Aa, Assigns processing to the nearest adjacent edge server.
AR, Assigns processing to remote cloud.
ANA, transfers assigned processing from the nearest edge-to-edge server.
AAN, Transfers the assigned processing from an adjacent edge server to the nearest
edge server.
ANR, Transfers assigned processing from the nearest edge server to the remote cloud.
ARN, transfers delegated processing from the remote cloud to the nearest edge server.
AAR, Transfers delegated processing from a remote cloud to an adjacent edge.
AGR, Assigns local processing to GW to obtain the result.
So the operating actions are generally specified asA(t) = {A1(t), A2(t), A3(t), ..., An(t)}
in the simulator at any given time. As An represents the n’th decision and selection
process offloading in the simulator. S mode is also the learning factor for processing
resources at the edge of the network as follows;
Processing mode - Memory mode - Network bandwidth mode, the model of each of
which is expressed in the previous complete sections, and therefore, the current state of
the system can be computed from solving the problem model formulated at any time.
Of course in this system, a particular learning agent has no information about the general
state of the nearest edges, the agent only has information about its local state. Collabo-
ration and communication between agents and network element status information to
delegate task processing depends on the location of the appropriate agent in the IoT
network.

26



Edge Device 

Module

Network 

Telecommunication 

Module

Core Simulation Module

Task Load 

Generation 

Module

Cloud_Sim (Base Module)

Cloud_let

Module

Edge Class 

Module

Edge network 

Module

Bufferring and 

Accessable

Module to Net

Figure 5: Architecture of the task processing model at the edge of the network in simulation system.

The architectural model used has two layers, the offloading ratio to the local edge
server is 10%. Conditions are set to minimize offloading to the edge server for initial
processing to reduce data latency and traffic due to data transfer at the edge of the
network while maintaining data quality at GW, and help to maximize utility at the
edge of the network. Due to the initial processing in GW and sending information to
the Cloudlet server in due time, the type of end devices at the edge is not important.
The model used, a data sending and processing model of the end device which has a
separately processing feature. Because the model is simulated closer to the actual model,
it uses the On/Off model to send process and data from end devices to the GW. The
second assumption is that the sending model has a Poisson distribution and a sending and
detection time of 3 seconds. There is also an idle-time and an active-time on each period
of end device. Given that CloudSim focuses on the principles of processing operation,
so the mobility of the edge devices of network is not considered in this framework, and
only being within the coverage radius of the network access point is sufficient. The hash
algorithm is used each time the status of existing devices is updated. Any GW device
can use Wi-Fi and LTE. For simplicity, we have assumed the communication media at
the edge of the network as Wi-Fi and the quality model of communication as fixed. The
simulation parameters are according to the Table 1.
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Table 1: Simulation parameters.

Parameter Value
Poisson Inter arrival Time of Tasks (second) 3
Number of iterations 1000
Number of Device 1600
Number of Place Type 3
Probability of selecting a place type 1/3
Active/Idle period of the user (second) 15/3
Number of Edge/cloudlet Server per Place 1
CPU Utilization of task processing in Edge Server/Cloud 10%
Probability of Offloading to Cloud 10%
Probability of Offloading to GW 95%
Average Data Size for Upload/Download (KB) 1000/10
Average Task Size (Million Instruction) 1000
WAN/WLAN Bandwidth (Mbps) 25/250
WAN Propagation Delay (msec.) 100
VM Processor Speed (MIPS) per Edge Server/Cloud 1000/10000

5.1. Simulation Results
If the amount of use of the virtual machine to accept the offloading tasks are high

or the network bandwidth is not enough to transfer the input/output of the tasks in a
reasonable time, the tasks processing cannot be completed. Therefore, a task may not be
fully processed due to lack of computational resources or lack of network and energy
resources, and the service program may be facing a resource shortage. Here, to simplify
the complexity of the simulations and according to explanation of the problem modeling,
it is assumed that any task of device has a single processing at each offloading stage,
independent of the type of activity of the end device. Processing of tasks/service delivery
may fail due to mobility and departure from the network access point coverage area
of real systems. However, due to the fact that this case covers a very small part of the
operation, and due to the architecture of the simulation tool that focuses on processing,
the assumption of mobility is ignored. The classification of devices and service inputs
has been omitted because only the type of tasks is important.Another important point
in the process of simulating and checking the outputs is the step-by-step addition of
IoT end devices as a categorized procedure. In the simulation process, which starts
with the simultaneous turning on of the 200 devices and adds 200 devices in each step,
the average number of failed tasks in each step of up to 1600 devices in edge of IoT
compared with this model in the cloud network is shown in fig. 6.

Increasing the number of end devices on the edge of the network, make the number of
failed tasks more. As in the number of end devices more than 1500 of them are active
devices, almost more than 60% of the tasks which sent to the edge for processing become
failed duo to lack of resources, and increases the latency and reduces the efficiency of
a large number of edge devices and utility gain of the system decreases. Therefore, as
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Figure 6: Number of failed tasks in cloud network vs. number of failed tasks in edge of IoT with RL method.

shown in the output of the simulation results in Fig. 9, this method works optimally in a
few number of devices and prolongs the life of the final devices by making better use of
energy sources. However, with increasing the number of devices while increasing the
delay, due to the need to resend data and tasks, the battery energy of the end devices is
consumed more.
According to the problem model in deciding to offload the task processing, especially
in the number of end devices more than 1500, system faces to the overloading problem
and negatively affect the offloading decision making and the network nearly goes to a
standstill. But, by considering the limitations of the network edge terminals and device
power supply limitations and limiting the number of terminals in terms of bandwidth
required in real systems and adapting it to the simulation system, the overload problem
is somewhat solved and the lifetime of end devices is increased.As shown in Fig. 7,
by using the RL-based method in deciding to load the task processor into GW and
the edge processing device, while the solution is aware, it also maximizes the benefit
of the whole system and improves the decision in iterations again. The average gain
of the whole system based on task processing at the edge in terms of the number of
proportional devices (with balanced load), more than five times higher than cloud
processing. In addition, the use of iterated base reinforcement learning method in
network edge processing in repetition more than 1000 times is about 12.5% better
than the normal edge processing method. Of course, it should be notice that the limit
on the number of end devices at the edge of the network must be taken into account.
Increasing in number of the active end devices, caused lack of the edge resources and
deadlocked the task processing on edge of the network. In this simulation, the average
energy consumption of the entire edge system is middling improved by 0.36 with the
iterative reinforcement learning method compared to the processing transfer to the cloud
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system[56, 58], and the lifetime of the final devices is increased.
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Figure 7: Average energy consumption in processing on edge of IoT with and with out the Q-RL method VS.
cloud of this network with and with out the Q-RL method.

As the remote processing inputs and the volume of communication bandwidth be-
tween the end devices and the edge devices are constantly changing, as well as the rapid
changes of the data of the end devices, so to avoid the standby energy consumption,
which is comparable with the energy consumption of the working mode of the ballast
device, in the simulation model, the on/off technique is used. This technique manages
the system in a non-linear mode and brings simulation closer to the reality by applying
idle-time and active-time in the operating model. In addition to this policy, along with
the policy obtained from the RL method, it optimizes the energy consumption and
increases the lifetime of the end devices of the IoT edge network at each stage.
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As shown in Fig. 8, Fig. 9 and Fig. 10; using the RL method and the consequential policy
in this case, despite the increase in processing time at the edge of the network compared
to the usual Edge/Cloud (Fig. 8) the total utility of the system is increased in Fig. 9. Also,
the use of the RL method has significantly reduced the network latency. According to
Fig. 10, using the edge model with RL method policy, result in less latency.
Another important point is evaluating the proposed algorithm based on reinforcement
learning in task processing assignment. This model is employed to use the M task of
the number of N users and to determine whether the best action over a given period
of time is to out source processing or local processing. Given that the size of the input
and output data of each ED device is assumed. The purpose is to extract a desirable
process transfer function among the V policies. The overall size of the task assigned
by N ∗ M is determined, and as the number of tasks increases, N increases in the
Edge computing(EC)-IoT. The final number of 1500 users and five tasks for each user
is assumed. Assuming the system parameters given for the simulation in Table1, the
energy consumption in transmitted and received during the data offloading process for
each edge system - which is grouped on average with 5 active devices and assuming
200 devices are turned on in each step - is 1.80 ∗ 10−6J/bit.
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Here the simulation model is taught to use to 100 episodes, the results of which showed
that the use of off-policy Q-Learning-based reinforcement learning method improves
edge systems performance and does not depend on the factor of explicit learning. As
shown in Fig. 11, the RL-based system performs better in IoT edge processing than
the same system in cloud processing. As the number of repetitions increases, the rate
of improvement also increases. However, during the training process at the edge of
the network, it was found that using RL is faster than the non-learning and classical
mode. Central cloud devices, however, are more powerful. With more repetitions,
the gap between edge processing and centralization increases, and the reward for the
reinforcement learning method increases, while as the energy efficiency increases. The
interest rate of the system under different parameters is shown in Fig. 9 in, which
according to the learning rate and the weight rate of the parameters, it can be seen
that the interest rate in the learning-based method is higher than the mode without
using the above technique. Using the RL decision with Q-learning’s off-policy in edge
processing and local processing has better results in energy consumption, latency and
gain. The main problem in modules designed with this model is in choosing the amount
of learning and optimizing the parameters. Therefore, the proposed algorithm is tested
under different learning rates, and after 100 iterations, It is found that the learning rate
remains 0.005 and stable, and according to Fig. 11 it can be suitable for the mentioned
target. Of course, for other values, the results were unstable and a lot of scatter was
shown. The operating costs associated with the learning rates of 0.005 and 0.0005 were
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examined and found that the ratio of the total cost to the learning rate of 0.005 is quite
less than 0.0005. Of course, at the beginning of the training, there is a long distance
due to the increase in operating costs. As the number of repetitions increases, this gap
decreases. Of course, the costs in the last repetitions are almost equal. It is found that the
use of Q-reinforcement learning works better and is more stable in several applications
than the non-learner method and the central cloud method.

6. Conclusion

According to the increasing development of IoT end devices with limited size and
high limitations in the required resources and increasing their number, the use of net-
work edge resource management methods has become necessary. Also, according to
the IoT network communication model and the access of edge devices to end devices
and also higher level cloud devices, resource management solutions have been created
at the edge of the network to reduce response time and efficient use of the resources.
In this paper, it is assumed that there are several edge areas and network edge servers,
and the system has multiple GWs, edge servers, and N to ED, with independent and
instantaneous tasks in each ED. Any ED can be connected to EC via GW. Each task can
be processed locally in ED or GW or remotely. Remote processing has three modes;
Nearest edge server, adjacent edge server, remote cloud. A Q-RL algorithm is proposed
to solve the optimization problem for deciding to assign tasks to one of the processing
situations in order to reduce system costs such as energy consumption, transmission
and processing latency, as well as the cost of loosing tasks. It is shown here that the
Q-RL-based decision-making approach performs better in Edge-IOT than in Remote
Cloud. Therefore, offloading to edge and adjacent edge servers has a high priority
for offloading path selection. As shown in the simulation results and described in the
problem model, the IoT network with the edge-cloud model encounters the NP-Hard
computational problem in deciding to delegate processing. The main reason of this
problem is the overload of the task and the limitation of network bandwidth. Of course,
this problem can be solved to some extent by controlling the bandwidth capacity of the
system and by using learning-based methods due to the limited life of the battery of end
devices. But when the network gets too large, if the number of end devices becomes
excessive instantly, the system almost crashes. Of course, to solve this problem, the
on/off method is used to increase the policy of devices step by step using these methods
and applying the optimal policy of the R-L method, to increases the utility of the system.
The operating efficiency of the whole system is improved by 36% and the energy
consumption at the edge of the network is optimized by 12.5%. It should be noted
that the existing methods and even the method proposed in this article will encounter
very serious problems in very large networks.As a future work different types of tasks
with different processing lengths, classification steps, and task volume regression using
Deep-RL and intelligent methods can be implemented. Another important issue is the
effect of the dynamics and speed of mobility of devices at the end of the network edge
which can increase the scope of investigations. However most of the challenges facing
IoT systems in energy consumption and QoS requirements include workload variability,
speed and accuracy of task assignment.
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