
Universal adversarial attacks on deep neural networks 1 
for medical image classification 2 

 3 
Hokuto Hirano1, Akinori Minagi1, Kazuhiro Takemoto1* 4 
1) Department of Bioscience and Bioinformatics, Kyushu Institute of Technology, Iizuka, 5 
Fukuoka 820-8502, Japan 6 
*Corresponding author’s e-mail: takemoto@bio.kyutech.ac.jp 7 
 8 
Abstract 9 

Background. Deep neural networks (DNNs) are widely investigated in medical image 10 
classification to achieve automated support for clinical diagnosis. It is necessary to evaluate 11 
the robustness of medical DNN tasks against adversarial attacks, as high-stake decision 12 
making will be made based on the diagnosis. Several previous studies have considered 13 
simple adversarial attacks. However, the vulnerability of DNNs to more realistic and higher 14 
risk attacks have not been evaluated yet, i.e., universal adversarial perturbation (UAP), 15 
which is a single perturbation that can induce DNN failure in most classification tasks. 16 

Methods. We focus on three representative DNN-based medical image classification tasks 17 
(i.e., skin cancer, referable diabetic retinopathy, and pneumonia classifications) and 18 
investigate their vulnerability of DNNs with various model architectures to UAPs. 19 

Results. We demonstrate that the DNNs are vulnerable to both nontargeted UAPs, which 20 
cause a task failure resulting in an input being assigned an incorrect class, and to targeted 21 
UAPs, which cause the DNN to classify an input into a specific class. The almost 22 
imperceptible UAPs achieved > 80% success rates for nontargeted and targeted attacks. 23 
The vulnerability to UAPs barely depended on model architecture. Moreover, we 24 
discovered that adversarial retraining, which is known to be an effective method for 25 
adversarial defenses, increased the robustness of DNNs against UAPs in only limited cases.  26 

Conclusion. Unlike previous assumptions, the results indicate that DNN-based clinical 27 
diagnosis is easier to deceive because of adversarial attacks. Adversaries can result in failed 28 
diagnoses at lower costs (e.g., without consideration of data distribution); moreover, they 29 
can affect the diagnosis. The effects of adversarial defenses may be not limited. Our 30 
findings emphasize that more careful consideration is required in developing DNNs for 31 
medical imaging and their practical applications. 32 
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Background 36 

Deep neural networks (DNNs) are effective for image classification and are beginning to 37 
be applied to medical image diagnosis to empower physicians and accelerate decision 38 
making in clinical environments [1]. For example, DNNs have been used for classifying 39 
skin cancer from photographic images [2], referable diabetic retinopathy from optical 40 
coherence tomography (OCT) images of the retina [3], and pneumonia from chest X-ray 41 
images [3]; they have demonstrated high diagnostic performances. A meta-analysis [4] has 42 
indicated that the diagnostic performance of DNNs is equivalent to that of healthcare 43 
professionals. 44 

Despite the high performance of DNNs, practical applications of DNNs to disease 45 
diagnosis are still debatable. High-stake decision-making will be made from disease 46 
diagnosis. Complex classifiers, including DNNs, can potentially cause catastrophic harm 47 
to society because they are often difficult to interpret [5]. More importantly, DNNs have a 48 
number of security concerns [6]; specifically, DNNs are known to be vulnerable to 49 
adversarial examples [7, 8], which are input images that cause misclassifications by DNNs 50 
and typically generated by adding specific, imperceptible perturbations to original input 51 
images that have been correctly classified using DNNs. The existence of adversarial 52 
examples questions the generalization ability of DNNs, reduces model interpretability, and 53 
limits the applications of deep learning in safety- and security-critical environments [9]; in 54 
particular, the adversarial examples cause not only misdiagnosis, but also various social 55 
disturbances [10]. The vulnerability of DNNs to adversarial attacks has been claimed in 56 
skin cancer classification [10] and pneumonia classification based on chest X-ray images 57 
[11]. 58 

Nevertheless, more focused investigations are required the vulnerability of DNNs to 59 
adversarial attacks. Previous studies have only considered input-dependent adversarial 60 
attacks (i.e., an individual adversarial perturbation is used such that each input image 61 
misclassifies). Such adversarial attacks are difficult tasks because they require high 62 
computational costs. More realistic adversarial attacks must be further considered. Notably, 63 
a single small perturbation that can induce DNN failure in most image classification tasks 64 
has been reported [12]. Such perturbations are called universal adversarial perturbations 65 
(UAPs), as they are image agnostic. A previous study [12] has considered only UAPs for 66 
nontargeted attacks, which cause misclassification (i.e., a task failure resulting in an input 67 
image being assigned an incorrect class). However, we previously extended the algorithm 68 
for generating UAPs to enable targeted attacks [13], which caused the DNN to classify an 69 
input image into a specific class. UAPs are difficult to detect as such perturbations are 70 
extremely small and hence do not significantly affect data distributions. UAP-based 71 
adversarial attacks can be more straightforward to implement by adversaries in real-world 72 
environments. UAPs are vulnerable to security threats in medical image diagnosis; 73 
however, the vulnerability of UAPs is still poorly evaluated in DNN-based medical image 74 
diagnosis to date. In addition, defense strategies against UAPs are still poorly investigated 75 
although the vulnerability of DNNs to adversarial attacks indicates the need for strategies 76 
to address security concerns (i.e., adversarial defense [8]). Specifically, adversarial 77 
retraining is one of the few approaches that could not be defeated thus far [14]. 78 



The aim of this study to evaluate the vulnerability of DNNs to UAPs for medical image 79 
classification. We focused on representative medical image classifications: skin cancer 80 
classification from photographic images [2], referable diabetic retinopathy classification 81 
from OCT images [3], and pneumonia classification from chest X-ray images [3]. We 82 
obtained DNN models with various architectures for medical image diagnosis and 83 
investigated the vulnerability to nontargeted and targeted attacks based on UAPs. Moreover, 84 
adversarial defense was considered; in particular, we evaluated the increased robustness of 85 
DNNs to nontargeted and targeted UAPs using adversarial retraining [12, 14–16], a 86 
representative method for adversarial defenses. 87 

Methods 88 

Medical image datasets 89 

We used three types of medical images: skin lesion images for skin cancer classification, 90 
OCT images for referable diabetic retinopathy classification, and chest X-ray images for 91 
pneumonia classification. 92 

In a previous study [2], skin lesion images (Red-Green-Blue color) were obtained from the 93 
International Skin Imaging Collaboration (ISIC) 2018 dataset (challenge2018.isic-94 
archive.com/task3/training/), in which the images were classified into seven classes: 95 
melanoma (MEL), melanocytic nevus (NV), basal cell carcinoma (BCC), actinic 96 
keratosis/Bowens disease (intraepithelial carcinoma; AKIEC), benign keratosis (solar 97 
lentigo/seborrheic keratosis/lichen planus-like keratosis; BKL), dermatofibroma (DF), and 98 
vascular lesion (VASC). The dataset comprised 10,015 images. We randomly divided these 99 
images into 7,000 training images (778 MEL images, 4689 NV images, 370 BCC images, 100 
229 AKIEC images, 764 BKL images, 76 DF images, 94 VASC images) and 3,015 test 101 
images (335 MEL images, 2016 NV images, 144 BCC images, 98 AKIEC images, 335 102 
BKL images, 39 DF images, 48 VASC images). 103 

The OCT images and chest X-ray images (grayscale) were obtained from a previous study 104 
[3] (data.mendeley.com/datasets/rscbjbr9sj/3). The OCT images were classified into four 105 
classes: choroidal neovascularization with neovascular membrane and associated 106 
subretinal fluid (CNV), diabetic macular edema with retinal-thickening-associated 107 
intraretinal fluid (DME), multiple drusen present in early age-related macular degeneration 108 
(DRUSEN), and normal retina with preserved foveal contour and absence of any retinal 109 
fluid/edema (NM). The original dataset comprised 37,455 CNV images, 11,598 DME 110 
images, 8,866 DRUSEN images, and 51,390 NM images. We constructed a class-balanced 111 
training image set and test image set by randomly selecting 1,960 images and 840 images 112 
per class without duplicates, respectively. We finally obtained 7,840 training images and 113 
3,360 test images. 114 

The chest X-ray images were classified into binary classes: no pneumonia (NORMAL) and 115 
viral or bacterial pneumonia (PNEUMONIA). The original dataset comprised 1,583 116 
NORMAL images and 4,273 PNEUMONIA images. We constructed a class-balanced 117 
training image set and test image set by randomly selecting 900 and 270 images per class 118 
without duplicates, respectively. We finally obtained 1,800 training images and 540 test 119 
images. 120 



Transfer learning methods 121 

Based on previous studies [2, 3], we obtained the DNN models using transfer learning; in 122 
particular, we fine-tuned DNN models pretrained using the ImageNet dataset [17] with a 123 
medical image dataset. We mainly considered the Inception V3 architecture [18], following 124 
previous studies. To investigate the effect of model architecture on adversarial robustness, 125 
we considered different model architectures: VGG16 [19], VGG19 [19], ResNet50 [20], 126 
Inception ResNet V2 [21], DenseNet 121 [22], and DenseNet 169 [22]. For each model 127 
architecture, we replaced the original last fully connected (FC) layer with a new FC layer 128 
in which the output size is the number of classes. The images were resized to 299 × 299 129 
pixels. All layer parameters were fine-tuned using the training images in a medical image 130 
dataset. We used the stochastic gradient descent optimizer with a momentum of 0.9. The 131 
batch size and number of epochs were set to 32 and 50, respectively. The learning rates 132 
were scheduled based on the number of epochs: 0.001 for ≤ 40 epochs, 1e–4 for 41–45 133 
epochs, and 1e–5 for > 45 epochs. To avoid overfitting, data augmentation was considered: 134 
random image rotations with the angle ranging between –5° and 5° and random image 135 
shifts with 5% of the height and 5% of width. For skin cancer classification, we adapted 136 
oversampling to account for imbalances in the dataset. The transfer learning procedures 137 
were performed using Keras (version 2.2.4; keras.io). 138 

Universal adversarial perturbations 139 

Simple iterative algorithms [12, 13] were used to generate UAPs for nontargeted and 140 
targeted attacks. The details of the algorithms are described in [12, 13]. We used the 141 
nontargeted UAP algorithm available in the Adversarial Robustness 360 Toolbox (ART) 142 
[23] (version 1.0; github.com/Trusted-AI/adversarial-robustness-toolbox). The targeted 143 
UAP algorithm was implemented by modifying the nontargeted UAP algorithm in the ART 144 
in our previous study [13] (github.com/hkthirano/targeted_UAP_CIFAR10). 145 

The algorithms consider a classifier and generate nontargeted (targeted) UPAs 𝝆𝝆 from an 146 
input image set 𝑿𝑿, under the constraint that the 𝐿𝐿𝑝𝑝 norm of the perturbation is equal to or 147 
less than a small 𝜉𝜉  value (i.e.,  ‖𝝆𝝆‖𝑝𝑝 ≤ 𝜉𝜉 ). The algorithms start with 𝝆𝝆 = 𝟎𝟎  (no 148 
perturbation) and iteratively update 𝝆𝝆 by additively obtaining an adversarial perturbation 149 
for an input image 𝒙𝒙, which is randomly selected from 𝑿𝑿 without replacement. These 150 
iterative updates continue until the number of iterations reaches the maximum 𝑖𝑖max. 151 

The fast gradient sign method (FGSM) [7] is used to obtain an adversarial perturbation for 152 
the input image; meanwhile, the original UAP algorithm [12] uses the DeepFool method 153 
[24]. This is because the FGSM is used for both nontargeted and targeted attacks, and 154 
DeepFool requires a higher computational cost than the FGSM and only generates a 155 
nontargeted adversarial example for the input image. The FGSM generates the adversarial 156 
perturbation for 𝒙𝒙 based on the loss gradient [7], with attack strength parameter ϵ. 157 

Nontargeted and targeted UAPs were generated using the training images in the dataset. 158 
Parameter ϵ was set to 0.0024; cases where 𝑝𝑝 = 2 and ∞ were considered. Parameter 159 
𝜉𝜉 was determined based on ratio 𝜁𝜁 of the 𝐿𝐿𝑝𝑝 norm of the UAP to the average 𝐿𝐿𝑝𝑝 norm 160 
of an image in the dataset. For the ISIC 2018 (skin lesion image) dataset, the average 𝐿𝐿∞ 161 



and 𝐿𝐿2 norms were 237 and 85,662, respectively. For the OCT image dataset, the average 162 
𝐿𝐿∞ and 𝐿𝐿2 norms were 253 and 15,077, respectively. For the chest X-ray image dataset, 163 
the average 𝐿𝐿∞ and 𝐿𝐿2 norms were 253 and 40,738, respectively. Parameter 𝑖𝑖max was 164 
set to 15. 165 

To compare the performances of the generated UAPs with those of the random controls, 166 
we generated random vectors (random UAPs) sampled uniformly from the sphere of a 167 
specified radius [12]. 168 

Vulnerability evaluation 169 

The fooling rate 𝑅𝑅𝑓𝑓 and targeted attack success rate 𝑅𝑅𝑠𝑠 were computed to evaluate the 170 
vulnerability of the DNN models to nontargeted UAPs and targeted UAPs, respectively. 171 
𝑅𝑅𝑓𝑓  for an image set is defined as adversarial images for which predicted labels are 172 
inconsistent with the labels predicted from their associated clean images to all images in 173 
the set (i.e., the probability that the labels predicted from clean images are inconsistent with 174 
the label predicted from their adversarial images). 𝑅𝑅𝑠𝑠 for an image set is the proportion of 175 
adversarial images classified into the target class to all images in the set. It is noteworthy 176 
that 𝑅𝑅𝑠𝑠 has a baseline, defined as 𝑅𝑅𝑠𝑠 observed without UAPs. Class (label) composition 177 
in image data and prediction performance of DNNs affect the baseline. In this study, for 178 
the OCT and chest X-ray image datasets, the baselines of 𝑅𝑅𝑠𝑠  of targeted UAPs to a 179 
specified class were ~25% and ~50%, respectively. For the skin lesion dataset, the baselines 180 
of 𝑅𝑅𝑠𝑠 of targeted UAPs to MEL and NV were ~10% and ~65%, respectively. 181 

Additionally, we obtained the confusion matrices to evaluate the change in prediction due 182 
to UAPs for each class. The confusion matrices were normalized to account for an 183 
imbalanced dataset (ISIC 2018 dataset). 184 

Adversarial retraining 185 

Adversarial retraining was performed to increase the robustness of the DNN models to 186 
UAPs [12, 15]; in particular, the models were fine-tuned with adversarial images. The 187 
procedure was described in a previous study [12]. A brief description is as follows. i) Ten 188 
UAPs against a DNN model were generated using the algorithm (for generating a 189 
nontargeted or targeted UAP) with the (clean) training image set. ii) A modified training 190 
image set was obtained by randomly selecting half of the training images and combining 191 
them with the remaining, in which each image was perturbed by a UAP randomly selected 192 
from 10 UAPs. iii) The model was fine-tuned by performing five additional epochs of 193 
training on the modified training image set. iv) A new UAP against the fine-tuned model 194 
was generated using the algorithm with the training image set. v) The 𝑅𝑅𝑓𝑓 and 𝑅𝑅𝑠𝑠 of the 195 
UAP for the test images were computed. Steps i)–v) were repeated five times. 196 

Results 197 

Performance for medical image classification 198 

The test and training accuracies of seven DNN models for three medical image datasets 199 



are summarized in Table S1 in Addition file 1. The DNN models achieved good 200 
accuracies. For the skin lesion image, OCT image, chest X-ray image datasets, the test 201 
accuracies averaged over seven models were 87.3%, 95.8%, and 98.4%, respectively; 202 
specifically, the test accuracies of Inception V3 models, which were frequently used in 203 
previous studies on medical image diagnosis (e.g., [2, 3]), were 87.7%, 95.5%, and 204 
97.6%, respectively. The normalized confusion matrices for the Inception V3 models on 205 
the test images are shown in Fig. S1 in Addition file 1. 206 

Nontargeted universal adversarial attacks 207 

Meanwhile, the DNN models showed vulnerability to nontargeted UAPs. The fooling rates 208 
𝑅𝑅𝑓𝑓 for both the training and test images increased rapidly with the perturbation magnitude 209 
𝜁𝜁  and reached a high 𝑅𝑅𝑓𝑓 , despite a low 𝜁𝜁  (2%–6%). Figure 1 shows the case of 210 
nontargeted UAPs with 𝑝𝑝 = 2 against the Inception V3 models. The UAPs with 𝜁𝜁 = 4% 211 
achieved 𝑅𝑅𝑓𝑓 of > 80% for the skin lesion (Fig. 1A) and chest X-ray image datasets (Fig. 212 
1C), whereas slightly larger UAPs (with 𝜁𝜁 = 6%) were required to achieve 𝑅𝑅𝑓𝑓 of ~70% 213 
for the OCT image dataset (Fig. 1B). The 𝑅𝑅𝑓𝑓 of the UAPs was significantly higher than 214 
those of random UAPs. The confusion matrices on test images show that the models 215 
classified most images into several specific classes (i.e., dominant classes) due to the UAPs 216 
for the skin lesion and OCT image datasets. Specifically, most skin lesion images tended 217 
to be classified into AKIEC or DF (Fig. 1D); moreover, most OCT images were classified 218 
into CNV (Fig. 1E). For the chest X-ray image dataset, the model wrongly predicted the 219 
true labels (Fig. 1F). A high 𝑅𝑅𝑓𝑓 at a low 𝜁𝜁 and dominant labels were observed in the case 220 
of UAP with 𝑝𝑝 = ∞ against the Inception V3 models for all medical image datasets (Fig. 221 
S2 in Addition file 1). However, the skin lesion images tended to be classified into more 222 
broad classes: BCC, AKIEC, BKL, or DF (Fig. S2D in Addition file 1). 223 

The vulnerability to nontargeted UAPs is typically observed in other models. Table 1 shows 224 
the 𝑅𝑅𝑓𝑓 of the UAPs against the DNN models for the test images in the medical image 225 
datasets. Overall, the small UAPs (𝜁𝜁 = 4%  for the skin lesion and chest X-ray image 226 
datasets, and 𝜁𝜁 = 6% for the OCT image dataset) achieved a high 𝑅𝑅𝑓𝑓 (70%–90%). The 227 
𝑅𝑅𝑓𝑓 of the UAPs were significantly higher than those of random UAPs. 𝑅𝑅𝑓𝑓 may depend 228 
on model architectures; specifically, the 𝑅𝑅𝑓𝑓 of the UAPs against the VGG16 and VGG19 229 
models were ~50% for the chest X-ray image dataset, whereas those of the UAPs against 230 
the other models were almost between 70% and 80%. This indicates that the models 231 
classified images into either NORMAL or PNEUMONIA. In the case of UAPs with 𝑝𝑝 =232 
2, the VGG16 and VGG19 models classified most test images into PNEUMONIA and 233 
NORMAL, respectively (Fig. S3 in Addition file 1). In the case of UAPs with 𝑝𝑝 = ∞, both 234 
VGG16 and VGG19 models predicted most test images as NORMAL. This indicates that 235 
the confusion matrix patterns (dominant classes) might change according to the model 236 
architecture and 𝑝𝑝. Additionally, the change in confusion matrix patterns (on test images) 237 
was observed in the skin lesion and OCT image datasets. For example, the VGG16 model 238 
classified most skin lesion images into BKL owing to the UAP with 𝜁𝜁 = 4% and 𝑝𝑝 = 2 239 
(Figure S4A), whereas the Inception V3 models classified them into AKIEC or DF (Fig. 240 
1D). The ResNet 50 model classified most OCT images into DME owing to the UAP with 241 
𝜁𝜁 = 6% and 𝑝𝑝 = 2 (Fig. S4B in Addition file 1), whereas Inception V3 models classified 242 



them into CNV (Fig. 1E). 243 

The nontargeted UAPs (with 𝜁𝜁 = 4% for the skin lesion and chest X-ray image datasets, 244 
and with 𝜁𝜁 = 6% for the OCT image dataset) were almost imperceptible. Figure 2 shows 245 
the nontargeted UAPs with 𝑝𝑝 = 2  against the Inception V3 models and examples of 246 
adversarial images for the medical image datasets. The models predicted the original 247 
images as their actual classes; however, they classified the adversarial images into any 248 
incorrect class due to the nontargeted UAPs. The UAPs with 𝑝𝑝 = ∞ and against the other 249 
DNN models were also almost imperceptible for the skin lesion (Fig. S5 in Addition file 250 
1), OCT (Fig. S6 in Addition file 1), and chest X-ray image datasets (Fig. S7 in Addition 251 
file 1). The UAP patterns tended to depend on the model architecture for each medical 252 
image dataset (Figs. S5–S7 in Addition file 1). The transferability of UAPs, which indicates 253 
that UAPs generated based on DNNs with one model architecture can be used to deceive 254 
DNNs with another model architecture, was not confirmed for the OCT (Table S3 in 255 
Addition file 1) and chest X-ray image datasets (Table S4 in Addition file 1); however, a 256 
weak transferability of UAPs was observed in the skin lesion image dataset (Table S5 in 257 
Addition file 1). Specifically, the nontargeted UAPs with 𝑝𝑝 = 2 generated based on the 258 
Inception V3 models achieved 𝑅𝑅𝑓𝑓 of ~45%, ~2%, and ~10% on average against the DNNs 259 
with another model architecture for the skin lesion, OCT, and chest X-ray image datasets, 260 
respectively. 261 

Targeted universal adversarial attacks 262 

Vulnerability to targeted UAPs was confirmed. Table 2 shows the targeted attack success 263 
rates 𝑅𝑅𝑠𝑠  of the UAPs with 𝑝𝑝 = 2  against the DNN models for the test images in the 264 
medical image datasets. As representative examples, we considered targeted attacks to the 265 
most significant case and the control in each medical image dataset. For the skin lesion 266 
image dataset, targeted attacks to MEL and NV were considered for the skin lesion image 267 
dataset. For the OCT image dataset, targeted attacks to CNV and NM were considered. For 268 
the chest X-ray image dataset, targeted attacks to PNEUMONIA and NORMAL were 269 
considered. Overall, a high (> 85%) 𝑅𝑅𝑠𝑠 was observed regardless of the model architecture 270 
despite small UAPs (with 𝜁𝜁 = 2% for the skin lesion and chest X-ray image datasets, and 271 
with 𝜁𝜁 = 6% for the OCT image dataset). Furthermore, the confusion matrices (Fig.3) 272 
indicate that the UAP-based targeted attacks were successful: most (𝑅𝑅𝑠𝑠% of) test images 273 
were classified into the targeted class owing to the UAPs. However, a smaller 𝑅𝑅𝑠𝑠 was 274 
partly observed according to the model architectures and datasets. For the skin lesion image 275 
dataset, the 𝑅𝑅𝑠𝑠 of the UAPs against the VGG16 (~40%) and VGG19 (~65%) models were 276 
lower than those (~90%) of the UAPs against the other models. For the targeted attacks to 277 
NM in the OCT image dataset, the 𝑅𝑅𝑠𝑠 (30%–40%) of the UAPs against the VGG and 278 
DensNet models were lower than those (~85%) of the UAPs against the other models. The 279 
𝑅𝑅𝑠𝑠 of random UAPs were almost equivalent to those of the baselines. The 𝑅𝑅𝑠𝑠 of the UAPs 280 
were significantly higher than those of the random UAPs. Furthermore, a high 𝑅𝑅𝑠𝑠 for a 281 
small 𝜁𝜁 were observed for the targeted UAPs with 𝑝𝑝 = ∞ (Table S2 in Addition file 1). 282 
However, the 𝑅𝑅𝑠𝑠 for targeted attacks to MEL were lower overall, compared with the 𝑅𝑅𝑠𝑠 283 
of the UAPs with 𝑝𝑝 = 2 . For example, the 𝑅𝑅𝑠𝑠  of the UAPs with 𝑝𝑝 = 2  and 𝑝𝑝 = ∞ 284 
against the Inception V3 model were ~95% and ~75%, respectively. 285 



The targeted UAPs (with 𝜁𝜁 = 2% for the skin lesion and chest X-ray image datasets, and 286 
with 𝜁𝜁 = 6% for the OCT image dataset) were also almost imperceptible. Figure 3 shows 287 
the targeted UAPs with 𝑝𝑝 = 2  against the Inception V3 models and examples of 288 
adversarial images for the medical image datasets. The models predicted the original 289 
images as their actual classes; however, they classified the adversarial images into the 290 
targeted classed owing to the UAPs. The UAPs with 𝑝𝑝 = ∞ and against the other DNN 291 
models were also almost imperceptible. For the skin lesion image dataset, Figures S8 and 292 
S9 show the targeted attacks to NV and MEL, respectively. For the OCT image dataset, 293 
Figures S10 and S11 in Addition file 1 show the targeted attacks to NM and CNV, 294 
respectively. For the chest X-ray image dataset, Figures S12 and S13 in Addition file 1 295 
show the targeted attacks to NORMAL and PNEUMONIA, respectively. The UAP patterns 296 
tended to depend on the model architecture for each medical image dataset (Figs. S8–S13 297 
in Addition file 1). The transferability of UAPs was not confirmed for the skin lesion (Table 298 
S6), OCT (Table S7 in Addition file 1), and chest X-ray image datasets (Table S8 in 299 
Addition file 1); specifically, the 𝑅𝑅𝑠𝑠  observed when the targeted UAPs with  𝑝𝑝 = 2 300 
generated based on the Inception V3 model that attacked the DNN models with another 301 
architecture was almost equivalent to their baselines of 𝑅𝑅𝑠𝑠 (~10%, ~25%, and ~50%, for 302 
the skin lesion, OCT, and chest X-ray image datasets, respectively). 303 

Adversarial retraining 304 

We analyzed the usefulness of adversarial retraining against universal adversarial attacks. 305 
Figure 5 shows the effect of adversarial retraining on the 𝑅𝑅𝑓𝑓 of nontargeted UAPs with 306 
𝑝𝑝 = 2 against the Inception V3 models for the skin lesion, OCT, and chest X-ray image 307 
datasets. 𝜁𝜁 = 4%  for the skin lesion and chest X-ray image datasets; 𝜁𝜁 = 6%  for the 308 
OCT image dataset. Adversarial retraining did not affect the test accuracy. For the OCT 309 
image dataset, 𝑅𝑅𝑓𝑓 decreased with the iterations of adversarial retraining; specifically, 𝑅𝑅𝑓𝑓 310 
decreased from 70.2% to 13.1 % after five iterations (Fig. 5B); however, ~40% of the NM 311 
images were still classified into an incorrect class (DME; Fig. 5E). The effect of adversarial 312 
retraining on 𝑅𝑅𝑓𝑓 was limited for the skin lesion (Fig. 5A) and chest X-ray image datasets 313 
(Fig. 5B). For the chest X-ray image dataset, 𝑅𝑅𝑓𝑓 decreased from 81.7% to 46.7%. A 𝑅𝑅𝑓𝑓 314 
of ~50% indicates that the model classified most images into either one of two classes; 315 
specifically, most images were classified into NORMAL at the fifth iteration (Fig. 5F). For 316 
the skin lesion image dataset, any remarkable decrease in 𝑅𝑅𝑓𝑓 due to adversarial retraining 317 
was not confirmed; specifically, 𝑅𝑅𝑓𝑓  decreased from 92.2% to 82.1% (Fig. 5A). Most 318 
images were classified into MEL at the fifth iteration (Fig. 5C). However, the dominant 319 
classes changed for each iteration. For example, the dominant classes were AKIEC and 320 
BKL at the third and fourth iterations, respectively (Fig. S14 in Addition file 1). 321 

Figure 6 shows the effect of adversarial retraining on the 𝑅𝑅𝑠𝑠 of targeted UAPs with 𝑝𝑝 =322 
2 against the Inception V3 models for the skin lesion, OCT, and chest X-ray image datasets. 323 
As representative examples, we considered targeted attacks to the most significant cases: 324 
MEL, CNV, and PNEUMONIA for the skin lesion, OCT, and chest X-ray image datasets, 325 
respectively. 𝜁𝜁 = 2% for the skin lesion and chest X-ray image datasets; 𝜁𝜁 = 6% for the 326 
OCT image dataset. Adversarial retraining did not affect the test accuracy and reduced 𝑅𝑅𝑠𝑠 327 
for all medical image datasets (Figs. 6A–6C). For the OCT and chest X-ray image dataset, 328 



𝑅𝑅𝑠𝑠 decreased from ~95% to the baseline 𝑅𝑅𝑠𝑠 (~25% and ~50%, respectively) after five 329 
iterations. For the skin lesion image dataset, 𝑅𝑅𝑠𝑠 decreased from ~95% to ~30%; however, 330 
𝑅𝑅𝑠𝑠 at the fifth iteration was higher than the baseline (~10%). The confusion matrices (Figs. 331 
6D–6F) indicated that adversarial retraining was useful against UAP-based targeted 332 
attacks: most images were correctly classified into the original classes despite the 333 
adversarial attacks. However, the effect of adversarial retraining was partially limited for 334 
the skin lesion image dataset. For example, 30% of the NV images were still classified into 335 
the target class (MEL) despite five iterations of adversarial retraining (Fig. 6C). 336 
Furthermore, ~20% of BKL and VASC images were still classified into the target class. 337 

Discussion 338 

We showed the vulnerability of the DNN models for medical image classification to small 339 
UAPs. Furthermore, previous studies [10, 11] have indicated the vulnerability to 340 
adversarial attacks toward medical DNNs; however, they were limited to input image-341 
dependent perturbations. In this study, we demonstrated that almost imperceptible UAPs 342 
caused DNN misclassifications. Unlike previous assumptions, the results indicate that a 343 
DNN-based medical image diagnosis is easier to deceive. Adversaries can result in failed 344 
DNN-based medical image diagnoses at lower costs (i.e., using a single perturbation); 345 
specifically, they do not need to consider the distribution and diversity of input images 346 
when attacking DNNs using UAPs, as UPAs are image agnostic. The vulnerability to UAPs 347 
was confirmed in various model architectures. The vulnerability to UAPs may be a 348 
universal feature in DNNs. 349 

We demonstrated that nontargeted attacks based on UAPs were possible (Figs. 1 and 2; 350 
Table 1). Most images were classified into a few specific classes for the skin lesion and 351 
OCT image (multiclass) datasets. This result is consistent with the existence of dominant 352 
classes in UAP-based nontargeted attacks [12]. For the skin lesion image dataset, the 353 
dominant classes of AKIEC and DF observed in this study may be due to the imbalanced 354 
dataset. The numbers of AKIEC and DF images are relatively fewer than those of other 355 
class images. As the algorithm considers maximizing the 𝑅𝑅𝑓𝑓 , a relatively large 𝑅𝑅𝑓𝑓  is 356 
achieved when all inputs are classified into AKIEC and DF due to UAPs. The use of 357 
imbalanced datasets may be one of the causes of vulnerability to UAPs. For the OCT image 358 
(binary-class) dataset, the DNN models wrongly predicted the actual labels because of 359 
𝑅𝑅𝑓𝑓 maximization; however, the existence of dominant classes was partly confirmed 360 
according to the model architecture. These misclassifications result in false positives and 361 
false negatives in medical diagnosis. False positives may cause unwanted mental stress to 362 
patients, whereas false negatives may result in significant misdiagnoses involving human 363 
lives; specifically, they fail to perform early detection and render therapeutic strategies 364 
difficult. Moreover, they can cause the social credibility of medical doctors and medical 365 
organizations to be undermined. 366 

The transferability of nontargeted UAPs across model architectures was limited (Tables 367 
S3–S5 in Addition file 1). This indicates that UAPs are architecture specific, inconsistent 368 
with a previous study [12]. This discrepancy might be due to differences in the image 369 
datasets. Specifically, the number of classes (2–7) in the medical image datasets was lower 370 
than that (1,000) in the dataset in the previous study. This study partly considered grayscale 371 



images, whereas the previous study used colored images. Transferability may be observed 372 
in datasets comprising colored images with more classes. In fact, a weak transferability 373 
was observed for the skin lesion image dataset (Table S5 in Addition file 1). 374 

Furthermore, we showed that targeted attacks based on UAPs were possible in medical 375 
image diagnosis (Figs. 3 and 4; Table 2), although the UAPs were not transferable across 376 
model architectures (Tables S6–S8 in Addition file 1). The results imply that adversaries 377 
can control DNN-based medical image diagnoses. As targeted attacks are more realistic, 378 
they may result in more significant security concerns compared with nontargeted attacks. 379 
In particular, adversaries can obtain any diagnosis; specifically, they can intentionally cause 380 
not only problems resulting from misdiagnosis, but also various social disturbances. As 381 
mentioned in a previous study [10], adversarial attacks can be used for insurance fraud as 382 
well as drug and device approval adjustments, thereby fraudulently providing and 383 
obtaining high-quality care when DNNs are used for decision making. 384 

We considered adversarial retraining, which is known to be an effective method for 385 
adversarial defenses [14], to reduce the vulnerability to UAPs. However, the effect of 386 
adversarial retraining was limited for nontargeted UAPs (Fig. 5). For targeted attacks, 387 
adversarial retraining reduced the vulnerability to UAPs significantly but did not 388 
completely avoid it (particularly for the skin lesion image dataset; Fig. 6). In addition, 389 
adversarial retraining requires high computational costs, as it is an iterative fine-tuning 390 
method. Alternative simple methods such as dimensionality reduction (e.g., principle 391 
component analysis), distributional detection (e.g., maximum mean discrepancy), and 392 
normalization detection (e.g., dropout randomization) are available; however, they are 393 
known to be easily detected as adversarial examples [15]. Despite the recent development 394 
in adversarial defenses such as regularized surrogate loss optimization [25] and the use of 395 
a discontinuous activation function [26], many promising defense methods have failed [27]. 396 
Defending against adversarial attacks is a cat-and-mouse game [10]. Furthermore, 397 
properties inherent to image processing may cause misclassifications. For instance, DNN-398 
based image reconstructions are often performed for purifying adversarial examples [28]; 399 
however, it causes image artifacts, resulting in misclassifications by DNNs [29]. It may be 400 
difficult to completely avoid security concerns caused by adversarial attacks. 401 

A simple solution for avoiding adversarial attacks is to render DNNs closed source and 402 
publicly unavailable; however, this hinders the accelerated development of medical DNNs 403 
and practical applications of DNNs to automated support for clinical diagnosis. Because 404 
the amount of medical image data is limited, collaboration among multiple institutions is 405 
required to achieve high diagnosis performance [30]. For similar reasons, medical DNNs 406 
are often developed by fine-tuning existing DNNs such as VGG, ResNet, and Inception 407 
pretrained using the ImageNet dataset (i.e., via transfer learning), although a previous study 408 
[30] debated the effect of transfer learning on the improvement in prediction performance 409 
for medical imaging; consequently, model architectures and model weighs may be 410 
important. Furthermore, DNNs are aimed for real-world usage (e.g., automated support for 411 
clinical diagnosis). The assumption that DNNs are closed source and publicly unavailable 412 
may be unrealistic. Even if DNNs are black-box (e.g., model architectures and weights are 413 
unknown and loss gradient is not accessible), adversarial attacks on DNNs may be possible. 414 
Several methods for adversarial attacks on black-box DNNs, which estimate adversarial 415 



perturbations using only model outputs (e.g., confidence scores), have been proposed [31–416 
33]. The development and operation of secure, privacy-preserving, and federated DNNs 417 
are required in medical imaging [6]. 418 

Conclusion 419 

We demonstrated the vulnerability of DNNs for medical image classification to 420 
nontargeted and targeted UAPs. Our findings emphasized that careful consideration is 421 
required in developing DNNs for medical imaging and their practical applications. Our 422 
study enhances our understanding of the vulnerabilities of DNNs to adversarial attacks and 423 
may help increase the security of DNNs. UAPs are useful for reliability evaluation and for 424 
designing the operation strategy of medical DNNs. 425 
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CNV: neovascular membrane and associated subretinal fluid 430 

DF: dermatofibroma 431 

DME: diabetic macular edema with retinal-thickening-associated intraretinal fluid 432 

DNN: deep neural network 433 

DRUSEN: multiple drusen present in early age-related macular degeneration 434 

DensNet: dense convolutional network 435 

FC: fully connected 436 

FGSM: fast gradient sign method 437 

ISIC: International Skin Imaging Collaboration 438 

MEL: melanoma 439 

NM: normal retina with preserved foveal contour and absence of any retinal fluid/edema 440 

NV: melanocytic nevus 441 

OCT: optical coherence tomography 442 

ResNet: residual network 443 



UAP: universal adversarial perturbation 444 
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Tables 567 

Table 1: Fooling rates 𝑅𝑅𝑓𝑓 (%) of nontargeted UAPs against various DNN models for test 568 
images of skin lesion, OCT, and chest X-ray image datasets. 𝜁𝜁 = 4% for skin lesion and 569 
chest X-ray image datasets. 𝜁𝜁 = 6% for OCT image dataset. Values in brackets are 𝑅𝑅𝑓𝑓 570 
of random UAPs (random controls). 571 

Model architecture  
Skin lesion OCT Chest X-ray 

𝑝𝑝 = 2 𝑝𝑝 = ∞ 𝑝𝑝 = 2 𝑝𝑝 = ∞ 𝑝𝑝 = 2 𝑝𝑝 = ∞ 

Inception V3 92.2 (14.1) 90.0 (11.8) 70.2 (1.0) 73.9 (3.4) 81.7 (2.4) 79.8 (3.0) 

VGG16 87.6 (4.9) 86.4 (3.5) 72.4 (0.2) 74.9 (1.8) 49.8 (2.2) 50.0 (2.2) 

VGG19 89.2 (5.2) 87.0 (3.7) 72.8 (0.4) 74.7 (2.1) 49.3 (3.9) 49.3 (4.4) 

ResNet50 91.9 (11.6) 87.9 (10.1) 71.2 (1.1) 74.8 (5.4) 72.6 (7.2) 73.0 (7.4) 

Inception ResNet V2 94.5 (16.7) 90.3 (15.2) 69.6 (1.4) 74.0 (3.2) 78.0 (2.6) 77.0 (3.3) 

DenseNet 121 93.8 (12.0) 82.9 (10.2) 68.8 (1.3) 73.0 (3.6) 69.8 (3.9) 71.7 (4.1) 

DenseNet 169 93.8 (11.7) 84.2 (9.1) 50.3 (1.3) 72.3 (4.0) 67.6 (2.8) 71.3 (3.7) 
 572 
 573 

Table 2: Targeted attack success rates 𝑅𝑅𝑠𝑠  (%) of targeted UAPs with 𝑝𝑝 = 2  against 574 
various DNN models to each target class. 𝑅𝑅𝑠𝑠  were for test images. 𝜁𝜁 = 2%  for skin 575 
lesion and chest X-ray image datasets. 𝜁𝜁 = 6% for OCT image dataset. Values in brackets 576 
are 𝑅𝑅𝑠𝑠 of random UAPs (random controls). 577 

Model architecture / Target class 
Skin lesion OCT Chest X-ray 

NV MEL NM CNV NORMAL PNEUMONIA 

Inception V3 93.3 (65.6) 94.4 (12.2) 84.1 (25.7) 95.9 (24.8) 96.1 (52.8) 93.3 (47.2) 

VGG16 89.6 (71.7) 40.4 (8.3) 32.4 (25.4) 97.7 (24.9) 95.6 (50.2) 95.0 (49.8) 

VGG19 91.6 (72.1) 64.6 (8.7) 41.2 (25.9) 97.5 (24.9) 97.6 (51.7) 95.2 (48.3) 

ResNet50 97.9 (66.5) 92.4 (11.8) 84.9 (25.8) 98.5 (24.5) 95.7 (53.5) 95.2 (46.5) 

Inception ResNet V2 92.4 (61.0) 97.3 (16.1) 84.5 (25.6) 96.2 (24.7) 98.3 (53.1) 93.9 (46.9) 

DenseNet 121 92.1 (65.2) 90.5 (13.4) 41.8 (25.3) 88.1 (24.7) 94.8 (51.9) 92.0 (48.1) 

DenseNet 169 92.9 (65.8) 92.9 (12.2) 41.7 (25.0) 92.7 (24.2) 95.7 (52.0) 93.1 (48.0) 
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Figure captions 580 

Fig. 1: Vulnerability to nontargeted UAPs with 𝑝𝑝 = 2. Line plots of the fooling rate 𝑅𝑅𝑓𝑓 581 
against Inception V3 model versus perturbation magnitude 𝜁𝜁 for skin lesion (A), OCT (B), 582 
and chest X-ray (C) image datasets. Legend label indicates image set used for computing 583 
𝑅𝑅𝑓𝑓 . Additional argument “(random)” indicates that random UAPs were used instead of 584 
UAPs. Normalized confusion matrices for Inception V3 models attacked using UAPs on 585 
test images of skin lesion (D), OCT (E), and chest X-ray (F) image datasets are also shown. 586 
𝜁𝜁 = 4% in (D) and (F). 𝜁𝜁 = 6% in (E). 587 

Fig. 2: Nontargeted UAPs with 𝑝𝑝 = 2 against Inception V3 models and their adversarial 588 
images for skin lesion (A), OCT (B), and chest X-ray image datasets (C). 𝜁𝜁 = 4% in (A) 589 
and (C). 𝜁𝜁 = 6% in (B). Labels in brackets beside the images are the predicted classes. 590 
The original (clean) images are correctly classified into their actual labels. UAPs are 591 
emphatically displayed for clarity; in particular, each UAP is scaled by a maximum of 1 592 
and minimum of 0. 593 

Fig. 3: Normalized confusion matrices for Inception V3 models attacked with targeted 594 
UPAs with 𝑝𝑝 = 2 on test images in skin lesion (left panels), OCT (middle panels), and 595 
chest X-ray image datasets (right panels). 𝜁𝜁 = 2% for skin lesion and chest X-ray image 596 
datasets. 𝜁𝜁 = 6% for OCT image dataset. 597 

Fig. 4: Targeted UAPs with 𝑝𝑝 = 2  against Inception V3 models and their adversarial 598 
images for skin lesion (A), OCT (B), and chest X-ray image datasets. 𝜁𝜁 = 2% in (A) and 599 
(C). 𝜁𝜁 = 6% in (B). Labels in brackets beside the images are predicted classes. Original 600 
(clean) images were correctly classified into their actual labels. Adversarial images were 601 
classified into the target classes. UAPs are emphatically displayed for clarity; in particular, 602 
each UAP is scaled by a maximum of 1 and minimum of 0. 603 

Fig. 5: Effect of adversarial retraining on robustness of nontargeted UAPs with 𝑝𝑝 = 2 604 
against Inception V3 models for skin lesion, OCT, and chest X-ray image datasets. 𝜁𝜁 =605 
4% for the skin lesion and chest X-ray image datasets. 𝜁𝜁 = 6% for OCT image dataset. 606 
Top panels indicate scatter plots of fooling rate 𝑅𝑅𝑓𝑓  (%) of UAPs versus number of 607 
iterations for adversarial retraining. Bottom panels indicate normalized confusion matrices 608 
for fine-tuned models obtained after five iterations of adversarial retraining. These 609 
confusion matrices are on adversarial test images. 610 

Fig. 6: Effect of adversarial retraining on robustness of targeted UAPs with 𝑝𝑝 = 2 against 611 
Inception V3 models for skin lesion, OCT, and chest X-ray image dataset. 𝜁𝜁 = 2% for 612 
skin lesion and chest X-ray image datasets. 𝜁𝜁 = 6% for OCT image dataset. Top panels 613 
indicate scatter plots of targeted attack success rate 𝑅𝑅𝑠𝑠 (%) of UAPs versus number of 614 
iterations for adversarial retraining. Bottom panels indicate normalized confusion matrices 615 
for fine-tuned models obtained after five iterations of adversarial retraining. These 616 
confusion matrices are on adversarial test images.  617 
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