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Abstract. In the modern era, the Vehicular Ad-hoc Network (VANET) 
received significant attention for information sharing among the societies. 
The emerging Internet of Things (IoT) for smart city perspective boosts the 
development of VANET based applications such as road safety and 
Intelligent Transport System (ITS). The efficiency of such networks is a 
widely studied research problem. The clustering has shown an efficient 
technique to address the challenges of VANET QoS and computational 
efficiency. The vehicles are grouped according to certain conditions to form 
the cluster. In this way, the entire network divides into different clusters. 
Each cluster consists of limited vehicles with its leader called Cluster Head 
(CH). But the major challenge for VANET clustering has related to the 
stability of the cluster. Due to high network dynamics, the unreliability for 
CH selection and data relaying becomes a security threat in VANET. To 
address such a security threat of VANET clustering, we proposed Trust-
Aware Clustering using Ant Colony Optimization (TACA) protocol. For each 
cluster, an ACO-based optimal CH selection algorithm applying different 
trust components of the vehicle. The ACO solves the problem of optimal CH 
selection with minimum control overhead and maximum CH lifetime. The 
optimal CH selected has been selected based on trust-aware ACO fitness 
function using the parameters such as vehicle speed, Degree of Connectivity 
(DoC), vehicle congestion, and Packet Relaying Probability (PRP). This 
mechanism enables clusters to select reliable CH to address the security 
concerns of VANET communications. The TACA protocol has been 
evaluated with recent similar methods, and the results demonstrate efficiency 
in terms of QoS and computational overhead of clustering. 

Keywords: Ant colony optimization, clustering, cluster head, degree of 
connectivity, security, trust parameters, vehicular ad hoc network. 

1 Introduction  

Vehicular Ad hoc Networks (VANETs) are encouraging that perform a vital part in 
Intelligent Transportation System (ITS). VANETs support vehicle operators to 
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communicate (by allowing Vehicle-to-Vehicle (V2V) plus Vehicle-to-Infrastructure 
(V2I) connections) to withdraw several dangerous driving conditions. VANETs car-
ry a variety of security credentials such as co-operative travel monitoring, admin-
istration of traffic streams, accidental intersection, restriction of collisions, nearby 
knowledge services, including real-time road routes calculation. VANETs have two 
things: vehicles described On-Board units (OBUs) and access points described 
Road Side Units (RSUs). RSUs are set and can act as a distribution point for vehicle 
networks [1]. 

 
Figure 1. Example of VANET Topology and Communications 

Figure 1 shows the important things of the VANET such as vehicles, RSUs, and 
OBUs, where they communicate data by using the V2V, V2I, and infrastructure-to-
infrastructure (I2I) manner. Those connections have been supported by dedicated 
short-range communication (DSRC) [2]. The vehicular communication scheme has 
been accessed by the standard IEEE 802.11p that supports Wireless Access in Ve-
hicular Environments (WAVE) [3]. The IEEE 802.11p establishes the link layer 
that encourages internet protocol and the WAVE Short Message Protocol (WSMP). 
The WAVE standard is utilized to reduce dangerous conditions such as restriction 
or identification of the appearance of accidents. The ITS utilizes the WAVE proto-
col to announce information such as climate circumstances, roadways support, and 
road traffic situations [4].  
In the past decade, increased requirements of road safety and efficient road trans-
portation system have encouraged vehicle companies to combine wireless interfaces 
and networking into transports. Along with road safety purposes, VANETs produce 
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Internet connectivity to vehicles while on transit, so travelers can download a song, 
transmit emails, book restaurants, and/or perform games. Because of the vehicle’s 
high mobility, VANETs are characterized by fast topology variations. The latter 
causes planning an effective routing protocol for the vehicular conditions extremely 
challenging. Due to the open nature of VANETs, they are vulnerable to various se-
curity threats as such networks are mainly dependent on control, communication, 
and computing technologies [3] [4]. The fault or malicious vehicles in VANET may 
lead to accidents and public assets lost due to miscommunications based on vehicle 
sensor data. Therefore, if the detection of such sensor data is not effectively han-
dled, then it may lead to traffic jams, road accidents, etc as most vehicles are 
wrongly redirected by face traffic alerts. Thus providing reliable communications 
among the V2V or V2I is the first research problem. On the other hand, VANET is 
similar to MANET, but the routing protocols of MANET such as reactive, proac-
tive, or hybrid cannot directly apply to VANET as high network dynamics due to 
the high mobility speed of vehicles. Frequent and high vehicle movement causes 
the communication connections among vehicles to be broken. These link failures 
raising the broadcasting and routing control overhead. It is commencing to degener-
ation of the protocol Quality of Service (QoS). The high dynamics of vehicles have 
not addressed MANET routing protocols [5].  
Thus, designing adaptive routing protocols for VANET to handle such network dy-
namics effectively is a challenging research problem. Several attempts were made 
on applying the MANET protocols on VANET, but those studies have shown that 
Optimized Link State Routing (OLSR) has better performance than Ad-hoc On-
demand Distance Vector (AODV) and Destination Sequenced Distance Vector 
(DSDV), and Dynamic Source Routing (DSR). The performance investigations of 
conventional ad-hoc routing protocols like AODV, DSDV, and DSR for some 
highway situations have been analyzed in [2]. The authors showed that those rout-
ing protocols do not fit for VANETs. Performance of MANET protocols noted that 
traditional routing protocols possess costlier control overhead which causes reduced 
Packet Delivery Ratio (PDR). The clustering-based routing protocol solves the 
problems associated with the routing protocols such as AODV, DSR, etc.  The clus-
ter-based routing protocols are effective techniques for VANETs. 
Several clustering mechanisms were designed earlier for networks like Wireless 
Sensor Networks (WSNs) and MANET [6] [7]. A similar approach with VANET 
specific parameters for cluster formation and Cluster Head (CH) selection has been 
designed for VANET QoS enhancement [8-13]. The clustering demonstrates an 
imminent approach for form the group vehicles and organizes the wireless commu-
nications effectively. Clustering implies gathering vehicles dependent on some reg-
ular qualities, for example, topographical area, speed, the course of development, 
and so forth. These techniques make the VANETs more robust and scalable. Clus-
ter-based approaches might be the practical answers for supporting adaptable multi-
hop communication for high-density VANETs. Nonetheless, considering the high-
class highlights of VANETs, customary clustering methods are wrong for 
VANETs. A few stable grouping-based methods in VANETs have been proposed 
for stable clustering. But the significant issue for designing clustering techniques is 
that to achieve the long life of clusters and reliable CH selection, and reliable data 



transmission for unreliable network VANET conditions higher mobility of vehicles, 
congestions, and longer geographical distances. Thus designing the reliable cluster-
ing protocol to ensure the QoS improvement for unreliable VANET conditions with 
minimum computational burden and control overhead is still a research challenge. 
In this paper, a Trust Aware Clustering using ACO (TACA) routing protocol has 
been proposed to overcome the challenges of VANET communications. Trust-
based clustering is distributed mechanism that enables evaluation of each vehicle 
using its trust parameters to select reliable CH for authentic and secure clustering in 
VANET [14] [15]. The trust-based approach supports the capability of distinguish-
ing unreliable and reliable vehicles. The core focus of the TACA protocol is to 
solve the problem of reliable CH selection for each cluster in VANET. To address 
this problem, we designed the nature-inspired algorithm Ant Colony Optimization 
(ACO) with a modified fitness function. Compared to other optimization tech-
niques, ACO is a metaheuristic technique that provides solutions with minimum 
overhead and simple to solve the clustering problem for VANET. The fitness func-
tion of ACO has been designed to select the most reliable and optimal vehicle as 
CH for the current cluster using the direct and indirect trust parameters of each ve-
hicle. After cluster formation, the periodically computed trust-based fitness values 
of each vehicle have been utilized for reliable inter-cluster and intra-cluster data 
transmission. Section 2 focused on a brief review of various clustering techniques 
of VANET with the motivation and contributions of this paper. Section 3 presents 
the design of the proposed protocol. Section 4 presents an investigation of simula-
tion results. Section 5 presents the conclusion and suggestions for future work.  

2  Related Works   

This section presents a brief study of various VANET clustering mechanisms pro-
posed during the last decade. First, we reviewed the existing clustering techniques 
progressively according to their appearances and then discussed the research gaps 
followed by the proposed contributions of this paper.  

A. State-of-Art Methods  

The first clustering for VANET of choosing group setup parameters by utilizing the 
physical situation of the vehicles proposed in [16]. A gathering of vehicles picks a 
CH, but the span of the group is controlled by the CH. The multi-hop clustering 
methodology proposed in [17] with another improvement metric requiring the simi-
lar versatility between vehicles in a multi-bounce isolated, picking the vehicle with 
the base aggregate portability esteem as the group head. In [18], Hierarchical Clus-
tering Algorithm (HCA) was proposed for the development of clusters with a scope 
of the most extreme four bounces. This protocol schedule transmissions and chan-
nel access inside the cluster to guarantee dependable correspondence. The SBCA 
protocol [19] makes clusters with a progressively steady structure by considering 
the portability, the number of neighbors, and the initial term of the vehicle. The Re-
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gion-based Clustering Mechanism (RCM) is introduced in [20] to enhance the 
scalability of MAC protocol for VANETs. In RCM, the network is apportioned into 
various space division units, and every division unit is restricted to a fixed number 
of vehicles for keeping away from disputes of channels. The multi-administrator-
driven great clustering system was proposed in [21]. It showed a dynamic bunch 
creation system that contains overwhelming weight settled and light-weight porta-
ble administrators and groups the vehicles that show related versatility models, 
headings, and speeds. Another novel clustering-based proposed for VANET in [22]. 
They designed a clustering calculation that considers both center point position and 
center immovability in VANETs. The strategy hopes to make stable clusters by di-
minishing re-clustering overhead, hauling out cluster lifetime, and shortening the 
ordinary division between CHs and their CMs. Mainly fundamental, this calculation 
response to single and distinctive CHs.  The optimization (ACO) based clustering 
protocol for VANET proposed in [23] called Clustering calculation Ant Colony Op-
timization (ACO) for VANETs (CACONET). CACONET shapes enhanced clusters 
for lively discourse. In [24], the FAST clustering protocol proposed to outline es-
tablished clusters for deferment constrained applications. The system intends to re-
strain the CH race and the cluster part decision latencies. The static geographical 
clustering algorithm proposed in [25] outlines static geological clusters as demon-
strated by the width of the city which ends up being more gainful and constant CH 
mastermind over the larger piece of its execution estimations among various calcu-
lations. The fuzzy logic-based CH selection and cluster formation algorithm was 
proposed in [26] using key parameters such as speed, distance, acceleration, and di-
rection. Another novel clustering method was proposed for the VANET environ-
ment in [27] with the point of improving the stability of the system cluster using the 
mobility speed mainly. In [28], a new dynamic mobility-based and stability-based 
clustering plan was presented for an urban city situation. The proposed conspire ap-
plies the vehicle's moving direction, relative position, and connection lifetime esti-
mation. The novel algorithm proposed in [29] for the way toward addressing the 
challenges of cluster formation and CH selection appropriate for VANETs. Three 
different algorithms such as cluster-based life-time routing (CBLTR) protocol, In-
tersection dynamic VANET routing (IDVR) protocol, and control overhead reduc-
tion algorithm (CORA) proposed in [30] for VANETs. The CH selection was per-
formed by maximum lifetime parameter among all the vehicles. The Density-Based 
Dynamic Clustering (DBDC) protocol was introduced recently in [31]. They de-
signed a strategy to discover the accurate location in the lane for congestion man-
agement. They used the threshold of average vehicle density of each cluster for 
congestion control. The trust-based clustering protocol called Double Head Cluster-
ing (DHC) had proposed in [32] for VANET. They computed the trust parameters 
for optimal CH selection such as vehicle mobility, direction, and position along 
with signal-to-noise ratio (SNR) and link expiration time (LET). Recently, the au-
thor addressed the challenges of stable and reliable clustering for VANET in [33]. 
They proposed a StabTrust protocol using different trust parameters. The trust-
based mechanism has been designed for selecting the reliable CH in each cluster. 
Their trust mechanism comprises the experience, reputation, and knowledge of the 
node. The optimization technique recently applied for VANET clustering in [34] is 



called Grasshoppers Optimization Algorithm (GOA). The GOA has designed for 
optimal CH selection using inter-vehicle distance and route length parameters for 
fitness computation. However, GOA failed to consider the reliability of VANET 
communications in terms of cluster stability by considering the mobility and con-
gestion security threats.  

B. Motivation 

Notwithstanding the inherent benefits of recent VANET clustering protocols, there 
are nevertheless various current challenges for VANET clustering. The research 
gaps noticed from the above literature are: 

 Efficient techniques have been required for VANET communications with 
the minimum computational burden to support network scalability and 
prevent data loss [35] [36].  

 The multi-level clustering methods have not yet exploited a completely 
exploited and challenging approach as it depends on different parameters 
to build a cluster [31] [37].  

 The trust-based clustering confirmed effective solutions for VANET clus-
tering and routing, but lack of optimization in vehicle selection leads to 
higher control overhead and data loss problems [32] [33] [38]. 

 The unreliable and unauthenticated RSUs dependent trust-based clustering 
techniques also lead to significant control overhead and security challenges 
[33].  

These research gaps motivate us to propose the TACA protocol in this paper. The 
possible contributions of the TACA protocol are: 

 We formulate the problem of selecting the reliable CH node for each clus-
tering using the ACO algorithm to maximize the life of the cluster with 
minimum computational burden and communication delay.  

 The trust-based fitness function has been used in ACO to select the reliable 
vehicle as CH of each cluster. To achieve scalability and reliability re-
quirements, we computed both direct and indirect trust parameters for 
computing the integrated trust-based fitness value of each vehicle.  

 The fitness score of each vehicle has been updated in its routing table en-
tries periodically. These values have directly been accessed during inter-
cluster and intra-cluster routing with aim of reducing the overhead and de-
lay.  

 To claim the scalability and reliability of the TACA protocol, we designed 
network scenarios with density and mobility variations using different 
mobility models and compared its performance with recent protocols. 
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3  Proposed Methodology  

As per the contributions mentioned in the above section, this section presents the 
functionality and design of the TACA protocol for VANET clustering. Figure 2 
shows the working of the TACA protocol that comprises cluster formation, optimal 
CH selection, and reliable data transmission phases. After network deployment, the 
VANET partitioned into different clusters periodically using the conventional K-
means clustering. We used this approach over the other dynamic techniques of the 
number of clusters formation because of its simplified and lightweight mechanism. 
Discovering the optimal number of clusters is out of the scope as the main problem 
is concerning reliable and stable CH selection for each cluster. After network por-
tioning, an ACO-based CH selection algorithm has been processed for each cluster. 
The ACO has applied to select the reliable CH using trust-based fitness function 
evaluation. The number of ants represents the number of vehicles that are part of the 
current cluster. The pheromone value (fitness value) for each ant (vehicle) has been 
updated in its routing table. The next phase belongs to reliable next-hop selection 
for intra-cluster and inter-cluster data transmission to secure the network data and 
prevent data loss. It can be performed by directly analyzing the periodic trust value 
of each vehicle. In subsequent sections, we present the complete design of the pro-
posed model. The process of re-clustering and cluster maintenance will perform pe-
riodically according to Time Division Multiple Access (TDMA) channel schedules 
to maintain network reliability, improve cluster lifetime, and guaranteed QoS.  
 

 
Figure 2. Functionality of proposed TACA protocol 

 
A. System Design and Assumptions 

We define the system model for TACA protocol as: Let 𝑁 number of vehicles with 𝑀 number of RSUs deployed in network of 𝑋 × 𝑌 size. After deployment, the ini-
tial 𝐶 number groups formed by using K-means clustering algorithm i.e.  {𝑐1, 𝑐2, … , 𝑐𝐶}. For each 𝑞𝑡ℎ, 𝑞 ∈ 𝐶 cluster,  optimal and reliable CH selection al-
gorithm applied using ACO to maximize the network QoS and cluster stability in 
presence of the number of unreliable threats in the network. Before presenting the 



ACO-based CH selection algorithm, the design of the TACA protocol is based on 
some assumptions such as:  

 The VANET consists of 𝑁 number of vehicle nodes deployed 
randomly with capability of moving around the mobility pattern.  

 The VANET consists of 𝑀 number of RSUs situated at fixed po-
sitions in network without any movement.  

 All vehicles are homogenous, mobile and having a unique ID 
without energy constraints.  

 The k-means clustering applied to partition the network for each 
clustering round.  

 The data transmissions performed V2V manner in that Cluster 
Members (CMs) transmit their data to their corresponding CH 
nodes.  

 The CH nodes receive periodic data from its CMs and aggregate 
data by using efficient data aggregation strategy.  

 The data transmissions performed V2I manner in that CHs trans-
mit their data to their corresponding RSU nodes.  

 The multi-hop and symmetric manner communications applying 
among the V2V and V2I links. 

 The geographic position and distance parameters estimated by us-
ing the Global Positioning System (GPS) for each vehicle.   

B. Reliable CH Selection  

As per the model designed with assumptions, the core contribution of the TACA 
protocol has trust-based reliable CH selection using the robust ACO technique. The 
process of secure and optimal CH selection using the trust computation proposes to 
overcome the challenges of previous methods. To prevent data loss and network un-
reliability conditions, it is vital to select the vehicle as CH that is more trustworthy 
among other vehicles. As the trust score should consider both the security and clus-
tering QoS perspectives, we used direct (packet forwarding ratio) and indirect trust 
(mobility, degree of connectivity, and vehicle congestion) parameters. To solve the 
problem of optimal, stable, and reliable CH selection, we applied the ACO algo-
rithm using a modified fitness function. The fitness of each ant of the ACO algo-
rithm has computed using direct and indirect trust parameters. Due to the significant 
benefits of using the ACO in recent studies across various routing and cluster chal-
lenges of different networks, we exploit the use of ACO to select the optimal CH 
with minimum computational efforts compared to other optimization techniques. 
The function of ACO is the modeling of the ant behavior related to their ability to 
find the best available vehicle from the anthill to the food source (reliable and stable 
CH selection) as demonstrated in figure 2 (1) where the problem definition is repre-
sented. The process of ACO is iterative in which initially the ant broadcasted the 
way with pheromone, and this information utilized by other ants to select the opti-
mal CH (figure 2 (2)). The final solution by the ant is then visible when all the pos-
sible options are evaluated (figure 2 (3)). Thus the steps of ACO for optimal CH se-
lection are summarized as:  
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Figure 2. Functionality of ACO algorithm 

 
 For each cluster, initialize the number of ants and other parameters related 

to iteration and temporary best solution.  
 Construction of the acceptable alternative CH solutions.  
 Compute the fitness of each Ant until the convergence criteria are satisfied 

and update the current solution of CH selection.  
 Update the pheromone value in the routing table related to each ant.  
 Return the optimal CH selection after convergence criteria are achieved.  

Figure 3 and algorithm 1 represent the flowchart and pseudo code of the proposed 
ACO-based CH selection approach of the TACA protocol respectively. For each 
cluster, ACO initialize the parameters such as number of iterations 𝐼𝑡𝑒 and 𝑘 num-
ber of ants  {𝑎1, 𝑎2, … 𝑎𝑘} for 𝑛 number of vehicles of the current cluster. The 
group of 𝑘 number of ants deployed to search the solution of a problem. At each it-
eration 𝐼𝑡𝑒, every ant 𝑎𝑖 , 𝑖 ∈ 𝑘 builds its own problem-solution based on the rules. 
In TACA, the solution is the selection of reliable CH among all available options 
based on the trust-based fitness function to establish a stable clustering solution for 
VANET. At every iteration 𝐼𝑡𝑒, ACO performs the three steps to select stable and 
reliable CH for each cluster such as (1) finding solution by each ant, (2) pheromone 
is deposited, and (3) pheromone evaporation occurs. 



 
Figure 3. ACO-based reliable and stable CH selection 

 
Algorithm 1: Reliable CH selection using ACO 

Inputs 𝑀: 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠  𝐶𝑀: 𝑠𝑒𝑡 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠 𝑖𝑛 𝑒𝑎𝑐ℎ 𝑐𝑙𝑢𝑠𝑡𝑒𝑟   𝑅𝑇: 𝑅𝑜𝑢𝑡𝑖𝑛𝑔 𝑡𝑎𝑏𝑙𝑒 𝑒𝑛𝑡𝑟𝑦 𝑓𝑜𝑟 𝑒𝑎𝑐ℎ 𝑣𝑒ℎ𝑖𝑐𝑙𝑒   
Output 𝐶𝐻: 𝑠𝑒𝑡 𝑜𝑓 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ℎ𝑒𝑎𝑑𝑠 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑑𝑢𝑟𝑖𝑛𝑔 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 𝑟𝑜𝑢𝑛𝑑  

1. For each TDMA schedule  
2.  For each cluster 𝑗 = 1: 𝑀 
3.     Initialize parameters: 
4.      𝐶𝐻𝐽 = 𝑁𝑈𝐿𝐿  
5.      𝑘 =  𝑠𝑖𝑧𝑒 (𝐶𝑀(𝑗)) 
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6.      For each ant 𝑖 =  1: 𝑘 
7.               𝐼𝑡𝑒 =  1 
8.                𝑎𝑖 = 𝐶𝑀(𝑗, 𝑖) 
9.              Compute fitness current ant using Eq. 1 
10.                 𝑓(𝑎𝑖) = 𝑓𝑖𝑡𝑛𝑒𝑠𝑠 (𝑎𝑖)  
11.                 If (𝐼𝑡𝑒  ≤  𝐴) 
12.                      Return final optimal CH selection outcome 𝐶𝐻𝐽 
13.               Else 
14.                    If (𝐶𝐻𝐽 == 𝑁𝑢𝑙𝑙) 
15.                             𝐶𝐻𝐽 ← 𝑎𝑖   
16.                      End 
17.                         If (𝑓(𝐶𝐻𝐽) < 𝑓(𝑎𝑖))    
18.                                     𝐶𝐻𝐽 ← 𝑎𝑖, update current CH solution  
19.                   Else  
20.                               Discard (𝑎𝑖), discard current ant 
21.                   End 
22.               End 
23.             Update pheromone: 𝑅𝑇 ← 𝑓(𝑎𝑖)    
24.            𝑖 + +, 𝐼𝑡𝑒 + + 
25.       End For 
26.     𝐶𝐻 ← 𝐶𝐻𝐽         
27.    End For 
28.   Update TDMA schedule  
29. End For 

 
As showing in algorithm 1 and figure 3, the periodic process of electing the optimal 
CH selection has been performed by evaluating each ant belonging to each cluster 
using trust-based fitness value. The core part of this algorithm is computation of fit-
ness value of each ant using the direct and indirect trust value. The fitness value 𝑓(𝑎𝑖) of 𝑖𝑡ℎ ant belonging to 𝑗𝑡ℎ cluster has computed by: 𝑓(𝑎𝑖) = (𝑤1 × 𝐷(𝑎𝑖)) + (𝑤2 × 𝐼𝐷1(𝑎𝑖)) + (𝑤3 × 𝐼𝐷2(𝑎𝑖)) + (𝑤4 × 𝐼𝐷3(𝑎𝑖))  
(1) 
Where, 𝐷(𝑎𝑖) represents the direct trusts score for packet forwarding ratio parame-
ter. 𝐼𝐷1(𝑎𝑖), 𝐼𝐷2(𝑎𝑖), and 𝐼𝐷3(𝑎𝑖) represents indirect trust scores for three param-
eters mobility speed, degree of connectivity, and congestion respectively. The 𝑤1 −𝑤4 represents the normalization factors to scale the values of each trust score in be-
tween 0 to 1 so that final value of 𝑓(𝑎𝑖) within range of 0 to 1.  
Direct Trust Computation: The packet forwarding ratio allows estimating the legit-
imate nodes accurately by computing direct trust value. Node 𝑎𝑖  forwards data 
packets of from another vehicle 𝑎𝑗 and broadcasts 4 ACK packets. During this time, 
node 𝑎𝑗 collects such ACK packets of node 𝑎𝑖 to estimate the number of sensing 
packets. The rate of data transmission packets computed at time 𝑡 as:  𝑓(𝑎𝑖) =  𝑆𝑃(𝑎𝑖,𝑗(𝑡))−𝑆𝑃(𝑎𝑖,𝑗(𝑡−1))𝑆𝑃(𝑎𝑖,𝑗(𝑡))+𝑆𝑃(𝑎𝑖,𝑗(𝑡−1))                                                                             (2) 



Where, 𝑆𝑃(𝑎𝑖,𝑗(𝑡)) is number of successful packets forwarded by 𝑎𝑖 at time 𝑡.  This 
parameter efficiently secures the network from unreliable vehicles in network as 
well as estimate the malicious behaviour of node. Higher 𝑓(𝑎𝑖) value results into 
higher chances of 𝑎𝑖 as reliable vehicle for CH selection. 
Indirect Trust Computation: Three indirect trust parameters compared for each ant 
corresponding to a particular cluster.  

 Mobility: It is a vital parameter for VANET clustering and routing, thus 
selecting the vehicle with less moving speed will be the reliable solution 
and it prevents data loss. The first parameter is the mobility of the vehicle 
that computed at current 𝑡 as:  𝐼𝐷1(𝑎𝑖) = 𝑚𝑜𝑏𝑖𝑙𝑖𝑡𝑦 (𝑎𝑖 , 𝑡)                                                                             (2)  

Where, the mobility function estimates the mobility speed of 𝑎𝑖 at time 𝑡. The speed 
function is based on speed prediction technique using previous moving speed histo-
ry of vehicles. The locations of vehicle retrieved using the GPS technology. The 𝐼𝐷1(𝑎𝑖) represents the node speed of 𝑖𝑡ℎ vehicle for 𝑗𝑡ℎ cluster, and it is normalized 
as:  𝐼𝐷1(𝑎𝑖) = (𝜆−𝐼𝐷1(𝑎𝑖) )𝜆                                                                                          (3)  

Where, 𝜆 is represents the maximum mobility value. In our simulation we kept the 
maximum pre-defined value as 140 km/h.  Higher the value of 𝐼𝐷1(𝑎𝑖), less mo-
bility speed of vehicle 𝑎𝑖, thus, higher chances to become CH.  

 Connectivity: This parameter ensures the reliability of clustering and data 
transmission phase as it helps to select the node with number of neigh-
bourhood nodes. The number of neighbourhood nodes of 𝑎𝑖 defines its 
connectivity that is computed as at time 𝑡:  𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑣𝑖𝑡𝑦 (𝑎𝑖(𝑡)) = [ 𝑛𝑖𝑑𝑖𝑠𝑡 (𝑎𝑖,𝑎𝑗)  < 𝑟𝑠𝑠𝑖]                                      (4) 

Where, 𝑖 ≠ 𝑗, 𝑑𝑖𝑠𝑡 (𝑎𝑖 , 𝑎𝑗) represents geographical distance between two 
nodes and Received Signal Strength Indicator (𝑟𝑠𝑠𝑖) represents the com-
munication range of node 𝑖.  𝑛𝑖 represent the count of connectivity. The 
connectivity parameter further normalized as:  𝐼𝐷2(𝑎𝑖) = 1 − ( 1𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑣𝑖𝑡𝑦(𝑎𝑖(𝑡)))                                                        (5) 

This parameter helps to select optimal CH as it takes minimum time for 
CM to CH data transmission. It also limits the malicious activities during 
periodic data transmissions within cluster, therefore, it is selected as trust 
parameter in TACA protocol.  

 C. Congestion: For VANET, congestion or data traffic is another chal-
lenge for intelligent clustering protocol. The node with higher congestion 
is considered unreliable to become CH. The unreliable node is frequently 
broadcasting routing packets that lead to traffic around it. It can also result 
in data loss and high control overhead in VANET communications. There-
fore, we selected congestion estimation of each vehicle for reliable CH se-
lection. The congestion rate of vehicle 𝑎𝑖 is computed as:  
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𝐼𝐷3 (𝑎𝑖) =  1 − (𝐵𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑(𝑎𝑖(𝑡))𝐵𝑎𝑠𝑠𝑖𝑔𝑛𝑒𝑑 )                                                         (6) 

Where, 𝐵𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 (𝑎𝑖(𝑡)) represents the current number of packets processing 

at node 𝑎𝑖 at time 𝑡 and 𝐵𝑎𝑠𝑠𝑖𝑔𝑛𝑒𝑑  represents maximum bandwidth capacity of 

vehicle 𝑎𝑖 allocated. Higher the value of 𝐼𝐷3 (𝑎𝑖), maximum chances of 𝑎𝑖 to 
become CH. 

C. Cluster Maintenance  

It is the continuous process in which the clusters are checked for optimization. The 
cluster maintenance phase has initiated in the network in case of CH failure, joining 
of a new vehicle in the cluster of CM fails to exit. As the vehicle frequently moving 
in VANET, the CMs can travel from one cluster to another cluster. Thus, rather 
than performing the re-clustering for each TDMA cycle, we applied optimal CH se-
lection for each cluster for each TDMA cycle. It ensures network connectivity and 
reliability regardless of cluster size dynamics. It also minimizes the control over-
head and communication delay. Apart from this condition, at each periodical inter-
val the status of selected CH checked to perform the re-election of CH based on one 
of the below conditions: 

 If the current CH failed, then re-election of CH initiated.  
 If the current CH fitness value has been suppressed by any other CM fit-

ness value in the same cluster, then the current CH relinquish its role and 
become the CM, and then CM with the highest fitness value becomes the 
new CH using ACO.  

 If the current CH crosses its cluster width and enters into another cluster 
width, then re-election of CH initiated. 

D. Data Transmission  

This is a vital phase of VANET in which the periodic network information is col-
lected and transmitted to corresponding destinations in a multi-hop manner periodi-
cally. To prevent data loss or congestion, we used the modified Shortest Path Tree 
(SPT) approach that considers short hop count to discover the route from the in-
tended source and destinations. The modified SPT selects the forwarder or relay 
node according to its current fitness value. The node with a higher fitness value has 
elected for data relaying operation towards the destination. Once all the routes are 
discovered, the route with a minimum hop count is selected to initiate data trans-
mission. The routing process has been regarded as two types of communication (1) 
from CH to the RSU via the other intermediate CH nodes, (2) from CMs to their 
CH node. The relay selection according to its trust factor ensures the reliability and 
data protection for VANETs. 
 

4  Simulation Results    

This section presents the simulation results and comparative analysis of the pro-
posed TACA protocol. The TACA protocol along with the existing protocols was 



implemented in NS2 using different network scenarios. To claim the efficiency of 
the TACA protocol, we have selected three recent trust-based clustering protocols 
of VANET as CACONET [23], DHC [32], and StabTrust [33]. The CACONET 
protocol was selected because it is the first clustering protocol for VANET that 
used ACO for optimal CH selection using speed and direction parameters. The 
DHC protocol was designed using different trust parameters for CH selection with-
out using an optimization technique. The StabTrust protocol was similar to DHC 
except for the trust computation of each vehicle performed by the RSU node for CH 
selection and also includes the cryptography operations for data transmission. 
While the implementation of StabTrust, we consider only the approach of RSU-
based CH selection and clustering. The performances have been measured in terms 
of different performance metrics such as average throughput, PDR communication 
delay, and control overhead. The evaluations performed using two main network 
scenarios as (1) density variations using the Random Walk mobility model, (2) mo-
bility variations using the Manhattan grid mobility model. Table 1 and 2 disclosed 
the details for both these scenarios.  
A. Vehicle Density Analysis 

The clustering protocol for VANET should be scalable with an increased number of 
vehicles. To analyze the impact of increasing density, we have designed four net-
works of a varying number of vehicles in the network such as 45, 95, 145, and 150 
with 5 RSUs in each. Table 1 is showing the other simulation parameters of density 
variations. These networks with 5 RSUs deployed in the network. Figure 4-7 
demonstrates the outcome of average throughput, PDR, communication delay, and 
control overhead using each VANET clustering protocol.  
 

Table 1. Simulation parameters for density scenario 
Vehicle Density  45, 95, 145, and 195 

Vehicle Velocity 35 km/hr 

Simulation Duration 500 seconds 

Clustering Protocols StabTrust, DHC, CACONET, and  TACA 

MAC 802.11p 

Propagation Model Two-Ray Ground 

Area 7050 x 7050 

Mobility Model Random Walk mobility model 

Traffic Pattern Constant Bit Ratio (CBR) 

Communication Pairs 6 
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Number of RSUs 5 

 
Figure 4 demonstrates the average throughput analysis for four clustering protocols 
using CBR data transmissions. Average throughput calculates the mean of the total 
number of packets delivered per second. We first observed that as the vehicles in-
crease, the throughput performance decreases. It is mainly because of increased 
clustering and routing operations with an increased number of vehicles for each 
protocol. The increased number of vehicles also affects the other parameters like 
reduced PDR (figure 5), increased communication delay (figure 6), and increased 
control overhead (figure 7). Among all four clustering protocols, the TACA proto-
col delivered the best throughput performance for each network compared to other 
protocols DHC, stabtrust, and CACONET. This is due to the simplified approach of 
cluster formation, ACO-based reliable CH selection, robust cluster maintenance, 
and reliable data transmission functions of the TACA protocol. The stable cluster-
ing and route formation in TACA compare to other protocols leads to the increased 
number of successful packet transmissions. The recent stabtrust delivered the worst 
throughput performance compared to other protocols as it heavily relied on RSU 
nodes for trust computation of vehicles in CH selection protocol. The ACO-based 
clustering in CACONET achieved stable clusters in VANET compared to the DHC 
method, thus it is having higher throughput compared to DHC and stabtrust. Figure 
5 demonstrates the outcome of PDR performances with a similar trend that was no-
ticed for average throughput. The trust-based mechanism used in optimal CH selec-
tion using ACO delivered more stable clustering results into reduced data loss in the 
TACA protocol. The similar trust scores were further utilized without any extra ef-
forts during inter and intra-clustering data transmission in TACA. It is observed that 
TACA reduced the data losses for all VANET networks approximately by 7 % 
compared to existing clustering protocols.  

 
Figure 4. Average throughput analysis for density variations 
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Figure 5. PDR analysis for density variations 

 
Communication delay (figure 6) is another vital QoS parameter for VANET cluster-
ing and routing.  These measurements compute the average time among the packet 
start time at all sources and the packet arriving at the time at all goal nodes. The re-
liable clustering with reliable data transmission in TACA leads to the minimum 
communication delay compared to all other existing clustering protocols. The 
communication delay mainly introduced due to frequent tasks of clustering and 
route formation in VANET, thus, TACA focused on ACO-based reliable and stable 
CH selection for clustering and trust-based reliable data relay section for routing in 
a simplified manner. This result in a significant reduction in delay performance of 
TACA compared to other protocols. 
The existing methods DHC, CACONET, and StabTrust have limitations related to 
cluster formation and data routing. Non-optimized CH selection in DHC without re-
liable data transmission leads to unstable routes and clustering. CACONET used 
ACO only for clusters formation and optimal CH selection using only two trust pa-
rameters such as direction and velocity. StabTrust heavily relied on RSUs for ac-
cessing the trust parameters of each vehicle ad compute the integrated trust score 
periodically. This increases the high overhead of trust computation on the clustering 
process. In all existing protocols, congestion or packet forwarding ability behavior 
of vehicles cannot be considered for optimal CH selection. And hence, all protocols 
suffered from higher data loss, communication delay, and control overhead (figure 
7) compared to the TACA protocol. Figure 7 demonstrates the control overhead 
performances of all protocols with density variations. Due to the ability of the 
TACA protocol to select the vehicle based on its velocity, congestion, connectivity, 
and transmission probability, control overhead minimized significantly.  
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Figure 6. Communication delay analysis for density variations 

 
Figure 7. Control overhead analysis for density variations 

 

B. Vehicle Mobility Analysis 

The reliability and stability of VANET are significantly affected by vehicle mobili-
ty. The higher mobility leads to more unstable reliable network conditions due to 
frequent network dynamics. To conquer the challenges of higher mobility in 
VANET, we introduced the TACA protocol in this paper. We designed the net-
works of 45 vehicles and 5 RSUs with varying mobility speeds such as 15, 30, 45, 
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60, 75, and 90 Km/hr. Table 2 demonstrates the details of complete simulation pa-
rameters. Figures 8-11 are showing the impact of increased mobility on average 
throughput, PDR, communication delay, and control overhead respectively.  
 

Table 2. Simulation parameters for mobility scenario 
Vehicle Density  45 

Vehicle Velocity 15-90 km/hr 

Simulation Duration 500 seconds 

Clustering Protocols StabTrust, DHC, CACONET, and  TACA 

MAC 802.11p 

Propagation Model Two-Ray Ground 

Area 7050 x 7050 

Mobility Model Manhattan grid mobility model 

Traffic Pattern Constant Bit Ratio (CBR) 

Communication Pairs 6 

Number of RSUs 5 

 
Figure 8 shows the performance of average throughput for each clustering protocol 
with increased vehicle speed. The impact of mobility is indicated by the results of 
throughput. Higher velocity leads to lower throughput performances using each 
clustering protocol. The TACA achieved enhanced throughput performance com-
pared to existing clustering protocols because of optimization-based reliable CH se-
lection and a simplified approach for route discovery compared to DHC, 
CACONET, and StabTrust protocols. Similarly, figure 9 shows the PDR perfor-
mance ant it is also affected by the increased mobility speed of vehicles. The TACA 
protocol able to reduce the data loss compared to other protocols. The existing pro-
tocols have failed to consider the congestion and packet delivery ability related pa-
rameters along with mobility for optimal CH selection and route formation, and 
hence, leads to minimum PDR compared to TACA protocol.  
As discussed above concerning communication delay and control overhead, fre-
quent route establishment and clustering in VANETs affect these performances. 
This frequency of route formation and clustering increases as the mobility of vehi-
cles increases. The results of communication delay (figure 10) and control overhead 
(figure 11) are showing that how the higher mobility leads to the worst communica-
tion delay and overhead in VANETs. The communication delay and control over-
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head performances are reduced using the TACA protocol compared to the existing 
clustering protocol. These results also justified that for any kind of VANET net-
works, the performances of space and time complexity is lower using the TACA 
method as it believes in mobility and congestion aware clustering and data trans-
missions compared to existing protocols. 

 
Figure 8. Average throughput analysis for mobility variations 

 
Figure 9. PDR analysis for mobility variations 
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Figure 10. Communication delay analysis for mobility variations 

 
Figure 11. Control overhead analysis for mobility variations 

5  Conclusion and Future Work   

This paper proposed the novel trust-based mechanism for VANET clustering called 
TACA. The main contributions of the TACA protocol are (1) ACO with trust-based 
fitness computation for reliable and stable CH selection, (2) Computation of inte-
grated fitness value of each vehicle using congestion, connectivity, and mobility 
trust parameters, and, (3) lightweight mechanism for reliable relay selection for data 
forwarding. The ACO optimization technique is used for stable clustering with min-
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imum control overhead and higher QoS performance. We designed network scenar-
ios of density and mobility variations to claim the efficiency of the TACA protocol. 
The performance of the TACA protocol has compared with DHC, CACONET, and 
StabTrust clustering protocols in terms of average throughput, PDR, communica-
tion delay, and control overhead. Throughput and PDR performance of TACA pro-
tocol increased by 9 % and 10.1 % respectively compared to existing protocols. 
Communication delay and control overhead reduced by 14.5 % and 12.3 % respec-
tively. For future work, we suggest (1) investigate the TACA protocol by introduc-
ing the different types of attacks, (2) design route formation algorithms using the 
ACO, and (3) investigate the other optimization algorithms in place of ACO. 
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