
Page 1/10

Federated Machine Learning For Augmenting The Safekeeping of Critical
Energy Infrastructures
Muzaffar Hussain 

C.Abdul Hakeem College of Engineering & Technology
Sumaiya Thaseen 

Vellore Institute of Technology
Anbarasu B 

Vellore Institute of Technology
Muhammad Rukunuddin Ghalib 

Vellore Institute of Technology
Achyut Shankar 

Amity University
Pavika Sharma  (  pavikasharma.ece@gmail.com )

Amity University https://orcid.org/0000-0002-9159-9041
Bharat Bhushan 

Sharda University

Research Article

Keywords: Critical Infrastructure, Federated Learning, Machine Learning, Model Training, Random Forest and Wind Turbine.

Posted Date: November 29th, 2021

DOI: https://doi.org/10.21203/rs.3.rs-746263/v1

License:   This work is licensed under a Creative Commons Attribution 4.0 International License.   Read Full License

https://doi.org/10.21203/rs.3.rs-746263/v1
mailto:pavikasharma.ece@gmail.com
https://orcid.org/0000-0002-9159-9041
https://doi.org/10.21203/rs.3.rs-746263/v1
https://creativecommons.org/licenses/by/4.0/


Page 2/10

Abstract
In the recent years, there have been an increase in attacks targeting Supervisory Control and Data Acquisition (SCADA) infrastructures as there are many
sensitive data released from peripheral devices. Wind-turbine systems are considered to be the most complex Cyber-Physical infrastructures.A privacy
preserving Federated Machine Learning solution is proposed in order detect any possible anomalies in such infrastructures. Instead of centralizing the wind-
turbine data into a common server, Federated Machine Learning allows the data to remain on-premise in the infrastructure. This enables the responsible
authorities to consider the advantages of Machine Learning, and simultaneously protect their privacy. Different federated machine learning models namely
Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Radial Basis Function (RBF), Multi-Layer Perceptron (MLP) and Random Forest (RF) are deployed
to analyze the anomalies in the wind turbines. It is inferred from the experimental results that Random Forest is superior in identifying the anomalies with
regard to the performance metrics such asMean Absolute Error (MAE), Root Mean Square Error (RMSE) and Mean Square Error (MSE) are minimal for Random
Forest in comparison to other models and Coe�cient of Determination (R2) is higher which is expected for a model that accurately predicts the anomalies. In
addition, the time taken by the regression is 42.95 seconds which is minimal in comparison to other classi�ers. Thus, a federated Random Forest Learner
accurately analyzes the anomalies in critical wind turbine infrastructures. 

I. Introduction
The evolution of internet paved way for the tremendous growth in the world  on      almost every �eld. Industry 4.0 and process automation is the need of the
hour. Industrial automation has revolutionized the world and the technological development of IoT and IIoT devices has been a major factor for enhancing the
lifestyle of humans and it is more sophisticated than before. However, standalone systems are directly connected to the internet along with the automated
tools. Thus, the isolated environment becomesaccessible and hence the primary concern is security. There are various security concerns which should be
considered to make these technologies reliable. Anomaly detection exists in almost all areas and application domains such as military applications, health
care, banking, intrusion detection and safety of critical systems [12]

With the rapid expansion of global wind power capacity,anomaly defection by continuous monitoring of   Wind Turbines (WT) is of increasing importance [14].
A system for fault recognition of WTs was developed utilizing normal behavior approaches [13].Operational & Maintenance costs of WT are higher so
monitoring them is a big challenge. Health condition monitoring of Wind turbines is built based on the speci�c metrics[2]. Environmental friendly conditions
make WT more preferable in almost every country [18]. In comparison with legacy SCADA(i.e. Supervisory Command and Data Acquisition-SCADA) systems,
recently developed infrastructures deploy scalable Internet-based technologies for real-time data monitoring and also less expensive [19]. Communication
between Industrial Control Systems(ICS) is based on information technology tasks and remote connectivity. There is a possibility of attacks in physical plants.
In general, the protocol runs are secured but with the connectivity of ICS it is de�nitely challenging and susceptible to attacks [20]. 

Machine leaning and Deep Learning models are superior in detecting the anomalies in industry domain. Spatio-temporal data from the applications are
analyzed with the aid of statistical models like regression, clustering etc., to eradicate the degraded performance of the system. SCADA systems are useful in
monitoring and controlling the infrastructures system which plays a vital role in the current scenarios. Therefore, in the proposed approach, a robust anomaly
detection framework is developed. Federated learning (also known as collaborative learning) is a machine learning approach that trains decentralized edge
devices or servers holding local data instances, without swapping them. This method stands in dissimilarity to outdated centralized machine learning
techniques wherever all the local datasets are uploaded to single server, as well as to more traditional distributed methods which often accept that local data
samples are identically dispersed.Federated learning is able to train a model using data stored at multiple wind-turbine stations without the data leaving the
station’s premises, as it is illustrated in Figure 1.

The rest of the paper is summarized as follows: Section 2 discusses the review of various fault detection models developed in IIoT domain. The proposed
work is described in section 3. Section 4 analyzes the experimental results. The conclusion is given in section 5.

Ii. Literature Review
Du et al [1] deployed a Self-Organizing Map (SOM) for reducing high dimensional data. In this approach, Euclidean distance vector based measure is used
with �lter for anomaly detection. In addition, data driven method is used for anomaly detection. Zhao et al. [2] developed a Data Driven Anomalous Detection
Method with Time Series Analysis. Anomaly Operation Index (AOI) is used to measure the performance in Wind Turbine. The remaining Useful Life (RUL) is
also identi�ed in this approach. Sun et al. [3] developed a system using Back Propagation Neural Networks (BPNNs). Genetic Algorithm with Partial Least
Squares Regression is also deployed. The model performs with low Prediction errors on Normal Condition and with high Prediction error on Anomaly
detection. Rosa et al. [4] built Intrusion and Anomaly Detection System (IADS) for speci�c detection containing an anomaly detection module. Security
challenges for next generation IADS is also built.  A uni�ed framework for several heterogeneous component is built into the system.

Rashid et al. [6] utilized a Bagging Regressor ML model to avoid technical issues in Gear Box of Wind Turbines (WT). The Bagging Regressor determines faults
in WT GB’s before 59 days of failure. In this approach, the e�ciency is improved and also computation time is reduced. An accuracy of 99.8 and a MSE of
0.33 is obtained on training the model. Shlomo et al. [7] built a supervised method which interprets the frequent temporal patterns from the SCADA payload of
communication protocols and those features are used in the Classi�cation algorithm. A unsupervised algorithm that learns the automaton is incorporated.
The unknown states are de�ned as malicious. A comparative analysis is performed and it is observed that unsupervised algorithm performs better than the
supervised. MODBUS-SCADA dataset is used for evaluation in this method. Xiang et al [8] developed a fault detection approach by cascading of CNN+LSTM.
Early warning of fault state can be done and early failure is predicted. Sheng et al. [9] developed a Cyber physical model for anomaly detection in SCADA
systems. A model is built for characterizing the industrial process through extractions and correlating patterns of ICS nodes. Mokhtari et al. [10] developed a
Measurement IDS(MIDS) which is capable of identifying abnormal activities even the intruder tries to conceal systems control layer. The hardware in the Loop
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test bed is used to exploit the attack dataset. Random forest performs better than any other classi�er algorithm in detecting anomalies with measured dataset
testbed. Roelofs et al [11] deployed an Auto encoder to �nd the anomalous behavior in WT. 

Philips et al.[15] developed models using SVM, Decision trees, KNN and k-means methods and the results show that 99.99 accuracy is obtained for Gas
pipelines on public datasets. Yang et al. [5] proposed a (Distributed Network Protocol)DNP 3 using Convolutional Neural Network wherein the accuracy
obtained is 99.33. Anton et al. [16] applied SVM and Random Forest techniques and analyzed attacks on Layers 2/3/7 of the network packet and application
based features for public datasets. Sololov et al.[17] built Recurrent Neural Network (RNN)method and tested with public dataset. 

Thus, it is evident from the literature that many machine learning techniques have been deployed but a federated machine learning model has not been
developed. Hence, in the proposed approach, the objective is to develop a federated machine learning model for critical energy infrastructures as privacy will
be preserved and anomalies can also be detected in a secure manner.

Iii. Proposed Approach
A. Privacy-preserving Federated Learning Approach

Wind turbine multisite federated machine learning analysis is formulated without data distribution. The privacy protection is implemented by a randomized
mechanism. The wind turbine privacy-preserving federated learning training is shown step by step.

 1. Problem de�nition

The data detained by the data proprietor location o is represented by the matrix DO. A deep learning technique at State N locations {WT1 , . . . WTN } , is trained
by integrating their own data {WD1 , . . . .W DN } . For wind turbine problems, classically, the data scope at every place is incomplete to train a correct deep
learning model. All wind facts are collected and deployed WD = WD1∪ ···∪ WDN to train a wind model called as WM model.The detail space is denoted as M
and the label space as N. The feature space ‘M’, label ‘N’ and model IDs ‘I’ constitute the training dataset. In the proposed approach of wind turbine multisite
federated machine learning cataloging scenario: Do represents the federated machine learning data, WTo speci�es the institution possessing private federated
machine learning  data; M is the extracted federated machine learning   article and label N signify the analysis or phenotype to be predicted. In this condition,
facts groups part the same detail space but are dissimilar in examples. For instance, dissimilar locations have dissimilar data. However, the structures are all
wind turbine federated machine learning signs mined from the similar pre-processing. The data distribution is shown in Eqn (1) below:

2. Distributed Training 

The two key steps in implementing a wind turbine federated learning approach are: 1) Local update and 2) Global server communication. The detailed training
approach is given in pseudocode 1. Figure 2 shows the architecture of the proposed model. The WM model is trained collaboratively to develop a federated
learning hierarchy. It is assumed there is a central server for computation. Every individual wind turbine trains the deep learning model and updates the model
weights information to a central server. Once the central server has obtained all weights, it analyses and updates the new weights to all the WTs.

B. Gaussian Mechanism 

Gaussian mechanism is the structure block of private experimental risk minimization algorithms founded on stochastic gradient descent [40]. Analyzing the
privacy of such complex mechanisms turns out to be a delicate and error-prone[41]. In particular, obtaining tight privacy analyses leads to optimal utility which
is one of the major challenges in the design of advanced DP mechanisms. An alternative to a-priori analyses is to equip complex mechanisms with
algorithmic noise calibration and accounting methods. These methods utilize numerical computations to, e.g. calibrate perturbations and compute cumulative
privacy losses at run time, without relying on hand-crafted worst-case bounds. For example, recent works have proposed methods to account for the privacy
loss under compositions occurring in complex mechanisms [42][43]

C. Laplace Mechanism

As the provision of the Laplace distribution is in�nite, it is mutual for the output of the Laplace mechanism to decrease external the range of Q. Currently, there
are two current solutions to overawed this. A truncation is achieved which, comprises a deterministic drawing to the upper/lower limits of the output domain,
when the worth falls outside. Alternative method is to bound the support of the reply mechanism, and then sample right from the output domain (e.g. by
inverse transform sampling). This can also be attained through denial sampling, by continually redrawing from the unbounded distribution till an output
reduction within the domain. This process is called as bounding, as the pure outputs of the mechanism are bounded by plan.

D. Coe�cient of determination

The coe�cient of determination (R2) metric measures how good the algorithm to the regression of the calculation by calculating the association between the
input constraints and targeted variables. This metric is also called �tting degree of regression as well. Mathematically this is expressed as:
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where Gbtp represents gearbox forecast temperature, Gbta speci�es gearbox real temperature, K denotes the number of data points which is K=1,2,3........m
and the mean actual gearbox temperature is Gbt’a. The maximum value of R2 is 1. If the value is nearer to 1 the model is good and appropriate to the
regression line to the targeted variable. If the value is less (less than 0.5) the model is not decent for this data.

E. Mean Square Error (MSE)

The MSE indicates the average square difference between the real value and forecast value. The MSE measures the excellence of the regression ML
algorithm. The value earlier to zero is better. If the forecast GB temperature is Gbtp(m) and real GB temperature is Gbta(m) and total data samples are K
mathematically MSE is expressed as:

F. Mean Absolute Error 

The mean square error which denoted as MAE. The MAE calculate the average between the complete real value and the complete forecast value.
Mathematically this error is represented as :

where Gbtp(m) denotes the forecast gearbox temperature, Gbta(m) is actual gearbox temperature and K is total data samples.

G. Root Mean Square Error (RMSE)

RMSE score isconsidered as the best for determining the excellence of forecasts. Root mean square error can be expressed as

Iv. Experiments And Results
A. Data Analysis 

SCADA systems model various attributes namely the wind turbine operation method, wind speed, turbine number, angle of the blade, Torque value, Wind
Speed Max, and power output. An example of raw SCADA data with a sampling period of 10min is shown in Table 1 and data taken for model and processing
is from [8].

 

Pseudo code 1: Wind turbine Privacy-preserving federated learning analysis

 Table 1: Raw SCADA Data
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TIME TURBINE_NUM WIND_SPEED KW WIND_SPEED_SD WIND_SPEED_MAX TORQUE_ACTUAL_VALUE BLADE_1_ACTUAL_ANGLE

01-
11-
2015
00:00

22 0.148473034 0.009655 0.064692982 0.110283159 0.025785188 0.458179171

01-
11-
2015
00:10

22 0.125081222 0.004962 0.066885965 0.084016393 0.020162854 0.466428095

01-
11-
2015
00:20

22 0.121182586 0.004913 0.060307018 0.086624441 0.020841411 0.473221326

01-
11-
2015
00:30

22 0.137751787 0.004454 0.067982456 0.104321908 0.020841411 0.628919755

B. Data Processing and Feature Selection

The �rst impartial is to contract with the SCADA data of WT and to remove the needless information which is not essential for health valuation of GB(Gear
Box) of the WT. The second impartial is to the selection of ML model and train model by the healthy WT GB temperature data. The maximum accurate model
is designated based on the results. The third one is to early forecast the GB temperature of the in the unhealthy data of the second WT. The SCADA dataset
contains a lot of missing value which are not recorded. After complete analysis, the missing values are removed. The feature selection is implemented using
the association statistics. The highly related input variables to the targeted output (Gearbox output temperature) are selected.The value of correlation is
represented in the range of 0 to 1. The input variables with a value of less than 0.5 are removed and greater than 0.5 is selected 

C. Machine Learning Model Training

After the SCADA data preprocessing and feature selection, the ML model is trained using �ve different regressors which are additional described in the
following sections 

(i) Random Forest Classi�er 

The �rst algorithm is a Random Forest classi�er which uses the average value of sub samples. The RMSE, MAE, MSE and R2 reported were 0.096, 0.023,
0.026, and 93.6% respectively. The time taken by this classi�er was 42.95 seconds. Compare to the others model the prediction accuracy reported for this
model is high. 

(ii) .K-Nearest Neighbors (KNN) Classi�er   

KNN classi�er predicts the targeted output by exclamation with nearest neighbors in the training data. The RMSE, MAE, MSE and R2 reported were 0.56, 0.657,
0.782, and 83.05% respectively. The time taken by this regressor was 58.93 seconds. Compared to the previous models the prediction accuracy of this model
is less and the error is high. The time taken by this model is high than the previous model. 

(iii) Multi-layer Perceptron Classi�er 

The multi-layer perceptron (MLP) classi�er optimizes the squared loss using gradient descent. The RMSE, MAE, MSE and R2 reported were 0.65, 0.42, 0.687,
and 74.45% respectively. The time taken by this regressor was 53.95 seconds. The prediction error for this model is very high as compared to previous models.

(iv) Support Vector Machine (SVM)

SVM belongs to the category of supervised machine learning widely used for two-group classi�cation problems. SVM model sets are deployed for labeling
training data for each category. New test data is also categorized in the same manner. The RMSE, MAE, MSE and R2 reported were 0.77, 0.99, 0.245, and
65.45% respectively. The time taken by this regressor was 59.95 seconds

(v)  Radial basis functions 

Radial basis functions are used to estimated multivariable (also called multivariate) functions by linear combinations of relations originated on a single
univariate function (the radial basis function). This is radialised so that in can be used in extra than one dimension. They are usually functional to
approximate purposes or data which are only known at a limited number of points (or too di�cult to evaluate otherwise), so that then valuations of the like
function can take place often and e�ciently. . The RMSE, MAE, MSE and R2 reported were 0.75, 0.56, 0.134, and 73 % respectively. The time taken by this
regressor was 58.95 seconds

V. Discussion
The proposed model is evaluated by considering four performance metrics namely, RMSE, R squared, MAE, and MSE.All the different Machine Learning
Models for the Wind Turbine Dataset is evaluated and shown in the table 3.Figure 3, 4, 5 and 6 shows the RMSE, MAE, MSE and R2 values for all �ve different
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machine learning classi�er models. It is observed from all �gures the Random Forest is superior in comparison to other models and hence there is a surge in
accuracy.

1.Anomalies detection of wind turbine gearbox using best model 

Table 2 shows the training and testing of different classi�ers on Wind Turbine Dataset [26]. It is observed that the Random Forest performs better in
comparison to other classi�ers. The WT GB is trained using the best-performed training algorithm; the fault in the GB is detected by comparing the actual and
predicted temperature. Figure 7 shows the change in temperature of GB for 2 month period which eventually fails after 80 days. Figure 8 shows the difference
between predicted and actual GB temperatures in these 3 months. The �rst noticeable change from the predicted model occurs at point A label in Figure 8,
shows that the GB performance has deviated from normal behavior. The frequency of this deviation is increased further in point B and the temperature
difference is 30°C and lasted for a long time. Point B in Figure8 shows that the turbine completely failed at point B due to the overheating of the GB. Thus, it is
inferred that the anomalous behavior of WT GB is detected at point A which can be used as an early warning point. Point A in this method can be used as an
acute warning point (alarm) as the anomalous behavior if frequency is increased. If the difference in time is calculated between warning at point A and the
complete failure of the WT at point B it is 60 days then it means that the fault is detected 60 days earlier and this fault is fxed to avoid the failure at point B.
The extremely unusual behavior of the GB model at point A is 20 days earlier than actual failure, wherein it is possible to stop the WT at point A  and perform
minor repair at this point to avoid the complete failure in point 3.

Table 2: Training and Testing of Different Machine Learning Models for the Wind Turbine Dataset

Data model RMSE  MAE MSE R2

Training Random forest regressor

 

0.095 0.08 0.036 93.6%

KNeighbors regressor 0.56 0.057 0.563 83.05%

Multi-layer perceptron regressor 0.65 0.102 0.387 74.45%

SVM(support vector machine) 0.77 0.97 0.456 65.45%

RBF(Radial Basis Function) 0.75 0.36 0.235 73%

 

Test Random forest regressor

 

0.096 0.023 0.026 92.6%

KNeighborsregressor 0.56 0.657 0.782 83.05%

Multi-layer perceptron regressor 0.65 0.402 0.687 74.45%

SVM(support vector machine) 0.77 0.99 0.245 65.45%

RBF(Radial Basis Function) 0.75 0.56 0.134 73%

 

V. Conclusion
A federated Machine Learning solution is proposed in order detect any possible anomalies in critical infrastructure such as Wind Turbines. Instead of
centralizing the wind-turbine data into a common server, Federated Machine Learning allows the data to remain on-premise in the infrastructure. Various
federated machine learning models are deployed to analyze the anomalies in the wind turbines. The prediction error is an effective measure for anomaly
detection in WTs. It is inferred from the experimental results that Random Forest is superior in identifying the anomalies with regard to the performance
metrics namely RMSE, MAE and MSE are minimal for Random Forest in comparison to other models and Coe�cient of Determination (R2) is higher which is
expected for a model that accurately predicts the anomalies. In addition, the time taken by the regression is 42.95 seconds which is minimal in comparison to
other classi�ers. Thus, the proposed method analyzes the anomalies in critical wind turbine infrastructures effectively and it can be used in real time anomaly
detection for other critical infrastructures.
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Figures

Figure 1

Architecture of federated learning for wind turbine

Figure 2

Proposed architecture wind turbine privacy-preserving federated learning analysis
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Figure 3

Comparative Analysis of RMSE On Various Federated Classi�ers

Figure 4

Comparative Analysis of MAE On Various Federated Classi�ers

Figure 5

Comparative Analysis of MSE on Various Federated Classi�ers
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Figure 6

Comparative Analysis of R2 On Various Federated Classi�ers

Figure 7

Change in temperature of GB in 2 month

Figure 8

Change in temperature of GB in 80 days


