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Abstract. Mobile Ad-hoc Network (MANET) is one of the most important self-configuring and independent 

wireless network. Numerous intermediate nodes are used among MANET to interchange the information without the 

requirement of any centralized infrastructure. But some nodes act selfishly and utilize the resources only for their 

own purposes and do not share with the neighbors. This selfish nodes might delay or drop the packet and do not 

perform routing. Though watchdog is a well-known selfish node detection technique, it causes false negatives and 

false positives that can affect the performance in terms of precision and speed. To eliminate the drawbacks of 

existing approaches in selfish node detection, this paper integrates both Ad-hoc On-Demand Distance Vector 

(AODV) protocol incorporated with chimp optimization algorithm and Collaborative Contact based Watchdog to 

propose a novel technique called Chimp-CoCoWa-AODV in order to improve the performance of MANET. The 

main role of chimp optimization algorithm in AODV is to undergo optimal route selection process. The performance 

of the proposed Chimp-CoCoWa-AODV approach is compared with existing approaches in terms of average routing 

load, Average Packet Delivery Fraction (PDF), Average End-to-end Delay (EED), Average Throughput, Total 

packet drop in the application layer, and maliciously dropped packet in the routing layer. The simulation results 

shows that the proposed approach is effective with 82% PDF and 7.4 ms EED at 50 nodes in detection and isolation 

of selfish nodes in MANET even in the presence of malicious node.  

Keywords: Ad-hoc On-Demand Distance Vector, Mobile Ad-hoc Network, Chimp optimization algorithm, 

Collaborative Contact based Watchdog, selfish node. 

1. Introduction 

In recent years, Ad-hoc networks get more attention due to their self-healing, self-configuring and self-

organizing nature. An Ad-hoc network that connects several devices in wireless means is called Wireless Ad-hoc 

network (WANET). Mobile Ad-hoc Network (MANET) is a type of wireless Ad-hoc network that consists of 

arbitrarily located mobile nodes. These nodes are wireless connected in a self-healing and self-configured network 

without any fixed infrastructure [1]. The routing protocols developed for MANET are mainly classified into three 

categories like reactive protocols, proactive protocols and hybrid protocols [2]. The proactive protocols are based on 

periodic exchange and the reactive protocols are based on on-demand route discoveries. The benefits of the 

proactive and reactive protocols are combined in the hybrid protocols. The reactive protocols has more advantages 

than others such as less routing overhead and consuming less resources due to the absence of large routing tables. 

The two common types of reactive routing protocol are on-demand and bandwidth efficient protocol. The main 

functions of this protocol includes route discovery for discovering new routes and route maintenance for existing 

route repairing and detecting the link breaks.  

Ad-hoc On-Demand Distance Vector (AODV) is a best reactive routing protocol that support both multicast and 

unicast packet transmissions [3]. It requires less computational requirements and bandwidth as it generate route to a 

destination only when it is necessary. The two operating modes of AODV are route maintenance and route 

discovery. The source node sends the Route Request (RREQ) packet to all the neighbors only when there is no valid 

route to the destination node. The node sends a Route Reply (RERR) packet to the source if it detects a link failure 
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in route maintenance mode. The four types of vulnerabilities in the AODV protocol are (i) forge reply: the attacker 

sends a fake route reply in response to the received routing request, (ii) modify and forward: the attacker modifies 

one or more fields in the packet and forward to the neighbors, (iii) drop: the attacker drops all the received packets 

and active forge: the attacker misuse the RREP and RREQ messages. In addition, the attacker sends a fake routing 

packet without being triggered of any routing packet receipts. Moreover, it does not provide optimal path though the 

protocol contain more features [4].  This may further results in wastage of power, low and unstable packet delivery. 

Therefore, nature inspired algorithms such as Particle Swarm Optimization (PSO), Ant Colony Optimization (ACO), 

Genetic Algorithm (GA) and Whale Optimization algorithm (WOA) are applied for optimal path selection in Ad-

hoc networks [5]. The main features of the bio-inspired optimization algorithms include high performance, speed as 

well as flexibility in search. The recent popular chimp optimization algorithm (ChOA) is inspired from the sexual 

motivation and group hunting intelligence of individual chimps [6]. In this paper, ChOA is combined with AODV to 

get the optimal path.  

Each node in the MANET needs the help of other nodes to forward the packets to the destination. In this network 

topology, rapid changes may occur due to highly dynamic nodes of MANET. MANET has a routable networking 

environment on the top of the link layer of Ad-hoc network. It can be a part of large internet or it may operate in a 

standalone fashion. Every node in the MANET behaves like a router though it forwards the traffic to the neighbor 

nodes. Nevertheless, some nodes act selfish and do not cooperate with other nodes [7]. These selfish nodes are 

involved in drop and delay of packets rather than participating in the process of AODV routing [8]. The deviation 

from original forwarding and routing is called as node misbehavior. The other behavior of selfish nodes includes not 

forwarding or delaying different messages like RREQ data, and RREP. The performance of MANET in routing is 

seriously affected by this behavior of the selfish nodes. The deviation from original forwarding and routing is called 

as node misbehavior. As a result, there is a need of selfish node detection approach to promote the cooperation of 

nodes in MANET. A number of selfish node detection techniques are suggested by researchers in the state-of-the-art 

works [7-10]. The most renowned selfish node detection approach commonly used among the MANET community 

is called watchdog [11]. The collaboration of AODV with local watchdog can improve the route recovery process 

[12]. However, it is reported that the watchdogs generate false positives and false negatives due to the presence of 

malicious node. Besides, local watchdogs show poor performance in terms of speed and precision if the detection is 

dependent only on the local watchdogs. A Collaborative Contact-based Watchdog (CoCoWa) technique is found to 

reduce the effects of false positives and false negatives and improve the performance of local watchdogs [13]. This 

approach combines the information diffusion among nodes and local watchdog. In this paper, CoCoWa is 

collaborated with Chimp-AODV routing protocol to eliminate the drawbacks of existing approaches. 

The main contributions of this paper are given as follows: 

1. AODV is integrated with chimp optimization algorithm for the optimal path selection.  

2. The CoCoWa is utilized to detect and isolate the selfish nodes with the chimp-AODV that can greatly increase 

the reliability of selfish node detection during route discovery process and quickly propagates the information 

about selfish nodes. 

3. The performance of the proposed Chimp-CoCoWa-AODV approach is compared with existing approaches in 

terms of average routing load, Average Packet Delivery Fraction (PDF), Average End-to-end Delay (EED), 

Average Throughput, Total packet drop in the application layer, and maliciously dropped packet in the routing 

layer. 

The rest of this paper is arranged as follows. Section 2 gives the review of related works. The background of 

algorithms and techniques used in the proposed methodology is detailed in Section 3. The Section 4 described the 

proposed methodology. The simulation results are discussed in Section 5. Section 6 concludes this paper.  

2. Related Works 



The collection of mobile nodes called MANET can be formed without the support of any fixed infrastructure. 

However, some nodes in MANET will not forward the packets from other nodes. This type of nodes are called as 

selfish nodes that will affect the performance of the whole network. A secure trust model is introduced with private 

keys and credentials to identify and isolate the malicious nodes [14]. Wang et al. [15] introduced a light weight trust 

based (Quality of Service) QoS model with aspects like neighbor node recommendation and direct trust 

computation. Various techniques and researches proposed to detect and isolate the selfish nodes are addressed in this 

paper. Wu et al. [16] proposed a threshold based method that reduced the false detection rate and improved the 

selfish node detection rate. A token-based umpiring technique is introduced in [17] to detect and isolate the selfish 

nodes. An intrusion detetcion system is proposed in [18] to prevent and recognize the selfish nodes. 

The two major classification of selfish node mitigation techniques presented in several works are reputation-

based and incentive-based techniques. [19] addressed the stimulating cooperation problem for civilian applications 

in self-organizing MANETs. The tamper resistant hardware module and a nuglet counter are maintained in this 

approach. The counter increses when a packet is forwarded by the node, and decreases when own packet is send by 

the node. An incentive-based method for mobile nodes is proposed in [20] to report and cooperate with honest 

actions. The receipt of the message is kept in the node whenever it receives a message. On the other hand, watchdog 

is used in many works to detect the selfish nodes [11-12]. Hernandez-Orallo et al. [21] proposed a collaborative 

watchdog approach for the evaluation of selfish node detection time. The information about the selfish node in one 

node is transmitted to warn all other nodes in the CoCoWa method proposed in [13]. This method minimizes the 

detection time and improves the precision. Hence, this technique is chosen as the selfish node detection approach in 

this paper.  

The AODV routing protocol is used in many research works and found to outperform other routing protocols [3, 

4, 18]. However, route failure may occur in conventional AODV due to routing overhead and data loss. The 

combination of DSDV and DSR routing protocol is the reason for the better performance characteristics of AODV 

[23]. RREP and RREQ are the two types of control packets used in AODV to link two nodes. The performance of 

reactive routing protocol has been analyzed under various types of attacks. The Packet Delivery Ratio (PDR) and 

throughput results show that the performance is decreased with the presence of attacks. The neighbor credit value 

based AODV (NCV-AODV) and its improved version are introduced in [8] to minimize the false detection rate. 

These methods show effective performance on the detection of selfish nodes in MANET. The application of 

evolutionary algorithms in optimal route selection will improve the performance of AODV protocol. Sarkar et al. [4] 

proposed an enhanced-Ant-AODV for MANET to enhance the QoS and improve the optimal route selection. This 

method calculates the pheromone value of a route based on the congestion, path reliability, residual energy of nodes 

and hop count. The highest pheromone value path is selected for data packet transmission. Similarly, PSO [24] and 

GA [25] are used to improve the performance of AODV through optimal selection of route in MANET. Due to the 

effective performance characteristics of AODV, it is chosen as the routing protocol in this paper. In addition, the 

chimp optimization algorithm is integrated with AODV for optimal path selection.  

3. Preliminaries  

This section details the algorithms and methods used in the proposed methodology.  

 

3.1 CoCoWa Watchdog 

Watchdog is one of the best monitoring mechanisms in wireless ad-hoc network to detect the misbehaving and 

selfish nodes in the networks. The transmitter and receiver are overheard by the watchdog in terms of calculating the 

ratio between transmitted packets and received packets in order to detect the anomalies. The performance of local 

watchdog can be improved by the dissemination of information about the selfish node when a contact occurs 

between pairs of nodes. The diffusion between a node pair is defined as a contact. The improved CoCoWa can 

quickly propagate the selfish node information and hence provides enhanced precision within less time. A node is 

noted as positive if watchdog detects that node as selfish node whereas it is noted as negative if watchdog detects 



that node as non-selfish node. The node transmits the information about the selfish behavior when it contact with 

other nodes through the collaborative information transmission.  

The Figure 1 shows the example for the operation of CoCoWa. The information diffusion and local watchdog are 

the two functions of CoCoWa.  The transmission opportunity between a node pair is defined as contact. To know the 

working process of CoCoWa, the Figure 1 is assumed with one selfish node and initiated with no transmission of 

information about the selfish node. The detected selfish node is noted as a positive and non-selfish node noted as a 

negative. The information is transmitted to another node when contact occurs between the node and another node. 

Thus, the awareness about selfish node is transmitted to all nodes directly through watchdog or indirectly using 

collaborative information transmission. The fast diffusion of wrong information is produced by the uncontrolled 

negative and positive detection diffusion under this scheme. This leads to a poor performance of network. The last 

state 4 of Figure 1 shows that node b and c have a positive detection and node d has a negative detection. No other 

nodes are aware of the selfish behavior of node. The node a will get a positive detection when it contacts with node 

b and c. It will get negative detection when it contact with node d. The node a will detect the selfish node if it 

contact with the selfish nodes. 

 

Figure 1. Example for Working of CoCoWa 

3.2 Chimp Optimization Algorithm  
 

The four types of chimps in a chimp colony are driver, chaser, barrier and attackers. The prey is followed by the 

driver. A dam is built by the barriers themselves in a tree across the prey progression. The chasers move rapidly to 

catch up the prey. At last, the attackers hunt the prey. Different abilities of the chimps are considered for a 

successful hunt. The chimps’ hunting process is mainly categorized into two phases: exploration and exploitation. 

Chasing, driving and blocking the prey comes under exploration and attacking the prey is taken as exploitation. 

Thus, the prey is hunted during the exploitation and exploration phases. The driving and chasing of the prey can be 

written in mathematical form as given in Equations (1) and (2). d =   |𝑐. 𝑥𝑝𝑟𝑒𝑦(𝑡) − 𝑚. 𝑥𝑐ℎ𝑖𝑚𝑝(𝑡)|       (1) 𝑥𝑐ℎ𝑖𝑚𝑝(𝑡 + 1)  =  𝑥𝑝𝑟𝑒𝑦(𝑡) − a. d       (2) 

Where, the count of current iteration is indicated by 𝑡. 𝑐, 𝑚 and 𝑎 represents the vector coefficients. The position 

vector of chimp is represented by 𝑥𝑐ℎ𝑖𝑚𝑝. The prey position vector is represented by 𝑥𝑝𝑟𝑒𝑦. The vectors c, a and m 

are calculated by using the Equations (3), (4) and (5). 



c =  2. 𝑟2         (3) a =  2. f. 𝑟1 − f         (4) m =  chaotic value        (5) 

Here, the iteration process 𝑓 is non-linearly reduced from 2.5 to 0. The vectors 𝑟1 and 𝑟2 represents the random 

vectors in the range between 0 and 1. The chaotic vector 𝑚 is measured with different chaotic map. The sexual 

motivation effect of chimps in the hunting process is represented by this vector. The participation of the chaser, 

barrier and driver chimps in the process of hunting is irregular and there is no data about the prey’s best location. 

For mathematical modeling, it is assumed that the optimum location of the prey is informed to the chaser, driver and 

barrier by the first attacker. The best four solutions are saved as given in Equations (6-9) and positions of other 

chimps are updated based on the location of best chimps.  𝑥1 = 𝑥𝑎 - 𝑎1(𝑑𝑎)       (6) 𝑥2 = 𝑥𝑏 - 𝑎2(𝑑𝑏)       (7) 𝑥3 = 𝑥𝑐 - 𝑎3(𝑑𝑐)       (8) 𝑥4 = 𝑥𝑑 - 𝑎4(𝑑𝑑)       (9) 

Here, the 𝑎1, 𝑎2, 𝑎3, 𝑎4 values are calculated using Equation (4). The 𝑑𝑎, 𝑑𝑏, 𝑑𝑐 , 𝑑𝑑 values can be calculated using 

Equations (10-13). 𝑑𝑎 = |𝑐1𝑥𝑎 − 𝑚1𝑥|       (10) 𝑑𝑏 = |𝑐2𝑥𝑏 − 𝑚2𝑥|       (11) 𝑑𝑐 = |𝑐3𝑥𝑐 − 𝑚3𝑥|       (12) 𝑑𝑑 = |𝑐4𝑥𝑑 − 𝑚4𝑥|       (13) 

Here, the 𝑑𝑎, 𝑑𝑏, 𝑑𝑐, 𝑑𝑑 values are calculated using Equations (6-9). The 𝑚1, 𝑚2, 𝑚3, 𝑚4 are chaotic values that can 

be calculated using Equation (5). The values of 𝑐1, 𝑐2, 𝑐3, 𝑐4 are calculated using Equation (3). The optimum 

location of new chimps can be obtained using Equation (14). x(t + 1)  =  𝑥1+𝑥2+𝑥3+𝑥44        (14) 

4. Proposed Methodology 

The proposed methodology is discussed in this section. The architecture of the proposed model and mathematical 

modeling of system are discussed. 

4.1 Architecture of Proposed Model 

The detection of selfish node and new contact are the two functions of local watchdog. The watchdog generates 

no detection event if the information about a node is not enough or enough messages is not overheard by the 

watchdog due to less contact time. Neighborhood packet overhearing is used to detect the new contacts. A packet is 

assumed as new contact when a new contact is overheard by the watchdog.  Hence, an event will be generated for 

the information module of network. An information diffusion module is used to isolate the selfish nodes. The 

transmission and reception of negative and positive detections are the two functions of information diffusion 

module. The main challenge in the proposed approach is diffusion of information. The positive detections are 

always transferred to a low overhead as the selfish node count is less compared to the total node count. This will 

lead the negative detections to cover the network quickly. Hence, it is important to transmit negative detections to 



neutralize the effect of false events. If all the negative detections are transmitted, it will make fast transmission of 

false negatives or produce excessive messaging. The architecture of the proposed methodology is presented in 

Figure 2.  

 

Figure 2. Architecture of the Proposed Methodology 

A low value of negative diffusion factor γ can equalize the effects of false negatives and false positives. The 

negative transmission factor γ is defined as the ratio of actually transmitted negative detections. If any negative 

detections are not transmitted, the value of γ is 0 and value of γ will be 1 if all the negative detections are 

transmitted. When an event of new contact is received by the diffusion module, the watchdog transmits a message to 

the new neighbor node. The new neighbor node makes an event to the information module of network with the 

negative and positive detection list when it receives a message. The information updating is the role of the data 

update module. Negative state, Positive state and No information state are the internal information in a node about 

the other nodes. If there is no information about a node, then it is no information state.  If a node is selfish then it is 

positive state and if the node is not selfish it is negative state. Local watchdog give direct information to the node 

and neighbor nodes indirectly give the information about the node. The node state is updated when there is negative 

or positive event from the diffusion modules and local watchdog. The value of reputation ρ is updated with these 

events as shown in Equation (15).  ρ = ρ + ∆          (15) 

Where, 

∆ = { +δ                  (PositiveEvent, Local)      +1                   (PositiveEvent,Indirect) −δ                   (NegativeEvent, Local)−1                   (NegativeEvent, Local)           δ ≥ 1  

The reputation value ρ increases with the positive event and decreases with the negative event. If ρ ≥ θ, then the 

state of node changes to positive, if ρ ≤ −θ  then the state of node changes to negative; otherwise the state remains 

no information state. Here θ is a threshold value. The parameters θ and δ combination permits a dynamic and 

flexible behavior. In order to change the state, several events are required when δ< θ and θ > 1. Only one event is 

required when θ = 1. Otherwise, more trust should be given to the indirect information or local watchdog. The 

wrong local decisions can be compensated by this approach that has two advantages. The fast transmission of false 

negatives and false positives can be reduced with θ is the first advantage. Otherwise, a delay on the detection will 

happen. The decision taken about a selfish node with the help of most recent information is the second advantage.  



4.2 System Model 

The proposed MANET is modeled with AODV protocol, CoCoWa watchdog and N number of wireless mobile 

nodes. The nodes consist of selfish node, collaborative nodes and malicious node represented by S, C and M 

respectively.  

4.2.1 Architecture of CoCoWa 

Three parameters are used to model the local watchdog like false negative ratio pfn, false positive ratio pfp and 

detection probability pd. The detection probability pd represents the probability that the watchdog has enough data 

to create a Negative event or Positive event when a contact occurs between two nodes. This probability is based on 

the traffic load, mobility pattern of nodes and efficiency of watchdog. If a node does not act selfish then the 

watchdog generates false positive. If a node acts selfish then the watchdog generates false negative. pfp is the ratio 

of generated false positives and pfn is the ratio of generated false negatives. The probability of generating negative 

event and positive event with the watchdog can be modeled as: (i) Positive event: The selfish node detected by the 

watchdog with the probability pd(1-pfn) or pd ∙ pfp. (ii) Negative event: The non-selfish node detected by the 

watchdog with the probability pd(1-pfp) or pd ∙ pfn. 

The collaboration probability is represented as pc. The probability of indirectly generating negative event and 

positive event through collaborative information transmission can be modeled as: (i) Positive event: The probability 

of positive state when a node contact with other node is pc. (ii) Negative event: The probability of negative state 

when a node contact with other node is γ ∙ pc. 

4.2.2 Malicious node 

The CoCoWa system is attacked by the malicious nodes with the incorrect information generated about the 

nodes. The capability or behavior of these malicious nodes’ can be addressed by the attacker model. The negative 

about a selfish node and positive about a non-selfish node is transmitted on malicious node attack with the aim of 

generating false negatives and false positives on all other nodes. The knowledge about the working of CoCoWa is 

required for this process. The effectiveness of this behavior is determined based on the precision and rate. It is 

assumed that malicious nodes have communications hardware similar to all other nodes. From receiver perspective, 

the modeling of malicious node behavior depends on the wrong information receiving probability about a given 

node when a malicious node contact occurs. This behavior can be noted as the probability of maliciousness pm. The 

various aspects affecting this probability are: (a) all contacts not generating the reception is considered by the 

reception of information. This is same as the collaboration degree but increase in malicious nodes’ communication 

range will increase the reception of information. (b) The malicious nodes do not aware about all nodes. So that, a 

message from other nodes must have received by this node or other nodes must have contacted this node previously 

to transmit a negative or positive about a node. 

4.2.3 Selfish Nodes 

4D Continuous Time Markov chain (4D-CTMC) is used to model the proposed MANET. The collaborative 

nodes are divided into destination node D and intermediate node E. The states of 4D-CTMC are: dp(t), dn(t), ep(t), en(t). The count of intermediate nodes with positive state is represented by ep(t), the number of intermediate node 

with negative state is represented by dn(t), the number of destination nodes with positive state is represented by dp(t) and the number of destination node with negative state is represented by dn(t). dp(t) + dn(t) ≤ D and ep(t) + en(t) ≤ E are the conditions for the verification of state. The initial state of all the states is considered as zero. When dp(t) = D, then it is considered as the final state. 



The number of absorbing state is represented by 𝜐 = 𝑃𝑆(E) = 0.5 * (E+2)* (E+1). Similarly, the count of 

transient state can be represented by 𝜏 which can be derived with Q as the generator matrix as given in equation  

(16). 

Q =(𝑇 𝑅0 0 )         (16) 

Where 𝜏× 𝜏 matrix is represented by T. 𝜏× 𝜐 matrix is represented by R. 𝜐× 𝜏 matrix is represented by left 0. 𝜐× 𝜐 

matrix is represented by right 0. 

4.3 Chimp-AODV 

At first, the populations of chimp (route paths) are initialized randomly in the search space (MANET). The 

objective function between destination node and the source node is used to calculate the fitness of each path. In the 

chimp-AODV, the route path is represented by chimps and the fitness of optimal path is represented by the prey. 

The chimp-AODV considers the bandwidth availability 𝑏𝑤𝑎 and path distance D along the path as the objective 

function to construct an optimal source towards destination route. The path distance D is the overall distance 

between destination node and source node with the hop counts. It can be calculated using Equation (17). 

D =√(𝑥2 − 𝑥1)2 − (𝑦2 − 𝑦1)2       (17) 

Here 𝑥1 and 𝑦1 are the coordinate of the source node and 𝑥2 and 𝑦2 are the coordinate of the destination node. The 

availability of bandwidth 𝑏𝑤𝑎 can be calculated based on the consumed bandwidth and total bandwidth as given in 

Equation (18). 𝑏𝑤𝑎 = 𝑏𝑤𝑡𝑡 − 𝑏𝑤𝑢        (18) 

Here, the total bandwidth is represented as 𝑏𝑤𝑡𝑡 and overall consumed bandwidth is represented as 𝑏𝑤𝑢. The fitness 

value can be calculated based on this objective function as per Equation (19).  𝑓𝑡 = (𝑚𝑖𝑛𝐷)&&(𝑏𝑤𝑎 > 𝛿)       (19) 

Here, 𝛿 represents the threshold. Then the best four searching agents 𝑑𝑎, 𝑑𝑏, 𝑑𝑐, 𝑑𝑑 are selected based on the fitness 

value using Equations (6-9). The position 𝑥𝑐ℎ𝑖𝑚𝑝 (𝑡+1) is updated based on the best searching agents. Then the 

parameters a, c, m, f are updated. The final updated position of chimp is expressed in Equation (14). This process is 

repeated until the maximum iteration condition is reached. The optimal route path is selected using this process that 

satisfies the fitness criteria. The algorithm 1 explains the Pseudo code for chimp optimization based optimal path 

selection. 

Algorithm 1: Pseudo code for chimp optimization based optimal path selection 

Input: Data packets 𝐷𝑝𝑖 = 𝐷𝑝1, 𝐷𝑝2 , 𝐷𝑝3 , 𝐷𝑝4, … 𝐷𝑝𝑛, Route paths 𝑝1, 𝑝2 , 𝑝3 , 𝑝4, … 𝑝𝑛. 

Output: optimal route path 

Start 

1. Initialize population of route paths 𝑝1, 𝑝2 , 𝑝3 , 𝑝4, …𝑝𝑛  

2. for each route path 𝑝𝑖  
3. Calculate bandwidth availability 𝑏𝑤𝑎 and distance 𝐷  

4. Measure the fitness 𝑓t 

5. Select four best searching agents 𝑑𝑎, 𝑑𝑏, 𝑑𝑐, 𝑑𝑑 based on 𝑓𝑡 

6. while ( t < maximum iteration)  

7. for each searching agent  

8. update the position 𝑥𝑐ℎ𝑖𝑚𝑝 (𝑡+1) with the chaotic sequence map  

9. update the position of all searching agents 𝑥(𝑡+1)  



10. update the parameters a, c, m, f 

11. Compute fitness  

12. Replace the worst fit chimp with the best fit chimp  

13. t=t+1  

14. end for  

15. end while  

16. Return optimal  

17. end for  

18. Source node sends 𝐷𝑝𝑖 along optimal route path 

End 

 

5. Experimental results and discussion 

The model parameters used in the simulation is shown in Table 1. The software used for simulation is Network 

simulator NS2.35. At first, 50 nodes are generated randomly where some nodes are set as selfish node. The 

performance of proposed Chimp-CoCoWa-AODV is compared with existing algorithms such as traditional AODV 

with selfish node, traditional AODV without selfish node and CoCoWa-AODV. 

Table 1. Parameters of Simulation 

Routing protocol AODV 

Channel Wireless channel 

Phy Wireless phy 

Propagation Two ray ground 

Mac 802_11 

Link Layer LL 

Antenna Omni antenna 

Queue Drop Tail-PriQueue 

Length of Queue 50 

Traffic type CBR(constant bit rate) 

Total number of nodes 30, 40, 50 

Number of selfish node 5 

 

5.1 Performance metrics  

Packet Drop: The number of malicious dropped packets due to the selfish attack is calculated for both the routing 

layer and the application layer. 

Throughput: It is defined as the count of successfully arriving packets at the destination per unit time. The 

constantly reaching data to the destination is calculated using this metric. The unit of this measure is in megabits per 

second or kilobits per second. 

Packet delivery Fraction (PDF): The ratio between the counts of packets successfully arrived to the destination 

and the entirely generated packets by source nodes.  

End-to-End Delay: It is defined as the time period exists between the sender node packet production and successful 

delivery of destination node packet. The unit of this measure is in millisecond. 



Routing load: It is defined as the number of every node generated routing messages and the successfully arrived 

packets at the destination node. 

5.2 Simulation Results 

The dropped malicious packets are counted at the routing layer. The performance comparison in terms of 

maliciously dropped packets at routing layer is shown in Figure 3. The CoCoWa-AODV and Chimp-CoCoWa-

AODV have less maliciously dropped packets. The maliciously dropped packets at routing layer of the proposed 

Chimp-CoCoWa-AODV are equal to traditional AODV without selfish node. The dropped packets are counted at 

the application layer. The performance comparison in terms of total dropped packets at application layer is shown in 

Figure 4. The CoCoWa-AODV and Chimp-CoCoWa-AODV have less dropped packets at application layer. The 

total dropped packets at application layer of the proposed method are equal to that of traditional AODV without 

selfish node.  

 

 
Figure 3. Comparison with Maliciously dropped packets at routing layer 

 
Figure 4. Comparison with Total dropped packets at application layer 

 

The Average throughput is shown in Figure 5. The CoCoWa-AODV and Chimp-CoCoWa-AODV have higher 

average throughput. The traditional AODV with selfish node has less average throughput. The throughput of Chimp-

CoCoWa-AODV is 52 kbps at 30 nodes and increased to 60 kbps at 50 nodes. The throughput of traditional AODV 



is 61kbps at 50 nodes that is almost equal to the proposed method. The throughput of traditional AODV and 

CoCoWa-AODV at 50 nodes is 54 kbps and 58 kbps respectively that is less than the proposed approach. The 

average end to end delay (EED) of the proposed methodology is shown in Figure 6. The CoCoWa-AODV and 

Chimp-CoCoWa-AODV have low average EED. The traditional AODV with selfish node shows higher average 

EED of 54 ms. The average EED of proposed Chimp-CoCoWa-AODV is 52 ms at 30 nodes. It is increased with the 

increase in the number of nodes. The average EED of the proposed method is equal to that of traditional AODV 

without selfish node. The EED is higher for traditional AODV with selfish node than the proposed approach.  

 

 
Figure 5. Comparison with Average throughput 

 
Figure 6. Comparison with EED 

 

The average PDF of the proposed methodology is shown in Figure 7. The CoCoWa-AODV and Chimp-

CoCoWa-AODV have higher average PDF. The average PDF at 30 nodes is 76% and increased to 82% at 50 nodes. 

In case of traditional AODV with selfish node, average PDF is 73% at 50 nodes that is lower than other approaches. 

The performance of the proposed method is similar to the traditional AODV without selfish node at 50 nodes. The 

average routing load of proposed methodology is shown in Figure 8. The performance of CoCoWa-AODV and 

Chimp-CoCoWa-AODV with selfish node is not affected with increase in the average routing load. The traditional 

AODV shows poor performance with the increase in the average routing load.  

 



 
Figure 7. Comparison with Average PDF 

 

 
Figure 8. Comparison with Average routing load 

 

The proposed Chimp-CoCoWa-AODV shows less maliciously dropped packets at routing layer, total dropped 

packets at the application layer and average EED and higher average PDF, throughput and routing load. From the 

above experimental results, it can be concluded that the proposed selfish node detection model shows better 

performance than the existing approaches. 

6. Conclusion 

One of the challenging security issues in MANET is selfish behavior of nodes. In this paper, a novel Chimp-

CoCoWa-AODV approach is proposed to detect and isolate the selfish nodes in the MANET. The selfish node is 

detected by the local watchdog in the CoCoWa. The information about this selfish node is transmitted to all nodes 

directly or indirectly. Then the selfish node is isolated from the packet transmission. AODV is integrated with 

Chimp optimization algorithm for the purpose of optimal path selection. The proposed approach shows better 

performance than existing algorithms even in the presence of malicious node. The performance of the proposed 

approach is analyzed in terms of average routing load, Average PDF, Average EED, Average Throughput, Total 

packet drop in the application layer, maliciously dropped packet in the routing layer. The future work of this paper 

aims at extending the application of proposed approach in various attacks in MANET.  
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