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ABSTRACT 

Digital raw images obtained from the data set of various organizations require authentication, 

copyright protection, and security with simple processing. New Euclidean space point’s 

algorithm is proposed to authenticate the images by embedding binary logos in the digital 

images in the spatial domain. Diffie–Hellman key exchange protocol is implemented along 

with the Euclidean space axioms to maintain security for the proposed work. The proposed 

watermarking methodology is tested on the standard set of raw grayscale and RGB color 

images. The watermarked images are sent in the email, WhatsApp, and Facebook and 

analyzed. Standard watermarking attacks are also applied to the watermarked images and 

analyzed. The finding shows that there are no image distortions in the communication 

medium of email and WhatsApp. But in the Facebook platform, raw images experience 

compression and observed exponential noise on the digital images. The authentication and 

copyright protection is tested from the processed Facebook images, it is found that the 

embedded logo could be recovered and seen with added noise distortions. So the proposed 

method offers authentication and security with compression attacks. Similarly, it is found that 

the proposed methodology is robust to JPEG compression, image tampering attacks like 

collage attack, image cropping, rotation, salt, and pepper noise, sharpening filter, semi-robust 

to Gaussian filtering, and image resizing, and fragile to other geometrical attacks. The 

receiver operating characteristics (ROC) curve is drawn and found that the area under the 
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curve is approximately equal to unity and restoration accuracy of [67 to 100]% for various 

attacks. 

Keywords: Authentication, Attacks, Image Analysis, Euclidean Space Points (ESP), 

Tampering, Watermarking. 

1. INTRODUCTION 

Authentication, tamper detection, broadcast monitoring, and copyright protection are the 

important applications of watermarking [2]. In the proposed work, the watermarking system 

is designed significantly involving all the above applications. The watermarking systems are 

categories into two types, they are spatial and frequency domain watermarking, and the trade-

off parameters are robustness, imperceptibility, payload, and security [8]. In the literature, it 

is a challenge to propose a spatial domain watermarking system by maintaining the trade-off 

parameters. The authors have taken up the challenge to provide a better spatial domain 

watermarking system.  

In digital image watermarking spatial domain watermarking is simple and embedding the 

logo in the least significant bit offers less robustness, the robustness is increased by 

embedding the logo in the intermediate significant bits [10].  Kutter and Petitcolas [17] 

suggests embedding 80 bits of watermark data in the host image for good quality of 

perception and the recovery of watermark it sufficient to obtain greater than 80% of the 

watermark. Yinyin et al [31] thinks that embedding 2 bits in every pixel increases the payload 

and processing the two images for image integrity makes the work very complex. Chuan et al 

[3] develops watermark from MSB and embedding them as reference bits and authentication 

bits, but according to the benchmarking techniques by Kutter and Petitcolas in [17], the 

watermark needs to be independent with the host image and it was violated. Shabir et al [24] 

develops a watermarking scheme to embed the logo in the intermediate significant bits of the 
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host image at specific spatial locations using a random vector address, the average peak 

signal to noise ratio (PSNR) of five standard images embedding logo in the 4th significant bit 

is 45.084 dB.  

Works on the authentication and tampering are studied in which, few authentication oriented 

are presented here, Kostopoulos et al, [14] generates authentication codes and embeds in the 

4 x 4 blocks of host image where the residual histogram is produced, the PSNR values are 

ranging from 51.454 dB to 48.826 dB depending upon the images. Yinyin et al [31] 

implemented reversible data hiding and image authenticated using two images and tampered 

images are detected. Hong and Chen in [9] made the comparison between pixel pair matching 

and optimal pixel adjustment process and diamond process. Nikolaidis and Pitas in [20] used 

watermark casting for protecting the copyright of the digital content and provides robustness 

against JPEG and Low Pass filter attacks. When discussing tampering literature, Zhang and 

Wang in [29] propose fragile watermarking and use two different types of bits known as 

reference bits and check bits to obtain the tampered regions from the host image. Similarly, 

the same author with other co-authors Zhang et al in [30] proposed recovery of the tampered 

area from the host image using two methods in which the first method recovers 5 MSB’s 

digits, and the second method uses restoration methods to recover the data.  

Abraham and Paul in [13] works on the spatial color image watermarking scheme, in which 

out-off the three color frames Red, Green, and Blue, only the Blue color frame is used for 

watermark embedding and the other two color frames Red and Green are not disturbed. The 

watermark is embedded in the least significant bit of the Blue color frame using a spatial 

mask, another spatial mask is used for Red and Green frames to retain the color information.  

 George Voyatzis and Ionnis Pitas in [7] proposed the concepts of robust watermarking with 

various attacks and stated that geometrical attacks are still a problem to solve. Huynh-The et 
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al [11] works on the binary watermark bits, they are embedded in the DWT blocks HL4 and 

LH4 to provide imperceptibility and robustness in the color images. Liu in [16] works on 

YCbCr color model images, they were tamper-proofed.  Using dual-option parity check and 

morphological operations it was recovered. Sajjad et al [22] proposed image tampering and 

restoration using SVD. Lei-Doa and Bao-Long in [15] resist the geometric attacks in the 

spatial domain, the watermark is embedded in the circular regions of the even-odd 

quantization.  

Qingtang Su et al in [21] proposed color image watermarking in YCbCr color space and 

performed watermark embedding in the Y component using the DC component of each 8 x 8 

sub-block in the spatial domain similar to DCT transform, this work was robust against signal 

processing attacks and geometric attacks, it does not specify the pitfalls of the method for the 

future scope. It does not add the security parameter to the proposed algorithm. 

Dipti Prasad Mukherjee et al [5] work on a new algorithm in the spatial domain, which 

provides buyer authentication with the multimedia objects, it provides robust against the 

standard Stirmark attack.  

Image authentication scheme is proposed by Zhaxoia et al in [32] using random values 

authentication codes are generated and induced in the user-defined seed using Hilbert curve 

mapping. The authors think of generating geometric sequences instead of any predefined 

curves. So, in the proposed work the geometric sequences were derived to retain the image 

authentication with added security concept.  

The knowledge behind the Euclidean Space points and their axioms are obtained from [27] 

the idea behind discrete mathematics in the form of Geometric and Arithmetic Sequence 

came into play in the author’s mind using from [6]. 
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In the same way, the implementation idea of the Diffie-Hellman key exchange protocol was 

initiated in [26] explains the similarities and differences between watermark security and 

cryptography security.  

Using the above knowledge, Euclidean Space point’s (ESP) algorithm is designed in the 

second section. In the third section, the digital watermark embedding scheme in the raw host 

image is described along with the Diffie – Hellman key exchange protocol algorithm. The 

blind watermark recovery is described in the fourth section. Testing the proposed work and 

comparing with the existing methods on the standard raw digital grayscale, and RGB color 

images are carried out in the fifth section. The results and discussion is carried out with 

different perspective in the spatial domain with the conclusion of the proposed work. 

2. METHODS: EUCLIDEAN SPACE POINT’S (ESP) ALGORITHM AND 

DIFFIE-HELLMAN KEY EXCHANGE PROTOCOL 

2.1 AIM: The proposed work objective is 

a) To design and develop a New Euclidean Space Points (ESP) Algorithm using discrete 

mathematics and algebra. 

b) To implement blind spatial domain image watermarking system for image 

authentication and copyright protection using the developed ESP algorithm and 

Diffie-Hellman key exchange protocol algorithm for security purpose. 

c) To test the authentication and copyright protection of the proposed watermarking 

system by sending the watermarked images in the Email, WhatsApp, and Facebook 

platform. 

d) To test the proposed watermarking system with various attacks. 

e) To restore the watermark logo after the attacks. 

f) To analyse and evaluate the proposed watermarking system using quality metrics and 

statistical methods. 
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2.2 DESIGN: 

2.2.1 EUCLIDEAN SPACE POINT’S (ESP) ALGORITHM BASICS: 

The Euclidean space point’s (ESP) algorithm is designed first by choosing the size of the host 

image in which the watermarking is desired.  Using discrete mathematics, in (Discrete 

Mathematics), Geometric Sequence (GS), and Arithmetic Sequence (AS) are generated and 

arranged along the x and y-spatial Cartesian coordinate system using the axioms of the 

Euclidean plane, (UChicago REU, 2013). The Generation of GS and AS is described in the 

ESP Algorithm with example values. The points of intercept (POI), of the GS (along with the 

x-axis), and AS (along the y-axis) in the host image define the ESP to embed the watermark 

in the spatial domain.  

2.2.2 PROPOSED EUCLIDEAN SPACE POINT’S (ESP) ALGORITHM 

Step 1 Let the set 𝒙 = (𝒙𝟏𝟏, 𝒙𝟐𝟏, 𝒙𝟑𝟏, … . 𝒙𝒏𝟏) and 𝒚 =  (𝒚𝟏𝟏, 𝒚𝟐𝟏, 𝒚𝟑𝟏, … . , 𝒚𝒏𝟏) are the 

possible sets of all ordered n-tuples in x-coordinates and y-coordinates. Let 𝑿 = 𝑹𝒙𝒏 ⋃ 𝑹𝒚𝒏 =  𝑹𝒏and the elements of 𝑹𝒙𝒏 and 𝑹𝒚𝒏 are the points in the spatial 

coordinates. The axioms of the Euclidean spaces are defined in [27]. 

If 𝑥 𝑎𝑛𝑑 𝑦 ∈  𝑅𝑛, 𝑎 ∈  𝑅 

a) Vectors additions (𝑥11 + 𝑦11, 𝑥21 + 𝑦21, … . , 𝑥𝑛1 + 𝑦𝑛1) 

b) Multiplication by a real number ‘a’. 

  𝛼𝑥 = (𝛼𝑥1, 𝛼𝑥2, … , 𝛼𝑥𝑛)  and 𝑎𝑦 = (𝑎𝑦1, 𝛼𝑦2, … . 𝛼𝑦𝑛) 

c) Vector product(𝑥1𝑦1 + 𝑥2𝑦2 +  … . + 𝑥𝑛𝑦𝑛) 

Step 2 Geometric Sequence is obtained using the recursive equation (1), 𝑥11 = 𝑥 ∗ 𝑟𝑁                                                                    (1) 

Where r is the common ratio and𝑁 ∈  {0, 1, . . . 𝑅}. The first term is𝑥0 =  𝑥 ∗ 𝑟0, the 

second term is 𝑥1 =  𝑥0 ∗ 𝑟1, the third term is 𝑥2 =  𝑥1 ∗ 𝑟2 and so forth. For 
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example, let r = 2, 𝑥0 =  𝑥 = 1, and 𝑅 = {0, 1, 2, 3, . . . 9}. Thus the sequence 𝑥11 (2) is 

obtained [10], with the cardinality of 10. 𝑥11 = {1, 2, 4, 8, 16, 32, 64, 128, 256, 512}                                 (2) 

Step 3 Arithmetic Sequence is obtained using the recursive equation (3), 

 𝑦11 = 𝑦𝑛 =  𝑦𝑛−1 + 𝑑                                                              (3)   

where d is a common difference, the first term is 𝑦0 =  𝑦, the second term is 𝑦1 = 𝑦0 + 𝑑, the third term is 𝑦2 =  𝑦1 + 𝑑 and so on. For example, let d = 2 and 𝑦0 = 𝑦 = 1, thus sequence (4) is obtained [6] with the cardinality of 10. 𝑦11 = {1, 3, 5, 7, 9, 11, 13, 15, 17, 19}                                       (4) 

Step 4 To obtain more point locations on the host image, these set points (𝑥11, 𝑦11), are   

Improved using the Euclidean space points axioms defined in i(a), i(b), and i(c).  

Using the axiom i(b),   

     let ‘a’ = 19 (Secret Key) we obtained another 𝑥12 sequence (5) where 

     𝑥12 = 𝑎 ∗  𝑥11 = 19 ∗ 𝑥11 𝑥12 = {19, 38, 76, 152, 304, 608, 1216, 2432, 4864,9728}           (5) 

Similarly 𝑦12sequence (6) is obtained using the axiom i (b), 𝑦12 = 𝑎 ∗ 𝑦11 = 19 ∗ 𝑦11   𝑦12 = {19, 57, 95, 133, 171, 209, 247, 285, 323,361}                       (6) 

Using the above axiom i (a) we get 𝑥13 sequence (7), 𝑥13 =  𝑥11 + 𝑦11 𝑥13 = {2, 5, 9, 8, 15, 25, 43, 77,143, 273, 531}                                   (7)  

From axiom i (c) we get the sequence, 𝑦13sequence (8), 𝑦13 =  𝑥11 ∗ 𝑦11 𝑦13 = {1, 6, 20, 56, 144, 352,832, 1920, 4352,9728 }                    (8) 

Here {𝑥11}, {𝑥12} 𝑎𝑛𝑑 {𝑥13} are the possible sets of points in the 𝑥 – coordinate. 

Similarly {𝑦11}, {𝑦12} 𝑎𝑛𝑑 {𝑦13} are the possible sets of points in the y – coordinate. 

Step 5 If these coordinate points exceed the size of the host image, the location point  

processing is described below: 
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a) If the size of the host image is M X N then the location points are restricted to the 

maximum (M, N), by applying modulus M on the x – coordinates points and 

modulus N on the y – coordinate points.  

b) The redundant location point values in the x and y – coordinates are removed. 

c) The set of processed x – coordinates and y – coordinates are taken as the location 

points to embed the watermark. 

This set of sequences can further be expanded, but the designed algorithm takes only the 

axioms from the sequences (3) and (4) so that the processing time and the complexity can be 

reduced. An example of the ESP algorithm with (Table1, Table2, and Table3) is explained in 

the Supplementary material. In this algorithm, to initialize the security to the Euclidean Space 

points, the secret key is shared between the end-users using Diffie – Hellman key exchange 

protocol, which is explained in the next upcoming section.   

2.3 PROPOSED WATERMARK EMBEDDING SCHEME USING ESP 

ALGORITHM  

In the proposed work, the host image is selected, and based on the size of the host image 

(different image sizes are chosen), the Euclidean Space points are designed using the ESP 

Algorithm. The main objective of the proposed work is to attain a blind and simple 

watermarking algorithm, imperceptibility of the watermark in the spatial domain, robust 

watermark for any attack, increased payload, and also to provide security to the watermark to 

preserve the owner copyrights or authentication. To achieve the mentioned parameters a 

block diagram is proposed which is shown in Fig. 1, the block diagram performs Euclidean 

space point’s based spatial domain watermarking and it is analyzed with both the grayscale 

image and RGB color model image. The proposed block diagram and algorithm are analyzed 

with the grayscale images and also with the RGB color model images. 
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2.4 PROPOSED BLOCK DIAGRAM 

In the proposed block diagram Fig. 1, the grayscale host image is first chosen in which the 

watermark is to be embedded. Next according to the size of the host image Euclidean space 

points are generated using the ESP algorithm. After obtaining the Euclidean space points, the 

grayscale intensity values of the host image at the POI are obtained and these grayscale 

intensity values of the host image are converted into its eight binary equivalent digits. 

 

 

 

 

 

 

 

 

 

 

 

 

The watermark image or Logo is converted into a binary logical image using Otsu’s adaptive 

threshold method [25]. The binary digits of the logical logo are embedded in one of the bit  

planes or positions of POI obtained from the Euclidean space points and the watermarked 

image is obtained. The analysis was done on the host image by embedding the logo binary 

digits in every bit position of the POI. The watermarked image performance was obtained 

and it is described in the results and discussion. 

 

Fig. 1.  Euclidean Space points Spatial domain Watermarking 
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In the second stage of the work, the RGB color image model is chosen as the host image. In 

this second proposed methodology, the RGB host image is processed by separating the Red, 

Green, and Blue frames. The ESP algorithm is obtained according to the size of the Blue 

frame to obtain POI to embed the watermark logo. Intensity values of the Blue frame at POI 

are obtained and converted to 8 – bit binary digits. The binary digits of the logical logo are 

embedded in every bit position of POI and analyzed by merging the two frames. Similarly, 

the Green color frame and Red color frames are processed separately and analyzed. The 

results are described in the results and discussion section. After individual frame processing, 

Red, Green, and Blue frames are embedded with Logo2 at the same time and combined to get 

the RGB Watermarked image.  

According to the concept of cryptography algorithm, public keys are shared in the public 

domain and private keys are shared securely. In the ESP Algorithm, the initial x – coordinate 

value(𝑥0), the initial y – coordinate value(𝑦0), the common ratio value(𝑟), the common 

difference value(𝑑) and secret key value(𝑎) could be defined by the sender to obtain security 

of the Euclidean space points. This provides security to the Euclidean Space points where the 

watermark logo is going to reside. The concept of sharing private keys using Diffie – 

Hellman key exchange protocol is explained in the next section. 

2.5 DIFFIE – HELLMAN KEY EXCHANGE PROTOCOL ALGORITHM                 

The security of the secret key Diffie-Hellman key Exchange protocol (DHKEP) [23] is one of 

the best algorithms to share the secret key securely in an unsecured channel [28].  

The procedure of key exchange protocol is as follows: 

i. Let the two users be Transmitter ‘T’ and Receiver ‘R’ in a treaty to share the secret 

key.   

ii. In the treaty both ‘T’ and ‘R’ users agree on two prime numbers ‘P’ and ‘G’ and 

these are in the Public domain. Choose P as a large number. 



11 

 

iii. G is the primitive root modulo P.  

iv. Let ‘T’ and ‘R’ users choose privately ‘a’ and ‘b’ - a large random number or secret 

key or private key. 

v. ‘T’ computes 𝐴 =  𝐺𝑎𝑚𝑜𝑑 𝑃 and sends to ‘R’ and ‘R’ computes 𝐵 =  𝐺𝑏𝑚𝑜𝑑 𝑃 and 

sends to ‘T’. Both ‘T’ and ‘R’ computes the shared key 𝐾 =  𝐺𝑎𝑏𝑚𝑜𝑑 𝑃 

Where ‘T’ computes 𝐾 = 𝐵𝑎 𝑚𝑜𝑑 𝑃 =  (𝐺𝑏)𝑎 𝑚𝑜𝑑 𝑃 , and ‘R’ computes 𝐾 = 𝐴𝑏 𝑚𝑜𝑑 𝑃 = (𝐺𝑎)𝑏 𝑚𝑜𝑑 𝑃. ‘T’ and ‘R’ share the shared key ‘K’ to exchange the secret key securely. This 

algorithm is the discrete logarithmic problem and it is equally as hard as RSA. In this 

proposed work P = 7919, G = 3041, a = 19 and b = 17, A = 2753, B = 4886. 

2.6 PROPOSED BLIND WATERMARK EXTRACTION METHODOLOGY 

Fig. 2 shows the proposed blind watermark extraction block diagram at the receiver end. In 

the transmission section, the host image could be either the grayscale image or the RGB color 

image. In the receiver section, after obtaining the watermarked image, the watermark logo 

can be removed and checked based on the required strategies. To prove the authentication of 

the sender at the transmission end the watermark logo could be recovered from the 

watermarked image without using the original logo or partial logo or original image, so the 

recovery of the watermark logo is very blind, so it is called blind watermarking. The logo is 

recovered by generating the secret key value ‘a’ from the shared keys between the two parties 

‘T’ and ‘R’ using the Diffie-Hellman key exchange protocol.  

 

 

 

 

 

 
 

Fig. 2.  Blind Recovery of Watermark 
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Then the Euclidean Space points are generated at the receiver end. The key-value provides 

security to the location points of Euclidean space points where the logo was embedded. After 

obtaining the Euclidean space points from the secret key value, POI is obtained on the 

watermarked image, the intensity values of the POI from the watermarked image are obtained 

from all the specific locations of POI, and it is converted into its binary equivalent digits. As 

per the end-end user treaty, the bit where the digital bit of logo is embedded is obtained and 

all the digital bits are processed to form the logical digital binary logo, and hence the logical 

digital binary logo is recovered blindly without the use of any host image information or 

original watermark logo information and it proves the authentication or ownership of the 

user. Similarly, the logo is recovered from the RGB color image, and analysis was done and 

it is described in the result and discussion section. 

3. RESULTS AND DISCUSSION  

 The Euclidean space points (point of intercept of GS and AS) are obtained and shown in Fig. 

3. The complete proposed work is implemented using custom MATLAB R2018a coding. 

 

 

 

 

 

 

 

In the proposed work, the host image is selected and the Euclidean space points are generated 

using the ESP algorithm according to the size of the host image. Depending upon the initial 

values and secret key value the Euclidean space points are obtained, these points spread over 

the entire region of the host image, and it is an advantage that, when the watermark spreads 

 

Fig. 3. Euclidean Space Points – for 512 x 512 host image with the initial values x0 = y0 = 1, r = 5, d = 2, 

secret key = 19 
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over the entire region of the host image, authentication of the digital image could be obtained 

from every corner of the image.  

3.1 MEASURE OF IMPERCEPTIBILITY 

The proposed watermarking scheme is applied on the data set (ImageProcessingPlace.com), 

in which there are 166 raw images they are Gray Scale Data Set: Tiff_Sequence_Images: 64 

images, Tiff_Texture_Image: 64 images, Tiff_Misc_Images: 25 images, and 

Standard_PNG_Images: 13 images, and JPG_Football_images: 44 images.  

 

 

 

 

 

 

 

 

 

 

 

 

In Fig. 4, ‘10’ standard grayscale images of size 512 x 512 and ‘3’ standard color images of 

size 512 x 512 are shown as few example images. Logo2 is 64 x 64 which is the same 

proposed in [13]. In this proposed work, the grayscale Logo1.jpg or Logo2.jpg is used and is 

converted to a logical binary logo. The ESP algorithm is used to obtain the point of 

intersection of GS and AS according to the size of the host image.  The length of the GS and 

AS is 90 without excluding zeros and redundant values. By removing the zeros and redundant 

 

Fig. 4. Images: Up to down. From left to right: First row: cameraman.tif, Lena.tif, Mandril_gray.tif, Pepper.tif, 

Pirate.tif, Second row: Walkbridge.tif, Woman_blonde.tif, Woman_blackhair.tif, White_Page.tif, Black_Page.tif, 

Third row: Lena_Color.tif, Mandril_Color.tif, and Pepper_Color.tif (grayscale and color host images of size 512 x 

512), Logo1.jpg and Logo2.jpg (Grayscale images of size 64 x 64). 
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values, the length of the GS and AS is 73, so 73 POI-ESP are obtained to embed the 

watermark of size 32 x 32 logical binary logo, that is 1024 bits are required and for the 64 x 

64 logical binary logo 4096 bits are required to embed the binary logo in the host image. To 

obtain better imperceptibility of the watermark these 73 POI-ESP are not sufficient to embed 

the watermark. So, from GS and AS a maximum of 73 x 73 array of POI is developed to hide 

the watermark in the host grayscale image. The 73 x73 POI of the host image is converted 

into 8-bit binary digits, and the logical binary digits of Logo1 are embedded in every bit and 

analyzed. The analysis is carried out with 166 raw grayscale images (*.tiff and *.png) and 44 

*.jpg images. The proposed methodology is analyzed with two types of quality metrics are 

Full-reference quality metrics and No-reference quality metrics.  

3.2 EVALUATION OF IMAGE WATERMARKING QUALITY METRICS 

Image watermarking could degrade the quality of the host image to a certain degree, to test 

the watermarked image quality metric equal to the subjective perception of quality by a 

human observer [33] it can be done using two methods are Full-reference quality metrics and 

No-reference quality metrics. In the Full-reference quality metric, there are three algorithms 

used to check the quality of the image, they are image Mean Square Error (MSE), image Peak 

Signal to Noise Ratio (PSNR), and image Structural Similarity Index (SSIM). MSE and 

PSNR are simple to calculate it is given in equation 9 from [19] peak Val is the maximum 

intensity value of the image, and equation 10, but they are very less compared to the quality 

of human perception.  

𝑃𝑆𝑁𝑅 =  10 log10 𝑃𝑒𝑎𝑘 𝑉𝑎𝑙2𝑀𝑆𝐸                                               (9)  
𝑀𝑆𝐸 =  ∑ ∑ ∑ 𝑊𝐼(𝑖, 𝑗) − 𝐼(𝑖, 𝑗)3 ∗ 𝑀 ∗ 𝑁                                       (10)𝑁

𝑗=1
𝑀

𝑖=1
3

𝑘=1  

Where WI(i, j) is the watermarked image and I(i, j) is the host image. 
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SSIM metric consists of luminance, contrast, and structural information of the digital image. 

The human visual system (HVS) perception is good at observing structures that are used in 

SSIM, so the metric SSIM is more related to the subjective quality score of human beings. 

Structural Similarity Index [25] is given in equation 11. 𝑆𝑆𝐼𝑀 =  [𝑙(𝐼, 𝑊𝐼)]𝛼 ∗  [𝑐(𝐼, 𝑊𝐼)]𝛽 ∗  [𝑠(𝐼, 𝑊𝐼)]𝛾                             (11)  

SSIM is based on the computation of three terms; they are luminance, contrast, and structural. 

They are computed using the equations (12), (13), and (14). 

𝑙(𝐼, 𝑊𝐼) =  2𝜇𝐼𝜇𝑊𝐼 + 𝐶1𝜇𝐼2 + 𝜇𝑊𝐼2 + 𝐶1                                                        (12) 

𝑐(𝐼, 𝑊𝐼) =  2𝜎𝐼𝜎𝑊𝐼 + 𝐶2𝜎𝐼2 + 𝜎𝑊𝐼2 + 𝐶2                                                       (13) 

𝑠(𝐼, 𝑊𝐼) = 𝜎𝐼𝑊𝐼 + 𝐶3𝜎𝐼𝜎𝑊𝐼 + 𝐶3                                                             (14) 

Where 𝜇𝐼 , 𝜇𝑊𝐼, 𝜎𝐼 , 𝜎𝑊𝐼,𝑎𝑛𝑑 𝜎𝐼𝑊𝐼 are the local means, standard derivations, and cross-

covariance for images I (host image) and WI (Watermarked image).   

If 𝛼 =  𝛽 =  𝛾 = 1 (𝑑𝑒𝑓𝑎𝑢𝑙𝑡) 𝐶3 = 𝐶2 2⁄                                                                    (15) 

Substituting equations 12, 13, 14, and 15 in 10, we obtain equation from [31]. 

𝑆𝑆𝐼𝑀(𝐼, 𝑊𝐼) = (2𝜇𝐼𝜇𝑊𝐼 + 𝐶1)(2𝜎𝐼𝑊𝐼 + 𝐶2)(𝜇𝐼2 + 𝜇𝑊𝐼2 + 𝐶1) (𝜎𝐼2 + 𝜎𝑊𝐼2 + 𝐶2)                                                               (16) 

The formula to calculate the correlation coefficient is given in equation (17) 

𝐶𝐶 =  ∑ ∑ (𝐼𝑀,𝑁 − 𝐼 ̅)(𝑊𝐼𝑀,𝑁 − �̅�)𝑁𝑀√(∑ ∑ (𝐼𝑀,𝑁 − 𝐼 ̅)2𝑁𝑀 ) (∑ ∑ (𝑊𝐼𝑀,𝑁 − �̅�)2𝑁𝑀 )                                              (17) 

Where, 𝐼 ̅is the mean of the original image and �̅� is the mean of the watermarked image. The 

correlation coefficient value ranges from -1 to 1. ‘M’ and ‘N’ are the number of rows and 
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columns of the host image I(M, N) and watermarked image WI(M, N). The bit error rate is 

the ratio of No. of bits in error to that of total No. of bits.  

The watermark Logo1 or Logo2 is embedded in all the bit planes of Fig. 4 images (Table.4 in 

Supplementary material) at the specific ESP of I(M, N). Full Reference Quality Metric is 

measured, it is observed that using the proposed ESP algorithm and embedding methodology 

in the spatial domain gives the average PSNR of 46.21356 dB and 40.3028 dB between I and 

WI at the 5th-bit plane or position due to the logical binary logo of size 32 x 32 and 64 x 64 

respectively. At the 4th bit plane, the PSNR is 52.53392 and 46.4826 respectively. The PSNR 

is above 45 dB even if the watermark binary logo is embedded in the 4th-bit plane. In all the 

166 raw grayscale images (*.tiff and *.png) the 64 x 64 size binary watermark logo ‘Logo2’ 

is embedded in the 4th bit plane of the host image at the specific ESP, and whereas in the 44 

*.jpg images, the watermark is embedded in the 6th-bit plane instead of 4th plane because in 

compressed images *.jpg, the embedded watermark in the 4th-bit plane could not be 

recovered properly.  

3.3 NO-REFERENCE QUALITY METRICS 

In the No-reference quality metrics evaluation method, there are two algorithms, the first 

algorithm is Blind/Referenceless Image Spatial Quality Evaluator (BRISQUE), and the 

second algorithm is Natural Image Quality Evaluator (NIQE) from [1]. BRISQUE model is 

trained with the set of images with the known distortion, whereas NIQE can evaluate the 

quality of the images with arbitrary distortion. BRISQUE is opinion-aware that is the 

subjective quality score that correlates with HVS but NIQE is opinion-unaware. Fig. 5 shows 

the relationship between the average SSIM and the average BRISQUE score of all the 10 

standard grayscale images. The BRISQUE value is low for good images and high for the 

distorted images. The proposed ESP algorithm and embedding methodology satisfy the 
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relationship between BRISQUE and SSIM. Table 1 gives the values of the full reference 

quality metric and No – reference quality metrics of all the standard sets of images. 

 

 

 

 

 

 

 

 

 

 

Table 1. Full Reference Quality Metric and No-Reference Quality Metrics – Analysis on Standard set of Images 

Parameter 

Texture  - 64 

tiff Images 

Misc - 25 tiff 

Images 

Football -44 JPG 

Images 

Sequence  - 64 

.tif Images 

Std. 13 - PNG 

Images 

AVG. PSNR 53.452 50.512 39.507 49.915 52.838 

AVG. SSIM 0.999 0.995 0.982 0.991 0.997 

AVG. MSE 0.357 0.787 7.337 1.805 0.368 

AVG. BER 2070.344 2011.52 144497.1 2085.928 2057.385 

AVG. 

BRISQUE 

40.436 24.992 24.054 33.69 26.247 

In all the raw images, that is *.tiff, *.tif, and *.png the watermark Logo2 is embedded in the 

4th bit plane of a specific ESP location. In the compressed images (*.jpg), Logo2 is embedded 

in every 4th, 5th, and 6th-bit plane to check the blind recovery of Logo2 at the receiver end. 

The average full-reference quality metrics and average No – reference quality metrics of all 

the images between the ‘I’ and ‘WI’ are measured. According to the measurement in Table 1, 

 

Fig. 5. Average SSIM vs. Average BRISQUE Score 
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as the MSE (Mean Square Error) more the PSNR (Peak Signal to Noise Ratio) is less. 

Similarly, the BER (Bit Error Rate) is high for high MSE.  

3.4 WATERMARKED IMAGE ANALYSIS via EMAIL, WHATAPP, AND 

FACEBOOK  

All the raw watermarked images (WI’s) are zipped, attached in a folder, and sent to the 

personal email. The WI’s from email (E_WI) are downloaded and extracted through the 

compressed folder. Performance metric analysis on the images WI and E_WI is done and it is 

found that the PSNR is infinite dB, SSIM is unity, BER is zero, and NC is unity. All the 

embedded logos are perfectly recovered from all the sets of images. Similarly, all the WI’s 

are sent individually in WhatsApp and downloaded from WhatsApp the metric analysis 

between WI and W_WI is done the result values are as same as email.  

 

 

 

 

 

 

In the same way, the WI’s are uploaded to the authors' Facebook (FB) book account and 

downloaded individually. It is shown in the below Fig. 6. The observations made in the 

analysis are the following. 

a) The input data set raw images are in the format *.tiff, *.tif, *.png, the output image 

downloaded from FB is *.jpg. 

 

Fig. 6. Analysis of Watermarked image via E-mail, WhatsApp and Facebook 

 

Watermarked 

Image (WI) 

 
E-mail 

 

 
Facebook 

Email 

Watermarked 

Image (E_WI) 

WhatsApp 

Watermarked 

Image (W_WI) 

Facebook 

Watermarked 

Image (F_WI) 

Analysis of  

(WI and E_WI) 

Analysis of  

(WI and W_WI) 

Analysis of  

(WI and F_WI) 
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b) If the size of the WI to the FB is M x N (less than 1024 X 1024 pixels), occupied 

space say XX KB (below 1 MB) of memory in the drive, the F_WI size is as same as 

input image with fewer data storage (approximately XX/4 KB). That is the memory 

compression is carried in FB. The embedded logo is blindly recovered. 

c) If the size of the WI to the FB is greater than say 1024 X 1024 pixels and occupying 

more than 1MB of storage, then the F_WI size is different from that of the WI, and 

memory compression takes place it is approximately equal to XX/2.  

d) In this proposed work, if the size of the image is altered to a greater extent, the logo 

could not be perfectly recovered. 

e) Authentication is tested from the F_WI images, it is observed that the binary 

watermark logo embedded 4th bit of host image could be partially recoverable with 

very low SSIM and PSNR. Then logo is embedded in the 5th and 6th-bits, found that 

the logo from F_WI could be recovered blindly. So for this proposed algorithm, 5th-

bit logo embedding is advisable for the Facebook image authentication, because the 

6th-bit offers very low PSNR (less than 40dB) between I and F_WI from Table 2. It is 

analyzed by comparing the histograms of WI and F_WI. The histogram difference 

between the WI and F_WI is similar to exponential noise. It is submitted in the 

Annexure (Table 5) since the numbers of tables are more in this work. 

f) All the Logos from WI are recovered blindly. So the proposed work falls in the 

category of blind image watermarking. 
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Table 2. Analysis of Facebook Images and Logo recovery in 4th, 5th, and 6th-bit planes 

Input Image – Size – KB 

Facebook 

Output Image 

– Size in KB -

Compression 

Ratio in FB 

Watermark 

Logo embedding 

at 4th, 5th, and 6th 

Bit Position – 

PSNR(I, FB_I) 

Logo’s 
Obtained from 

FB 

PSNR 

Logo_vs_FBLogo 

 
Crowd.tif 

512 x 512 

257 KB 

56.3 KB 

4.565:1 

51.23 

 

 

52.0796 

 

 

45.25 

 

 

53.4445 

39.16 

 

 

55.8471 

 
Women.tif 

512 x 512 

255 KB 

41.9 KB 

6.086:1 

51.43 

 

 

53.6815 

44.98 

 

 

56.4874 

39.84 

 

 

60.0548 

 
Pirate.tif 

512 x 512 

257 KB 

74 KB 

3.473:1 

51.18 

 

 

53.7856 

45.02 

 

 

56.24 

39.05 

 

 

60.14 

 
Woman_Blonde.tif 

512 X 512 

257 KB 

74.5 KB 

3.449:1 

50.95 

 

 

53.6892 

45.03 

 

 

56.52 

38.57 

 

 

59.58 
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Mandril.tif 

512 X 512 

258 KB 

70.5 KB 

3.659:1 

51.32 

 

 

52.6139 

45.14 

 

 

54.41 

39.26 

 

 

57.21 

 
House.tif 

512 x 512 

186 KB 

29.4 KB 

6.326:1 

52.40 

 

53.3979 

44.14 

 

56.75 

38.22 

 

67.35 

 
Cameraman.tif 

512 x 512 

250 KB 

47.2 KB 

5.296:1 

51.30 

 

53.7700 

44.97 

 

56.17 

39.44 

 

59.87 

 
Lena.tif 

512 x 512 

258 KB 

60.1 KB 

4.293:1 

51.15 

 

53.7044 

45.11 

 

 

55.51 

38.96 

 

 

58.06 

 

72 KB 

3.292:1 

51.14 

 

 

53.5986 

45.05 

 

 

56.02 
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Pepper.tif 

512 x 512 

237 KB 
39.18 

 

 

59.73 

 
Walkbridge.tif 

512 x 512 

257 KB 

99.2 KB 

2.590:1 

51.17 

 

53.6968 

45.18 

 

56.42 

39.02 

 

 

59.61 

 
Flower.png 

768 x 512 

215 KB 

 

96.2 KB 

2.235:1 

52.82 

 

53.79 

46.82 

 

55.68 

40.93 

 

59.51 

 

3.5 ATTACKS AND TESTS FOR IMAGE AUTHENTICATION 

To test the proposed scheme for image authentication, the WI tampers with various attacks. 

The watermark logo is obtained from the tampered watermarked image without the reference 

of the host image (Blind Watermarking) and compared with the original logo as shown in 

Fig. 7. The tampered watermarked image obtained at the receiver section is processed with 

the ESP algorithm and the watermark logo is extracted. The tampered image can be 

recovered using the steps followed in Fig. 7. 

 

 

 

 

 

 

Fig.  7.  Image authentication and Recovery from tampered watermarked image 
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The tampered image is recovered using the host image as a reference, at first the tampered 

image and the host image are subtracted to get the residual tampered region. Next, the 

residual tampered image region coordinates are collected and mapped with the coordinates of 

the host image. The intensity values of the coordinates from the host image are collected and 

the intensity values are replaced in the residual region to recover the tampered region. The 

PSNR between the recovered watermarked image and the watermarked image is infinity. In 

the proposed watermarking scheme even if the watermarked image tampers more than 90%, 

detection of the watermark is done it is shown in Fig. 8(h). Fig 8(a) – (o) shows the extraction 

of the watermark logo from the tampered watermarked images with different percentages of 

tampering. Tampering on the watermarked image was tested on the standard Lena image of 

size 512 x 512 with the tampering rate from 0.59% to 95% the proposed work provides the 

PSNR of the watermark logo in the range of [81.2441 to 52.9996].  This shows that the 

proposed ESP algorithm, the watermarking embedding and recovering scheme offers very 

good image authentication. 

 

 

 

 

 

 

 

 

 

 

 
 

Fig. 8: Recovery of Watermark from tampered Watermarked images for image authentication 
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3.6 IMPERCEPTIBILITY IN COLOR IMAGES 

RGB Color image Model Analysis: Lena.png image is processed by embedding Logo2.jpg in 

individual color frames and the PSNR of the Watermarked image and RGB host image is 

calculated and shown in Table 3. The proposed work performance is very excellent compared 

with the other existing methods. Below Table 3 is evident for its performance. The BRISQUE 

score for the good quality image should be a low value, the ESP algorithm and the 

watermarking scheme provide the best watermarking, and the relationship between the 

PSNR, SSIM, and BRISQUE also satisfies the relation. Another observation is that the 

embedding can be carried out up to the 4th-bit position and 5th-bit position in the POI where 

the watermark would be still imperceptible. 

Table 3. Visual Quality metrics of Watermarked RGB Color image vs. Host RGB Color image 

Bit 

Position 

RED Frame Green Frame Blue Frame 

 PSNR SSIM BRISQUE 

SCORE 

PSNR SSIM BRISQUE 

SCORE 

PSNR SSIM BRISQUE 

SCORE 

1 73.91305 0.999999 3.652574 74.00604 0.999999 3.597931 73.93401 0.999999 3.662823 

2 65.35526 0.999993 3.586746 65.48183 0.999995 3.544996 65.46446 0.999992 3.664936 

3 58.45532 0.999966 3.594456 58.55183 0.999978 3.634625 58.52115 0.99996 3.599459 

4 51.78935 0.999843 3.740193 52.06685 0.999902 4.336954 52.05295 0.999826 3.560328 

5 45.51489 0.999335 4.745294 45.49001 0.999561 14.70399 45.76401 0.999265 3.685718 

6 40.17327 0.9978 12.07964 39.2699 0.998131 28.00677 40.20428 0.997251 3.973584 

7 34.64999 0.992523 26.86326 33.29469 0.993253 30.57064 34.81314 0.991155 7.408062 

8 28.90179 0.97698 30.67823 27.81095 0.978214 30.27701 28.02154 0.968886 23.11204 

 

3.7 THE RESTORATION PROCESS OF RGB COLOR IMAGES 

In the practical view, when the digital images are transmitted in the channel, images may lead 

to different attacks by the intruders it may be an intentional or unintentional attack. The 

proposed work needs to offer good robustness and security to the intruders. So to check the 
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performance of the proposed algorithm 10 standard sets of raw images from 

(ImageProcessingPlace.com) are taken.  Different types of attacks are performed on the 

watermarked image and the performance of the proposed ESP algorithm and the 

watermarking scheme was tested using the performance metrics SSIM, Cross-Correlation 

function (CC), Mean Square Error (MSE), and Bit Error Rate (BER). Figs. 9 to 13, shows the 

visual quality metrics on the recovered watermark before and after restoration. The Logo2 is 

embedded in all three color frames Red, Green, and Blue. The average SSIM of Logo2 before 

restoration that is after all attacks on the RGB color watermarked image is 0.979294 and after 

restoration is 0.995141. The restoration process enhances the correlation coefficient value to 

a greater extent. The restoration process was done as follows: 

Input Host image: RGB Color Model image. 

Step1: Store all the three color frames separately as ‘R’, ‘G’, and ‘B’ of the host image. 

Step2: After Watermarking and Transmitting from the Transmitter section in Fig.1, 

store the watermarked image in the Receiver section. 

Step3: Let ‘R_A’, ‘G_A’, and ‘B_A’ be the three color frames after an attack. 

Step4: Restoration Process: Let ‘Res_A’, ‘Res_G’, and ‘Res_B’ be the restored frames. 

Calculate Res_A = R – R_A;  Res_G = G – G_A; and Res_B = Res_B – B. 

Step5: Using the Restored frames Logo2 can be obtained with acceptable visual 

quality.  

Using the above restoration process the average correlation coefficient on all the attacks was 

increased by 0.450106 times. 
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Fig. 9. Attacks vs. Visual Metrics - Correlation Coefficient 

 

 

Fig. 10. Attacks vs. Visual Metrics -  SSIM 

the average mean square error and average Bit error rate on all the attacks were decreased by 

0.232843 and 953.7059. 
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Fig. 11.  Attacks vs. Bit Error Rate 

 

Fig. 12.  Attacks vs. Mean Square Error 

The Accuracy is calculated by using the formula from [18] after the restoration process, it is 

given in the equation (18) 
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 Accuracy =  TP + TNTP + TN + FP + FN                                                                                               (18) 

Where TP – True Positive, TN – True Negative, FP – False Positive, and FN – False 

Negative. Fig. 12 shows that after the restoration process, the watermark Logo2 can be 

obtained with an accuracy of more than 67%. So the proposed ESP algorithm, watermarking 

scheme, and restoration scheme work more accurately.  

 

 

 

 

 

 

 

 

 

 

3.8 WATERMARK RESTORATION 

 The watermark Logo2 was better restored after the restoration process.  

 

 

 

 

 

 

 

 
 

Fig. 14. Attacks, and Recovery of Logo2 before and after Restoration  

 

 

Fig. 13.  Attacks vs. Accuracy of Logo obtained after restoration 
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In Fig. 14, watermark Logo2 after the attack and restored watermark Logo2 from the 

Watermarked image is shown with all different kinds of attacks. The proposed watermarking 

scheme and the algorithm are immune to Salt and Pepper noise and sharpening filter that is 

before restoration. 

3.9 COMPARISON WITH THE EXISTING METHODS  

Comparison of average PSNR values of 10 standard grayscale images with the other existing 

methods is presented in Table 4. The proposed ESP algorithm and watermarking 

methodology were analyzed by embedding a logical binary logo individually in every bit 

position of the host image. In Fig. 2 of Chuan Qin et al in [3] at page 236, the watermark bits 

are used to recover MSB layers of the tampered image but watermark bits can authenticate 

the tampered images without recovering them since the purpose of watermarking is to 

provide image authentication. 

Table 4. PSNR comparison of the proposed method with the other methods about Lena (512 x 512) image  

S.No Method PSNR in dB PSNR after Restoration from 

tampering in dB 

1 Proposed Method 

(Logo1 – 64 x 64) 

[41.251, 

63.244]dB 

Inf 

2 Proposed Method 

(Logo1 – 32 x 32) 

[47.105, 

69.263]dB 

Inf 

3 Proposed Method 

(Logo2 – 64 x 64) 

[41.219, 

63.191]dB 

Inf 

4 Chuan Qin et al, with different 

tampering rates [3] 

[37.91, 51.15] 

dB 

[40.72, 51.14] dB 

5 Zhang et al [30] 37.9 dB [20, 40] dB 

6 Zhang and Wang, [29] 28.7 dB Inf 

 

In [3] tampering of Lena 512 x 512 - the grayscale image at 6.84 % leads to a PSNR of 44.16 

dB and the recovered image has the PSNR of 46.37dB which at the embedding mode (6, 2).   

3.10 COMPARISON OF STATISTICAL PERFORMANCE WITH THE EXISTING 

METHODS 

In [31], the confusion matrix and its analysis were carried out to find the TPR (True Positive 

Rate) and FPR (False Positive Rate) to check the quality of the proposed work. Similarly, for 
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the proposed work statistical performance was carried out. The Confusion matrix was 

constructed and it is shown in Table 5. 

Table 5. Confusion Matrix to test the Algorithm and Watermarking Scheme 

Confusion Matrix Predicted NO: Test bit, ‘binary 
0’ 

Predicted YES: Test bit, ‘binary 
1’ 

Actual NO: Reference bit ‘binary 0’ TN – True Negative FP – False Positive 

Actual YES: Reference bit  ‘binary 
1’ FN – False Negative TP – True Positive 

 

The formula for TPR and FPR is calculated from [18] and it is given in equations (19) and 

(20). 

𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒(𝑇𝑃𝑅) =  𝑇𝑃𝑇𝑃 + 𝐹𝑁                                                                                      (19) 

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑅𝑎𝑡𝑒(𝐹𝑃𝑅) =  𝐹𝑃𝐹𝑃 + 𝑇𝑁                                                                                     (20) 

Using the above confusion matrix, equations (19) and (20) the table 6 values are calculated 

for the proposed work and compared with the existing works. 

 
Table 6. Comparison of Statistical Parameters with the existing methodologies 

Methods TP TN FP FN TPR FPR 

Proposed Method –4th bit 

plane embedding (Logo1) 

– 32 x 32 

1032497 1064187 178 290 0.99971921 

 

0.000167218 

 

Proposed Method –4th bit 

plane embedding (Logo1) 

– 64 x 64 

1031516 1063587 778 1271 0.99876935 

 

0.000730614 

 

Proposed Method –4th bit 

plane embedding (Logo2) 

– 64 x 64 

1032089 1063021 1344 698 0.99932416 

 

0.001263492 

 

Yinyin Peng et al. 

Watermarking1, [31] 

3561 258425 59 99 0.9730 0.00023 

Yinyin Peng et al. 

Watermarking2, [31] 

3568 258432 52 92 0.9749 0.00021 

Chun-Chi Lo et al [3] 3171 258391 93 489 0.8664 0.00036 

Zhaoxia Yin et al [32] 3323 258319 165 337 0.9079 0.00064 

 

The proposed system is compared with Chun-Chi Lo et al [31], and Zhaoxia Yin et al [32],  it 

is found that the TPR value is high and the FPR value is very less compared with all the other 
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existing methodologies, which confirms that the proposed ESP algorithm and the 

watermarking scheme is better than the other existing schemes. The rreceiver operating 

characteristics (ROC) curve is drawn in Fig. 15 for the 10 standard grayscale images and it is 

shown that the area under the ROC is nearly equal to unity. 

 

 

 

 

 

 

 

Similarly, raw RGB color images (17.png images and 10 raw.tif) were also analyzed with the 

ESP algorithm and the proposed watermarking methodology. The comparison of the 

proposed work is carried out with the standard Lena.tif (512 x 512 x 3) image and it is shown 

in Table 7. 

Table 7. Comparison of Color images with the existing methods 

Parameters Jobin Abraham and 

Varghese Paul [13] 

Huynh-The et al  

[11] 

Liu, K.C., [16] Proposed 

Method 

Size of Host 

image/type 

512 x 512/color 

image 

512 x 512/color 

image 

512 x 512/color 

image 

512 x 512 /color 

image 

Size of Watermark 64 x 64 64 x 64 Image Features 3 x 64 x 64 

(Three Logos) 

Domain of operation Spatial domain Transform domain Spatial domain Spatial domain 

Embedding Color 

Frame 

Blue Red, Green, and 

Blue 

Red, Green, and 

Blue 
Red, Green, and 

Blue 

PSNR (dB) 47.6 43.51 39 69.1941 

Image Subjective 

Quality 

Superior Good Good Excellent 

Adjustment of Color 

variations 

Yes No No No 

 

 

Fig. 15. ROC Curve using Proposed System 
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Jobin Abraham and Varghese Paul in [13] used masks to adjust the color variation after 

watermark embedding and the same Logo2 was used in embedding but the PSNR was very 

low compared with the proposed work and in this work, there is no need for such mask. The 

work is done in [11] and [16] also does not require such a mask, the proposed ESP algorithm 

and watermark embedding scheme provides very high PSNR at the LSB level. The PSNR 

69.1941 dB is achieved when the Logo2 is embedded in the 4th bit plane of Lena image of 

size (512 x 512).  

4. CONCLUSION 

 Blind and Semi-Fragile spatial domain watermarking is proposed for image authentication. 

The ESP algorithm is developed with fixed initial values and a secret key. The points of 

intercept, of GS and AS make the algorithm to be more secured where the confusion 

probability will be more. It is difficult for the intruder to identify the watermark presence in 

the host image since the logo is embedded appending the Diffie-Hellman key exchange 

protocol with the ESP algorithm. According to the proposed methodology embedding the 

logo is better in the 4th bit plane for the raw images and the 5th-bit plane for compressed 

images, where the authentication could be done perfectly. The proposed ESP spreads over the 

entire region of the host image, so the image authentication could be done from any corner of 

the image. The image authentication is tested by sending the WI in the E-mail, WhatsApp, 

and Facebook. It is observed that using this proposed method, image authentication in E-mail 

and WhatsApp can be done perfectly with 100% accuracy the SSIM of the original Logo and 

recovered Logo is unity. In FB, to obtain better image authentication, the embedding is done 

in the 5th-bit plane of the host image, because after downloading the WI from the FB the WI 

is in the compressed format. So the image authentication is done with more accuracy. Image 

tampering attacks are done on the WI with the tampering attack ranging from 0.59% to 95%, 

the proposed work provides the PSNR of the watermark logo in the range [81.2441 to 
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52.9996] dB.  The proposed work is robust to JPEG compression from it can withstand upto 

7:1 compression ratio as given in Table 2. Similarly, the work is robust to tampering, image 

cropping, salt and pepper noise, sharpening filter, semi-robust to Gaussian filtering, rotation 

(1o), and image resizing, and fragile to other geometrical attacks. Logo detection is 100% 

after averaging filter attack, tampering WI with 32x32 grayscale image attack, and 

sharpening filter attack. The average accuracy of logo detection is more than 65% for all the 

attacks. The proposed ESP algorithm and the watermark embedding scheme provide higher 

imperceptibility, security, and robustness to the raw and compressed grayscale images. 

Similar to the RGB images, it offers higher imperceptibility with a higher payload and the 

logo recovery rate is very high. Overall the proposed methods provide the best image 

authentication compared with the other existing methods.  

5. LIST OF ABBREVIATIONS 

Abbreviation Its Expansion with Meaning 

*.jpeg Joint Photo Experts Group – Image Format 

*.jpg Joint Photo Graph – Image Format 

*.png Portable Network Graphics – Image Format 

*.tif Tagged Image File 

*.tiff Tagged Image File Format 

AS Arithmetic Sequence 

BER Bit Error Rate 

BRISQUE Blind/Referenceless Image Spatial Quality 

Evaluator 

CC Cross Correlation 

dB Decibels 

DHKEP Diffie-Hellman Key Exchange Protocol 
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ESP Euclidean Space Points – Algorithm 

developed for the proposed work 

FB Facebook 

FN False Negative 

FP False Positive 

FPR False Positive Rate 

GS Geometric Sequence 

I(M, N) Input Image, of size M – Rows and N- 

Columns 

ISB Intermediate Significant Bit  

JPEG Joint Photograph Experts Group 

KB Kilo Byte 

LSB Least Significant Bit 

MSB Most Significant Bit 

MSE Mean Square Error 

NIQE Natural Image Quality Evaluator 

POI Point of Intercept 

PSNR Peak Signal to Noise Ratio 

RGB Red Green and Blue Frames – from a color 

image 

ROC Receiver Operating Characteristics 

SSIM Structural Similarity 

TN True Negative 

TP True Positive 
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TPR True Positive Rate 

WI(M, N) Watermarked Image of size M, N 

 

6. DECLARATION 

6.1 Availability of data and materials 

a) MALTAB Coding – Individually for Every Image Set 

b) Image Data Set (*.tiff, *.tif, *.png, *.jpg) 

c) Example of the Proposed ESP Algorithm and Complete Quality Metric Analysis of 

images. 

6.2 Competing interests 

a) Image authentication scheme [32] is proposed using Hilbert curve mapping which is 

complex instead of that the authors proposed simple ESP algorithm using geometric 

and arithmetic sequences with added security 

b) Compared with [32] our system is simple, semi-robust and secure. 

c) In RGB watermarking, Jobin Abraham and Varghese Paul [13] used spatial mask to 

recover the distorted Red and Green Frames, In this work No such Spatial Masks 

are required. 

d) The False Positive Rate of the proposed system is less compared with [3], [31] and 

[32] works. 

6.3 Funding  

The proposed work was not applied to any of the organization, so there is no funding 

applicable for this work. 

6.4 Authors' contributions 

Contribution of the First Author:  

Designed, developed and MATLAB implementation of the three modules they are  
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i) New ESP Algorithm  

ii) DHKEP, and the Watermarking System. 

iii) Testing and Analysis  

Contribution of the Second Author:  

i) Discussed the literature survey and its outcomes 

ii) Suggested the test to send in Email, WhatsApp and Facebook. 

iii) Watermark Restoration Process. 
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7 FUTURE SCOPE 

The proposed work is working well for the grayscale images and also with the color images, 

but the downloaded colored watermarked images from the FB give poor authentication. After 

embedding the watermark logo in all three color frames separately, the PSNR between the 

host image and FB_WI is 45dB which is acceptable. But the authentication is not satisfactory 

for the author, where the SSIM is very low. The downloaded watermarked image from FB is 

checked with the original WI image, it is observed that about 48.19% of pixels are affected in 

FB color image. So another spatial watermarking method is to be developed for color images 

to maintain authentication in FB.  
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