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Abstract
Background The US FDA recently stated in its Proposed Regulatory Framework for software as a medical device (SaMD) that
“One of the greatest bene�ts of AI/ML in software resides in its ability to learn from real-world use and experience, and its
capability to improve its performance.” This study follows two previous publications which addressed the accuracy of a machine
learning algorithm for the detection of malignant melanoma.

The aim of this study was to quantify the change in the accuracy following modi�cations to the algorithm (DERM) for the
detection of non-melanoma skin cancers and potential precursors of skin cancer. A secondary aim was to assess any
improvement in accuracy associated with continued training of the algorithm.

Methods A total of 16,550 images of skin lesions with histopathology based assessment were available for assessment. The
primary indicator of diagnostic accuracy was the area under the ROC curve with 95% con�dence intervals. Sensitivity and
speci�city at the most e�cient cut-point was also estimated together with the numbers of false negative and false positive
results.

Results The inclusion of squamous cell cancer, basal cell cancer and intra-epidermal carcinoma in addition to melanoma results
in an improvement in the scope of the algorithm. For the most recent version of the algorithm all skin cancers show an area
under the ROC curve greater than 95%. For melanoma sensitivity=91% and speci�city = 89%; for all non-melanoma skin cancers
sensitivity=97% and speci�city=94%. Continued training of the algorithm results in a statistically signi�cant (p<0.01)
improvement in accuracy which diminishes as the ROC area approaches 100%.

Conclusions The results indicate that as the algorithm is used in clinical practice it will become more accurate with continued
training but the rate of improvement will diminish as the ROC area approaches 100%.

A smartphone or other camera �tted with a dermoscopic lens and with internet access to the algorithm can provide an accurate
additional assessment of a suspected skin cancer lesion or precursor for primary care physicians and dermatologists.

Introduction
The skin is one of the largest of the body organs. It is frequently a target for cancer because of exposure to solar ultra-violet
radiation, with an estimate of more than one million non-melanoma skin cancers and nearly 300,000 melanomas worldwide in
2018.(1) The data for non-melanoma skin cancer is not routinely reported in many areas because of poor reporting which results
in an underestimate of the health service costs associated with these relatively low mortality cancers. Basal cell carcinoma (BCC)
is the most common of the non-melanoma skin cancers with one estimate of 80% BCC and 20% squamous cell carcinoma (SCC)
in the United States(2). Variation in the incidence of both skin cancer types between countries is marked and is related to both
ethnic differences and climatic factors which in�uence solar UV radiation as well as the damage done to the ozone layer by
chloro�uorocarbon pollution. For these reasons Australia and New Zealand have the highest skin cancer incidence (age-
standardised per 100,000) with melanoma incidence at 33.6 and 33.3 per 100,000 and non-melanoma incidence at 147.5 and
138.4 per 100,000 for each of those countries. For the USA the rates are 12.7 (melanoma) and 55.8 (non-melanoma) per 100,000.
(3) There is a marked sex differential for non-melanoma incidence in all three countries with men more than twice as likely to
develop the disease, possibly as a consequence of occupational exposure because of working outdoors exposed to sunlight.(4)

Since the publication of the US Surgeon General’s Call to Action to Prevent Skin Cancer in 2014(2) a high priority has been
assigned to skin cancer prevention in the United States with an emphasis upon melanoma. The most recent Skin Cancer
Prevention Progress Report (5) indicates that there has been some progress in safe sun exposure practices but there is still a lack
of primary prevention with one in three adults and more than half of high school students reporting sunburn each year(6). Even if
there was a rapid improvement in sun-protection behaviour and facilities there is a latent reservoir of damaged skin from past
sun exposure which will generate many skin cancers into the future.

As a consequence early detection remains a potential secondary prevention intervention but the current recommendation on skin
cancer screening from the U.S. Preventive Services Task Force assessment (2016) concludes “that the current evidence is
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insu�cient and that the balance of bene�t and harms of visual skin examination by a clinician to screen for skin cancer in
asymptomatic adults cannot be determined.”(7) The report indicates that one of the reasons for this conclusion is that detection
of melanoma in primary care is not su�ciently accurate to support a population-based screening program.

Another issue which has created problems for an assessment of the value of screening for melanoma has been discussed by
Weyers and that concerns overdiagnosis. As he demonstrates there is disagreement between dermatology clinicians and
epidemiologists on what constitutes overdiagnosis. This has resulted in two quite different perspectives on melanoma detection
– particularly in the context of small lesions (less than 6 mm.).(8)

Skin Analytics Ltd. has been developing an arti�cial intelligence based algorithm ‘Deep Ensemble for the Recognition of
Malignancy’ (DERM) for the classi�cation of skin cancer lesions based upon images captured by readily available cameras. The
initial phase of the project was devoted to the detection of malignant melanomas and the results of the evaluation of these
studies have been published.(9, 10) The studies showed that the DERM algorithm was as accurate as specialist dermatologists
in detecting melanoma. The aim of the most recent development was to increase the scope of the algorithm to include a much
wider range of skin lesions including non-melanoma skin cancers (SCC, BCC and intra-epidermal carcinomas) and lesions that
may be precursors or be mistaken for skin cancers. (The list of the lesions can be seen in Table 1.)

Even though the US Food and Drug Administration states that “One of the greatest bene�ts of AI/ML in software resides in its
ability to learn from real-world use and experience, and its capability to improve its performance” the statement is largely based
upon non-medical commercial software apps and there is relatively little academic literature to describe the improvement that
occurs with use and continuing training.

This paper presents the results of an up-dated assessment of the accuracy of the DERM algorithm following diversi�cation. It
also assesses the in�uence of continued retraining of the algorithm with newly acquired images.

Methods
A total of 16,550 images of skin lesions with histopathology based assessment were obtained from a variety of sources which
included: Skin Analytics Tele-Dermatology Service (11), Skin Analytics Melanoma Prospective Study (10), PH2 Data Set (12),
MoleMap Data Set (13), The ISIC Archive (14), The Interactive Atlas of Dermoscopy (15), The Kittler Data Set (16), and DermNet
skin disease atlas (17). An additional 434 images of intact healthy skin were also used during the assessment and these were
assumed to be negative with respect to histopathology for all lesion types.

DERM was designed and developed using deep learning techniques, speci�cally convolutional neural networks (CNNs) that can
identify and assess features of skin lesions which are associated with each image type. Deep learning identi�es features of a
lesion directly from the data and contrasts the features that are associated with a positive compared to a negative
histopathology assessment. Cross-validation was used to assess the performance of the algorithm; this approach allows every
image to be assessed once, while ensuring the same image does not appear in the training and test dataset. Cross-validation is
performed by splitting the dataset into 10 randomly sampled 'folds' (datasets). The algorithm is tested against each fold, with the
remainder used for training. The results for each fold are then averaged so that the overall performance can be analysed. This
method also avoids problems which result in over�tting.(18)

As images of lesions with histopathology assessment became available the algorithm was retrained on three subsequent
occasions. This provided an opportunity to assess the improvement of the accuracy with continuing retraining. There were also
changes in the algorithm which broadened the scope to include non-melanoma skin cancers and to specify potential precursors
and speci�c types of benign lesions so that the algorithm cycles through the series of lesions until it identi�es the speci�c type in
a pre-determined sequence, which is illustrated in Fig. 1.

For this investigation we also assessed the accuracy of an algorithm based upon Google’s Inception-V4 CNN Architecture (19)
which allows a comparison between our trained versions of the algorithm and an existing pre-trained naive approach.
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Receiver Operator Characteristic curves (ROC) with bootstrapped estimation (1,000 repetitions) were used to examine the overall
diagnostic accuracy of the algorithm for each cancer type and the precursors (20). Area under the ROC (AUROC) was regarded as
the most appropriate overall indicator of accuracy. Sensitivity, speci�city and other diagnostic indicators were estimated for each
lesion type at the most e�cient decision threshold, where the threshold was determined as the point on the continuum which
provided the closest balance between sensitivity and speci�city. It should be noted that this approach assumes that false
positives and false negatives have equal ‘value’ and this is unlikely to be valid in a clinical context but it is appropriate for the
assessment of accuracy in the context of this study. The analysis was informative but it does not accommodate the way in
which the algorithm might be used in practice as a ‘virtual dermatologist’. In this clinical context any assessment that produced a
positive result for melanoma would be referred for biopsy and histopathology assessment. If the initial result was negative for
melanoma then the algorithm would assess for SCC and continue sequentially through the severity ordered lesions shown in
Fig. 1. This approach allows each stage of assessment to occur and re�ects potential severity for each outcome. We simulated
this process for a more realistic mimic of the algorithm application. And used this severity ordered sequential assessment to
assess the effective sensitivity and speci�city for the skin cancers and precursor lesions.

A p-value less than 0.05 was regarded as statistically signi�cant. All analysis was conducted using Stata Version 16 (StataCorp.
2019. Stata Statistical Software: Release 16. College Station, TX: StataCorp LLC.).

Results
The distribution of the 16,550 lesions is shown in Table 1. The most frequent were benign lesions of various types (57.8%)
followed by melanoma (14.5%) and BCC (7.50%). The total skin cancer lesions was 5,042 (30.0%).

Table 1
Frequency of assessed skin lesions

Category Lesion type Frequency (%)

Skin cancer Melanoma 2,404 (14.5)

Squamous Cell Carcinoma (SCC) 826 (4.99)

Basal Cell Carcinoma (BCC) 1,242 (7.50)

Intra-epidermal carcinoma 570 (3.44)

Potential precursor Actinic Keratosis 1,193 (7.21)

Dysplastic Nevus 757 (4.57)

Benign skin lesion Benign Vascular Lesion 371 (2.24)

Seborrheic Keratosis 1,500 (9.06)

Dermato�broma 260 (1.57)

Lentigo 691 (4.18)

Benign Melanocytic Nevus 1,529 (9.24)

Other Benign 5,207 (31.5)

Total   16,550 (100)

 
Table 2 shows the accuracy of the assessment of the algorithm for each of the lesion types. The least accurate assessment was
for melanoma (AUROC = 0.952) and the most accurate was for dermato�broma (AUROC = 0.994). All of the AUROC estimates
were greater than 95%.
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Table 2
Accuracy of DERM for identi�cation of each speci�c skin lesion

Lesion type ROC
area

LCL UCL Sensitivity Speci�city TN (%) TP (%) FN (%) FP (%)

Melanoma 0.952 0.948 0.956 88.6 88.3 12,868
(75.8)

2,129
(12.5)

275
(1.62)

1,712
(10.1)

SCC 0.982 0.978 0.985 94.7 92.7 14,974
(88.2)

782
(4.60)

44
(0.26)

1,184
(6.97)

BCC 0.987 0.984 0.989 94.0 94.9 14,937
(88.0)

1,168
(6.88)

74
(0.44)

805
(4.74)

Intra-epidermal
carcinoma

0.975 0.970 0.978 92.3 100 14,926
(96.3)

526
(3.39)

44
(0.28)

0 (0.00)

Actinic keratosis 0.981 0.978 0.983 94.1 93.3 14,727
(86.7)

1,123
(6.61)

70
(0.41)

1,064
(6.26)

Dysplastic nevus 0.966 0.960 0.971 32.0 99.5 14,764
(86.9)

687
(4.04)

70
(0.41)

1,463
(8.61)

Benign vascular
lesion

0.994 0.991 0.996 40.7 99.9 16,094
(94.8)

356
(2.10)

15
(0.09)

519
(3.06)

Seborrheic keratosis 0.975 0.971 0.978 90.4 92.6 14,338
(84.4)

1,356
(7.98)

144
(0.85)

1,146
(6.75)

Dermato�broma 0.990 0.985 0.994 95.8 95.2 15,922
(93.8)

249
(1.47)

11
(0.06)

802
(4.72)

Lentigo 0.963 0.956 0.968 89.7 89.7 14,622
(86.1)

620
(3.65)

71
(0.42)

1,671
(9.84)

Benign melanocytic
lesion

0.993 0.992 0.994 96.5 95.8 14,811
(87.2)

1,476
(8.69)

53
(0.31)

644
(3.79)

Other benign lesion 0.957 0.955 0.960 77.5 94.5 4,599
(27.1)

10,443
(61.5)

608
(3.58)

1,334
(7.85)

TN: True negative, TP: True positive, FN: False negative, FP: False positive

 

The severity ordered sequential assessment is shown in Table 3. It can be seen that all lesions are assessed for melanoma and
those that are negative for melanoma are assessed for SCC et seq., the number of lesions assessed at each step can be seen
from the column ‘N’. It is clear that the deletion of the lesions that were positive for melanoma has signi�cantly improved the
accuracy of DERM for BCC and intra-epidermal carcinoma but not for SCC.
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Table 3
Accuracy of DERM for identi�cation of each skin lesion with sequential deletion of positive lesions previously detected as

positive
Lesion N ROC

area
LCL UCL Sensitivity Speci�city TN (%) TP

(%)
FN
(%)

FP (%)

Melanoma 16,984 0.952 0.948 0.956 88.6 88.3 12,868
(75.8)

2,129
(12.5)

275
(1.62)

1,712(10.1)

SCC 13,143 0.981 0.977 0.984 95.8 90.9 11,221
(85.4)

769
(5.85)

34
(0.26)

1,119 (8.5)

BCC 11,255 0.995 0.994 0.997 97.6 97.4 10,077
(89.5)

886
(7.87)

22
(0.20)

270 (2.40)

Intra-epidermal
carcinoma

9,865 0.935 0.896 0.967 93.5 100 9,680
(98.1)

173
(1.75)

12
(0.12)

0 (0)

Actinic keratosis 9,926 0.992 0.988 0.994 96.9 97.3 8,952
(90.2)

671
(6.76)

22
(0.22)

281 (2.83)

Dysplastic
nevus

8,974 0.970 0.963 0.976 39.1 99.4 7,725
(86.1)

469
(5.23)

45
(0.50)

735 (8.19)

Benign vascular
lesion

8,718 0.996 0.993 0.997 60.4 99.9 8,110
(93.0)

328
(3.76)

6
(0.07)

274 (3.14)

Seborrheic
keratosis

8,116 0.981 0.978 0.984 96.2 91.1 6,195
(76.3)

1,181
(14.6)

59
(0.73)

681 (8.39)

Dermato�broma 6,254 0.996 0.994 0.997 97.8 95.9 5,820
(93.1)

177
(2.83)

4
(0.06)

253 (4.05)

Lentigo 5,824 0.984 0.977 0.989 92.2 97.6 5,320
(91.5)

228
(3.91)

22
(0.38)

247 (4.24)

Benign
melanocytic
lesion

5,349 0.994 0.993 0.996 99.8 93.9 3,912
(73.1)

1,178
(22.0)

3
(0.06)

256 (4.79)

Other benign
lesion

3,915 0.971 0.964 0.977 94.5 98.5 448
(12.1)

3,082
(82.9)

181
(4.87)

7 (0.19)

TN: True negative, TP: True positive, FN: False negative, FP: False positive

 
Table 4 summarizes the overall performance with respect to false negatives and positives from the melanoma assessment.
Twenty seven of the false negative melanoma results were assessed as true SCC (9.82%), 31 (11.3%) were assessed as true BCC
and none were assessed as true Intra-epidermal carcinoma so that 21% of the total 275 false negative �ndings would be referred
for excision and biopsy even though their true melanoma was not detected. A further 101 were assessed by the algorithm as
actinic keratosis (n = 17, 6.03%) or dysplastic nevus (n = 84, 30.6%). Most of these would be removed using surgical or
pharmaceutical treatments otherwise they would be monitored according to current clinical practice.(21, 22) Overall 159 of the
275 histopathology positive melanomas missed by DERM would be managed in a clinically appropriate manner (0.96% of the
total images; 3.2% of all cancer images and 57.8% of the histopathology positive melanomas missed by DERM).
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Table 4
Assessment of incorrect results from melanoma lesion review

Biopsy con�rmed status Total cases (%) Melanoma FN

Positive for alternative lesion (%)

Melanoma FP

Positive for alternative lesion (%)

SCC 826 (4.99) 27 (9.82) 49 (2.86)

BCC 1,242 (7.50) 31 (11.3) 96 (5.61)

Intra-epidermal carcinoma 570 (3.44) 0 (0.00) 25 (1.51)

Actinic keratosis 1,193 (7.21) 17 (6.20) 50 (2.92)

Dysplastic nevus 757 (4.57) 84 (30.6 532 (31.1)

Benign vascular lesion 371 (2.24) 14 (5.09 58 (3.39)

Seborrheic keratosis 1,500 (9.06) 43 (15.6 244 (14.3)

Dermato�broma 260 (1.57) 24 (8.73 120 (7.01)

Lentigo 691 (4.18) 45 (16.4 510 (29.8)

Benign melanocytic lesion 1,529 (9.24) 19 (6.91 17 (0.99)

Other benign lesions 5,207 (31.5) 0 (0.00) 928 (54.2)

All lesions 16,550 (100) 304 (100) 2,629 (100)

Note: 275 lesions were FN and 1,712 were FP from melanoma review

 
Table 4 also shows the true status of the false positives incorrectly identi�ed as melanoma by DERM. These errors do not carry
the same risk for patients as the false negatives but they may represent a cost to the health system or to patients because of
inappropriate or invasive subsequent interventions. Of the 1,712 false positives 170 (9.93%) were SCC, BCC, Intra-epidermal
carcinoma and 582 (34.0%) were AK or DN so that the subsequent management would have been appropriate despite the
incorrect melanoma result.

Based only upon the melanoma assessment, DERM showed: sensitivity = 88.6 (95% CI: 87.2–89.8); speci�city = 88.3 (87.7–88.8).
Adjusted for a subsequent positive cancer result (SCC, BCC, Intra-epidermal carcinoma) DERM showed: sensitivity = 91.1 (89.8–
92.1); speci�city = 89.4 (88.6–89.9).

Table 5 shows the contrast between the Inception V4 algorithm and the initially trained version of the DERM algorithm. A version
of the Inception V4 CNN which had been pre-trained to perform large-scale image recognition was retrained using the same data
set which was used to train the latest version of DERM. It is clear that the DERM CNN vastly outperforms the Inception V4 CNN at
the task of identifying skin lesions from dermoscopic images.
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Table 5
Comparison of the area under the ROC curve between the Inception V4 and DERM

Lesion type Algorithm type Χ2
1

p

Inception V4 DERM

Melanoma 0.8403 0.9461 869 < 0.0001

Squamous Cell Carcinoma (SCC) 0.9435 0.9805 205 < 0.0001

Basal Cell Carcinoma (BCC) 0.9149 0.9855 501 < 0.0001

Intra-epidermal carcinoma 0.9064 0.9721 243 < 0.0001

Actinic Keratosis 0.9360 0.9668 138 < 0.0001

Dysplastic Nevus 0.8552 0.9606 276 < 0.0001

 
Table 6 shows the AUROC for four development versions of the DERM algorithm in sequential order. Differences in the algorithm
between development versions include improvements to the training methodology, changes to the neural network architecture,
and the inclusion of additional training data. All versions of the DERM algorithm were assessed using the same data set,
although the older versions used less training data. There was a statistically signi�cant improvement in the area under the ROC
curve over time for melanoma and for actinic keratosis and dysplastic nevus but not for BCC, SCC and Intra-epidermal
carcinoma. The latter three lesions begin with very high levels of accuracy so this lack of improvement in accuracy with further
training may be a consequence of a ceiling effect.

Table 6
Change in the area under the ROC curve with further training

Lesion type Development Version of DERM Χ2
3

p

1 2 3 4

Melanoma 0.9461 0.9473 0.9478 0.9517 39.5 < 0.0001

Squamous Cell Carcinoma (SCC) 0.9805 0.9805 0.9816 0.9819 6.99 0.072

Basal Cell Carcinoma (BCC) 0.9855 0.9853 0.9855 0.9867 7.66 0.054

Intra-epidermal carcinoma 0.9721 0.9732 0.9738 0.9745 4.74 0.192

Actinic Keratosis 0.9668 0.9595 0.9800 0.9807 78.7 < 0.0001

Dysplastic Nevus 0.9606 0.9634 0.9668 0.9663 24.5 < 0.0001

Note: The Χ2 test refers to the null hypothesis that there is no difference between the four estimates of the AUROC for each
lesion type.

 

Discussion
The results of this study which is an addition to our other evaluations (10) (9) indicate that the DERM algorithm is capable of
detecting skin cancers and potential precursors from images captured by cameras that are in common use, require inexpensive
modi�cation and little operator training. The level of accuracy is similar to that of a specialist dermatologist with AUROC ranging
from 0.952 for melanoma to .987 for BCC. In addition, given the sequential nature of the algorithm assessment going from most
serious (Melanoma) to least serious (Dysplastic Nevus), only 3.2% of the cancers and precursors would not be referred for biopsy
or clinical follow-up.
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While continued development of the algorithm improved the AUROC for all lesion types, the improvement was statistically
signi�cant for three (Melanoma, Actinic Keratosis and Dysplastic Nevus). SCC and BCC approached statistical signi�cance but
as both started with an AUROC greater than 0.98, only marginal improvement was possible which we attribute to a ceiling effect
given that the upper limit of the AUROC is one.

DERM has improved over four development versions and therefore, has the potential to continue to improve with the addition of
more clinical data and re�nement of the algorithm. This is one of the strengths of arti�cial intelligence.

An issue for this study is that we are following the convention of assuming that histopathology is the gold standard against
which DERM should be judged. As Claassen pointed out in 2005 this is not intended to imply that the gold standard is without
error.(23) For melanoma biopsies two studies show that concordance for melanoma between pathologists is about 75%.(24, 25)
It is therefore possible that some of the errors concerning the DERM assessment are because of errors in the gold standard which
this study cannot determine.

A limitation of arti�cial intelligence applications is that their adoption in clinical practice requires much more than a well-
developed, validated algorithm. In a recent JAMA ‘Viewpoint’ Lindsell et al suggested that “A contributing factor [to the slow
adoption of AI] is perhaps that model developers and data scientists pay little attention to how a well-performing model will be
integrated into health care delivery.”(26) A recent small study has shown that dermatology patients are receptive to AI based
diagnostic methods for detection of skin cancer within the context of a human physician-patient relationship.(27) This suggests
that the reluctance to adopt AI based diagnostic aids is not related to negative patient attitudes. Lindsell et al go on to state that
“Designing a useful AI tool in health care should begin with asking what system change the AI tool is expected to precipitate.”

This study is not able to address all of the issues raised by Lindsell et al but it does allow us to suggest some scenarios where a
DERM image analysis can contribute to secondary prevention of skin cancers:

1. Access to specialist dermatology diagnosis is not universal. People who live in rural and remote areas in most countries
have access to primary care physicians but as the US Preventive Services Task Force report makes clear, the accuracy of
skin cancer detection in primary care is poor and this is supported by the recent Cochrane Review. Access to DERM might
mean that fewer patients from remote areas will be identi�ed for distant specialist review and that they would be more likely
to have skin cancer that requires specialist care.

2. Prior assessment of lesions by DERM might allow for more accurate triage of patients referred from primary care to
secondary dermatology clinics.

3. A third scenario is that DERM would allow a rapid response second opinion for dermatologists in secondary dermatology
clinics.

Conclusions
Our study suggests that the use of a trained AI algorithm can be integrated into both primary and secondary care settings in a
way that will improve the accuracy of diagnostic skin cancer assessment and reduce the number of unnecessary biopsies
referred for histopathalogy review.
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Figure 1

Sequence for cycling lesion assessment
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