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Abstract Research on network security has recently acquired attention in
the field of the Internet of Things. In the context of security, most of the IoT
devices with the internet are connected directly which results in the exploita-
tion of private data. Nowadays, the fraudster will release novel attacks very
frequently especially for IoT devices. As a result, the traditional sophisticated
Intrusion Detection System (IDS) model is not suitable for the identification
of vulnerabilities in IoT devices. In our research work, we propose MCDNN
for IDS. MCDNN is Multi Core DNN with having parallel optimizer. Rather
than a traditional dataset, this paper experiment is conducted on the BoT-
IoT dataset. Since IoT devices generate a huge volume of data, this work
focuses on reducing huge datasets using Kernel Principal Component Anal-
ysis(KPCA) reduction technique with optimizer parallelly. To decrease false
alarm rate and maintaining less computational power multi-core is introduced
in our research work. This helps identification of vulnerabilities in IoT devices
using deep learning techniques faster. Experimental results indicate that de-
signing MCDNN based IDS with different optimizers parallelly achieved higher
performance than those of other techniques.
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1 Introduction

In recent years, Cybercrime is a threat to IoT devices as every device needs
to communicate over the internet. Furthermore, this exploitation results in
compromising with confidentiality of private data. Several traditional tech-
niques are proposed to protect intrusions. Unfortunately, the signature-based
techniques are not suitable for resource-constrained devices because attackers
are improving their techniques and tools to breach these devices especially in
the field of home automation, healthcare, business, and automated industries.
Security risk involved in healthcare and Industrial IoT is very high. Since it
may lead to loss of human life. Conventional cryptographic algorithms are
not designed for distributed IoT environments. Since these algorithms involve
huge calculations, a large amount of data, and key exchange, which is not
suitable for resource-constrained devices. As most of the devices have small
RAM and low computational power[1][2]. Therefore existing cryptography[3]
and firewalls[4] are not suitable for resource-constrained devices. As a result,
frequent incidents of cyber attacks uplifted the need of progress in security
[5]. Additionally, data which will be exchanged among these devices will be
enormous. This made our research focus on identifying attacks more rapidly
[6] [7]. Therefore efficient IDS for resource-constrained devices is required to
identify and stop malicious activities.

Over the last few years, the introduction of machine learning and DNN
proved as an effective method for forensic analysis[8]. Machine learning pro-
vides a security framework to implement security policies. However, in [9]
discussed the issues related to conventional machine learning techniques. Tra-
ditional supervised machine learning is more or like a machine as it requires
a lot of interventions of domain experts and humans. Most of the time apply-
ing these machine learning algorithms at some point either accuracy becomes
constant or sometimes it may decrease also.

On the other hand, deep learning or DNN is also a subdivision of ma-
chine learning that achieves great flexibility by introducing backpropagation.
This leads to solving complex problems with fewer false alarms. Deep learning
performs better for a huge volume of data and machine learning for a small
dataset. Therefore in our work, we proposed MCDNN based IDS. Usually,
DNN has at least one input, an output layer, and in between one hidden layer.
But in the deep neural network, more hidden layers result in a deep network.
With this deep network pattern formation in data is effective. On the other
hand, DNN will increase its performance as we increase the size of the dataset
epochs and layers. So, DNN proved to be the best solution for predictive prob-
lems. Finally, in our research work, we propose three hidden layers of MCDNN
networks with different feature selection methods and also analyse the effect
of different optimizers.
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2 Related work and motivation

Accuracy is a big challenge for Intrusion detection solutions for IoT networks,
this leads to approach DNN in an efficient way for improving the accuracy and
performance in terms of time complexity and decreasing false alarm [10][11].
Mercaldo et. al [12] proposed a deep neural network and supervised learning
method for the identification of malware in mobile devices. They have consid-
ered platform independent static approach and obtained precision and recall
of about 0.912 and 0.918 respectively for detection. To detect the low frequent
attacks SAVAER-DNN method has been introduced by Yanqing Yang et[13].
This method implemented using WGAN-GP for UNSW-NB15 and NSL-KDD
datasets. Zuchao Ma et. al[14] proposed Distributed Consensus based Trust
Model(DCONST) approach in IoT networks for the detection of tamper, drop
and replay attacks using K-means machine learning algorithm. In [15] DDoS
Detection framework is proposed for resource constrained IoT devices focused
on benign and malicious traffic using a machine learning algorithm. [16] Ex-
plained the vital role of network security essential for IoT and also provided a
survey on exiting various attacks. Zhou et al. [17] proposed KPCA based IDS
system using Extreme Learning Machine (ELM) algorithm. The KPCA is used
to reduce dimensionality in same feature space.[18] implemented IDS system
using KPCA-DEGSA-HKELM approach to increase F1-score and reduction
in FAR.

Minh Tuan et al. [19] proposed Genetic Convolution neural networks hav-
ing GA, FCM and CNN as three layers for NSL-KDD dataset. This approach
selected KNN with GN as the first layer for feature selection followed by CNN
for model selection, finally deep features extracted by CNN as model valida-
tion. Nour Moustafa et al. [20] collected network traffic from various websites
of both normal and attack traffic. For feature selection, this work used the
Association Rule Minings algorithm, where ARM [21] techniques is to identify
strong association rules. Based on these rules, either using Apriori or FB-
Growth method interdependency between two or more features in a sample
will be identified. Since, ARM will produce a huge volume of association rules
as the dataset increases, which is difficult to manage in real world problems.
Then the extracted features are sent to a OGM technique for detection of
unusual activities. This approach can achieve 4.43% and 2.72% of FAR for
UNSW-NB15 dataset and web attack dataset respectively.

In [22] Iram bibi et al. constructed DL driven architecture like GRU, LSTM,
DNN and CNN and compared it with standard matrices. Here GPU acceler-
ated GRU model for android devices is proposed. REU is derived from Re-
current Neural Network. This model is designed for the detection of benign,
torjan and backdoor attacks. It was observed that DNN performs better com-
pared to the proposed architecture. Furthermore, the Chi-square technique is
introduced for the important feature extraction citeMoustafa2018Aug. Since
chi-square χ2 method is the simple computation for realistic IDS. Once χ2

is calculated then it is subjected to cross-entropy. If any variation in cross-
entropy, then it will be considered as an attack. With this technique, they can



4 Sharmila B S, Rohini Nagapadma

reach an accuracy of 95.98% for 300,000 sample size. Finally for identifica-
tion of vulnerabilities in IoT devices using machine learning, requires a proper
dataset. Over the years, for network traffic, many datasets are created for
Intrusion detection, prevention systems and other forensic applications. The
most popular dataset for research in information security is NSL-KDD and
KDD-99. Most of the conventional IDS was designed based on this network
traffic. This dataset mainly contains signatures of DoS, Probe, R2L and U2R
attacks [23]. Since we are focused on security for IoT devices, this work will
address mainly DoS, DDoS, Theft and Reconnaissance attacks. The working
dataset is BoT-IoT dataset [24][25][26] [27] [28] created by UNSW Canberra
Cyber. But the dataset is very huge and difficult to apply DNN. So in this
research different dimensionality reduction techniques were compared. In the
BoT-IoT Dataset, the original dataset is having 72,000 records of network
traffic that is almost 16.7 GB. Since it is huge for computation in laptops, this
research considered 5% of the dataset having 36,00,000 rows of traffic. This
contains signatures of DoS, DDoS, Theft and Reconnaissance as the main cat-
egory and like UDP, TCP, service scan, OS Fingerprint, HTTP, keylogging,
and Data exfiltration a subcategory.

2.1 Paper contribution and organization

This section summarizes the steps involved in designing MCDNN for the de-
tection of IoT-BoT attacks. Since the original dataset is very huge this work
considered the 5% of the dataset only for UNSW-NB15. The simulation results
of this paper lead to a comparison of the dimensionality reduction techniques.
The main contribution of this paper is described as follows:

– The dataset is pre-processed by scaling to unit variance.
– Preprocessed data is applied to KPCA for feature reduction to four com-

ponents.
– Constructed MCDNN model for IDS using different hyperparameters. Dur-

ing the learning stage, metrics may stop for further improvement. To over-
come this situation reduce the learning rate during learning processes has
been implemented.

– Performance analysis in terms of accuracy for different optimizers is anal-
ysed and best results are selected using the voting technique.

The remainder of this article is organized as follows: in section 3 we discussed
different dimensionality reduction techniques. The proposed IDS and its per-
formance analysis are explained in section 4. The detailed results are discussed
in section 5. Finally conclusion is reported in the last section.

3 Dimensionality Reduction techniques

Since the nature of IoT devices is in large volume, the collected dataset will
also be huge. It is difficult to implement DNN directly. In [29] discussed the
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need for feature reduction to decrease the complexity of computation. As a
result, this research focused on dimensionality reduction of features in the
dataset to train more efficiently in less computational time.

3.0.1 Principal Component Analysis(PCA)

PCA is the most popular method for reducing datasets without any statistical
information loss [30]. This technique extracts the covariance matrix of feature
[31]. Maximum variance decides the direction of projection. Based on variance,
the maximum content of information features is selected. The steps followed
for dimensionality reduction as follows:

– Considering n samples −→x 1.....
−→xn having m features, compute µ mean equa-

tion[1] of all features in a single vector R
m

.

~µ =
1

n
( ~x1..... ~xn) (1)

– Compute eigenvalues and corresponding eigenvectors.
– Select m eigenvectors having large information by considering eigenvalues.

3.0.2 Linear Discriminant Analysis(LDA)

Another dimensionality reduction technique is LDA. This method is applied to
reduce the dataset to lower dimensional space based on the number of classes
especially for huge datasets [32]. The procedure mainly involves in finding lin-
ear combination of feature set that achieves maximum separation from dataset
between different class. and minimum separation of dataset within different
class.

3.0.3 Singular Value Decomposition

Another feature selection technique is Singular Value Decomposition (SVD).
This is a matrix decomposition technique, where a complete dataset can be
decomposed into smaller dimensions having combinational features[33], [34].

3.0.4 Kernel Principal component analysis (KPCA)

A variant of PCA for dimensionality reduced is KPCA technique. PCA is
applied for the linear dataset. Whereas, KPCA is applied for the nonlinear
dataset in which it uses kernel methods to perform computation in original
space only. There are many kernel methods like Gaussian, polynomial, Radial
Basis Function(RBF).[35][36].

4 Proposed Intrusion Detection System using MCDNN

Fig 1 shows the complete multi-core DNN model which consists of following
steps:
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4.1 Preprocessing

To illustrate the performance of MCDNN model with various optimizers, we
have experimented using NSL-KDD dataset and BoT-IoT dataset also known
as UNSW-NB15 dataset [37]. UNSW-NB15 contains some categorical columns
like protocol, source address and destination address. During preprocessing
step, the first protocol features are remapped to integers ie (icmp:0, tcp:1,
udp:2, arp:3, ipv6-icmp:4) and the source and destination port is converted
from hexadecimal to integer form. The details of attacks present in the dataset
are shown in Table 1. Firstly, all categories are converted from string to in-

Table 1: Details of attack category in dataset

Attack Names Attack Numbers Count

Normal 0 477
UDP 1 1981230
TCP 2 1593180
Service Scan 3 73168
OS FingerPRint 4 17914
HTTP 5 2474
Keylogging 6 73
Data Exfiltration 7 6

teger. Secondly, the distribution of data needs to be rescaled for centering
data. Additionally when the features of the dataset is having different mea-
surements it is important to centralize the complete data around mean 0 and
standard deviation 1. This removes bias and all values will provide equal con-
tribution during study [38]. To standardize the complete dataset is subjected
to transform using the following equation:

y = (x− µ)/σ (2)

where, x is dataset, µ is mean of training set and σ is standard deviation.

4.2 Deep Neural Network

In this section, we describe the model of MCDNN based IDS. This proposed
work consists of pre-processing stage followed by feature reduction technique.
Once the dataset is prepared from above steps, it is applied to MCDNN model
as shown in below fig 1. In this model, DNN consists of three hidden layers
having 512, 256, 512 nodes and leaky relu as a activation function at each
layer respectively. Also at the output, which is in the last layer will have an
activation function called softmax, since we need to identify different types of
attacks including normal traffic in our work. Softmax is preferred for multi
class classification problems in DNN [39][39]. In this research work, we have
used different optimizers like adam, Nadam, Adabelief[40] and Adamax[41]
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Fig. 1: MCDNN model for IDS

for parameter update for every epoch. The adam in eq. [3] is adaptive learn-
ing method has an advantage of momentum from Stochastic Gradient De-
scent(SGD) and squared learning rate from RMSProp. Nadam in eq. [4] is a
combination of Adam and Nesterov accelerated gradients(NAG).

△θt = − η√
v̂t + ǫ

m̂t (3)

△θt = θt −
η√

v̂t + ǫ
(β1m̂t +

(1− β1gt)

1− βt

1

) (4)

Here △θt is a update parameter refereed as either weights or bias. In above
equations η represents learning rate. vt and m̂t are estimates of the first and
second moment of the gradients respectively. The below eq. [5] represents
AdaBelief optimiser. Compared to adam, Adabelief does not have any extra
variables. Nevertheless, in adam the paremeter update is in the direction of
mt/

√
vt, where vt is the exponential moving average of gt and in AdaBelief,

update direction is mt/
√
st, where st is the exponential moving average of

(gt −m2

t
). The eq. [6] shows another optimizer called Adamax. The difference

between Adam and Adamax is, it extends the L2 norm of past gradients to
L-infinity norm. In eq. [6], ut represents max(β2.vt−1, |gt|).

△θt = θt −
η√

ŝt + ǫ
(5)

△θt = θt −
η√
ut

m̂t (6)

During simulation, it was observed that each optimizer provides a better
Detection Rate(DR) for few categories of attacks but not all. So, we have
attempted to propose a hybrid optimizer that applies multiple optimizers to
select the best weights and learning rate. This results in an improved detection
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Fig. 2: Reduction of learning rate

rate. However, implementing different optimizers sequentially will increase the
detection time. Therefore our research work introduced muti-core to run all
optimizers parallelly and the final prediction will be based on a majority voting
mechanism.

In each core, a different optimizer is applied to gain better accuracy. The
prediction of each optimizer is given to the Voting block. This final block
selects the best based on the majority from the prediction of each optimizer.

During training the model it often stops learning as shown in fig 2. So,
in this work, we explored the ReduceLROPlateau library from Keras. This
library monitors the quality of training, if the improvement is not found then,
the learning rate will be reduced automatically by a factor of 0.1. Fig 2 shows
the scenario. During epochs 11 to 13, it stopped increasing accuracy, so Re-
duceLROPlateau is applied at epoch 14, and accuracy began to increase.

Fig. 3: Sequential Model of DNN

All the experiments are conducted in a Laptop having configuration Intel
Core i5-7200U CPU at 2.50GHz and Jupyter notebook having Keras and ten-
sor flow. The Sequential model of DNN is showed in fig 3 shows the summary
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Table 2: Comparative analysis of MCDNN based IDS with KPCA for IoT-
Botnet dataset with other techniques

Model Optimizer Accuracy Precision Recall(DR) F1-score

PCA with DNN

Adam 99.838 88.582 93.069 90.527
Nadam 99.863 94.603 91.917 92.625

Adabelief 99.858 91.464 90.741 91.046
Adamax 99.83 87.58 95.875 90.774

SVD with DNN

Adam 99.86 89.416 93.142 91.139
Nadam 99.847 93.932 90.317 91.276

Adabelief 99.828 94.169 90.872 92.243
Adamax 99.802 93.371 90.754 91.737

LDA with DNN

Adam 99.601 90.54 88.954 89.569
Nadam 99.643 86.478 92.003 87.889

Adabelief 99.663 88.163 92.417 89.478
Adamax 99.616 84.983 89.939 85.762

KPCA with DNN

Adam 99.70 98.179 96.93 97.54
Nadam 99.994 97.57 93.9 95.62

Adabelief 99.925 95.86 94.179 95.002
Adamax 99.946 97.895 95.039 96.4153

MCDNN based IDS Hybrid 99.937 97.589 94.761 96.095

of the Sequential model using the Keras library. This provides the complete
description of each layer, input-output nodes, number of hidden layers and
their units, and also activation function in advance.

4.3 Results and discussions

In this research work, we experimented hybrid Intrusion Detection system
using Deep learning techniques. Since the dataset of network traffic is huge and
difficult for computation in the constrained device, the first step we focused
on dimensionality reduction. To identified the optimized reduction technique,
we experimented and analyzed using PCA, SVD, LDA and KPCA with DNN
model as shown in table 2. It was observed that DNN with KPCA achieved
higher Detection Rate(DR) rate compared to all other reduction methods. So,
this method is selected for further optimization using the Multi-core technique.
Finally, it is proved that our proposed method Multi-core IDS with Hybrid
DNN using KPCA is more effective. The comparisons are shown in in table 2.
The hybrid DNN method is also applied to the NSL-KDD dataset as shown in
table 3. From experimental observations, it can be seen that the MCDNN also
performs better for the NSL-KDD dataset in terms of accuracy and Detection
Rate.

For better visualization of the sensitivity and specificity of our model, we
considered the AUC-ROC curve. Higher AUC(Area Under Curve) indicates a
higher degree of measure of separability. Whereas ROC (Receiver Operation
Characteristics)curve is a probability curve plotted against a True Positive
Rate (TPR) vs False Positive Rate (FPR). Fig 4 shows the ROC-AUC curve
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Table 3: Comparitive analysis of Multi-core IDS using Hybrid DNN with
KPCA for IoT-Botnet dataset with other techniques

Model Optimizer Accuracy Precision Recall(DR) F1-score

KPCA with DNN

Adam 98.80 90.45 82.68 85.57
Nadam 98.90 89.83 82.32 84.91

Adabelief 98.82 89.61 83.26 85.81
Adamax 98.85 88.25 82.58 84.60

MCDNN based IDS Hybrid 98.81 87.67 80.53 83.10

(a) AUC-ROC for UNSW-NB15 dataset (b) AUC-ROC for NSL-KDD dataset

Fig. 4: AUC-ROC of different dataset

for NSL-KDD and UNSW-NB15 datasets. The figure is plotted FPR as the
x-axis and TPR as the y-axis.

The learning behaviour for each epoch during training of MCDNN model
should be observed to assess progress in the performance. The below fig 5
shows the complete analysis during training and validation phase for accuracy
and loss. The proposed method considered 30 epochs having Leaky Relu as an
activation function with 64 batch sizes.

In order to validate MCDNN with KPCA model, a recent well known
methods for intrusion detection system are studied from literature and com-
pared. The table 4 shows the complete analysis of all the methods for both
UNSW NB15 and KDDCUP-99 dataset. The state of art methods includes
CNN(convolution neural network) with BiLSTM (Bi-directional long short-
term memory) [42], SAVAER-DNN (Supervised Adversarial Variational Auto
Encoder With Regularization)[13], ELM (Extreme Learning Machine) with
KPCA [17],BAT combination of BLSTM and attention mechanism [43],TL-
BOSA(Teaching Learning based optimization and Simulated Annealing)[5].
TSE-IDS(Two Stage Classifier Ensemble for IDS)[44]. Feed-Forward Neural
Network [45]. For a fair comparison, only the NSL-KDD dataset and UNSW-
NB15 dataset are considered. The table shows the comparison results in terms
of optimizers, accuracy, precision, DR and F1-score.

Apart from performance evaluation, since it is Multi core based method,
we also analysed time consumption of both datasets. The time is calculated
for single core for each optimizer sequentially and all optimizers parallely us-
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(a) Validation accuracy (b) Training Accuracy

(c) Validation loss (d) Training Loss

Fig. 5: DNN performance with different optimizer

Table 4: Comparison of proposed method with benchmark methods on UNSW-
NB15 and NSL- KDD

Method Dataset Accuracy Precision Recall (DR) F1-score
CNN-BiLSTM[42]

NSL-KDD

83.58 85.82 75.49 78.3
SAVAER-DNN[13] 89.36 95.19 79.96 81.25
ELM with KPCA[17] 98.18 N/A N/A N/A
BAT[43] 84.25 N/A N/A N/A
SVM-R[5] 92.56 85.25 90.11 89.85
Hybrid feature selection with
two level classifier ensemble[44]

85.797 88 86.8 N/A

Proposed method MCDNN 98.81 87.67 80.53 83.10
CNN-BiLSTM[42]

UNSW-NB15

77.16 82.63 79.91 81.25
SAVAER-DNN[13] 93.01 95.21 91.94 93.54
SVM-R [5] 89.06 85.97 88.98 87.63
Hybrid feature selection with
two level classifier ensemble[44]

91.27 91.6 91.3 N/A

Feed Forward Neural Network[45] 99.5 N/A N/A N/A
Proposed method MCDNN 99.94 97.59 94.76 96.09
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Table 5: Comparison of time complexity for sequential and multi core DNN
method

Number of core Optimizer
Time Consumption

in seconds
UNSW-NB15 NSL-KDD

1
(Sequential)

adam 3597.80 309.30
Nadam 5105.33 629.33

Adabelief 3597.80 702.18
Adamax 5105.33 435.09

4
(Parallel)

MCDNN based IDS (Proposed Method) 355.03 82.96

ing four core. The experiment showed that using MCDNN method consumed
355.03, 82.96 for UNSW-NB15 and NSL-KDD dataset respectively. The re-
duction is almost 25% down compared to sequential method. The detailed
information is shown in table 5. This faster training and high accuracy are the
strength of our proposed approach.

5 Conclusion

In this article, we proposed Multicore for Deep Neural Network (MCDNN) to
improve the time complexity during the training phase. The method use op-
erates different optimizers parallelly using the Linux platform. Furthermore,
the efficiency of the proposed method is evaluated using the UNSW-NB15
dataset and NSL-KDD datasets. The empirical evaluation showed that the
performance of MCDNN reduced time complexity to approximately 25%. Ad-
ditionally, to increase the potential of the model, different performance metrics
of reduction techniques are also analyzed. The emulations show that KPCA
performs better compared to PCA, SVD and LDA reduction techniques.
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