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A B S T R A C T

Background and Objective: Java vulnerabilities correspond to 91% of all exploits observed on the

World Wide Web. Then, this present work aims to create an antivirus software with machine learning

and artificial intelligence, master in Java malwares detection..

Methods: Within the proposed methodology, the suspect Jar sample is executed in order to infect,

intentionally, Windows OS monitored in a controlled environment. In all, our antivirus monitors and

ponders, statistically, 6,824 actions that the suspected Jar file can do when executed.

Results: Our antivirus achieves an average performance of 91.58% in the distinction between

benign and malwares Jar files. Different initial conditions, learning functions and architectures of our

antivirus are investigated in order to maximize their accuracy.

Conclusions: The limitations of commercial antiviruses can be supplied by intelligent antiviruses.

Instead of blacklist-based models, our antivirus allows Jar malware detection in a preventive way and

not in a reactive manner as Oracle’s Java and traditional antivirus modus operandi.

1. Introduction

Nowadays, through the use of applications in social net-

works, global computer networks have been widely spread,

and their applications are not only concerned with entertain-

ment and leisure, but also within the work. Large parcel of

the content provided by the global computer network is de-

veloped using Java technology. In the United States, Java

applications are present in 97% and 89% of company com-

puters and personal computers, respectively 1. From servers

to personal computers to mobile and dedicated devices, Java

applications have been used in various computers [23].

The goal of Java technology is to focus on the creation of

applications that can be executed on various OS (operating

systems) and computer-controlled devices. Unlike machine

language instructions, Java applications are OS-independent.

Then, Java applications are portable, so they can be executed

in any OS that includes a JVM (Java Virtual Machine) with-

out modification or extension. It should be emphasized that

JVM has been implemented in thousands of OS. The con-

clusion is that Java applications have good portability. They

can work on about 3 billion devices, including servers, per-

sonal computers, printers, smart phones, tablets, smart credit

cards, household appliances, etc.2.

∗Corresponding author

sidney.lima@ufpe.br (S.M.L. Lima)

ORCID(s): 0000-0002-4350-9689 (S.M.L. Lima)
1Java Technology. Available at: https://www.java.com. Accessed on

June 2020.
2JavaOne 2012 Review: Make the Future Java. Available at:

http://www.oracle.com/technetwork/articles/Java/Javaone12review-

1863742.html. Accessed on June 2020.

Contrary to its popularity, incidents of targeted attacks

using Java-based malware have been on the rise in recent

years [4][7]. The reason is: between 2012 and 2013, the

number of vulnerabilities exploiting Java increased by more

than 300% [7]. Java vulnerabilities usually target personal

computers technically named endpoints. Then, once on an

endpoint, Java malware maliciously exploits daily activities,

such as navigating the Internet or using utilities. Therefore,

bank passwords, social networks, photos or private videos

may be stolen due to cyber-infections.

One of the reasons for the failure of Java Security Man-

ager is the retard in the catalog of new virtual plagues by its

manufacturer. The modus operandi of Java Security Man-

ager is mainly to identify malicious files based on signatures
3. Like Oracle Java, commercial antivirus software can also

identify malicious files with signature features. Then, this

paper proposes to study (i) 86 kinds of commercial antivirus

software to identify Java malware files, especially Jar files.

Jar malware detection range is from 0% to 99.10%, depend-

ing on the antivirus software. On average, 34.95% of virtual

plagues were detected.

In our paper, about 31.39% of antivirus software cannot

diagnose any kind of malicious samples. It is worth point-

ing out that in our research, the malicious behavior of the

Jar malware analyzed has been recorded by incident respon-

ders. Even so, more than one-third of evaluated commercial

antivirus software is not aware of the existence of the Jar

malware file under investigation. Note the impediment of

conventional antiviruses as for the vigor of large-scale and

3Findar: jar files database. Available at: http://findar.com/. Accessed

on June 2020.
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real-time administrations.

The state-of-the-art antivirus recommends extracting fea-

tures of suspicious files in a preventive manner before exe-

cuting [10]. The executable file will be submitted to the re-

verse engineering process. Then, the assembly code associ-

ated with the executable file can be studied, so the malicious

intent of the suspicious file can be investigated. The features

from assembly code are used as input attributes of the arti-

ficial neural network used as the classifier. Neural network-

based antivirus accomplishes an average performance of more

than 90% in distinguishing benign and malware samples [10].

As a side effect, static analysis presents severe deficien-

cies when submitted to obfuscated malware, although sev-

eral sophisticated static analysis techniques have been de-

veloped which show promising results [20]. As a digital

anti-forensics strategy, malware employs runtime code pack-

aging and obfuscation. Therefore, the original instructions,

made by the server, are different from those executed at run-

time on the personal computer [20]. It is concluded that the

static features research can be easily bypassed by obfusca-

tion strategies [20].

The constraint of the static feature methodology to pre-

cisely identify new types of malicious applications moved

the focal point of malware research to the exploration of

features that can recognize malicious behavior as a process,

named dynamic approach, instead of a static approach. Then,

our authorial antivirus performs the dynamic analysis of Java

malwares. Our features extraction concerns the traces of

calls made by all processes generated by the malware, files

being created, deleted and downloaded by the malware while

it is running, memory dumps of the malware processes, and

tracking of network traffic in PCAP format. The main ad-

vantage of the dynamic approach is that behavioral features

are insensitive to low-level (bytecode) mutation techniques,

such as runtime packing or obfuscation [20]. To the whole,

our dynamic extraction of features monitors 6824 behaviors

that the suspect Jar file can make when executed.

Then, the malicious behaviors, originating from the sus-

pect files, serve as input attributes of neural networks. In

this work, we employ mELM (morphological ELM) neural

network, an ELM with a hidden layer kernel, which is in-

spired by Erosion and Dilation image processing morpho-

logical operators. The proposed paper claims that the mor-

phological kernel can fit any critical decision. Mathemati-

cal morphology refers to studying the shape of objects in an

image by using the mathematical theory of intersection and

union of the set [19]. Then, the morphological operation

naturally processes the detection of the shape of the object

present in the image [19]. Authorial antivirus achieves an

average performance of 91.58% in distinguishing between

benign and malware Java applications accompanied by an

average training time of 52.36 seconds.

This work is organized as follows: in section 2 we present

the limitations of commercial antiviruses. In section 3, we

discuss the state-of-the-art regarding artificial intelligence

antiviruses; in section 4, we present the proposed method-

ology; in section 5, we make a comparison between the au-

thorial ELM network and classic ELM networks; in section

6, we show the results and some discussions. Finally, in sec-

tion 7, we make the general conclusions and discuss the per-

spectives of our work.

2. Commercial Antiviruses Limitation

Although it has been questioned for more than a decade,

the modus operandi of antiviruses is based on signatures

when the suspect file is consulted on datasets named black-

list. Therefore, it is enough that the hash of the investigated

file not to be in the blacklist of the antivirus in order to mal-

ware not to be detected. The hash functions as a unique iden-

tifier for a given file.

Then, given the limitations of commercial antiviruses,

it is not a difficult task to develop and to distribute vari-

ants of a malicious application. To do this, it is enough to

make small alterations in the original malware with routines

that, effectively, do not have any usefulness like repetition

loops and conditional branches without instructions in their

scopes. These alterations without usefulness, however, they

turn the hash of the modified malware different from the hash

of the original malware. Consequently, malware, augmented

with null routines, will not be recognized by the antivirus

that recognized the initial malware. It should emphasize the

existence of botnets responsible for creating and distributing,

in automated form, variants of the same original malware. It

is concluded that antiviruses, based on signatures, have null

effectiveness when submitted to variants of the same mal-

ware [17][9].

Through the VirusTotal platform, this proposed work ex-

plores 86 commercial antiviruses with their respective re-

sults presented in Table 1. We utilized 998 Jar malicious ob-

tained from the dataset REJAFADA [20]. The objective of

the work is to verify the amount of malicious samples cat-

aloged by antivirus. The motivation is that the acquisition

of new malwares is primordial in order to combat malicious

activities.

Then, as larger is the dataset, named blacklist, better tends

to be the defense given by the antivirus. Fig. 1 appears the

diagram of the methodology proposed in a block diagram.

At first, Jar malwares are sent to the server belonging to the

VirusTotal platform. At this point, the Jar files are analyzed

by VirusTotal’s 86 commercial antiviruses. Then, the an-

tiviruses give their diagnostics for Jar samples submitted to

the server. VirusTotal allows the issuance of emission of

three different types of diagnostics: benign, malware, and

omission.

As for the first possibility of VirusTotal, the antivirus

detects the maliciousness of the suspicious file. Within the

proposed experimental environment, all submitted samples

are malware documented by incident responders. The an-

tivirus hits when it recognizes the malignity of the investi-

gated file. Malware detection shows that the antivirus of-

fers a robust support against digital invasions. In the second

possibility, the antivirus certifies the benignity of the exam-

ined file. Then, in the proposed study, when the antivirus

RP Pinheiro et al.: Preprint Page 2 of 15
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claims the file is benign, it is a false negative, as all the sam-

ples sent are malicious. In other words, the investigated file

is malware, however, the antivirus mistakenly attests to be-

nignity. Within the third possibility, the antivirus does not

give an analysis about the suspect application. The omission

shows that the investigated file has never been evaluated by

the antivirus so little it has the strength to evaluate it in real

time. The omission of diagnosis by antivirus points to its

limitation on large-scale services.

Table 1 shows the results of the 86 antiviruses products

evaluated. The McAfee-GW-Edition antivirus achieved the

best performance by being able to detect 99.10% of the in-

vestigated malwares. One of the largest adversities in com-

bating malicious applications is the fact that antivirus man-

ufacturers do not share their malware blacklists due to com-

mercial disputes. Through the analysis of Table 1, the pro-

posed work points to an aggravating factor of this adver-

sity: the same antivirus manufacturer does not share their

databases among their different antiviruses. Observe, for

example, that McAfee-GW-Edition and McAfee antiviruses

belong to a same company. Their blacklists, though robust,

are not shared amongst themselves. Therefore, the commer-

cial strategies, of a same company, disturb the confronta-

tion against malwares. It complements that antivirus man-

ufacturers are not necessarily concerned in avoiding cyber-

invasions, but in optimizing their business incomes.

Malware identification ranged from 0% to 99.10%, de-

pending on the antivirus. Overall, the 86 antiviruses were

able to identify 34.95% of the examined malwares, with a

standard deviation of 40.92%. The elevated standard devia-

tion shows that the recognition of malicious files can change

abruptly depending on the chosen antivirus. The protection

against digital intrusions is in the function of choosing a vig-

orous antivirus with an expansive and upgraded blacklist.

Overall, antiviruses certified false negatives in 33.90% of the

cases, with a standard deviation of 40.45%. To attest the be-

nignity of malware can implicate in unrecoverable damages.

A person or institution, for instance, would start to trust a

certain malicious application when, in fact, it is a malware.

Still as an unfavorable aspect, about 31.39% of antiviruses

did not express an opinion on any of the 998 malicious sam-

ples. On average, the antiviruses were omitted in 31.15% of

the cases, with a standard deviation of 45.61%. The omis-

sion of the diagnosis focuses on the constraint of antivirus

in recognizing malware in real time.

As difficulty in the combat to malicious applications, the

fact of the commercial antiviruses do not have a pattern in

classification of malwares as found in Table 2. We have cho-

sen 3 of the 998 Jar malwares in order to exemplify the mis-

cellaneous of classifications given by antivirus commercial

activities. As there is no pattern, the antiviruses give the

names that they want, for example, a company can identify

a Jar malware as "Android: RuFraud-I" and a second com-

pany identify it as "Artemis! 9EF6966B98A5". Therefore,

the lack of a pattern disturbs the cyber-security strategies

since each category of malware must have different treat-

ments (vaccines). It is concluded that it is impracticable for

supervised machine learning to adopt pattern recognition as

for categories of Jar malwares. Due to this confusing tan-

gle of MultiClass Classification, provided by specialists (an-

tiviruses) as seen in Table 2, it is statistically improbable that

any machine learning technique will acquire generalization

capability.

3. State-of-the-art

Jar files are collections of individually compressed class

files. They are about half the size of the original class files

[23]. A Java archive (JAR) file encapsulates Java classes and

may also contain other resources such as a digital signature

or pictures [14]. Jar file is primarily designed to provide a

reliable environment for running small programs embedded

in web pages known as applets [14].

The modus operandi of commercial antivirus software

and Oracle Java (especially Java Security Manager) is mainly

used to identify Jar malware with signature basis. The main

problem with this strategy is: for a new virtual plague to as-

sign, it must be detected that certain computers have been

infected. Taking into account the limitations of commer-

cial antivirus software and Java Security Manager, the latest

technology proposes the function of extracting and analyz-

ing files through a statistical learning machine. Artificial in-

telligence can automate many tasks by analyzing thousands

of files, extracting their functions, and classifying them.

LIMA, et al.(2021) created an antivirus capable of de-

tecting PE file (Windows) malwares with an average accu-

racy of 98.32% [10]. The executable file will be submitted

to the disassembly process. Then, the executable file can

be studied, so the malicious intent of the file can be investi-

gated. Analysis of LIMAet al. (2021) extracted 630 features

of each executable file. These features are the input neurons

of the artificial neural network. The classification of neu-

ral networks aims to divide executable files of 32-bit archi-

tecture into two categories: benign and malicious software.

Antivirus made by LIMA, et al.(2021) use shallow neural

networks.

On the other side, deep nets-based antiviruses have also

achieved excellent accuracies. VINAYAKUMAR, R. et al.

(2019) achieve an average accuracy of 98.90% in order to

detect PE files malwares [22]. The deep network structure

has 34 layers 4. The network is trained with 500 epochs with

a training batch size of 64 and learning rate 0.01.

SU, J. et al. (2018) achieve an average accuracy of 94.00%

in order to detect IoT (Internet of Things) malwares [21].

The deep network structure has 6 layers. There are 3 layers

with learnable weights: 2 convolutional layers, and 1 fully

connected layer. The network is trained with 5000 iterations

with a training batch size of 32 and learning rate 0.0001.

The antivirus made by HARDY, W. et al. (2016) aim to

detect PE files (Windows) malwares by employing Stacked

Autoencoders deep networks [5]. The decoder attempts to

4DeepMalNet layers. Available at:

https://github.com/vinayakumarr/dnn-ember/blob/master/DNN-info.pdf.

Accessed on February 2020.
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Table 1

Results of commercial antiviruses. Expanded results of 86 worldwide commercial antiviruses
are in the authorial repository [16].

Antivirus Detection (%) False Negative (%) Omission (%)
McAfee-GW-Edition 99.10 0.90 0.00
NANO-Antivirus 97.70 2.20 0.10
AegisLab 97.60 2.10 0.30
Kaspersky 96.80 2.90 0.30
ZoneAlarm 96.70 2.90 0.40
Avast 96.60 3.30 0.10
AVG 96.60 3.30 0.10
ESET-NOD32 95.90 4.10 0.00
McAfee 95.60 4.40 0.00
Avira 94.80 3.30 1.90
Cylance 0.20 0.00 99.80
WhiteArmor 0.20 91.30 8.50
Alibaba 0.20 98.50 1.30
ALYac 0.10 95.80 4.10
Bkav 0.10 97.60 2.30
Paloalto 0.00 0.00 100.00
SentinelOne 0.00 0.00 100.00
Endgame 0.00 0.00 100.00
CrowdStrike 0.00 0.00 100.00
Agnitum 0.00 0.00 100.00

Table 2

Result of the submission of three malware to VirusTotal. Expanded results of 86 worldwide
commercial antiviruses are in the authorial repository [16].

Antivirus VirusShareA VirusShareB VirusShareC
McAfee-GW-Edition Artemis!Trojan Artemis PWS-Zbot.gen.jr
NANO-Antivirus Trojan.Android.SMSSend.numyx Trojan.Android.Opfake.oefcg Trojan.Java.CVE20113544.cspflc
AegisLab Troj.Sms.Androidos!c SUSPICIOUS Troj.W32.Generic!c

Kaspersky
HEUR:Trojan-SMS.

AndroidOS.Fakelogo.a
HEUR:Trojan-SMS.

AndroidOS.Fakelogo.a
HEUR:Trojan.
Win32.Generic

ZoneAlarm
HEUR:Trojan-SMS.

AndroidOS.Fakelogo.a
HEUR:Trojan-SMS.

AndroidOS.Fakelogo.a
HEUR:Trojan.
Win32.Generic

Avast Android:RuFraud-I Android:RuFraud-I Java:CVE-2011-3544-BD
AVG Android:RuFraud-I Android:RuFraud-I Java:CVE-2011-3544-BD

ESET-NOD32 Android/TrojanSMS.Agent.K Android/TrojanSMS.Agent.K
a variant of Java/

Exploit.CVE-2011-3544.DF
McAfee Artemis!9EF6966B98A5 Artemis!BEE5A7C75B6A RDN/Generic
Avira ANDROID/SmsAgent.CQ.Gen ANDROID/SmsAgent.CQ.Gen EXP/CVE-2011-3544
Sophos Andr/Jifake-B Andr/Opfake-A Mal/Generic-S
Symantec Android.Fakemini Android.Fakemini Trojan.MalJava
IkarusV Trojan.AndroidOS.FakeInst Trojan.AndroidOS.FakeInst Java.CVE
MAX Malware malware Malware
TrendMicro-HouseCall Suspicious_GEN.F47V0322 AndroidOS_OPFAKE.A, Suspicious_GEN.F47V0322
Emsisoft Android.Trojan.FakeInst.CB Android.Trojan.FakeInst.CB Gen:Variant.Barys.841
GData Android.Trojan.FakeInst.CB Android.Trojan.FakeInst.CB Gen:Variant.Barys.841
BitDefender Android.Trojan.FakeInst.CB Android.Trojan.FakeInst.CB Gen:Variant.Barys.841
Tencent Trojan.Android.FakeLogo.aa Trojan.Android.FakeLogo.aa Win32.Trojan.Jorik.Hvje
Arcabit Android.Trojan.FakeInst.CB Android.Trojan.FakeInst.CB Trojan.Barys.841

map this representation back to the original input. The deep

learning model is trained with 3 hidden layers and 100 neu-

rons at each hidden layer. The encoder maps the input to a

hidden representation. HARDY, W. et al. (2016) achieve an

average accuracy of 96.85%.

The disadvantage of the deep net is the long training

time. As an aggravating factor, deep networks have lower

parallel capabilities because these layers are sequential. There-

fore, this layer can only be executed after the upper layer

has completed its work. In applications that require frequent

training (learning) of antivirus software, this fact may be-

come an obstacle, because on average 8 (eight) new mal-

RP Pinheiro et al.: Preprint Page 4 of 15
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wares are created every second [8]. In syntheses, there should

be no difference in the learning time of antivirus software

compared with the rate of new malware generation world-

wide.

Deep learning made by SANTOS, et al. (2019) has train-

ing time compatible with applications that often require train-

ing. The deep network presents a single convolutional layer,

and there is no data backpropagation. Therefore, since the

supercomputer has sufficient computing resources (memory),

deep learning made by SANTOS, et al. (2019) has major

parallel capabilities. The convolution layer uses 30,000 con-

volution filters at the same time.

Instead of random convolutional filters, Deep Learning

made by SANTOS, et al. (2019) develops PCA 5. filters

aimed at extracting the main components of the regions of

interest related to the data input vector. Altogether, the tech-

nique employs 30 thousand convolutional filters. Each fil-

ter is converted to a Toeplitz matrix denoted by Wdetect ∈

IRL2 x R2
, witℎ L = (J +W −1) for a LxL size feature map.

W and J refer to filter size and pixels, respectively [18].

Herein this work we replicate the deep net made by SAN-

TOS, et al. (2019) because its training time is compatible

with applications that need training frequently as antivirus.

Deep Learning made by SANTOS, et al. (2019) is not aimed

at the detection of malware, but at the optical character recog-

nition [18]. Instead of digital image processing, the input

attributes concern the extraction of malware features.

Due to the excellent results obtained by Deep Learn-

ing techniques, a common sense has been created that Deep

Learning is capable of providing the best accuracy in any

type of application, in fact, this consideration is untrue. Deep

neural networks, specifically, convolutional networks are

based on linear filter convolution. Although it has a fun-

damental role in computer applications, filter convolution is

limited to applications when vector flow gradient is formed.

Consider, for example, biomedical images from mam-

mography devices. The images are full of noises that hinder

the recognition of the breast lesion [13]. Therefore, convo-

lution of filters is essential in order to eliminate noise and,

therefore, discard small irregularities in the finding corre-

sponding to potential cancer. Convolutional techniques, such

as Gaussian filters, are essential in order to reduce noise in

biomedical images [13].

As a counter-example, consider the repository illustrated

in Table 3. The features are completely disconnected from

each other despite belonging to the same neighborhood. An

application suspected of trying to check Wi-fi data has no

correlation with accessing the victim’s image gallery or

browser. Then, when applying the linear convolution of fil-

ters in the repository, illustrated in Table 3, accessing the

browser, containing the value 0, would be treated as noise.

The explanation is that its neighborhood has positive val-

ues. In synthesis, the suspect application would be accused

of accessing the victim’s browser even the extraction of fea-

tures having audited the inverse. Then, convolutional tech-

5PCA: Principal Component Analysis.

niques suffer a disadvantage when applied to malware pat-

tern recognition.

In order to prove our theoretical background, the autho-

rial antivirus employs shallow morphological neural

networks instead of deep convolutional networks. As exper-

iments, the authorial antivirus has its accuracy compared to

next-generation antiviruses based on both shallow and deep

neural networks. Our antivirus can combine high precision

with reduced learning time. In order to avoid unfair compar-

isons, the feature extraction stage is standardized by mon-

itoring 6,824 behaviors that the suspicious Jar file can do

when executed purposely.

Table 3

Example of a statistical repository based on malware de-
tection.

Features

Check Wi-fi
data

Access the
Browser

Access Image
Gallery

1 0 1

4. Materials and Methods

The present paper aims to elaborate the REJAFADA (Re-

trieval of Jar Files Applied to Dynamic Analysis), a dataset

which allows the classification of files with Jar extension be-

tween benign and malwares. REJAFADA consists of 998

malware Jar samples and 998 other benign Jar samples. RE-

JAFADA dataset, consequently, is suitable for learning en-

dowed with AI (Artificial Intelligence), considering that the

Jar files presented the same amount in the different classes

(malware and benign). The goal is that classifiers that are

biased towards a particular class do not have their success

rates favored.

In relation to virtual plagues, REJAFADA extracted ma-

licious Jar files from VirusShare which is a repository of

malware samples to provide security researchers, incident

responders, forensic analysts, and the morbidly curious ac-

cess to samples of live malicious code 6. With respect to be-

nign Jar files, the catalog was given from application reposi-

tories such as Java2s.com 7, and findar.com 8. All of the be-

nign files have been audited by VirusTotal. Then, the benign

Jar files, contained in REJAFADA, had their benevolence at-

tested by the main commercial antiviruses of the world. The

obtained results corresponding to the analyses of the benign

and malware Jar files, resulting from the VirusTotal audit,

are available for consultation at the virtual address of RE-

JAFADA [16]. The purpose of creating the REJAFADA

dataset is to give full possibility for the proposed method-

ology to be replicated by others in future work. Then, RE-

6VirusShare: malware files database. Available at:

https://virusshare.com. Accessed on June 2020.
7Java2s: jar files database. Available at: http://Java2s.com/. Accessed

on June 2020.
8Findar: jar files database. Available at: http://findar.com/. Accessed

on June 2020
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JAFADA makes available, freely, of all their samples such

as benign as malwares:

• VirusTotal audits;

• Dynamic analysis of Cuckoo Sandbox.

REJAFADA also makes available in its virtual address,

its 998 benign Jar files. In addition, our dataset displays the

list of all other 998 Jar files, this time, malwares. Then, there

is the possibility of acquiring all the malware employed by

REJAFADA by establishing agreements and submitting to

ViruShare’s rules of use [16]. We conclude that our RE-

JAFADA dataset provides transparency and impartiality to

the research, and demonstrates the veracity of our results.

Therefore, it is expected that REJAFADA will serve as a ba-

sis for the creation of new scientific works aiming at Next-

Generation antivirus.

All experiments were carried out on a cloud supercom-

puter equipped with 250 GB of RAM, 8 processors and 300

GB of mass storage. So that there are no unfair comparisons,

state-of-the-art antiviruses are trained and tested on the same

supercomputer used by the copyrighted antivirus. It is em-

phasized that the acquisition of a supercomputer was due to

replication and comparison with state-of-the-art works. Au-

thorial antivirus requires low processing and storage capac-

ity. It is emphasized that the authorial antivirus could be

used on any conventional desktop computer.

5. Proposed Methodology

Fig. 1 shows the diagram of the methodology proposed

in the block diagram. Initially, the Jar file, originating from

the REJAFADA dataset, is executed in order to verify the

attempt to corrupt the JVM and, in sequence, Windows 7

audited by the Cuckoo Sandbox. The dynamic features are

synthesised in section 5.1. Then, the dynamic characteris-

tics of Jar files are stored in the format of machine learning

repository.

As a method of feature mining, some behaviors, audited

by the Sandbox, are despised. The adopted criterion of min-

ing refers to features elimination which concern a single Jar

file, for example process ids, process names, md5, sha, among

others. After mining features, the relevant behaviors of the

Jar samples serve as machine learning input attributes, specif-

ically, the artificial neural networks employed as classifiers.

The goal is to group the Jar samples into two classes: benign

and malware. The classification stage is explained in detail

in section 5.2. Classification results are described in Chapter

6.

As for materials, all experiments were performed on a

cloud supercomputer with 250 GB of RAM, 8 processors

and 300 GB of mass storage. In order to avoid unfair compar-

isons, the state-of-the-art antiviruses are trained and tested

on the same supercomputer used by the authorial antivirus.

It is emphasized that the acquisition of a supercomputer was

due to the replica and the comparison with the state-of-the-

art works. The authorial antivirus requires low processing

and storage capacity. It is emphasized that the authorial an-

tivirus could be used in any conventional desktop computer.

5.1. Dynamic Feature Extraction
The features of Jar files originate through the dynamic

analysis of suspicious files. Therefore, in our methodology,

the malware is executed in order to infect, intentionally, the

JVM installed in Windows 7 audited, in real time (dynamic),

by the Cuckoo Sandbox 9. In total, 6824 features are gener-

ated of each Jar file, regarding the monitoring of the sus-

pect file in the proposed controlled environment. Next, the

groups of features are detailed:

• Features related to virtual machines. The goal is to

verify that the audited file searches for detect whether

Bochs, Sandboxie, VirtualBox, VirtualPC, VMware,

Xen or Parallels virtual machines are being used through

the presence of registry keys (regedit), files, instruc-

tions, and device drivers used by them;

• Features related to malware. Checks whether the au-

dited file tries create Mutexes (single name files, with

a function to set a lock / unlock state, which ensures

that only one process at a time uses the resources);

• Features related to Bitcoin. Examines whether the tested

file attempts to install the OpenCL library, Bitcoins

mining tool.

• Features related to bots (machines that perform au-

tomatic network tasks, malicious or not, without the

knowledge of their owners):

• Features related to browsers. Checks if the file tried

tries:

– Modify browser security settings;

– Modify the browser home page;

– Acquire private information from locally installed

internet browsers.

• Features related to Firewall. The proposed digital foren-

sics audits if the file tries to modify local firewall poli-

cies and settings.

• Features related to cloud computing. The file is au-

dited when it tries to connect to storage services and

/ or files from Dropbox, Google, MediaFire, MegaU-

pload, RapidShare, Cloudflare and Wetransfer.

• Features that seek to disable features of Windows 7

OS and other utilities. The audit checks to see if the

file tries to:

– Modify system policies to prevent the launch of

specific applications or executables;

– Disable browser security warnings;

9Cuckoo: Automated Malware Analysis. Available at:

https://cuckoosandbox.org/. Accessed on Nov. 2020.
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Figure 1: Diagram of the proposed methodology.

– Disable Windows security features and proper-

ties;

• Features associated with network traffic hint Windows

7 OS in PCAP format. Explicar.

• Features related to Windows 7 OS (Regedit):

– Changes in associations between file extensions

and software installed on the machine;

– Changes to the current user information;

– Driver corruption;

– Changes to the Windows appearance settings and

settings made by users, such as wallpaper, screen-

saver, and themes;

– Changes to Hardware Settings.

• Features related to the use of sandboxes. The digi-

tal forensics examines whether the file tries to turn off

Windows functions monitored by the cuckoo sandbox.

• Features related to Ransomware (a type of malware

that, by means of encryption, leaves the victim’s files

unusable, then request a redemption in exchange for

the normal use later of the user’s files, a redemption

usually paid in a non-traceable way, such as bitcoins)

.

• Features related to exploit-related features which con-

stitute malware attempting to exploit known or unack-

aged vulnerabilities, faults or defects in the system or

one or more of its components in order to cause un-

foreseen instabilities and behavior on both your hard-

ware and in your software.

• Features related to Infostealers, malicious programs

that collect confidential information from the affected

computer.

Besides the detection of suspicious behaviors, such as

API calls, dynamic analysis also allows the reconstitution

(cleaning) of the OS (Operating System) by auditing of the

malefactions promoted by the malicious file in the OS as-

suming that the harm is not statistically irreversible. It should

be noted that the reconstitution of OS, technically named

vaccine, is important because it is not enough to detect and

eliminate the malware in order to the victim becoming free

of its actions. Besides the elimination of malware, it is nec-

essary to undo all of its malfeasances as, for instance, hav-

ing disabled Java Security Manager from the JVM. Then, if

there was no auditing provided by the dynamic analysis, it

would fall to the cyber-watcher to monitor, manually, any

OS changes that would turn the slow and stressful process.

5.2. Classifiers
Our antivirus employs artificial neural networks as clas-

sifiers. In order to choose the best setting of the neural net-

work architecture, we employ different learning functions

and initial configurations to require a larger volume of cal-

culations, such as multiplying the quantity of neurons in the

intermediary layer. The architectures of the neural networks

have an input layer containing a number of neurons regarding

the vector of extracted features from the Jar file monitoring

in a controlled environment. Therefore, the employed clas-

sifiers must have an input layer containing 6,824 neurons.

They concern the features of auditing of the Jar file. The

output layer has two neurons, corresponding to benign and

malware samples.
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The proposed work resulted in an antivirus composed of

ELMs (Extreme Learning Machines)) neural networks in or-

der to detect malwares preventively. ELMs are powerful and

flexible kernel-based learning machines whose main char-

acteristics are fast training and robust classification perfor-

mance [6]. The ELM network is a single hidden layer net-

work, not recurrent, based on an analytical method to esti-

mate the network output weights, in any random initializa-

tion of input weights.

The ELMs have been widely applied in several areas such

as Biomedical Engineering [13][12][11] [15][1][2][3]. ELMs

networks can greatly contribute to the advancement of digi-

tal security of devices. The proposed paper applies the ELMs

in the area of information security specifically in the recog-

nition of malware patterns.

Mathematically, in ELM neural network the input attri-

butes xik correspond to the set{
xit ∈ IR; i = 1, ...n; t = 1, ...v

}
. Therefore, there are n fea-

tures extracted from the application and v training data vec-

tors. The hidden layer ℎj , consisting of m neurons, is repre-

sented by the set
{
ℎj ∈ IR; j ∈ N∗; j = 1, ...m

}
. The ELM

training process is fast because it is composed of only a few

steps. Initially, the input weights wji and bias biasbjt are de-

fined in a random generation. Given an activation function

f:R→R, the learning process is divided into three steps:

• Random generation of weight wji, corresponding to

the weights between the input and the hidden layers,

and bias bias bjt.

• Calculate the matrix H, which corresponds to the out-

put of the neurons of the hidden layer.

• Calculate the matrix of the output weights = H † Y ,

where H† is the generalized Moore-Penrose inverse

matrix of the matrix H, and Y corresponds to the ma-

trix of desired outputs s.

The output of the hidden layer neurons, corresponding

to the matrix H, is computed by the kernel K , dataset inputs

and weights between the input and the hidden layers shown

in Eq. (1).

Hjt =

⎡⎢⎢⎢⎣

K(1, 1) K(1, 2) ⋯ K(1, n)

K(2, 1) K(2, 2) ⋯ K(2, n)

⋮ ⋮ ⋱ ⋮

K(v, 1) K(v, 2) ⋯ K(v, n)

⎤⎥⎥⎥⎦
(1)

Instead of using conventional kernels, authoring kernels

will be used for ELMs. We employ mELMs (morphological

ELMs), ELMs with hidden layer cores based on the morpho-

logical operators of Erosion and Dilation image processing.

Kernels are mathematical functions employed as a method

for learning neural networks. This learning method enables

the creation of non-linear data mapping. Thus, there is no

need to increase the number of adjustable parameters, as in

the learning rate used in networks with backward propaga-

tion. There are two fundamental morphological operations,

Erosion and Dilation. The theory of Mathematical Morphol-

ogy can be considered constructive, since all operations are

built based on Erosion and Dilation. Mathematically, Ero-

sion and Dilation are characterized according to Eq. (2) and

Eq. (3), respectively:

"g(f)(u) =
⋂
v∈S

f (v) ∨ g(u - v) (2)

"g(f)(u) =
⋃
v∈S

f (v) ∧ g(u - v) (3)

Where f ∶ S → [0, 1] and g ∶ S → [0, 1] normalized

images in the form of a matrix named S format, where S ∈

IN2. pixel is defined by the Cartesian pair (u, f (u)), where u

is the position related to value f (u). v is the matrix of f (u),

encompassed by g. The operators and are associated with

the maximum operation, while and are associated with the

minimum operation. g is the structuring element for both

Erosion and Dilation [19]. g is the negation of g.

In Eq. (2) initially occurs the negation of the structuring

element g. Then, it happens the operation of maximum ∨

denoted by f (v) ∨ g(u − v), where f (v) refers to the orig-

inal image matrix f covered (matched) by g. f (v) is tech-

nically named the active region of the image. Finally, the

value �g(f )(u), in the position u, of the eroded image re-

ceives the minimum value between the maximums, via the

operator. �g(f )(u) gets the value 0 associated with absolute

black. Erosion overlays g to the original image f . The goal

is that areas similar to g expand [19]. By associating 1’s with

absolute white and 0’s with absolute black, Erosion enhances

darker areas and eliminates regions with high intensity [19].

Eq. (3) shows the performance of the morphological di-

lation operation. Due to mathematical precedence, the min-

imum ∧ operation denoted by f (v)∧g(u−v), occurs, where

f (v) refers to the original image matrix f covered (matched)

by g. Therefore, the value �g(f )(u), at the u position of the

expanded image receives the maximum value between the

minimums through the ∪ operator. Dilatation superimposes

the structuring element g on the original image f . The goal

is that areas similar to g expand. By associating 1’s with

absolute white and 0’s with absolute black, the dilation in-

creases the areas with more intense tonality and eliminates

the dark regions [19].

Our antivirus utilizes mELMs (Morphological Extreme

Learning Machines). They are inspired by Mathematical

Morphology based on nonlinear Erosion and Dilation oper-

ators. As indicated by Eq. (2) concerning the Erosion image

operator, the Erosion ELM kernel can be defined together

with Eq. (4), where
{
i ∈ IN∗, i = 1, . . . , n

}
,{

j ∈ IN∗, j = 1, . . . , m
}

,
{
t ∈ IN∗, t = 1, ..v

}
. So there are

n neurons in the entry layer (without the bias), m neurons in

the hidden layer, and v training data vectors.

K�(t,i) = (xit ∨wji) + bjt (4)
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Figure 2: (a) Successful performance of the kernel compatible with dataset. (b) Inaccurate classification of the Linear kernel in
a non-linearly separable distribution. (c - d) Successful performances by Dilation and Erosion kernels.

Similar to the Erosion kernel, Eq. (5) defines the Dila-

tion kernel inspired by Eq. (3) and refers to morphological

operator of Dilation.

K�(t,i) = (xit ∧wji) + bjt (5)

In order to achieve good performance in ELMs, it is nec-

essary to choose a kernel that is able to optimize the deci-

sion boundary for the presented problem as seen in Figure

2 (a). A Linear kernel gets great results when used to solve

a linearly separable problem. However, when used to solve

non-linearly separable problems as shown in Figure 2 (b) for

a sigmoid distribution, it does not perform satisfactorily. A

great generalization capability of the neural network may de-

pend on a fine-tuned kernel choice. The best kernel may be

subordinate to the problem to be resolved.

As a side impact, investigating different kernels is of-

ten a stressful affair that involves cross-validation combined

with different random initial conditions. However, the in-

vestigation of distinct kernels may be necessary, otherwise

the neural network composed, by a mismatched kernel, for

generating unsatisfactory results.

Figure 2 (c), Figure 2 (d) show the performance of the

mELM kernel Erosion and Dilation, with the respective ac-

curacies of 93.07% and 95.05%. It is possible to notice when

analyzing the figures that the mELMs have the capacity to

accurately map the different distributions referring to differ-

ent problems.

The effectiveness of our morphological neural networks

is due to their ability to adapt to any type of distribution,

since their mapping does not obey any conventional geomet-

ric figure. The mapping of decision borders is made by their

own training data, the very position in n-dimensional space

that will determine whether that surrounding region belongs

to class 1 or class 2. The n represents the number of neu-

rons in the input layer. Therefore, our mELM kernel is able

to naturally detect and model the n-dimensional regions di-

vided into different classes by using Math Morphology.

6. Results of ELM Networks

We employ seven different kernel types for the ELMs

neural networks. In the state-of-the-art, three of these ker-

nels are described by HUANG, et al, (2012), they are; Wavelets

Transform, Hard Limit and Tribas (Triangular Base Func-

tion) [6]. In addition, authorial kernels are employed: Fuzzy-

RP Pinheiro et al.: Preprint Page 9 of 15
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Dilation, Fuzzy-Erosion, Dilation and Erosion.

The fmELMs have been successful in the treatment of

biomedical images, specifically in the detection and classifi-

cation of breast cancer [1][2]. The fmELMs constitute linear

functions, inspired by the Mathematical Morphology, with

optimized learning time compared to the mELMs. Despite

the low learning time, fmELMs are not completely suitable

for non-linear distributions such as Sigmoid and Sinusoidal

distribution.

The Wavelets kernel has no hidden layer [6]. The cal-

culations are based on the transformation of the input data

and can work nearly to kernels containing architectures with

hidden layers [6]. A good generalization capability of these

kernels depends on an adjusted choice of parameters (C, )

[6]. The cost parameter C refers to a reasonable equilibrium

point between the hyperplane margin width and the classifi-

cation error minimization in relation to the training set. The

kernel parameter  controls the decision boundary in func-

tion of classes [6]. There is no universal method in the sense

of choosing the parameters (C, ).

In the present work, there is the investigation of the pa-

rameters (C, ) inspired by the method proposed by HUANG,

et al (2012), which consists of training increasing sequences

of C and  , mathematically, 2n, where

n =
{
−24,−10, 0, 10, 25

}
[6]. The hypothesis is to verify

if these parameters with values different from the standards;

(C = 1,  = 1), generate better results. In the Linear kernel,

there is only the investigation of the cost parameter C , it is

not possible to explore the kernel parameter  [6].

Each combination employs cross-validation through the

k-fold method, where k=10. The goal is that the results

achieved do not be influenced by training and test sets. For

this, the total of images is divided into ten parts. In the

first iteration, the first part is destined to the test set, while

the others are reserved for the training. This rotation hap-

pens for ten cycles until all ten parts have been applied to

the test phase. The accuracy of the ELM is the arithmetic

mean of the hit rate obtained in the ten cycles. As previ-

ously mentioned, in the ELM network there is no backprop-

agation of data. Therefore, the objective of the k-fold cross-

validation method is not to establish a stopping criterion to

avoid overfitting (excess training), but to verify that the clas-

sifier undergoes abrupt changes in its accuracy depending on

the sets destined for training and testing. There is moreover

the methodological care to randomly select benign and mal-

wares samples for each fold. The objective is that biased

classifiers, in relation to a given class, do not have their ac-

curacies rates favored.

Table 4 details the results obtained by the ELMs neu-

ral networks with Wavelets kernel. Each row in this table

contains 10 executions referent to cross-validation of the k-

fold method, where k=10. In relation to precision in the test

phase, the maximum average performance was 56.01% in

the distinction between benign and malware cases with the

parameters (C, ) = (2−24, 20). In Table 4, there are only the

best and worst case descriptions, in this order, for each ELM

kernel.

The Hard Limit, Tribas (Triangular Basis Function), Fuzzy-

Dilation, and Fuzzy-Erosion, Dilation and Erosion kernels

employ hidden-layer architectures. At this point, there is the

investigation regarding the number of neurons in the hidden

layer of these kernels. The hypothesis is to verify whether ar-

chitectures that require a higher volume of calculations, such

as multiplying the number of neurons in the hidden layer, are

able to produce better accuracies rates compared to architec-

tures that demand less calculations. There is the evaluation

of two architectures; they employ 100 and 500 neurons in

their respective hidden layers. These architectures have a

background of excellent accuracy in the application of ELM

networks in the area of Biomedical Engineering [10].

Table 5 details the results obtained by the ELMs neu-

ral networks with the Hard Limit, Tribas (Triangular Basis

Function), Fuzzy-Dilation, and Fuzzy-Erosion, Dilation and

Erosion kernels. Each row in Table 5 contains 10 distinct

executions referring to the k-fold method, where k=10. Re-

garding precision, the maximum average performance was

91.58% with standard deviation of 1.77% through the Dila-

tion kernel endowed with 500 neurons in its hidden layer.

7. Results in relation to the State-of-the-Art

In this section authorial antivirus is compared with state-

of-the-art antiviruses. In order to avoid unfair comparisons,

the feature extraction stage is standardized by monitoring

6,824 behaviors that the suspicious Jar file can do when exe-

cuted purposely. Authorial antivirus employs shallow mor-

phological neural networks. Our antivirus is endowed with

mELM Dilation kernel and contains 500 neurons in its hid-

den layer.

On the other hand, the antivirus made by LIMA, et al.

(2021) employ shallow neural networks based on backpropa-

gation. LIMA, et al. (2021) investigate eleven distinct learn-

ing functions in order to optimize the accuracy of their an-

tivirus. For each learning function, LIMA, et al. (2021) ex-

plore 4 hidden layer architectures.

Our authorial antivirus is also compared to antivirus

based on deep neural networks. The antivirus made by

VINAYAKUMAR, R. et al. (2019) is replicated, specif-

ically, its deep network structure containing 34 sequential

convolutional layers 10. The network made by VINAYAKU-

MAR, R. et al. (2019) is trained with 500 epochs with a

training batch size of 64 and learning rate of 0.01.

Finally, the authorial antivirus is also compared to Deep

Learning made by SANTOS, et al. (2019). This state-of-

the-art work does not aim at malware detection, but at opti-

cal character recognition. Therefore, the deep net made by

SANTOS, et al. (2019) undergoes an adaptation in its input

neuron layer. Instead of digital image processing, the input

attributes concern the extraction of malware features. The

Deep Learning made by SANTOS, et al. (2019) presents a

single convolutional layer and there is no data backpropaga-

10DeepMalNet layers. Available at:

https://github.com/vinayakumarr/dnn-ember/blob/master/DNN-info.pdf.

Accessed on February 2020.
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Table 4

Result of ELM Networks. The (C, ) parameters vary according to the set{
2−24, 2−10, 20, 210, 225

}
. There are only the best and worst case descriptions.

kernel (C, ) Train rate (%) Test rate (%) Train time (sec.) Test time (sec.)

Wavelets (2−24, 20) 100.00 ± 0.00 56.01 ± 2.78 3.11 ± 0.07 0.76 ± 0.03
(210, 225) 67.40 ± 1.97 47.91 ± 3.76 3.12 ± 0.08 0.78 ± 0.03

Table 5

Result of ELM Networks. The number of neurons in the hidden layer varies according to
the set 100, 500.

kernel neurons Train rate (%) Test rate (%) Train time (sec.) Test time (sec.)

Hard limit 100 50.03 ± 0.00 49.75 ± 0.00 0.48 ± 0.01 0.03 ± 0.01
500 50.03 ± 0.00 49.75 ± 0.00 2.51 ± 0.03 0.13 ± 0.02

Tribas 100 50.00 ± 0.03 50.00 ± 0.26 0.49 ± 0.02 0.02 ± 0.01
500 50.00 ± 0.03 50.00 ± 0.26 1.76 ± 0.05 0.14 ± 0.01

Fuzzy-Dilation 500 95.71 ± 0.28 87.28 ± 2.40 2.01 ± 0.05 0.14 ± 0.02
100 84.37 ± 0.29 81.61 ± 2.32 0.55 ± 0.02 0.03 ± 0.01

Fuzzy-Erosion 500 95.70 ± 0.33 87.72 ± 2.55 2.16 ± 0.07 0.16 ± 0.01
100 84.67 ± 0.37 82.16 ± 1.93 0.65 ± 0.01 0.03 ± 0.01

Dilation 500 97.63 ± 0.13 91.58 ± 1.77 52.36 ± 0.57 5.68 ± 0.05
100 81.20 ± 0.35 78.86 ± 1.18 7.34 ± 0.18 0.77 ± 0.02

Erosion 500 78.38 ± 0.24 70.58 ± 2.81 53.23 ± 2.41 5.78 ± 0.23
100 54.99 ± 0.11 53.05 ± 1.95 8.17 ± 0.15 0.86 ± 0.03

tion. The convolutional layer employs all of its 30,000 filters

simultaneously so that the training time is compatible with

applications that need training frequently as antivirus.

Figure 3 and Figure 4 are graphical representations of

the results described in Table 6. Figure 3 (a) presents the

boxplots, from the training stage, in relation to authorial an-

tivirus and state-of-the-art. The best average accuracy, re-

sulting from the training, was 98.33% through antivirus made

by VINAYAKUMAR, R. et al. (2019). Deep Learning made

by SANTOS, et al. (2019) obtains a training accuracy of

50% on average. The antivirus made by LIMA, et al. (2021)

obtained average accuracy of 48.82% and 98.82%, in its worst

and best scenarios, respectively. These results were obtained

using the learning functions "Batch training–learning rules"

and "Conjugate gradient backpropagation with Fletcher-Reeves

updates",respectively, with 100 neurons in their hidden lay-

ers. The authorial antivirus obtained an average performance

of 97.63% with a standard deviation of 0.13%. Therefore,

our antivirus has the advantage of not suffering abrupt changes

due to the initial conditions (synaptic connections and cross

validation).

Figure 3 (b) shows the boxplots for the best accuracy in

the test phase. The best average accuracy, resulting from the

test, was 96.54% through the antivirus made by

VINAYAKUMAR, R. et al. (2019). Deep Learning made

by SANTOS, et al. (2019) achieved an average performance

of 50%. The authorial antivirus obtained an average accu-

racy of 91.58%. The antivirus made by LIMA, et al. (2021)

achieved a mean accuracy of 50.26% and 95.67%, in its worst

and best scenarios, respectively. Therefore, it is corrobo-

rated that neural networks based on backpropagation can suf-

fer major variations, in their accuracies, depending on their

configuration parameters. Then, the decision made by LIMA,

et al. (2021) was salutary. This state-of-the-art antivirus ex-

plores different learning functions, gradients and architec-

tures in order to optimize the accuracy of its neural networks

based on data backpropagation.

Figure 4 (a) and Figure 4 (b) present the boxplots refer-

ring to the times spent during the training and test phases, re-

spectively. Authorial antivirus consumes only 52.36 seconds

in order to conclude, on average, its training. In relation to

training time, the antivirus made by VINAYAKUMAR, R. et

al. (2019) is slower since there is the use of deep network re-

current structure. The antivirus made by VINAYAKUMAR,

R. et al. (2019) consumes about two (2) days in order to

complete its training. The Deep Learning made by SAN-

TOS, et al. (2019) consumes 695.26 seconds in its training

since 30,000 convolutional filters are employed in parallel

and there is no data backpropagation. Antivirus made by

LIMA, et al. (2021) concludes its training in order of sec-

onds because they employ shallow neural networks. Regard-

ing the time consumed during the test phase, all techniques

consumed very close times without great discrepancies.

Table 7 shows the confusion matrices of the techniques

presented in Table 6 in percentage terms. The confusion ma-

trix is important in order to verify the quality of supervised

learning. In Table 7, B. and M. are abbreviations of Benign

and Malware. The desired classes are arranged on the verti-

cal label while the obtained classes are on the horizontal la-

bel. On a confusion matrix, the main diagonal is occupied by

cases whenever the obtained class coincides with expected

class, named true positive cases. Then, a good classifier has
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Table 6

Comparison among the authorial antivirus and the state-of-the-art.

Technique Train rate (%)Test rate (%) Train time (sec.) Test time (sec.)

Authorial Antivirus 97.63 ± 0.13 91.58 ± 1.77 52.36 ± 0.57 5.68 ± 0.05
Antivirus made by LIMA, et al. (2021), worst c. [10] 50.26 ± 0.89 50.26 ± 0.71 9.67 ± 1.76 0.44 ± 0.14
Antivirus made by LIMA, et al. (2021), best c. [10] 96.71 ± 2.10 95.67 ± 1.85 580.07 ± 228.44 0.46 ± 0.19

Antivirus made by SU, et al. (2018) [21] 78.37 ± 0.47 78.31 ± 3.37 3337.15 ± 19.08 3.53 ± 0.14
Antivirus made by VINAYAKUMAR, R. et al. (2019) [22] 98.33 ± 5.16 96.54 ± 4.84 149968.09 ± 33112.72 71.64 ± 23.13

Antivirus made by HARDY, et al. (2016) [5] 99.57 ± 1.17 96.49 ± 1.89 6854.74 ± 300.59 0.14 ± 0.01
Deep Learning made by SANTOS, et al. (2019) [18] 50.00 ± 0.00 50.00 ± 0.00 695.26 ± 29.67 7.90 ± 2.56

the main diagonal occupied by high values and other ele-

ments have low values.

Table 7 shows main diagonals emphasized in bold. Our

antivirus, in the test phase, mistakenly classified on average

10.79% of cases as benign when they were malware cases

(false negative). Following the same thinking, there was a

mean classification of 5.49% of cases said to be malware

when they were benign applications (false positive).

Still regarding Table 7, sensitivity and specificity refer

to the ability of the antivirus to identify malware and benign

applications, respectively. The proposed work presents the

confusion matrix in percentage terms in order to facilitate the

interpretation of sensitivity and specificity. In synthesis, the

sensitivity and specificity are presented in the confusion ma-

trix itself, described in Table 7. For example, the proposed

antivirus averages 94,51% with respect to both sensitivity

and true positives. Following the same reasoning, authorial

antivirus obtains, on average, 89,21% for both specificity and

true negatives.

Table 8 shows the parametric t-students and non-parametric

Wilcoxon hypothesis tests between our antivirus and the state-

of-the-art. It is possible to conclude that our authorial an-

tivirus is statistically different in comparison to all other sam-

ples. The explanation is that in both the parametric t-students

and the non-parametric Wilcoxon tests, the null hypothesis

were rejected. Therefore, the samples are statistically dis-

tinct.

Authorial antivirus demonstrated a major advantage when

compared to the state-of-the-art. Our antivirus achieves an

average performance of 99.80% within an average training

time of 9.32 seconds. The average relationship between per-

centage accuracy and training time in reverse order is em-

ployed in Biomedical Engineering [11]. It is admitted that

the establishment of this relationship assumes an important

function in Information Security since 8 (eight) new mal-

wares are released every second [8]. So, paradoxically, a

newly launched antivirus may already be obsolete and re-

quire new training through a newly discovered vulnerability.

In syntheses, the learning time of an antivirus should not be

discrepant in comparison to the rate of new malware creation

worldwide.

8. Conclusion

Each year thousands of malwares are developed in growth

and continuous proportions [7]. Therefore, it is of vital im-

portance that malware detection platforms provide cyber-

surveillance mechanisms that meet customer demands in a

preventive manner. Otherwise, in scenarios where there is

a failure to identify the malicious application, sensitive cus-

tomer data is likely to be made available to unauthorized per-

sons. Worldwide, vulnerabilities in Java account for 91% of

all monitored cyber-infections [4]. In addition to personal

computers, Java exploits are capable of corrupting corpo-

rate web applications being responsible for most of the web-

based threats [4].

Thus, it is inferred that the selection of the antivirus has

an important role in the combat to virtual plagues. In our

evaluation, the variation in Jar malwares detection was from

0% to 99.10%, depending on which commercial antivirus

was chosen. The present paper performed the analysis of 86

antiviruses commercially available. On average, they were

able to detect 34.95% of Jar malwares. From the analysis of

the samples, it was possible to identify that the antiviruses,

on average, reported false negatives and they were omitted in

33.90% and 31.15% of the cases, respectively. In the present

paper, the VirusTotal platform was used to submit, in an au-

tomated way, the malwares to the antiviruses. It should be

emphasized that in VirusTotal, there is not the possibility of

choosing the shareware version of antiviruses. Then, it was

not possible to do comparisons among the free and commer-

cial resources of the same antivirus. It is deduced that the

services offered in the shareware versions perform signifi-

cantly inferior than the full versions.

On average, 31.39% of the paid antivirus (full), submit-

ted to our evaluation, they were not able to detect any of

the Jar malwares. It is verified, the flaw in the effectiveness

of the commercial antiviruses concerning large-scale, and

real-time services. It is noteworthy that in our study, the Jar

malwares analyzed are of public domain, employed in ma-

licious activities, and with their performances classified by

incident responders. Even so, more than one-third of the

evaluated commercial antiviruses had no knowledge about

the existence of Jar malwares.

In order to supply the limitations of commercial

antiviruses, artificial intelligence-based antivirus are capa-

ble to audit thousands of malwares and learn, statistically,

RP Pinheiro et al.: Preprint Page 12 of 15



Antivirus Applied to Jar Malware Detection based on Runtime Behaviors

Figure 3: Boxplots referring to the accuracies of the authorial antivirus and the state-of-the-art.

Figure 4: Boxplots regarding the processing times of the authorial antivirus and the state-of-the-art.

what they are their malicious characteristics. Therefore, af-

ter learning, intelligent antivirus can identify and classify

newly created malware according to the comparison between

their features and those cataloged during their learning phase.

Hence, there would be no need to wait for a client to be con-

taminated, and subsequently report a suspicious attitude, as

if it were at that moment, the antivirus takes some action

with respect to the discovery of a new malware. Intelligent

antiviruses enable preventive detection of virtual threats in

a controlled environment before they reach customers’ ma-

chines.

We create an antivirus capable to classify Jar files be-
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Table 7

Confusion matrix of the authorial antivirus and the state-of-the-art. (%)

Train Test

Technique M. B. M. B.

Authorial Antivirus M. 99.06 ± 0.25 0.94 ± 0.25 94.51 ± 1.83 5.49 ± 1.83
B. 3.72 ± 0.16 96.28 ± 0.16 10.79 ± 3.25 89.21 ± 3.25

Antivirus made by LIMA, et al. (2021), M. 42.76 ± 49.24 57.24 ± 49.24 42.56 ± 49.07 57.44 ± 49.07
worst conf. [10] B. 42.60 ± 49.51 57.40 ± 49.51 42.64 ± 49.45 57.36 ± 49.45

Antivirus made by LIMA, et al. (2021), M. 94.27 ± 2.62 5.73 ± 2.62 93.42 ± 1.99 6.58 ± 1.99
best conf. [10] B. 0.84 ± 1.65 99.16 ± 1.65 2.06 ± 1.77 97.94 ± 1.77

Antivirus made by SU, M. 74.86 ± 0.65 25.14 ± 0.65 74.86 ± 4.09 25.14 ± 4.09
et al. (2018) [21] B. 16.86 ± 1.89 83.14 ± 1.89 16.86 ± 4.49 83.14 ± 4.49

Antivirus made by VINAYAKUMAR, R. M. 97.63 ± 7.39 2.37 ± 7.39 96.60 ± 6.96 3.40 ± 6.96
et al. (2019) [22] B. 0.46 ± 1.33 99.54 ± 1.33 3.12 ± 2.11 96.88 ± 2.11

Antivirus made by HARDY, M. 99.92 ± 0.22 0.08 ± 0.22 98.01 ± 2.03 1.99 ± 2.03
et al. (2016) [5] B. 0.75 ± 2.02 99.25 ± 2.02 4.90 ± 2.30 95.10 ± 2.30

Deep Learning made by SANTOS, M. 100.00 ± 0.00 0.00 ± 0.00 100.00 ± 0.00 0.00 ± 0.00
et al. (2019) [18] B. 100.00 ± 0.00 0.00 ± 0.00 100.00 ± 0.00 0.00 ± 0.00

Table 8

T-students and Wilcoxon hypothesis test of the authorial antivirus and the state-of-the-art.

t-students (parametric test) Wilcoxon (non-parametric test)

Comparison Hypothesis p-value Hypothesis. p-value

Authorial Antivirus vs

Antivirus made by LIMA, et al. (2021), worst conf. 1 4.2134e-41 1 1.30487e-11
Authorial Antivirus vs

Antivirus made by LIMA, et al. (2021), best conf. 1 3.81625e-09 1 2.86398e-09
Authorial Antivirus vs

Antivirus made by SU, et al. (2018) 1 6.621e-19 1 2.5046e-11
Authorial Antivirus vs

Antivirus made by VINAYAKUMAR, R. et al. (2019) 1 3.803e-06 1 8.83703e-08
Authorial Antivirus vs

Antivirus made by HARDY, et al. (2016) 1 1.33009e-11 1 5.13671e-10
Authorial Antivirus vs

Deep Learning made by SANTOS, et al. (2019) 1 5.42386e-42 1 1.02645e-12

tween benign and malware. In all, our antivirus monitors

and ponders, statistically, 6,824 actions that the suspect Jar

file can do when executed in JVM contained in Windows

7. In a controlled environment, our antivirus monitors al-

terations in the Registry (Database) of OS, traces of calls

performed by all processes spawned by the malware, files

being created, deleted and downloaded by the malware dur-

ing its execution, memory dumps of the malware processes,

and network traffic trace. The pattern recognition, regard-

ing the 6.824 suspicious actions, is made by extreme neural

networks.

Instead of conventional kernels, authorial kernels are em-

ployed for ELMs. The ELM network has as its main char-

acteristic the training speed and data prediction when com-

pared to conventional neural networks. The authorial Dila-

tion kernel is able to distinguish Java malwares from benign

applications in 91.58% of cases, accompanied by a training

time of 52.36 seconds.

Our antivirus can be extended to provide cyber-protection

to other operating systems equipped with JVM. Then, the in-

tention is to extend our antivirus to other operating systems

besides Windows. The future goal is to apply our method-

ology to the Android system since smartphones and tablets

are gradually becoming indispensable in contemporary so-

ciety. Also as a future objective, our antivirus aims to audit

OSs, equipped with JVM, specializing in financial transac-

tions such as smart credit card, smart transport passes and

lottery terminals.
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